Unlock the Potential: Unveiling the Untapped Possibilities of Blockchain Technology in
Revolutionizing Internet of Medical Things-based Environments through Systematic

Review and Future Research Propositions

Abstract

The Internet of Medical Things (IoMTs) has rapidly gained popularity recently, and the need
for self-health assessment and the resulting reduction in treatment waiting periods have sped
up the usage of [oMTs. Unfortunately, the growing usage of [oMTs has also brought up issues
that have unintended effects, including a lack of data management, an unsafe network
environment, privacy and security concerns. To address the problems with [oMT applications,
distributed ledger technology, which forms the basis of blockchain technology (BCT), has
emerged as a practical solution. The utility of BCT to support loMT-based settings has been
demonstrated by academic research. However, no analysis of the literature has been performed
to comprehend BCT performance in IoMT scenarios. Therefore, the present study offers a
thorough literature review of 182 studies on the use of BCT in an [oMT environment, drawn
from 70 pioneering journals included in the WoS database. It also outlines recommendations
for future research areas. This study adds to the body of literature in three main ways using a
mix of bibliographic and content analysis. It starts out by outlining the structure of how BCT
works in an IoMT setting. Secondly, it provides a roadmap that takes into account the factors
that might aid in BCT proliferation in IoMT situations. Thirdly, the paper outlines the
prerequisites for BCT's effective adoption and use in an IoMT environment. The implications
of the recognized clusters and the factors influencing the properties and outcomes of BCT are
covered in the article's conclusion. This is the first effort to investigate BCT's function within
the context of the IoMT environment; this has become crucial since BCT has developed
popularity in IoMT contexts. The article highlights many aspects that may help to improve
comprehension of this important issue by utilizing the provided outline as a guide and
identifying major knowledge gaps.

Keywords: Blockchain Technology; Internet of Medical Things; IoT in healthcare; Healthcare

sector.

1. Introduction

In recent years, notable progress in IT has brought a range of benefits, including establishing

digital databases and implementing health monitoring systems for the healthcare sector [1].

1



Massive EHR archives and health preventive monitoring systems have been made possible by
developments in IT [1]. The pressure of implementing IT applications is increasing in the quest
to offer better medical care. Enhancing the security of a medical system has the potential to
enhance the quality of treatment by facilitating the efficient and accurate retrieval of pertinent
data. This, in turn, can contribute to the improvement of treatment efficacy, patient mobility,
medical decision-making, and doctor—patient communication [1]. However, the evaluation of
medical care presents challenges in terms of complexity, duration, and the need for extensive
coordination and collaboration among healthcare professionals, clients, and their families [1].
In this context, [oMTs allude to the interconnected network of sensors and other equipment
used to detect vital indicators and send the results to off-site medical staff for remote patient
supervision [2]. Pulse rate, blood pressure, oxygen levels, ECG, EPG, and traumas may all be
measured using these tools [2]. All of this information is sent to a central server in the cloud
and is used to improve medical care [2]. However, there are growing concerns over patient
privacy and safety as a result of these increasingly complex and intrusive devices (IoMT
devices), which threaten vital medical processes. [oMT technology is evolving at a rapid pace,
but most devices have limited resources which prevent us from focusing on the most secure
and private options [3]. This is where blockchain becomes invaluable as the most reliable
decentralized system with several useful properties, including tamper-resistance, immutability,
traceability, the integrity of data, secrecy, and anonymity; these are provided without the need

for any intermediaries [4].

The deployment of BCT in conjunction with the management of IoMTs poses several real
challenges. One prominent challenge is the notable delay experienced in the consumption and
analysis of real-time data within critical medical systems [3]. Consequently, implementing
IoMTs has witnessed a surge owing to their extensive versatility in enhancing the efficacy of
the healthcare industry. However, the utilization of IoMT has given rise to significant
apprehension among users, particularly patients, concerning the vulnerability of data and the
potential for unauthorized access and theft. Despite these concerns, BCT can be a cutting-edge
solution for effectively managing healthcare-related catastrophic disruptions, such as the
COVID-19 pandemic [5]. Nevertheless, there are challenges and constraints in implementing
blockchain and obtaining the benefits of its implementation in loMT-based environments. This
leads to the need for further investigation. Therefore, based on the previous discussion, the

present research leads to formulating the following research questions:



RQI1: How can blockchain technology evolve in IoMTs in terms of benefits and outcomes?

RQ2: What are the positive and negative moderators that affect the adoption and

implementation of blockchain technology in the ambience of loMTs?

RQ3: What are the primary requirements for effectively implementing blockchain technology

in the loMT ambience in the future?

These research questions are addressed by conducting a bibliometric study to locate published
research on the topic of the connection between BCT and IoMTs in the healthcare industry.
Following that, we conduct a content analysis to investigate the information that has been
revealed concerning this topic up until this point [6]. Together, our bibliometric and content
analyses provide a solid foundation that allow us to both pinpoint critical aspects of
blockchain's presence in IoMTs and present all-encompassing perspectives on exciting new
research opportunities [7]. As a consequence of our examination, we identify 182 publications,
demonstrating the considerable amount of research that has been carried out on the applicability
of BCT in IoMT environments. Furthermore, we pinpoint the factors that play a role in the
enhanced association between blockchain and the problems associated with [oMTs. The
findings of this study also indicate that the application of BCT plays an essential role in
assisting with the efficient adoption and implementation of loMTs within the healthcare sector.
The findings of this review constitute an essential and original contribution to the discussion
surrounding blockchain applications in [oMTs, in particular, the data security challenges that
are prevalent in the healthcare industry. This is the case in a variety of ways. Our review
contributes to the current understanding of blockchain's existence in IoMT settings in the
healthcare industry by delving deeper into how blockchain, with its various algorithms,
mechanisms, and latest innovations, facilitates the improvement of IoMT operations in the
healthcare sector. This is one of the critical queries for the healthcare industry that has, until

recently, gained inadequate visibility.

This review not only gives an introduction to the blockchain and IoMTs research topic but also
synthesizes and highlights the most recent findings in the field. The results of our current
analysis will be useful to scholars since they shed light on the limitations of currently held
intellectual ideas and analytical approaches, current research topics, and what has been

insufficiently provided thus far. Multiple kinds of research have been conducted on the topic
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of blockchain and [IoMTs; however, our work here goes beyond merely synthesizing this
research to develop a spatial template and inclusive schema for explaining prospective study
guidelines that recognize the most critical parts and consequences of the association between

blockchain and [oMTs.

2. Literature review

This section provides an overview of the current advancements in BCT, [oMT, and the role of
BCT in IoMT. The purpose is to enhance comprehension about the evolution of BCT and IoMT
inside the healthcare system, as well as their respective developments in previous scholarly

works.

2.1 Blockchain technology

Blockchain Technology (BCT) is a decentralized, shared database platform that demonstrates
transparency and traceability in managing digital assets. It also enables smart contracts to be
created and executed [8]. The records of the transactions in a blockchain are organized into
blocks, and these blocks are connected to make a chain [3]. If one of the blocks or transactions
in a blockchain needs to be modified, the chain header data for the whole blockchain must be
updated. The authenticity of the transaction is preserved through the utilization of the Merkel
tree method [3].

BCT enables marketers to effectively manage and monitor the utilization of medical items,
hence facilitating a comprehensive understanding of their use. BCT has the potential to address
the issue of counterfeit medications in the health and pharmaceutical industries by facilitating
comprehensive traceability of these drugs [9]. This aids in the identification of the underlying
factors contributing to the act of falsification. The use of BCT may effectively ensure the
security of patient information. In addition, blockchain has the capability to securely store and
maintain medical history, preventing any unauthorized modifications to records [9]. The
decentralized network is implemented with standard commodity hardware inside the medical
setting. BCT is a decentralized network that facilitates the addition of records; the removal or
modification of records cannot be done without the agreement of a shared consensus. The value
of a blockchain hash is contingent upon a cryptographic hash function that establishes a
connection between freshly appended information block records and each individual data block

[9]. The design of the distributed blockchain ledger guarantees that data is not handled in a
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centralized manner, hence enabling accessibility and accountability for all network users [9].
The use of a decentralized system mitigates the risk of a singular assault, thus enhancing and
fortifying the overall security of the system. Reducing the duplication of medical practices and
monitoring enables more efficient management of health data and patient care, resulting in time
and resource savings for both healthcare providers and patients [9]. In the realm of healthcare,
the need for progress and greater efficiency intensify at an accelerated pace. In contemporary
times, there is a pressing need for healthcare establishments that exhibit high standards of
quality, bolstered by the integration of cutting-edge and innovative technology. BCT is poised
to have a significant impact on the healthcare industry since it has the potential to bring about
transformative changes [9]. Furthermore, there is a growing trend within the health sector
toward adopting a patient-centered approach, which prioritizes two key elements: the provision
of accessible services and the availability of suitable healthcare resources at all times [9]. The
use of BCT in healthcare organizations enables the provision of optimal patient care and the
delivery of high-quality health facilities. The process of “health information exchange” is
characterized by its time-consuming and repetitive nature, resulting in inflated expenses within
the health business. However, this technology offers a prompt resolution to these challenges.
By using BCT, individuals have the opportunity to participate in health research initiatives. In
addition, the improvement of research methodologies and the dissemination of data pertaining
to public welfare will contribute to the advancement of treatment options for diverse
populations. The whole healthcare system and partner organizations are managed via the use
of a centralized database [10]. Figure 1 illustrates how the BCT ecosystem is used in the

healthcare sector.
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2.2 Internet of Medical Things

IoMTs are a rapidly expanding sector in the medical industry'. The IoT is being exploited for
its full potential in the medical field by obtaining and analyzing data from the proliferation of
linked medical equipment [11]. These tools can collect, generate, analyze, and transmit
information. Connecting gadgets such as these is essential to the functioning of an IoMT-
enabled medical network [11]. In addition, [oMT tools alleviate the present medical system's
deficit of doctors by fully automating everything, from data gathering and predictive analysis
to report preparation [12]. Figure 2 illustrates the IoMT ecosystem in the medical sector
context. [oMT technology helps improve the performance of the medical industry through the
numerous benefits it offers to medical sectors, such as better drug administration, budget
reduction, better overall care for patients, enhanced medical diagnosis and care, tracking
chronic conditions remotely and enhanced disease control [12]. The importance and emphasis
of [oMTs in today’s market can be understood by one of the examples from Nokia. To facilitate
distant radiology, Nokia provides a web solution that is similar to a plug-and-play system,
making it simple to incorporate into an established medical environment!. This cloud-based
service links hospitals and radiologists, allowing doctors to consult and evaluate CT scans from

the comfort of their own homes!.

1 https://www.digiteum.com/internet-medical-things-medical-software-development (Accessed on October, 17 2022)
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2.3 Role of BCT in IoMTs

The healthcare industry has seen significant development and opportunities for improvement,
as evidenced by its notable achievements in automation. The current landscape is seeing the
development of a smart healthcare system in which all relevant parties are integrated to
accomplish widespread and comprehensive healthcare services [13]. The exponential growth
of healthcare in relation to financial investments, public consciousness, and governmental
regulations has also expedited this process of change [13]. IoMTs are anticipated to be a
significant advancement in the healthcare sector due to their potential to facilitate the
interconnectivity and distant monitoring of various medical devices [14]. As a result of these
advancements, the provision of healthcare services has the potential to be expedited and
provided at a reduced cost [15]. The widespread use of the IoMT is still a considerable distance
away. The majority of implanted and wearable healthcare sensor machines exhibit limitations
in terms of processing capacity and battery longevity, hence rendering the implementation of
intricate encryption methods impracticable. The lack of interoperability in the IoMT is a
significant issue, as shown by previous research [16]. This challenge arises from the extensive
variety of healthcare sensor devices [17] and the heterogeneous nature of [oMT networks.
These obstacles might be mitigated with the use of BCT in the IoMT [16]. The concept of
blockchain is characterized by its distinct attributes of transparency, traceability, reliability,
and decentralization. Therefore, it is plausible that BCT has the potential to mitigate issues
pertaining to interoperability, secrecy, and safety [18]. Figure 3 helps to understand how BCT
has evolved in IoMT. In addition, Table 1 illustrates the different algorithms and methods

discussed in past literature on BCT in [oMTs.
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This whole debate leads us to conclude that research on blockchain existence within the context
of [oMT technology is still underexplored. Through the literature search, a few relevant articles
are identified, as shown in Table 2, along with their contribution to the body of knowledge.
Prior to this study, earlier literature evaluations on blockchain and IoMTs concentrate more on
the uses of blockchain in the healthcare industry rather than the IoMT atmosphere (see Table
2). Although these evaluations offer important and illuminating material, the authors are unable

to demonstrate the uniqueness of blockchain and its ramifications for oMTs.
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Table 1: Algorithm and methods used for BCT in [oMTs

Scholar(s) Algorithm Description of algorithm in the Proposed methods and its description in the research Application Deployment of
research context context technology
Alqaralleh et  Deep Belief The algorithm is wused in the This work presents a new model that combines deep learning To determine BCT
al. [19] Network classification procedure to determine  and BCT to enhance the security of image transmission and whether a disease is
the presence of the illness. diagnosis in the [oMT environment. The model that is present.
described encompasses many distinct operations, including
data gathering, safe transaction, hash value encryption, and
data categorization.
Amanat et al.  Elliptic Curve The use of Elliptic Curve Digital To ensure the safety of EHR sharing among various e- To safeguard the blockchain
[20] Digital Signature Signature Algorithm is employed for healthcare systems, the research proposes an architecture exchange of
the purpose of record verification based on BCT that employs a Proof of Stake cryptographic EHR across various
and ensuring safe transactions. consensus method and Secure Hash Algorithm to verify the healthcare systems.
identity of each user.
Rahmanetel. AutoGrading The mobile edge computing node The research presents a mobile multimedia IoT-based To store dyslexia blockchain
[21] uses autograding algorithms to ecosystem that can record multimodal smartphone or tablet- data in a
discover dyslexic patterns in based user engagement information throughout dyslexia decentralized  and
multimodal IoT data, preserving its testing and distribute it over a mobile edge web that uses safe manner.
final outcome in blockchain and off- autograding algorithms to identify dyslexia symptoms.
chain.
Bakir [22] Path Compression ~ Starting at the root node, the The research paper introduces a novel security model called To assure complete blockchain and
algorithm follows a route to the node the “Blockchain-based Special Key Security Model” that privacy, data big data
where an object is now situated, effectively combines the three fundamental aspects of integrity, and data
updating each node's reference to information security - “confidentiality, integrity, and consistency in all
reflect the object's current position availability”. This model is specifically designed to address transactions.
address. the security challenges associated with big data.
Ravikumar et  Function The algorithm schedules all jobs ina  The authors suggest using a blockchain-based smart contract To offer cost blockchain with
al. [23] Based Cost manner that minimizes the price of to implement a function-based cost-efficient task scheduling effective medical smart contract
Efficient Task the medical application services to method. The proposal is efficient since it leverages services.
Scheduling the network by striking a balance blockchain functionalities to schedule the work. Blockchain

between the function cost and the
deadline of the task.

systems with smart contracts make it possible to use
symmetric cryptography for data consistency.
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Table 2: Relevant literature articles on blockchain applications and [oMT health systems

Scholar (s)

Paper title

Context

Research contribution to literature

Priyanka and
Ghanshyam
[24]

Umesh et al.
[25]

Xiaohong et al.
[26]

Valeria et al.
[27]

Liu et al. [28]

Ramzan et al.
[29]

Bamakan et al.
[30]

Krishnamoorthy
etal. [31]

Tseng et al. [32]
Xie et al. [33]

Wang et al. [34]

“Internet of Medical Things Healthcare for
Sustainable Smart Cities: Current Status and
Future Prospects”

“Disruptive digital innovations in healthcare:
Knowing the past and anticipating the future”

“Internet of Things (IoT) - blockchain-enabled
pharmaceutical supply chain resilience in the
post pandemic era”

“On the exploitation of the blockchain
technology in the healthcare sector: A
systematic review”

“The Security of Blockchain-Based Medical
Systems: Research Challenges and
Opportunities”

“Healthcare Applications Using Blockchain
Technology: Motivations and Challenges”

“Effective Scaling of Blockchain Beyond
Consensus Innovations and Moore’s Law:
Challenges and Opportunities”

“Role of emerging technologies in future IoT-
driven Healthcare 4.0 technologies: a survey,
current challenges and future directions”
“Developmental trajectories of blockchain
research and its major sub-fields”

“A survey of blockchain technology applied to
smart cities: Research issues and challenges”
“Blockchain-Enabled Smart Contracts:
Architecture, Applications, and Future
Trends”

The research utilizes a comprehensive review of current
literature, bibliometric data, and worldwide marketing
analysis to enhance the comprehension of these technologies
and their influence on the healthcare system.

The authors undertake a thorough analysis and evaluation of
the extant empirical studies pertaining to disruptive digital
technologies within the healthcare domain.

This study integrates a comprehensive evaluation of
literature with the use of semi-structured interviews to
examine the pharmaceutical supply chain (PSC) during the
period after the pandemic.

The authors conduct a comprehensive literature study on the
use of BCT in the healthcare sector, with a specific emphasis
on its practical implementation in real-world settings.

The research provides a comprehensive literature study on
blockchain-based medical systems, classifies present
security options, and talks about privacy safety technologies
used in these systems.

The authors discuss the use of blockchain in the medical
sector and offer an overview of the field along with its
background, technical underpinnings, and various
applications.

The research aims to answer questions about whether or not
blockchain technology can be adapted to Hospital Waste
Management.

An introduction to "Healthcare IoT Application and Service
Stacks", which represent the current state of the art in medical
industry research and presentation.

Authors determine future directions for blockchain
technology and examine its most pressing research questions.
Blockchain technology is discussed in the context of smart
cities from a variety of angles.

Authors intend to provide a complete and methodical
overview of smart contracts that can be implemented with
blockchain technology.

Several future elements of the Healthcare 5.0 paradigm,
the next generation of healthcare systems that prioritizes
individual patients, are investigated. They provide an
infrastructure for medical care optimized for the IoMT,
with an emphasis on device security.

The authors present their analysis of the results from
three distinct viewpoints - “theoretical, enabler, and
barrier”. These views are grounded in the examination of
four specific manifestations of innovation - goods,
services, processes, and business models.

This article describes how the IoT and BCT might
strengthen supply chain resilience and offers a guide for
PSC participants to deal with the risks involved.

The review shows that data security and blockchain
deployment for electronic health records are now the
primary areas of investigation.

The review offers the application of blockchain
technology in the security of generic healthcare systems.

The applications of blockchain in the healthcare sector
are explored; IoMTs are also introduced.

The study focuses on waste management in the healthcare
sector.

The study examines the role of emerging technologies in
healthcare applications.

The focal point of the study is in classifying blockchain
technology.

A discussion of the application of blockchain technology
in many smart sectors is described.

The study unfolds the multifaceted layers of smart
contracts through blockchain implementation.

13



3. Methodology

The present research is focused on exploring the existence of blockchain technology in the
surroundings and settings of loMTs. Mayring [18] presents a technique that is applied in this
research, comprising of the following four steps - the collection of material (the selection of
articles), descriptive analysis, the selection of category, and evaluation of the material. To carry
out the literature evaluation and provide answers to the questions posed in the introductory
section of this study, the current investigation adheres to the methodology described by
Mayring [35]. The following sub-sections offer the procedure for the literature review. The
academic research papers taken into consideration for this evaluation are obtained from an
online bibliographic database known as the “Web of Science.” The following is a list of the

keywords (search strings) that are applied for this review:

Search string 1: “Blockchain” and “Medical”’/“Blockchain” and “Medical
things”/“Blockchain” and “Medical devices”

Search string 2: “Blockchain” and “Healthcare”/“Blockchain” and ‘“Healthcare
things”/“Blockchain” and “Healthcare devices”

Search string 3: “Blockchain” and “Internet of medical things”/“Blockchain” and “IoMT”

The search strings are used in the Web of Science (WoS) database under the section “title” or
“abstract” or “topic”. After using these search strings, 1597 articles are obtained as a result of
the query. This leads to the publication of a significant number of studies. During the
subsequent screening, we apply criteria that includes potentially disqualified articles plus the
ones that are most pertinent to our review topic. Therefore, we then use some filter layers as
exclusion criteria to screen the articles. These include proceedings papers, letters, book
chapters, meeting abstracts, retractions, corrections, or editorial material. The filter leads to
refining the number of articles to 1333. We use another filter layer to further refine the study
by removing the review articles, open-access articles, and the articles that are under the
categories of Q3, Q4, and non-Q, ABDC (C), and ABS (1) to ensure that only high quality
articles are used as a basis for the analysis. The sequence of selecting the article as an inclusion
criterion is ABS (4)/ABDC (A"), ABS (3)/ABDC (A)/WoS (Q1), and ABS (2)/ABDC
(B)/WoS (Q2).
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Web of Science Search String
DATABASE
~ 4. Blockchain” and “Healthcare”
Search String 5. Blockchain” and “Healthcare

1. “Blockchain” and “Medical” things”

2. “Blockchain” and “Medical things” 6. Blockchain” and “Healthcare
devices”

3. “Blockchain” and “Medical devices” . ,
7. Blockchain” and “Internet of

Medical Things”

Filter Layer 1

182 Articles m

Figure 4: Illustration of article screening
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This filter helps to identify 472 articles. Finally, we read each article using abstract and article
reading, leading us to finalize the 182 articles for further consideration in this study. The step-

by-step procedure for screening the articles is shown in Figure 4.

4. Descriptive analysis

The major research articles for our investigation are not published until after 2018. When we
take a closer look at the development of publications over the course of time, we can see that
the following occurred: 7 papers (3.85%) are published in 2018, 9 papers (4.95%) are published
in 2019, 19 papers (10.44%) are published in 2020, 49 papers (26.92%) are published in 2021,
53 papers are published in 2022 (29.12%), and 45 papers are published up to July 2023
(24.72%). The trend of publication is illustrated in Figure 5.

Figure S: Publication trend over the year

We categorize our articles as per the quality of journals (as shown in Figure 6). The journal’s
quality is decided on the various ranking nomenclature, such as ABDC, ABS, and WoS quartile
systems. We consider ABS (4)/ABDC (A*) journals as the topmost. Unfortunately, we do not
find any articles under this category for our inclusion-exclusion criteria. The second most
crucial ranking is ABS (3)/ABDC (A)/WoS (Q1). In this category, we identify 124 articles,
showing that almost 68% of the articles are published relevant to BCT’s role in IoMT
ambience. The last important category for the journal is ABS (2)/ABDC (B)/WoS (Q2). Almost
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58 articles fall into this category, showing that 32% of articles are published relevant to BCT’s

effort in the IoMT environment.

mABS (4)/ ABDC (A*) mABS (3)/ ABDC (A)/ WoS (Q1) mABS (2)/ ABDC (B)/ WoS (Q2)

Figure 6: Publications under different journal categories
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Figure 7: Pioneering journals with a number of publications
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Furthermore, we look into the contributions of different journals in terms of the number of
publications and find that, overall, 70 reputed journals participate in delivering articles
resembling BCT’s role in a different atmosphere to [oMTs. In Figure 7, we shortlist the journals
with a minimum of two publications. After applying this shortlisting criterion, we have 29
journals, as shown in Figure 7. Some of the pioneering journals that deliver most of the articles
are IEEE Internet of Things Journal (15 articles), Future Generation Computer Systems - The
International Journal of Escience (9 articles), Computer Networks (8 articles), Journal of
Medical Systems (8 articles), IEEE Journal of Biomedical and Health Informatics (7 articles),
Information Sciences (7 articles), and Journal of Information Security and Applications (7
articles).

5. Cluster analysis

In this section, we present a cluster analysis centered on how BCT develops over time in the
[IoMT environment, what variables impact it, and the necessary conditions for implementing

BCT effectively. The description of various clusters is as follows.

5.1 Cluster 1: Evolution of Blockchain in IoMTs ambience

In the setting of information trading and swapping, the introduction of BCT has garnered
increased interest and study activity due to its qualities of decentralization, anonymity, and
resistance to tampering [36]. Using BCT may make it easier to create an environment that is
safe, dependable, and decentralized. In addition, certain research investigations are carried out
within the framework of healthcare information management. Along with the emergence of
BCT, the conventional HSS has discovered a way to tackle the difficulties of being centralized,
having data islands, and having insufficient security. In recent years, there has been a
proliferation of literature about using BCT to implement a distributed alternative for HSS.
Zaabar et al. [37] present a HealthBlock that uses blockchain technology for managing medical
records. The Ethereum blockchain is used by Dagher et al. [38] to build a decentralized privacy-
protecting architecture that enhances EMRs' access management and interoperability using
smart contracts. Blockchain-powered concurrent medical platforms are presented by Wang et
al. [39], who propose using an artificial platform to handle patients' electronic medical records
(EMRs), computational trials to pick therapy regimens, and simultaneous implementation to
conclude. In this way, multiple mechanisms and efforts according to the features of BCT are
used to improve the performance of [oMT ambience as well as solve the issues of existing

[IoMTs. Significant efforts of BCT and the issues of existing (without blockchain) [oMTs, along
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with the outcomes, are discussed in the subsequent sections. Table 3 suggests the challenges

faced by this cluster along with proposed research questions.

Table 3: Challenges in blockchain evolution along with future research propositions

Research theme of the cluster

Challenges

Proposed research questions

(PRQs)

The theme illustrates why and
how BCT evolves in the [oMTs
ambience.  Basically, this
cluster shows that the features
of BCT play an important role

in its evolution.

1. The implementation of BCT
relevant to its understanding
and expertise is still in the
nascent stage.

2. The market wants to evolve
with BCT but is not ready to
integrate with it.

3. There are  multiple
mechanisms of BCT available
to solve different issues; this

leads to confusion in choosing

the best option.

4. There is a lack of
standardization relevant to
BCT.

5. Technology is still not
economically feasible.

6. The dynamics of BCT are not
easy to adopt.

7. Lack of awareness of security

costs among users.

PRQ1: What initiatives could

be taken to improve the
awareness and knowledge of
BCT in the [oMTs context at the
user level?
PRQ2:

approaches

What
can help BCT

business
successfully emerge in the
IoMTs ambience?

PRQ3: How can some hybrid
mechanisms from the existing
mechanisms be made to deliver
one key for all kinds of
solutions?

PRQ4: What features of BCT
can be standardized?

PRQS5: How can BCT efforts
lead to a sustainable IoMTs
system?

PRQ6: What initiatives can be
taken to ease the dynamics of
BCT adoption?

PRQ7: How can scalability of
BCT be achieved without
involving financial constraints?
PRQ8: Which existing medical
systems relevant to IoMTs can
gel with BCT quickly so that an
can be

alternative  system

prepared?
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PRQ9: How can the diversity
of BCT features be improved?

PRQ10: What -cost-effective
initiatives are needed to evolve

for effective BCT emergence?

5.2 Cluster 2: Influencing factors in the implementation of blockchain in IoMTs ambience

Blockchain stores information in distributed, decentralized ledgers that are accessible from any
computer inside the network [4]. The fact that blockchain places such an emphasis on sharing,
dissemination, and encryption makes it a very attractive option for health-related data [40]. In
this sector, more recent activities concerning blockchain promote the possible applications of
the technology in the medical care sector; there are instances for which the capacity of this
technology has not yet been realized [40]. In the context of [oMTs, the transition process of
adopting BCT is influenced by several elements in addition to the advantages of using BCT in
this environment. In this section, we cover the many elements that might either limit or ease
the transition process, along with these factors' influences and how they work. Currently, it is
not uncommon for a distribution network to span many countries and be handled in accordance
with varied cultural norms [41]. Influencing variables include factors such as government and
market policies that may determine how widespread the use of BCT becomes [41]. Despite the
growing number of governments presenting plans to embrace DLT and blockchains, official
support remains limited and unpredictable [41]. Therefore, government policies and decisions
play a vital role in implementing BCT. In addition, the adoption of BCT is significantly
impacted by governmental policies, market competitiveness and uncertainty, as well as the
engagement of external stakeholders [42]. In addition to the numerous challenges mentioned,
the development of integrated systems is being held back due to a lack of standard rules,
frameworks, and engagement, with blockchain benchmarks being even harder to nail down
[43]. Researchers have only a rudimentary understanding of both the practical application and
the basic theory that supports it; therefore, their expertise is rather restricted [42]. Any sector
ought to be able to make use of and profit from the technology that is already accessible.
Therefore, a comprehensive understanding of the idea of BCT is needed before it can be used

in a range of fields, including the medical industry [42].

The transition to BCT in an [oMT environment, such as in healthcare equipment that is

predominantly run with IoT, should initially understand certain elements prior to planning any
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changes. These considerations will assist in making certain choices before beginning the period

of transition, which will, in turn, assist in avoiding certain roadblocks. Table 4 suggests the

challenges faced, along with proposed research questions.

Table 4: Challenges in blockchain implementation along with the proposed research questions

Research theme of the Challenges Proposed research questions
cluster (PRQs)

The present cluster 1. There is cultural resistance PRQ11: How can decision-
primarily focuses on the within the organization to makers be proactive in the

influencing factors which
affect the transition of a
BCT based system from the

existing one.

adopting and implementing a
BCT-based system.

2. Financial constraints hinder
the BCT transition process.

3. People are not ready to pay the
technology cost as they are used
to the existing setup.

4. Government policies vary
from region to region; this may
help or hinder the BCT
transition.

5. Market change becomes a
challenge to tackle, especially for
recent emerging technology such
as BCT, because little
information is available.

6. Pushing the adoption of new
technology, such as BCT, is not
favorable regarding effective
management.

7. The decision makers are not
taking sustainable decisions for
implementing an  emerging
technology.

8. Considering the sustainability
of BCT in [oMTs involves cost

projections;  finance is a

adoption and implementation of
BCT in [oMTs ambience?

PRQ12: What are the established
measures of BCT in different
sectors, such as supply chains, and

can they help in the successful

implementation of  IoMTs
atmosphere?
PRQ13: What initiatives are

needed in standard government
policy to effectively implement
BCT in IoMTs?

PRQ14: How could managerial
philosophies help in tackling the
issues of market competition?
PRQ15: What unique selling
price features could be sold to the
authority to gain the full support
of BCT's emergence in IoMTs
ambience?
PRQ16:
integrated IoMTs system offer

How can a BCT
triple bottom line sustainability so
that this integrated system can
face the market dynamics for a

longer period?
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significant factor in adopting and PRQ17: Why is sustainability an

implementing any technology. essential parameter for BCT-
IoMTs integrated system?
PRQ18: How can barriers to BCT
be minimized in the IoMTs
environment without affecting the
financial constraint?
PRQ19: Can we also establish
some low-cost alternative
solutions for the BCT-IoMTs
integrated system?
PRQ20: How can a BCT-IoMTs
integrated system be implemented
to routine practices in an
organization so that any cultural

resistance can be minimized?

5.3 Cluster 3: Prerequisites of blockchain in loMTs ambience

The implementation of BCT is affected, both positively and negatively, by the elements that
are considered to be influential. Aside from this, it is helpful to have an understanding of the
conditions that must be met to properly apply BCT. For instance, if the absence of BCT
infrastructure acts as a barrier or negatively influences the impact of BCT in IoMT ambience,
then a good BCT infrastructure will be a prerequisite for effective BCT implementation. This
would be the case if the absence of BCT infrastructure acts as a barrier or negatively influences
the impact of BCT on IoMT ambience. Therefore, from Cluster 2, Cluster 3 is driven. This
section will discuss the different prerequisites reported in the literature for effective BCT

implementation in the loMT ambience.

Similar to how there is no such thing as a single database, there is no such thing as a single
blockchain. However, the blockchain concept may be implemented in various fields, each with
its own set of benefits, drawbacks, and associated expenses. The 'append only' form is the norm
for blockchains. This implies that the blockchain accepts new information but cannot be altered
or removed once a block is recorded. Despite the benefits that BCT might provide in terms of

facilitating interoperability across [oMT systems, providing privacy protection for [oMT data,
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and ensuring the security of [oMT systems, incumbent medical institutions, organizations, and
the general public are hesitant to exchange IoMT data [43]. One cause is the current
inefficiency of medical data laws and regulations. Patients' fears about having their personal
health information misused are a second barrier to opening medical data [44]. As a result,
extensive legislative measures are needed to control IoMT data exchange and data governance.
There must be consensus on what constitutes “loMT data”, who may access it, and under what
conditions they can do so. In this context, blockchain can play a significant role in advancing
regulatory and standardization efforts related to exchanging IoMT data [43]. The availability
of sufficient data storage and processing power might impede the broad use of BCT
architecture. In addition, as the blockchain network's chain continues to expand, a copy of the
full chain is stored at each node [44]. However, there is a limit on how much computing power
each node in the blockchain network may use [44]. Implementing cloud services in this
framework is one approach to resolving this issue. It is clear that there are certain challenges
in implementing BCT in the existing systems; those challenges can be addressed by
understanding the prerequisites. Table 5 shows the challenges in the current cluster and the
proposed research questions. Finally, a cluster framework is offered to illustrate all the clusters
at one glance (as shown in Figure 8).

Table 5: Challenges in establishing the prerequisites of blockchain implementation along with

the proposed research questions

Research theme of the Challenges Proposed research questions (PRQs)
cluster

The

cluster How can BCT-IoMTs

present
indicates the need for
different prerequisites
to successfully
implement the BCT in

the IoMTs ambience.

1. People are not aware of the
prerequisites.
2. There is a heavy cost
understanding among people for
availing the prerequisites of
BCT; this leads them to drop the
implementation of BCT.

3. Sustainability-oriented issues
the

arise  with adoption of

prerequisites. There is an
understanding of changing the

prerequisites as time passes.

PRQ21:
integrated system be implemented to

routine practices in an organization so

that cultural resistance can be
minimized?
PRQ22: How <can BCT  be

implemented at a certain level so that
the requirements of prerequisites can
be minimized?

PRQ23: What other prerequisites are
needed apart from those reported in

past literature?
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4. Technology adoption is a
challenge. People are not ready
to switch from the existing setup.
5. Cost inclination is another
challenge while incorporating
BCT in the existing [oMTs setup.
6. Process complication due to
BCT adoption creates a lack of

interest.

PRQ24: How can we standardize the
prerequisites  according to  the
implementation and firm level?
PRQ25: Can we explore some
sustainable prerequisites for effective
BCT implementation at each level of
the firm?

PRQ26: How can awareness sessions
help to upgrade skills and let people
know about the prerequisites so that
they don’t fail while adopting BCT in

their existing setup?
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6. Discussion

The current study begins with a few research questions outlined in the section under
"Introduction". We use bibliometric and content analysis to answer these questions.
Additionally, to provide a view that is more all-encompassing, we present a summary
framework (as shown in Figure 9), which displays the trip of BCT in the [oMT atmosphere at
a glance. The framework, as seen in Figure 9, is derived from previous research. In addition,
the framework is constructed such that the BCT activities in the [oMT ambience are recognized
to address the current problems associated with [oMT deployment. In addition, the framework
allows for the identification of obstacles that stand in the way of adopting and implementing
BCT in an [oMT atmosphere, in addition to the consequences of implementing BCT. Figure 9
uses different coding to represent BCT efforts, existing issues from IoMT deployment, barriers
to adopting and implementing BCT, and the outcomes of implementing BCT in IoMT

ambience; the interpretation of the coding is given in Table 6.

Table 6: Coding interpretations of the summary framework

Factor Coding Interpretation
E: “Blockchain-based Chaotic Deep Generative Adversarial Network
Encryption” (BCDGE)
Blockchain E; “On-chain ledger and off-chain storage” (OLOS)
Technology E; Combined attribute-based/identity-based encryption and signature”
(BCT) efforts (C-AB/IB-ES)

E4 “General data protection regulation” (GDPR)

Es “Fortified-chain-based healthcare cyber-physical systems” (H-CPS)

Es¢ “Blockchain-Enabled Cost-Efficient Scheduling Algorithm
Framework” (BECSAF)

E; “K-Nearest neighbor (KNN) and machine learning using smart
contract” (KNN-MLSC)

I A trade-off between low-price and high demand "Quality of service"
I Single point of failure
I Lack of data management of loMTs devices
L4 Security and privacy concerns to medical data
Is Excessive latency
Is Lack of control over individual data and opaqueness
Existing issues I Cost of resources
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Ig

Insecure network environment

Iy Centralized cloud structure
Lo Issues in data sharing and storing
B, Scalability issues
B Questions of confidentiality in the release of information
B; Cyber-attacks
Barriers to B4 Insufficient infrastructure for supporting BCT
adopting & Bs A dearth of knowledge and comprehension
implementing Bs Technological threat
BCT efforts B, Failure on the part of management to provide support and
commitment
Bs Exorbitant expenditures associated with maintaining sustainability
O, Open and honest auditing procedures
0O Strengthen the system's resistance against cybercriminals
03 Find the source of the scam
O4 Curtailment of pointless treatments and medical tests
Outcomes of Os Encourage transparency within the medical environment
implementing Os Curbing the spread of sensitive electronic health records
BCT in IoMTs 0O, Raising the level of accountability
ambience Os Conserve public cloud storage and lighten the load on the public
ledger
O9 Transparency of the data and reliability of it
O Secure and dependable access management choices between data
providers and users with varying needs
O Safeguard the authenticity of primary records
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Barriers to
adopting &
implementing
BCT efforts

Figure 9: Summary framework (Coding’s interpretation can be found in Table 6)
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6.1 BCT efforts

It is necessary to ascertain the various activities and initiatives pertinent to BCT that are taking
place within the context of [oMTs. BCT has the potential to facilitate the communication and
handling of medical data, encompassing the exchange and administration of patient monitoring
data derived from IoT devices. In the course of our research into the many explanations that
may apply to this topic, we begin by identifying the BCT-centric and BCT-supported initiatives
that should be implemented in IoMT applications to improve performance. The following
discussion will assist in better understanding of the prospective BCT initiatives that have been

taken in previous literature in the context of [oMT applications.

Blockchain-based Chaotic Deep Generative Adversarial Network Encryption (BCDGE) (E1):
BCT is used in BCDGE to ensure the security of user data and the veracity of recorded
transactions [45]. In the BDDGE-based system, the medical picture may be encrypted using
the concepts of “confusion, substitution, and diffusion” by using the “Chaotic Deep Generative
Adversarial Network” (GAN) Encryption technique [45]. As a means of strengthening security
against cybercriminals, Deep GAN generates picture private keys, which are then fed into the
network during the confusion and diffusion stages [45]. In BCDGE architecture, the sender
uploads an encrypted medical image to a cloud server, signs a ciphertext ID, and stores it in
the blockchain [45]. With regard to both security and performance, the BCDGE system

outperforms the current alternatives.

On-chain ledger and off-chain storage (OLOS) (E>): OLOS is presented as a paradigm for
managing electronic medical records (EMRs). In this approach, only the indices of EMRs are
saved on the public blockchain but the actual EMR data is kept on a local service [46]. There
will be less strain on the public ledger and more space available in the public cloud with this
arrangement. In addition, it may safeguard information by avoiding the direct processing of

actual EMR data [46].

Combined attribute-based/identity-based encryption and signature (C-AB/IB-ES” (E3): Wang
and Song [47] encrypt medical data using “identity-based encryption” (IBE) and “attribute-
based encryption” (ABE); they also employ an “identity-based signature” (IBS) to establish
digital signatures. To incorporate the varied capabilities of ABE, IBE, and IBS into a single
cryptographic framework, the researchers develop a novel cryptographic primitive that they

refer to as combined attribute-based/identity-based encryption and signature (C-AB/IB-ES).
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The system’s administration is made much simpler by C-AB/IB-ES, eliminating the need to

implement distinct cryptographic systems in response to various security needs [47].

General data protection regulation (GDPR) (E4): Dewangan and Chandrakar [48] propose a
safe method of data collection for patients based on IoMTs. They suggest keeping information
on the blockchain in compliance with “general data protection regulation” (GDPR). In the
system that is suggested, [oMT devices transmit data to the cloud through the “personal digital
assistant” (PDA) of the patient; the cloud server then conducts data transactions on the
blockchain [48]. In addition, they provide an approach for miner selection that will prevent

discrimination in the blockchain.

Fortified-chain-based healthcare cyber-physical systems (H-CPS) (Es): Egala et al. [49]
suggest a revolutionary blockchain-based architecture that can guarantee the confidentiality
and safety of the system while allowing for decentralized EMR and smart service automation.
To address the limitations of blockchain-based cloud-centric IoMT healthcare systems -
specifically, their greater transmission delay, large memory costs, and single point of failure -
they introduce a hybrid computing paradigm incorporating a blockchain-based distributed data
storage system into the design. Experimental investigation demonstrates that their fortified-
chain-based HCPS requires little storage and has a reaction time of the order of milliseconds
compared to conventional centralized HCPS, all while supplying automated access control,

security, and privacy [49].

Blockchain-Enabled Cost-Efficient Scheduling Algorithm Framework (BECSAF) (Es): Due to
the inherent tradeoffs and competing priorities inherent in the oM T medical business, Lakhan
et al. [50] strive to reduce both latency and implementation cost. Because of this, Lakhan et al.
[50] develop the new BECSAF, consisting of the following arrangements: “Smart-Contract-
Scheme, Function Verification Pool, Task and Function Sequencing, Resource Matching,
Blockchain Consensus Scheme Task Scheduling”. Furthermore, the simulation findings reveal
that relative to previous research in the IoMT scheme for medical applications, BECSAF
decreases the potential threat by 33%, minimizes latency by 52%, and lowers the execution

expense by 42% [50].

K-Nearest neighbor (KNN) and machine learning using smart contract (KNN-MLSC) (E;): Al-
Otaibi [51] utilizes "K-Nearest Neighbor (KNN) and machine learning using smart contract”

30



(KNN-MLSC) to detect and authenticate dynamic temporal attacks in an IoMT setting. In
addition to enhancing security, reducing latency, and protecting patient privacy, this method
also benefits doctors. When compared to KNN employing a smart contract, the accuracy of
KNN-MLSC is 0.96 [52]. Furthermore, KNN-MLSC is shown to need the least amount of

processing time.

In light of this, the purpose of this article is to investigate some of the most active and pertinent
BCT efforts that are specifically directed toward the [oMTs’ ambience to address the problems
that are caused by IoMTs that are run by themselves and to enhance the functionality of oM Ts.
Because other BCT-focused efforts are not strictly oriented to [oMTs’ ambience, we will only

report on these efforts in this article.

6.2 Existing issues

[oMTs can rapidly alter the delivery and supervision of medical treatment. Nevertheless,
numerous healthcare activities are being completed in [oMTs by using third-party services. To
meet the needs of their customers for a certain level of Quality of Service (QoS), many
companies now provide premium services for a fee [50]. Currently, cloud hosting has emerged
as a paradigm for edge computing implementation, with the server being managed by the
service supplier and device resource allocation being dynamically controlled by the service
[50]. In cloud hosting, rather than charging by the number of servers provisioned, you pay only
for the resources that are actually used by your applications. At the time of execution, there is
a contradictory challenge involving the “trade-off between low-price and high-demand
“Quality of service (I1)” [50]. One issue that has emerged as a result of the utilization of external
services pertains to the security of users' outsourced data. IoMTs are digital platforms that
facilitate remote patient monitoring, online diagnostic testing, and virtual communication
between patients and healthcare providers [51]. These functionalities collectively enhance
medical service efficiency, intelligence, and affordability, thereby improving accessibility for
a wider population [51]. However, there is a tremendous quantity of information and network
congestion that must be controlled inside the [oMT structure. It follows that the central server
is both the strength and the weakness of a centralized [oMT scheme [51]. When the main server
goes down, the entire system fails. Because of its reliance on a “single point of failure” (I>) and
its massive global size, the Internet of Medical Things (IoMTs) would benefit from a move
toward a decentralized architecture if it were to keep its fast response times, big data storage

capacities, and other desired properties [51]. In addition, this massive amount of data presents
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unique challenges for conventional methods of “analysis, storage, and management” (I3) [4].
Due to the increased complexity and potential disruption of essential healthcare activities, new
“privacy and safety” (Is) concerns have arisen in relation to the use of [oMTs [3]. Moreover,
traditional cloud-based healthcare systems have drawbacks such as “excessive latency” (Is),
“lack of control over individual data, and opaqueness” (Is) [3]. [OMTs may communicate data
across various connecting nodes as a result of the merger of other technologies; as a result, the
most pressing concerns in the IoMT system are related to the “cost of resources” (I7) and the
maintenance of security [50]. Because IoMTs operate in an open, “insecure network
environment” (Ig), which makes them susceptible to hacking, prioritizing information sharing
safety and connectivity should be one of our top concerns [48]. Most IoMTs, however, are
easily compromised due to their inadequate network and storage capabilities. Worries about
performance, privacy, and security are exacerbated by the increased reliance on a centralized
architecture such as a “centralized cloud” (Iy) [50]. Existing security and privacy solutions are
not well suited to IoMT devices due to their reliance on centralized authentication and storage
mechanisms. Thus, it is evident from the criteria that a decentralized method of “data sharing
and storing” (I10) is needed, one in which patients may feel safer about the protection of their

information and equipment [11].

Upon reviewing the available literature, a multitude of additional concerns are identified. These
concerns either exhibit symptoms similar to the one reported or can be classified within the

same categories.

6.3 Barriers to adopting and implementing BCT efforts

Platforms that operate on the blockchain are known as blockchain platforms. These platforms
arose as a result of the development of blockchain-based apps. These platforms make the most
of the advantages outlined for BCT and make full use of them. One notable obstacle
encountered in the realm of medicine pertains to the acquisition and retention of confidential
biometric data and drug utilization information from diverse origins, including mobile
applications and sensors [40]. When taking into account that the end-users consist of
individuals from the general public, some of whom may possess limited familiarity with
blockchain technology, the significance of security in this field becomes evident. Conversely,
healthcare practitioners may possess limited familiarity with these applications and may harbor
apprehensions regarding their utilization [40]. While the utilization of BCT in the context of

[IoMT offers numerous benefits, it is essential to acknowledge the existence of certain obstacles
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that hinder the adoption and implementation of BCT-focused initiatives. This section examines
the obstacles that hinder the adoption and implementation of BCTs in [oMTs, as identified in
previous scholarly works. The barriers that are reported, especially to the IToMTs’ ambience,

are as follows:

Scalability issues (B1): BCT uses DLT as an important approach to solving the issues relevant
to the centralized mechanism used in IoMT devices. However, the way in which DLT is used
depends greatly on the volume of the data blocks that are sent, how fast they are sent through
the channel, the underpinning solid evidence procedure, and the fact that every node checks
miner information [52]. Larger blocks are seen as technically difficult by the creators of DLT.
They also pose a security risk since they may lead to more network centralization [52].

Therefore, scalability is one of the prominent barriers to BCT [53].

Questions of confidentiality in the release of information (B3): Information that is controlled
by the patient may be valuable in many contexts, but it also has the potential to be dangerous
since the patient might or might not be aware of the implications of disclosing such information
[54]. In the event that the patient has access to their data, it might cause problems with
accessibility in the event of an emergency. This raises the question of how much information

should be shared with the patient and whether or not it should be authorized at all [54].

Cyber-attacks (B3): Traffic and latency in the blockchain's P2P system may be caused by
network-based assaults such as denial of service (DoS) and infrastructure obstacles; these can
then corrupt the data obtained by the user’s terminals and alter their perspectives on the ledger
[53]. To cause havoc on a blockchain network, a DoS attack will assault the network's nodes
with false requests. In their current form, attacks such as this may easily compromise the

“proof-of-work algorithm™ [53].

Insufficient infrastructure for supporting BCT (B4): Information technology and physical
infrastructure have been almost devastated, and it is often asserted that they are insufficient
[55]. This places restrictions on the adoption of BCT. In addition, since BCT requires a

significant amount of energy, directing limited resources toward it is an impossible goal [55].

A dearth of knowledge and comprehension (Bs): Cryptographic computing is involved, and the

legitimacy of the outputs must be verified using either “proof-of-work™ or “proof-of-stake”,
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both of which take time. Because of this, the workforce needs to be prepared with the necessary

knowledge and expertise in BCT [56].

Technological threat (Bs): Blockchains face significant technological obstacles when
compared to more conventional application operating systems and software [53]. It is not easy,
for instance, to update software on every computer used for mining [53]. Further, purposeful
software protocol changes are difficult to accomplish, as seasoned network users must be wary

and frequently forcibly inhibit such behavior [53].

Failure on the part of management to provide support and commitment (B7): The potential
benefits of BCT must be understood by the authorities responsible for its adoption and
execution. Since there is not yet a broad application of BCT in the medical service industry, it
is necessary for them to be aware that the implementation of BC will, in the long run, result in

positive outcomes [57].

Exorbitant expenditures associated with maintaining sustainability (Bs): Mining a blockchain
requires a significant amount of electrical energy so that intensive and time-consuming
calculations can be performed on the mining infrastructure [53]. In light of these developments,
the practice of mining blockchains using home computers has turned into a money-losing
proposition for miners [53]. The number of computer processing racks is continually growing;
the whole network has the potential to use an amount of electricity that might be put to better
use for lighting in a megacity [53]. An escalation in the value of financial instruments founded
on BCT within the global economic market leads to a corresponding augmentation in
associated incentives. Consequently, this phenomenon stimulates a higher participation rate
among miners engaging with the blockchain network. However, there has not been a
commensurate increase in economic profitability despite computational and network burden

escalation [53].

As outlined, this section addresses the major barriers identified in past literature that hinder the

effective adoption and implementation of BCT in IoMT ambience.

6.4 Outcomes of implementing BCT in IoMTs ambience
To prevent eavesdropping on private medical information during IoMTs, all data must be

encoded before being sent and decrypted upon receipt [43]. Furthermore, two smart contracts
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are used to privately and securely exchange and maintain patients' medical records (O9 and
O11). BCT guarantees that all parties have access to relevant data at the block level. Therefore,
blockchain avoids the dangers associated with data centralization, such as data tampering (O1o).
As a result, putting in place a secure system is a wise decision. Additionally, BCT provides
many benefits, including “transaction messaging with end-to-end cryptographic signing
capabilities”, such as “military-grade encryption”; “decentralized communications to enable
peer-to-peer connections between devices” and “acid—base functionality by reimagining the
role of [oMTs devices as digital assets” that provide metering (O1, Os, Os, O7, and Os). To
effectively make informed decisions within the healthcare sector, blockchain technology can
be successfully used. The decentralized blockchain platform presents the healthcare industry
with prospects for tracing fraud, lowering overhead costs, reliably manufacturing employment,
removing redundant labor, and mandating transparency. In addition, it may be used to store
values such as trustworthiness and decentralization in a secure manner (O, O3, and Og) [9].
Therefore, specific outcomes indicate that BCT is able to solve the existing issues of [oMTs in

terms of offering positive results.

7. Conclusion

This literature review analyzes the current state of research on BCT's attempts to address the
problems plaguing IoMTs and improve its environment; it also proposes avenues for further
study. This study uses an integrated approach to build many frameworks, including cluster-
block and summary frameworks, to draw inferences from the preceding corpus of research. We
argue that there is an immediate demand for corporate executives, scholars, and decision-
makers to comprehend the significance of BCT in IoMT applications, as well as the
prerequisites of BCT adoption and implementation, to enhance the accessibility and
performance of loMT-oriented applications. We also advocate for specialists to look at other
ways in which BCT may be integrated into existing [oMT business models. To offer a more
in-depth look into BCT, it is necessary to create further optimizing models in addition to

carrying out intensive research.

Any new theory that has not been put through rigorous testing will inevitably face a number of
challenging roadblocks before it can win over the support of the general public. Since many
such challenges have recently arisen, this research into the literature that supports BCT

applications in IToMT ambience helps in the concept's ultimate acceptability. Furthermore, the
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views of many stakeholders are crucial to improving BCT flexibility in an IoMT setting. Our
analysis highlights many issues that need to be explored in future studies. Addressing the
current challenges of BCT's conceptual development outlined here would provide a solid
foundation for analyzing actual deployments of BCT in terms of the impacts it was meant to
have in order to address the overarching problem of IoMT applications in healthcare and the

general environment.

The study may have utilized a restricted range of sources, potentially omitting pertinent studies
that could have contributed supplementary perspectives on the subject matter. The possibility
exists of an inaccurate or limited comprehension of the present status of BCT in its ability to
facilitate [oMT ecosystems. Additionally, it is important to consider the potential presence of
selection bias in the included studies, as how they were conducted may not have followed a
randomized approach. This could introduce biases that may impact the analysis and subsequent
findings. Hence, the conclusions and future research propositions presented in the article may
not accurately represent the wider scope of BCT in IoMT applications. Moreover, the topic's
inherent intricacy and interdisciplinary character may pose difficulties in comprehensively
addressing all facets of blockchain integration in [oMT settings. Like other systematic reviews,
the authors’ interpretations and judgments may introduce bias into the analysis, potentially

impacting the impartiality and universality of the future research areas proposed in the article.

Subsequent investigations ought to be directed toward rectifying the aforementioned
constraints, encompassing a broader range of data sources, taking into account emerging
technologies, and staying abreast of the dynamic developments in the domains of blockchain
IoMT. Through the identification and resolution of these deficiencies, as well as the expansion
of current knowledge, scholars and professionals have the opportunity to make substantial
advancements in harnessing the complete capabilities of BCT within the context of secure,
streamlined, and interconnected IoMT settings. This, in turn, has the potential to improve

healthcare provision and enhance patient results.
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