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Affairs Committee to find outif the final Version of ACTA and its foreseen |&dige procedure is

in line with the Treaties of the European Union amtich legal possibilities there are for the
European Parliament to challenge this in frontloé European Court of Justielt seeks to provide
part of the answer to that question (only), in thrtompatibility of ACTA with the European
Convention on Human Rights and/or the EU Chartefwidamental Rights would make adoption
and implementation of the Agreement illegal under IBw. The Opinion sets out the views of the
authors that there is indeed such an incompayipiitth the underlying arguments.

The views expressed in this Opinion are those @ #uthors only: they do not necessarily reflect
those of the Greens/EFA.

This report is issued under a CC-BY-SA License.
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"Whereas intellectual property is important to sotyieand must be
protected, it should not be placed above individiafundamental
rights to privacy and data protection [and othergtits such as
presumption of innocence, effective judicial protean and freedom of
expression]. A right balance ... should be ensufted

European Data Protection Supervisor, Peter Hustinx

(Press release of 22 February 2010, accompanyiedgefDPS Opinion on the then available text of
ACTA. The words in square brackets have been adtieg;are taken from para. 83 of the Opinion)
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1. INTRODUCTION

1.1 The Anti-Counterfeiting Trade Agreement

Many rich-world governments have been persuadediobpying from right holders that
infringements of intellectual property rights (IPRpse “an ever-increasing threat to the
sustainable development of the world econchayid are “a problem with serious economic and
social consequences.” The proposed Anti-CountarfeiTrade Agreement (ACTA) seeks to
deal with that problem.

The Agreement was originally developed by JapanthadJS in 2006, with further input from

Canada, the EU and Switzerland in 2007 and 2008trAlin, Mexico, Morocco, New Zealand,

South Korea and Singapore then joined official tiegons, held largely in secret, with a final

text released on 15 November 2010. The signat@ilesto later encourage large emerging
economies to join.

ACTA covers counterfeit trademark goods and pirateghyright goods, including those

distributed online, and requires criminal penalf@swilful infringement on a commercial scale.
It builds on the World Trade Organisation’s Agreaten Trade-Related Aspects of Intellectual
Property Rights (TRIPS), but has been negotiatadidri the WTO (and World Intellectual

Property Organisation) framework. It is governedabgew “ACTA committee” through which

signa%ories may amend the agreement, with indusingultation but no requirement for public
input.

After earlier texts containing draconian measurégbout due process were “leaked”, the later
drafts of the Agreement were watered-down in thesspects. The no-longer mandatory
proposals included a “three strikes” rule, underciwhndividuals held to have thrice infringed

IPRs would be barred from the Internet, and theositfpn of wide-ranging liabilities on Internet

Service Providers (ISPs). Whether these concessionpublic and European Parliament
concerns suffice will be discussed later.

! The full final text of ACTA is attached as Attanknt 1to this Opinion.

2 Summary of Key Issues Under Discussibact Sheet issued by the U.S. Trade Represestdisvember
2009, at: http://www.ustr.gov/about-us/press-office/fact-dls€#09/november/acta-summary-key-elements-under-
discussion

3 For a wuseful general overview (on which we drawdee: http://en.wikipedia.org/wiki/Anti-
Counterfeiting_Trade_Agreememntotes omitted, last accessed on 30 August 2(dr. more detail, see the full
Wikipediaentry and the notes to that entry, the second H&ysffootnote 17, below), and, e.g., MjaMyska,
ACTA: Evil Inside? at: http://www.law.mmu.ac.uk/wp-content/uploads/2011ATA-EVIL-INSIDE.pdf, and the
further references in that paper.
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1.2 Criticism by European experts, civil society orgarsations and
academics

Expert study for the European Parliament

There were a number of contentious issues abodtinathe Draft Agreement, only partly noted
in the U.S.Summary of Key Elements Under Discussioantioned above. Some of these have
been resolved, or at least alleviated; some alleo$tconcern. They were summed up in a
2009/10 study for the European Parliament’s DinettsGeneral for External Policies’ Policy
Department, as follows:

4.3.4 Undermining progress: "TRIPS plus"” and ACTA

In bilateral and multi-lateral trade negotiationsivery common for IP-rich counties
to require other countries to commit to adoptingetfforcement mechanisms which
are above the requirements of TRIPS, therefore knasv'TRIPS plus" (Armstrong
and Ford, 2006). At the time of writing, the masiportant and controversial multi-
lateral agreement concerning IP rights is the Adunterfeiting Trade Agreement
(ACTA). This is a proposed trade agreement betwhenJS, Japan, the European
Commission, Switzerland, Australia, Canada, Jordsigexico, Morocco, New
Zealand, South Korea and the United Arab Emiralés. final terms of ACTA are
due to be agreed this year, following seven rowidgegotiation which commenced
in October 2007.

ACTA is widely criticised by a number of stakehalslbecause it is being negotiated
in secret, excluding civil society, accountabilitystitutions and most developing
countries and there are no mechanisms made awftabieedback on proposals.

Speculation about what might or might not be inellidgh the agreement was based
on numerous leaks. The European Parliament hactccessfully requested a copy of
the draft agreement from the European Commissiomwamerous occasions. In
March 2010 the Parliament issued a resolution ‘@§pl] the calculated choice of
the parties not to negotiate through well-establisinternational bodies, such as
WIPO and WTO, which have established frameworkspablic information and
consultation” (2010b:para 6). It “callled] on theof@mission and the Council to
grant public and parliamentary access to ACTA niagoh texts and summaries”
(ibid:para 3). As a result, in April 2010, ACTA reaators finally released the draft
text having removed attribution to country posigohis highlights the value of
public pressure, and provides an example of arctefee tool that the European
Parliament can use.

Fears that ACTA would make graduated response fienahandatory have been
alleviated as a footnote contained in leaked docusnerhich proposed graduated
response as a model policy, have been removede Hrerstill concerns that ACTA

4 European Parliament, DG for External Policieshef Union, Information and Communication Technodsgi

and Human RightsEXPO/B/DROI/2009/24, PE 410.207, June 2010, fip—61, available from the EP studies
website:http://www.europarl.europa.eu/activities/committfsagdies.do?language=HWpe in PE 410.207). This is
the first EP study on ACTA: see footnote 17, belowthe second one.
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may be used to encourage third countries to adupt golicy as proposed text
specifically states that such a policy is not imftiot with the agreement (Geist,
2010).

Other fears have been confirmed, namely that AC&éks to develop a regulatory
IP regime more onerous than that which currentigtexat the international level,
including controversial "TRIPS plus" provisions. e€ltdraft ACTA calls for the
increased use of criminal and civil penalties asfaipeople using copyright
circumvention technologies and those accused oyrigigt infringements, and also
for ISPs to have more responsibilities with regdaadsemoving infringing material.

As already discussed, these provisions are dangepmientially offering limited
protections for access to knowledge, informatiod anlture in the public interest.
There are also concerns that ACTA is not merelkisgeto bind the negotiating
states, but is also creating a new internatioraaddsrd which is likely to be imposed
on third countries in future trade agreements, ipbssven replacing WIPO (Geist,
2010a). The draft text indicated that there id slisagreement over many of the
terms of the agreement.

The above is followed, in the study, by positiventoents about “Alternatives to enhancing
intellectual property rights”, with a box with explas (p. 62), and Conclusions that stress the
need for such new approaches, and the errors iAGT& process and substante:

4.4 Conclusions

The human rights framework recognises the bentfdas innovation, creativity and
scientific progress can yield for individuals, si@s and humanity. ICTs have
helped to open up new opportunities for enhandiegé benefits and enabling more
people across the world to enjoy them. The chadlefgr the international
development, human rights and business communiBedo build on these
opportunities to develop innovative and flexiblesimess models that spur both
human creativity and access to knowledge. Howenational and international
policy trends are pulling in the opposite directidie tendency is to enhance
intellectual property rights in ways that disproportionately protect the interests
of big business and that threaten to undermine theareful balance between
private and public rights to benefit from the production and distribution of
culture and knowledge.

Europe has an important role to play on the intevnal stage, both in terms of
leading by example and in terms of promoting gooaciice and standards at the
international level. This could be done throughirtgkinitiative in standard setting
bodies and trade negotiations, for example thralrghing forwards the development
agenda at WIPOFrom a human rights perspective, Europe should takeevery
measure possible to ensure that the ACTA process t®nducted transparently
and that the outcomes restore the balance betweemlgic and private rights to
knowledge and culture, rather than further upsetting it.

Idem pp. 62 — 63, emphasis added.
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The EU should also support and take on board inmdbpe research into the
advantages and disadvantages of different apprsattheopyright protection in

order to counteract a general overreliance on pedduced by industry. Academic
analysts have heavily criticised reports producgihtustry as overemphasising the
costs and dangers of copyright infringement (seeefample Karaganis, 2010).
Despite this, digital rights activists are concerrtbat members of the European
Parliament’s Legal Affairs Committee are set to@dm report that conflates online
file sharing with trading in counterfeit goods, anbat advocates for the

criminalisation of intellectual property infringemte(EDRI, 2010). Similarly, the

Council of Ministers have recently urged the EuspeCommission to revive

controversial plans to harmonise the criminalisatiof IP infringement across

Europe (Council of the EU, 2010b). Such debates nede based on independent,
accurate evidence and consideration of human rights

In summary, the insertion of human rights principles and standards into these
areas by the European Parliament and Commission wad help to level the

playing field between developed and developing natis in international trade

relations; spur innovation and support small busingss; promote grassroots
culture; and enhance human rights to expression andknowledge for people
across the world.

As we shall see in Chapter 2, below, no such glasi and standards have been explicitly
inserted into the final ACTA text; indeed, the Epean Commission says that no such inclusion
IS needed.

Civil society criticism

As is already indicated in the above quote from B@$9-10 study, civil society groups
(including European Digital Rights and its consittiorganisations, as well as EFF, LABtoLAB
and FFIl) and academics pointed out a series afidaties in the ACTA process and outcomes.
Here, it may suffice to simply list the main crisms of the Agreement, in terms of process and
substance, and to provide some wider corftext:

On the ACTA process:

- Civil society have expressed serious concern abimtfact that the Agreement was
negotiated outside the normal institutional framekgpin particular WIPO and WTO -
and in Europe, with minimal and belated input frira European Parliament - with the
apparent aim of creating a legal IPR (enforcemeafime amenable to the major
capitalist countries and their industries, withoutolving the “BRICs” (Brazil, Russia,
India and China, the countries accused of beingrtai® producers of counterfeit goods),
which could then be effectively imposed on the i#sthe world (including the BRICs
countries) through economic and political pressure;

6 We are again drawing in particular on the usefigrviews inWikipediaand in MySka, o.c(footnote 3,

above). For extensive information, documentatind detailed criticisms, see the numerous docunrefdsing to
ACTA on the EDRI websitehttp://www.edri.org/search/node/ACTA
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They criticised the excessive secrecy surroundngg riegotiations - at least towards
possible critics, with NGOs being denied accesdr#dt texts under both the U.S. FOI
Act and EU access to information rules, on thed#sat that would endanger “national
security” (USA) or “might affect relations” with ¢hother parties (EU), while negotiating
drafts were being provided to “the major copyrigidguls, such as Google, eBay, Dell,
Intel, Business Software Alliance, Rupert Murdodi&sws Corporation, Sony Pictures,
Time Warner, the Motion Picture Association of Ainar and Verizon™ and

The claim that the process breaches EU procedawglé.g., that the Presidency of the
Council, rather than the Commission, negotiated twtentious criminal-legal
provisions in ACTA, contrary to EU lafy.

Myska, o.c(footnote 3, above), p. 6.
For further detail, see the sub-section headét AEademic Assessment”, below.
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On the substance of ACTA:

- Civil society groups claim that ACTA “export[s] or®lf of the complex U.S. legal
regime” on IPR (the strict half), but without theactompanying exceptions and
limitations” - i.e., in particular, without the dfr use” and “fair comment” exceptions
that until now have also been part of the law i@ tiSA - with the double result that
“other countries” (including the EU ones) “[will bequired] to adopt lopsided laws with
strengthened exclusive rights”, while the flexilgeceptions and limitations in current
U.S. regime are undermined (and not included iates of the other countrie$);

- They say that ACTA requires the criminalisationaativities that used to - and, it is
argued, should continue to be - addressed fidfam®most under the civil lavd(oit de
caractere civi] Zivilrecht), including unauthorised distribution, or eventjuse, of
copyright-protected work, including unauthorisedtware, without appropriate “fair
use”, “fair comment”’de minimis or public-interest exceptions; and that as alresu

« ordinary companies and individuals could be cririsea for innocent activities or
trivial breaches of copyright, or for technical &cbes that serve a wider, overriding
public interest (as in whistleblowing), without appropriate defence;

* ‘“the global flow of information [will be restrict¢doy regulating, and. potentially
criminalizing, the next generation of innovativeawerk technologies” and especially
new, collaborative online research activities, sashABtoLABandWikipedig*® and

» indiscriminate and disproportionate draconian messsweould be applied, without
due process, to trivial or justified IPR infringemt® including a “three-strike” rule;
intrusive searches of laptops and mobile phoneseagslly at (or just beyond)
borders, and the confiscation of such devices; vegtasite blocking; and

- They claim that ACTA would restrict access to “gecie medicines in developing
countriest!

Overall, it has been said that ACTA “vigorouslyeks “to enforce [in an online world] the old
‘offline tailored’ models of regulation and relatedt-dated business models”, rather than trying
“to adapt the intellectual property law to the ¢hgjienvironment™ This echoes the concern
expressed in the European Parliament Stattymation And Communication Technologies And
Human Rights referred to earlier, that ACTA conflates onliné fsharing with trading in
counterfeit goods, and over-emphasises enforceraadtespecially criminal law enforcement,
of IPR, rather than looking for alternatives thaé detter-suited to the new, global digital
environment.

° Eddan Katz & Gwen Hinze, The Impact of the Antt@terfeiting Trade Agreement on the Knowledge

Economy: The Accountability of the Office of the3J).Trade Representative for the Creation of |P Esiment

Norms Through Executive Trade Agreemenfale Journal Of International Law Online, [Vob:324], 2009, at p.
34: http://www.Vjil.org/docs/pub/o-35-katz-hinze-ACT Areknowledge-economy. pdf

10 Idem pp. 32 — 33. On the threat to collaborative \dtgti see the LABtoLABEXxpression of Concern
regarding the ACTA-Agreemerttached to this Opinion as Attachment 2

1 Note that the question of the effect of ACTA aess to medicines is the subject of a separadg,sand is

therefore not further explored here.

12 Myska, o.c(footnote 3, above), p. 8.
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On the wider context: “privatisation” of the law:

The criticisms of ACTA by civil society should bee in a wider context of NGO concerns
about what they perceive as an abandoning of & wtilaw” approach by the EU (in particular,

by the European Commission and the Council) inticelato regulation of the Internet. More

specifically, they are concerned that increasingtg enforcement of some laws that directly
impact on individual fundamental or consumer rightkeft to, or even explicitly handed over to,

private entities. To again quote EDRIi:

Most western democracies either actively or pagsinerognise that they are based
on the"rule of law" and protection of fundamental righdsniormally provided within
this framework.

In the EU, for example, the rule of law is affirmélr times in the Treaty on
European Union. It is "confirmed" in the preamblietioe Treaty and restated in
Article 6. The EU also places an obligation onlftse contribute to the objective of
consolidating "democracy and the rule of law" i dtevelopment policy (Article
177) and common foreign and security policy (Adicll). Furthermore, the
European Convention on Fundamental Rights and bfzet& of Fundamental Rights
place obligations on EU Member States and on thar@igsion (ratification of the
ECHR is pending) that restrictions to freedoms nhestbased on law. The 2003
Interinstitutional Agreement on better lawmakingievhwas agreed between the
Commission, Parliament and Council further requinesArticle 17 that self-
regulation must respect criteria of representaggsrof the parties involved and "will
not be applicable where fundamental rights or irtgydr political options are at
stake".

All of these obligations have not prevented thedpean Commission from:

- Launching a "dialogue" with industry on file-shagjrwhich included proposals
from the European Commission on "voluntary" ma#erfng of networks by
ISPs;

- Launching a "dialogue" with industry on "voluntargleletion of websites
accused of containing unlawful material (unless théernet provider is
convinced the site is legal);

- Launching a dialogue on punishments to be meted bgutonline trading
platforms against traders accused of counterfeiting

- Launching a funding proposal for "self-regulatobjycking of websites accused
of containing illegal content;

- Launching a dialogue with the US Federal Bureau Irofestigations on
"voluntary" deletion of websites and removal ofadiress from ISPs abroad,;

- Promoting a reduction in privacy in favour of idéekual property rights, in the
Commission Communication on enforcement of intéllatproperty rights;

3 Privatised online enforcement series: Abandonment of the rule of ladieDRi-gram Number 9.6, 23

March 2011, athttp://www.edri.org/edrigram/number9.6/abandonnreig-of-law.  ACTA is one of the items
included in this list, but is omitted here as tlieeo examples are here shown as the context forAACT
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- Agreeing on a global filtering of mobile Internetcass with European GSM
Operators, in the absence of an identified prokdeh, in the three years since
the agreement was reached, any assessment opastim

- Agreeing on a text in the EU/Korea Free Trade Agrest which risks removing
core aspects of ISP liability safe harbours, insirea the likelihood of ISPs
feeling the need to take pre-emptive punitive messuagainst consumers
suspected of illegal activity;

- Financially supporting an initiative to block fundi to websites accused of
illegal activity (the model used by Mastercard tock funding to Wikileaks and
by Visa to block funding to websites accused ofilitating copyright
infringement).

In addition, there are other projects elsewherénworld and globally, such as the
US-led "trans-pacific partnership” and the OECDjgub on the role of ISPs in
achieving public policy objectives.

The issue of “privatisation” of the enforcementl@dal rules is also noted as a serious concern
and threat to fundamental rights in a soon-to-balipbed “Issue Paper” of the Council of
Europe Commissioner for Human Rights ®acial Media & Human Right$ (written for the
Commissioner by the authors of the present Opiniomhich includes the following
recommendation onThe rule of law and due process: guaranteeing canpé’.

To the extent that entities of the private seatgpase or give effect to restrictions
on the [fundamental freedoms to communicate, espv@sws or organise], they

should be subject to [the same conditions as appéntities of the public sector],

possibly through [a new international instrumentand pending that, by their State
of establishment taking responsibility for theirtiags, and through enforceable
“third party beneficiary” clauses in relevant cauts, etc.

(Recommendation (vii)).

The restrictions in question include, in particuldre need for such restrictions to be based on
clear, specific and accessible (i.e., published@sruhat do not grant the bodies in question
excessive discretion and require them to give madoulings that are subject to strict judicial
supervision, in proceedings that conform to their“taial” requirements of the European
Convention on Human Rights (ECHR) and to whichl@aciety groups have real and effective
access, e.g., in the form of class actions, witieat of, e.g., punitive financial risk. The
restrictions themselves must, moreover, also instamze comply with the standards on
limitations imposed by the ECHR, as further devetbpy the European Court of Human Rights
(necessity, proportionality, etc.), and as alsofullse further clarified by the UN Special
Rapporteur on Freedom of Expression and the UN Hurights Council.

We will return to these issues in Chapter 2 of @ysnion.

14 Council of Europe Commissioner for Human Rightssue Paper” orSocial Media & Human Rights

September 2011, to be made available shortltat://www.coe.int/t/commissioner/Activities/IPListn.asp
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EU Academic assessment

In January 2011, a large number of leading EU avaxe experts in the fields of IPR and EU
law, published a critical assessment of the fimadt tof ACTA®™ The full text of this EU
academics’ Opinion is attached as Attachmentl3may therefore here suffice to (somewhat
freely) paraphrase the broad critisisms of ACTA amate a number of selected points of
particular relevance to the present Opinion.

The main, overall criticisms of the academics chimiia the criticisms of civil society: that the
Agreement was negotiated in secret, between soatesSteen to strengthen IPR, and could put
other States under pressure to adopt the strioddlexible regime of ACTA, without having had
input in its drafting; that the Agreement ovesatinificantly strengthens enforcement measures
(especially criminal law ones), without any of tbefeguards and exceptions needed to ensure a
balance of interests between right holders andgsartthat certain provisions that have a direct
impact on fundamental rights have been couchedxaessively vague terms; and that the
optional (“may”) clauses in the Agreement in effedtite States to adopt the very far-reaching
and highly-criticised measures mentioned in theasthar than dropping them from the States’
arsenal of measures altogether. They add tha¢vaeral respects the Agreement exceeds the
current EUacquis and that the Commission was not fully correctitg statements to the
European Parliament.

More specifically, the academics criticise the daling aspects of the Agreement that touch on
fundamental rights (as further discussed in thenreaction of the present Opinion):

- the emphasis on the awarding of almost-automagimative relief in civil cases, rather
than allowing for lesser, alternative measuresraer current EC law;

- the stipulation of criteria for the determinatiorf compensatory damages that
significantly benefit right holders to the detrinhef other parties, again different from
current law;

- a focus on the outright destruction of materialst timfringe IPR, or that contain IPR-
infringing elements, without any test of proportity, and without any protection of
non-infringing parties, once again unlike the cotrgystem;

- the provision of provisional measuriesudita altera parta(without all affected parties
being heard), without the counter-balancing safetgiand guarantees that can be found
in current EC law;

- the extension of the permissibility of border measurom “counterfeit goods” to goods
that infringe any IPR, once again different frore thurrent regime;

s Opinion of European Academics on Anti-Counterfgjtirade Agreemenf0 January 2011, available from:

http://www.iri.uni-hannover.de/tl_files/pdf/ACTA amon 110211 DH2.pdf
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the criminalisation of ill-defined acts, and in pewlar of IPR infringements on a
“commercial scale”, with the latter being definedremely vaguely as “includ[ing] at
least” those carried out as “commercial activitfes direct or indirect economic or
commercial advantage”; and of the wilful imporatiand domestic use on a commercial
scale of goods infringing trademark rights; and #reouragement (through “may”
clauses) of the creation of even wider offence#) even less restrictions;

the criminalisation of any circumvention of “techogical measures” (read: digital
rights management systems, DRMs) and of any prapgracts to this effect, as well as
of the offering of devices or products (hardware)computer programs (software) or
services that provide a means of such circumvenitnmtuding of technological measures
that have dual (both legal and illegal) functiomagain without clear exceptions or
limitations;

failure to provide any of the safeguards needeengure a balance of interests between
the parties and to guarantee due process in thercenfient of these criminal-legal
measures;

an extremely wide-ranging provision allowing thedening of disclosure of personal
information on “any person involved in any aspecfam IPR] infringement oalleged
infringementand regarding the means of production or the aklarof distribution of the
infringing or allegedly infringing goods or servgencluding the identification of third
persons alleged to be involved in the productiod dristribution of such goods or
services and of their channels of distribution;bjsat only to a very vague reference to
this being “without prejudice to its law governingrivilege, the protection of
confidentiality of information sources, or the pessing of personal data”;

a similarly broad provision allowing (but clearlisa encouraging) States to give their
national authorities the power “to order an onliservice provider to disclose
expeditiously to a right holder information suféait to identify a [read: any] subscriber
whose account waallegedly used for infringement”, subject again to the vafjuef
stipulations that “[tlhese procedures shall be enptnted in a manner that avoids the
creation of barriers to legitimate activity, inclnd electronic commerce, and [that],
consistent with that Party’s law, preserves fundataleprinciples such as freedom of
expression, fair process, and privacy”;

the absence of any provision allowing for the conga¢ion of anyone suffering damage
as a result of wrongful detentions (seizures) afd$o the provision to right holders of an
option to provide securities, without extendingsth® owners or importers; and the
absence of clear limits on the duration of any k@@ of goods.

10
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1.3 Responses from the EU authorities

European Commission

In response to the above criticisms, in March yeiar, the European Commission held a meeting
with representatives of non-governmental orgarosati as part of its “DG Trade Civil Society
Dialogue”. According to the minuté&the Commission representatives said that:

“the Commission takes fundamental rights serioasly answered to every concern
on this issue. ACTA will have no negative impactfondamental rights, since it is
not directly applicable and it does not go furttiean the EU enforcement rules,
which have existed since 2004 without raising aoiycern of this kind.” (Martins,

p.- 2)

For the same reasons, there was “no justificatmnaf [human rights] impact assessment on
ACTA” (idem p. 3, with reference to statements by Commissideesucht).

In relation to the EU academics’ criticisms, thelgled in similar vein that, in their view:

“many criticisms [were] related to the non-repetitiof existing rules from the
TRIPS, the EU legislation, constitutional princileetc, which remain applicable,
since the ACTA Treaty is not rewriting the law hgiinserted into an existing legal
framework.” (Martins, p. 3)

Moreover, according to the Commission represerdstiin a core passage:

“ACTA is neutral on substantive protection of IPR and only addresses
enforcement matters. Exceptions and derogations cerst in lawful uses and
not infringements to IPR. They can hence not be aftted by the agreement.
Moreover, the language contained in ACTA already daguards existing
exceptions and ensures the necessary flexibility(Martins/Lory, p. 4)

Furthermore, they said, the allegation that tharf@ral enforcement chapter” required criminal
law harmonisation at EU level was “unfounded”.stipport, however, they merely said that:

“This chapter was negotiated by the rotating EUskency on behalf of the
Member States, and on the basis of negotiatingtipnsi unanimously agreed.
National authorities examined in detail the nedetla provisions to ensure
compliance with their national laws.” (Martins,3).

On the more specific criticism of the vague concejptcommercial scale”, the Commission
representatives merely said that the text on thatept:

“is the result of a negotiation by the Member Statehich adopted it unanimously
and ensured the compatibility with their nationebislations. As far as the

16 Available from: http://trade.ec.europa.eu/doclib/docs/2011/febrir@yoc 147497.pdf But see also the
critical notes on this meeting afhttp://acta.ffii.org/wordpress/?p=390We are leaving out the references to the
impact of ACTA on generic medicines, as that isngedlealt with in the separate study, commissiongdhle
Greens/EFA, already mentioned.
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Commission is aware, there are no issues of incobilitgg between national
legislations and the definition agreed in ACTA.” &Mins, p. 4)

The alternative concept of “criminal intent” hadebeincluded in an Opinion of the EP on a
piece of legislation that had not been adoptede iews of Parliament in that Opinion were
therefore not legally bindingdem).

Finally, on the reported “three strikes” measurad ather measures restricting access to the
Internet, the Commission representatives said that:

“It is important to clarify that no such rules weeger proposed by any of the
parties involved in the ACTA negotiations. On thtey hand, ACTA introduces
some common rules as regards internet, which drdealiow the level of the EU
legislation while striking a balance between tlghts of internet users (freedom of
expression, right to privacy) and their obligatigrespect the same law that applies
to them in the physical world).” (Martins, p. 2)

European Parliament second study

In addition to the above, rather superficial digsey the European Parliament’s Directorate-
General for External Policies’ Policy Departmentsnoecently (in June 2011), published an
assessment of ACTA.

The Abstracton page 1 notes the EP’s concerns “regarding timetnransparent way [ACTA]
was negotiated and whether it meets to aims agt®edhe European Parliament and
Commission that it would be compatible with thesgéirig acquis communautaire and the World
Trade Organisation’s Trade Related intellectualpBrty rights (TRIPS) Agreement” - but not
the concerns about the Agreement’s compatibilitthviindamental rights. These concerns are
briefly noted in the Executive Summary:

Substantive areas of concern covered a range oésssicluding: the potential
negative effect of ACTA on fundamental human freedoand privacy; the
possibility of requiring cut off of internet access consumers that infringe the
agreement; imposing liability on internet servigevyaders that carry content that
infringes the agreement; the potential negativeectffof ACTA on access to
medicines in Europe and in third countries. (p. 6)

However, they are effectively dismissed as haviegnoresolved:

Many of the substantive issues that raised conceerrtee early position papers
have been addressed or are entirely absent frofmtdeagreed text. (pp. 6 — 7)

v European Parliament, DG for External Policiesttid Union,_The Anti-Counterfeiting Trade Agreement

(ACTA): An AssessmentEXPO/BANTA/FWC/2009-01/Lot7/12, PE 433.859, June 2011he Btudy itself says
that it is available from:http://www.europarl.europa.eu/activities/commitiegglies.do?language=Elike the
study mentioned in footnote 4, above) — but irt fabad not yet been released there at the timeriting this
Opinion (August 2011). However, the study can dsoobtained from the website b& Quadrature du Net
http://www.laquadrature.net/files/INTA%20-%20ACTA%Rssessment.pdf
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The “two key questions” addressed in the study ornfarmity with the EUacquis and
conformity with existing international IPR obligatis - therefore do not include any serious
examination of the human rights implications of fimal text, even though the study does note
that:

The provisions of ACTA fall within the sphere ohamber of sensitive areas of EU
law, including fundamental rights recognised in Bi¢, such as the right to fair and
due process, the right of information, freedom méexh, the protection of privacy
and data protection rules. (p. 24)

even though the study also claims to have ass&sS&@ by reference toifjter alia) the main
Data Protection Directive (Directive 95/46/EC) (ged indent on p. 25).

The EP study omnformation And Communication Technologies And HurRéghts discussed
earlier;® is neither mentioned in the text nor listed in dtleerwise quite extensive bibliography.

Consequently, in the body of the 75-page repodreths just one, short (less than half a page)
specific section on “civil liberties”, in the chaptwith “Sector Specific Analysis” (Chapter 7).
This section reads as follows:

The most controversial enforcement proposals coetkin earlier draft versions of
ACTA have been abandoned or narrowed déWhhere are no ‘three strikes’ rules
in relation to illegal downloading, no liability fanternet service providers (ISPs)
other than for direct infringement. Some issudkrstinain, especially in Section 5,
the digital chapter of ACTA. The disclosure of suiiser’'s information regime,
Article 27.4 ACTA, is applicable to infringing, ambn-infringing intermediaries.
As such it is broader than the TRIPS norm containedrticle 47 TRIPS, which
imposes such a regime on infringing intermediamedy. ACTA contains an
express qualification that enforcement proceedingselation to infringement of
copyright or related rights over digital networks, well as any legitimate request
for subscriber information in relation to accoualegedly used for infringement be
subject to safeguard®.The mechanisms to ensure that these rights anetaireed
have, however, to be found outside of ACTAThe provisions on legal protection
against the circumvention of effective technolofigmotection measures are
covered in Chapter 5 and lie within the standastaldished by the Information
Society Directive. There are no changes with resteethe EU’s civil liberties and
privacy standards. (p. 60)

18
19

Above, pp. 3 -5 and footnote 4.

Consolidated Text: Anti-Counterfeiting Trade Agreem Informal Predecisional Draftl July 2010,
http://www.laquadrature.net/files/ACTA_consolidatexdt EUrestricted130710.pffbotnote 228 in the report].

20 Articles 27.2 and 27.4 ACTA. [footnote 229 in tieport].

2 See for example EU Directives 95/46/EC, 2002/88/Bnd 2006/24/EC, dealing with privacy; Article 8,
Convention for the Protection of Human Rights amehdamental Freedoms as amended by Protocols Nand 1
No. 14. [footnote 230 in the report].
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Some other issues are noted in sub-sections tgeti®n onAccess to Medicinesection 7.2;
they deal with injunctions, border measures, amdioal enforcement’? However, they do not
address the question of the compatibility of thesasures with European human rights law.

Chapter 4, section 2, of the study contains a dson of ACTA provisions which, the General
Overview and Introduction promises, “provides aibdsr the sectoral examinations ofhier
alia) the civil liberties assessment set out above.wéd@r, contrary to what it says there (in
section 2.3, on p. 11), this analysis is not atley-article, but rather, discusses groups of
articles, often omitting central issues of humahts, as we shall sé&.

It may therefore here suffice to note just a fewaar remarks in the study that are relevant to our
Opinion. First of all, as it is put in the ExeagtiSummary:

[ACTA] enables a degree of protection that appeargd beyond the limits
established in [current] EU law. The primary ardaconcern is that of border
measures, especially the expansion of the scopeabf measures to all other forms
of intellectual property, except for patents. Otleeas that need clarification
include: whether the criteria for damages in ACTA.( the value of the goods or
services concerned measured by market or retag)pfully match the criterion of
“appropriateness of the damage to the actual peguslffered” envisaged in the
IPR Enforcement Directive.

In addition, there are concerns that the criminabsures do not fully reflect the
conditions set by the European Parliament, in asitpn of 25 April 2007 on the
IPRED2 proposal from the Commission. ACTA extendsnimal measures [to
activities that result iif indirect commercial benefit, which may contradice
Parliaments position that acts ‘carried out by gévusers for personal and not-for-
profit purposes’ were to be excluded from the scoftbe IPRED2.

(p. 7, references omitted)
Secondly, the study concludes on the issue oftataction, as follows:

ACTA’s Chapters Il (on Enforcement practices) aid (on International
Cooperation) could be relevant to the EU data ptmte rules inasmuch as they
could entail the exchange of personal data betwesries’ authorities and/or
private organisations. The relevant provisions @TA do not appear to impose on
the EU and EU Member States an obligation to exghgrersonal data with other
Parties’ authorities or stakeholders. In additiarticle 4 of ACTA expressly states,
inter alia, that ACTA shall not require a Party to disclosdoimation the
disclosure of which would be contrary to its lamdgprovides for safeguards that
apply to the information shared pursuant to thevigions of the Agreement.

= We are again leaving that matterAafcess to Mediciness such aside here, because this is dealt witiein

separate study for the Greens/EFA, already merdione

z The study also wrongly says that this articlealtyele analysis is contained in Chapter 5, butaict the —
groups-of-articles review is contained in Chaptersdction 2. Chapter 5 contains an “Overall Ecoicoand

Commercial Assessment” of ACTA.

2 The words in square brackets have been added:bythe study here merely uses the word “of”, Iig t
would appear to be a typing error, with some wdralging been inadvertently deleted.
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However, given the relatively broad formulation &ICTA’s provisions on
information sharing and cooperation, their realaetpon EU data protection rules
will most likely depend on how cooperation betwé&aanrties will be implemented.
In this respect, reference may be made to the ‘iOpinf the European Data
Protection Supervisor” advising on the safeguarust tshould apply to data
transfers made in the context of ACTA.

(section 4.2.7, on p. 31, references omitted)

The study does not appear to have examined theigues compulsory disclosure of personal
information, and the accompanying surveillance messs envisaged in ACTA, which were at
the heart of the EDPS’ criticisms. (We will lookthe EDPS opinion separately, below.)

Third, the following may be noted on some seleésdes also addressed by the EU academics
(emphases in bold and italics added):

Civil Enforcement

Injunctions —Article 8.1 ACTA expands the application on injunehs under
Article 44.1 TRIPS beyond alleged infringers to lade third parties.Article 8.2

is generally identical to Article 44.2 TRIPS, batl$ to specify as Article 44.2 does
that it applies to remuneration under compulsocgrsing under Article 31(k)
TRIPS. This difference seems negligible but it iclear why different language
was chosen, appearing to make the applicationeoptavision broader than Article
31(k).

Damages- WhereArticle 9 ACTA expands the scope of the bases falcalating
damages this may be characterised as an expansion ofTRE’S minimum.
Article 45.2 TRIPS may be interpreted as placingeding on the extent to which
an innocent infringer may be ordered to pay costpre-established damages.
However, parties are permitted to extend paymengtinnocent infringerArticle

9 ACTA appears to exclude innocent infringers frothe scope of the provisions
on damages, while extending the scope of damageslae against knowing
infringers. This is not in conflict with the TRIPS provision.

Other remedie — nothing in Article 10 ACTA is out of conformityith the TRIPS
Agreement. The provision is very similar to Articl® TRIPS, except that it
provides for the carrying out of procedures atdkpense of the infringefACTA|]
also does not reiterate the mandatory TRIPS safeglthat authorities must take
into account the need for proportionality and themsousness of the infringement
in deciding whether or not to order the destructiaf infringing goods.

Provisional measures

ACTA'’s articles on provisional measures are largetnsistent with the TRIPS
Agreement. Article 12.1 ACTA and Article 50.1 TRIRSe virtually identical.
[However,] ACTA differs in that, unlike Articles 50.3 — 50.8 TRIAScontains no
provisions safeguarding the rights of defendants such procedures, such as
strict time limits on the effect of provisional meares.Instead, ACTA extends the
scope of materials that may be seized beyondhesnfringing goods.
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Border measures

The border measures section in the agreements &t ACTA] is quite similar.
However,ACTA expands the application of these beyond couiai¢ trademark
goods and pirated copyright goods (but not to pasnArticle 51 TRIPS
explicitly allows for such extensions, subject be requirement that they meet the
standards and safeguards in Articles 52 — 58 TRIPS.

Criminal procedures

Article 61 TRIPS permits states to provide for aned procedures and places no
limits on how stringent these may be. The provisiotnACTA remain well within
the language of Article 61 TRIPS8Vhere there remains some controversy is the
definition of “commercial scale” adopted in Articl€23.1 ACTA, which would
apply criminal procedures to activities undertakefor indirect economic
advantage.The 2009 WTO Panel decision in China — Measurggciihg the
Protection and Enforcement of Intellectual Prop&ights stated that the threshold
for criminal enforcement covering activities on anunercial scale is set at:
‘counterfeiting or piracy carried on at the magdéuor extent of typical or usual
commercial activity with respect to a given produrca given marketThe ACTA
norm of ‘indirect economic or commercial advantagécuses on the intent of
the alleged counterfeiter or pirate, rather than oassessment of the adverse
effects on the market, and merely seems to furteé&borate the term ‘wilful’. It
must therefore be considered that ACTA is not imdi with the WTO Panel
decision.

(Section 4.1.2, on pp

In the light of these assessments (emphasised ghwedind it surprising that the authors of the
study felt that they could conclude that “the lettéthe agreement is not incompatible with the
Acquis” or TRIPS. However, even they concluded:tha

there are no guarantees that its implementation kel [compatible]. The

Parliament may therefore wish to consider a need farification of and guidance
on how ACTA will be implemented especially the berdnd criminal enforcement
measures as well as the in-transit procedures) (p.

The EDPS Opinion

The EDPS Opinion was issued in June 2010, i.éealt with an earlier version of ACTA. It
focussed on the “three-strike”-rule which was thaach discussed, but which has since
(according to the Commission and Council) been dbaed. Indeed, as we have seen earlier,
they claim that “no such rules were ever proposgariy of the parties involved in the ACTA
negotiations.”

% Opinion of the European Data Protection Supervism the current negotiations by the European boio

an Anti-Counterfeiting Trade Agreement (ACT#)5 June 2010 (2010/C 147/01), OJ C-147/1ff.jlakée from:
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do20J:C:2010:147:0001:0013:EN:PDF
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We will examine that specific question later. Hexe should note that in spite of this focus on
“three strikes”, the EDPS Opinion also contains ynaseful wider comments. In particular, he
warns of “a slippery slope towards legitimising Bveore massive surveillance of Internet users’
activities”, also and in particular by or on behadifprivate-sector entities, and repeatedly stiesse
the requirement, under both the ECHR and the Ghafteundamental Rights (and indeed under
the data protection directives) that any such nooimi¢, and any data disclosures, be “necessary”
and “proportionate” in a democratic society. Heoahotes important issues in relation to
international data exchanges between States.

“Necessity” and “Proportionality”

In his view, two matters in particular have a begrion this question of “necessity” and
“proportionality”: the scale and depth of any ntoning or surveillence of Internet use, and of
Internet users, and of any disclosures of user, datd the scale of the IPR infringements against
which this is directed. He also stresses a tiprdcedural matter, again derived from the ECHR
and the Charter.

In relation to the first substantive matter, heesaihe following important factors (which are not
restricted to a “three strikes” context):

(i) the (unnoticed) monitoring would affect millions ioflividuals and all users,
irrespective of whether they are under suspicion;

(i)  the monitoring would entail the systematic recogdai data, some of which
may cause people to be brought to civil or evemicdl courts; furthermore,
some of the information collected would thereforaldy as sensitive data
under Article 8 of Directive 95/46/EC which requargtronger safeguards;

(i) the monitoring is likely to trigger many cases afsé positives. Copyright
infringement is not a straight ‘yes’ or ‘no’ questi Often Courts have to
examine a very significant quantity of technicatldegal detail over dozens
of pages in order to determine whether there infaimgement™

M Courts may have to assess whether the materiahdsedl copyright
protected, which rights have been infringed, if tise can be considered as a
case of fair use, the applicable law, the damagges,

(iv)

(v) the fact that the entity making the assessmenttakidg the decision will
typically be a private entity (i.e. the copyrighdltters or the ISP). The EDPS
already stated in a previous opinion his conceegsinding the monitoring of

individuals by the private sector (e.g. ISPs onemht holders), in areas that
are in principle under the competence of law erdorent authorities.

(para. 32. The detail under point (iii) is takeanfi a footnote to this point in the
Opinion. Point (iv) deals with the disproportiomtliof the effects of a “three-
strike” rule, and is therefore not of wider applioa, as the other points are.)

The second matter, the scale of infringement thatdcmake intrusive measures proportionate,
is, in the EDPS’ view, properly linked to the firatthe IPRE Directive:
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The purpose of enforcing intellectual property tggban also be achieved by the
monitoring of only a limited number of individuatsispected of engaging imon-
trivial copyright infringement. The IPRE Directive provides some guidance in
that respect. It sets forth the conditions undeicttauthorities may order that
personal data held by Internet access providerdisi#osed for the purposes of
enforcing intellectual property rights. ArticlepBovides that ISPs may be ordered
by competent judicial authorities to provide pemdomformation that they hold
about alleged infringers (e.g. information on thigio and distribution networks of
the goods or services which infringe an intellecpraperty right) in response t
justified and proportionate request in cases of infngements on a ‘commercial
scale

Accordingly, the ‘commercial scale’ criterion is deisive. Pursuant to this

criterion, monitoring may be proportionate in thentext of limited, specific, ad

hoc situations where well-grounded suspicions @iydght abuse on a commercial
scale exist. This criterion could encompass sinatof clear copyright abuse by
private individuals with the aim of obtaining diteor indirect economic

commercial benefits.

In practice, to make the above effective, copyrighholders might engage in
targeted monitoring of certain IP addresses in ordeto verify the scale of the
copyright violation. This would mean that copyright holders would als®
allowed to keep track of reports alleging infringarhfor the same purposéuch
information should only be used after having verifed the significance of the
infringement. For example, clear cases of major infringements &ell as non-
significant yet continuous infringements, over antain period of time, for the
purpose of commercial advantage or financial gain.

This would mean that in such cases, the colleativimformation for the purposes
of demonstrating alleged Internet abuse may be ddeproportionate and
necessary for the purposes of preparing legal paings, including litigation.

(Paras. 43 — 46, emphases added)

Conversely, indiscriminate or widespread monitorafignternet users (and disclosures of their
IP addresses - that is: of their personal infdiong, in relation to trivial, small-scale, not for
gain infringements of IPR, would be disproporti@jaind thus in violation of Article 8 ECHR,
Articles 7 and 8 of the Charter of Fundamental Bigand of the Data Protection Directives.

Procedural requirements

In addition, as the above already shows, the EORSses the need for judicial (court-based)
investigatory and sanction systems, such as ahedied in the only recently implemented IPRE
Directive:

... since the IPRE Directive has only been in fdiaretwo years, it is difficult to
understand why legislators would move from theedidt embodied in this Directive
to more intrusive methods when the EU is just beigip to test those recently
adopted. For the same reason it is also diffiauliriderstand the need for replacing
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the current court based system by other type ofsorea (in addition to raising
questions of due process, which are not addresse)l. ljpara. 49)

This too is a wider issue, directly related to Eveopean human rights instruments (as we will
discuss further in Chapter 2).

The EDPS also points out, “as an additional guaedntthe need, under the main EC Data
Protection Directive, for the carrying out of “prichecks” by the relevant national data
protection authorities on any proposed IPR-infringat Internet monitoring, because:

the fact that the data processing operations worddent specific risks to the rights
and freedoms of individuals in the light of theiurposes, i.e. carrying out
enforcement actions which could eventually be arahiand in the light of the

sensitive nature of the data collected. The faett tthe processing involves
monitoring of electronic communications is an aiddial factor that calls for

enhanced supervision. (para. 47)

International data exchanges
In his Opinion on the then (June 2010) availab&dtdext of ACTA, the EDPS wrote that:

In view of the information available, it can be dseen that a number of the
measures planned for ensuring enforcement of autelal property rights will

involve international sharing of information aboalieged IPR infringements

amongst public authorities (such as custom autbsyipolice and justice) but also
between public and private actors (such as ISPs IBndight-holders organ-

isations). Such data transfers raise a number safess from a data protection
viewpoint. (para. 64)

At the time:

In the current state of the negotiations’ proceswhich a number of concrete data
processing elements remain either undefined or awmknit is impossible to verify
whether the proposed framework of measures is @ordance with fundamental
data protection principles and EU data protectam I(para. 65)

However, the EDPS still made a number of importamhments, clarifying the kinds of matters
that should be taken into account in such a futergication. In Chapter 2, section 5, we will
attempt to provide such a check.

Human rights clause

Finally, the EDPS supports his approach by a raterdo the so-called “138 Amendment” to
Directive 2009/140/EC, which spells out the basienhan rights requirements applicable to the
electronic communications framework in the EU. Wmtg this amendment in full on pp. 19 —
20, below.
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2. ACTA, THE EUROPEAN CONVENTION ON HUMAN RIGHTS
AND THE EU CHARTER OF FUNDAMENTAL RIGHTS

2.1 The issues addressed in this Opinion

The main overall criticisms of ACTA remain that (paraphrase the EP study briormation
And Communication Technologies And Human R)gtits Agreement gives disproportionate
protection to the IPR and competitive interestsn@avould say, the global market domination)
of big business; fails to level the playing fiddétween developed and developing nations in
international trade relations; hampers innovat{especially by SMEs); fails to promote
grassroots culture; and could impede the dissémmaf knowledge for people across the
world.

However, that study, the EU academics, and the E&)&tSexpressed concern about the specific
effects of ACTA on the right to information and edtion, freedom of expression, the right to
privacy and protection of personal data, and thlettio a fair trial and due proce<s.

In that regard, the study called for the inclusiorACTA of a provision setting out the need to
apply the Agreement in accordance with Europead (aternational) human rights standards
and principles.

The EDPS in fact pointed to precisely such a promisincluded in another major recent EC
instrument. This is the so-called “138 Amendmentade to the 2002/21/EC Directiom a
common regulatory framework for electronic commatiams networks and serviéddy means
of Directive 2009/140/EG® It constitutes a new paragraph (3a) in ArticleoflDirective
2002/21/EC, and reads as follows:

Measures taken by Member States regarding end-useisccess’ to, or use of,
services and applications through electronic commueations networks shall

respect the fundamental rights and freedoms of natal persons, as guaranteed
by the European Convention for the Protection of Hman Rights and

Fundamental Freedoms and general principles of Comumity law.

Any of these measures regarding end-users’ acagsertuse of, services and
applications through electronic communications eks liable to restrict those
fundamental rights or freedoms may only be impotetthey areappropriate,
proportionate and necessary within a democratic soety, and their
implementation shall be subject tadequate procedural safeguards in
conformity with the European Convention for the Praection of Human Rights
and Fundamental Freedoms and with general principle of Community law,

26 The Information And Communication Technologies And HurRéghtsstudy, and the EU academics, also

referred to the right of access to health care genteric medicines, but as already explained, wealaleal with
that issue.

2 Directive 2002/21/EC of the European Parliamemd af the Council of 7 March 200@n a common
regulatory framework for electronic communicatioretworks and servicggramework Directive), OJ L-108/33ff.
28 Directive 2009/140/EC of the European Parliamami of the Council of 25 November 20@&nending
Directives 2002/21/EC on a common regulatory framgwfor electronic communications networks and Bes,
2002/19/EC on access to, and interconnection efitednic communications networks and associateiitfas, and
2002/20/EC on the authorisation of electronic comivations networks and service3J L-337/37ff.
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including effective judicial protection and due pracess Accordingly, these
measures may only be taken witlue respect for the principle of the
presumption of innocence and the right to privacyA prior, fair and impartial
procedure shall be guaranteed, including the righto be heard of the person or
persons concerned, subject to the need for appromie conditions and
procedural arrangements in duly substantiated casesf urgency in conformity
with the European Convention for the Protection of Human Rights and
Fundamental Freedoms. The right to effective and mely judicial review shall
be guaranteed

(Article 1(1)(b) of Directive 2009/140/EC, insemjira new paragraph (3a) into
Article 1 of Directive 2002/21/EC, emphasis added)

ACTA touches on precisely these same rights angesssHowever, in spite of the calls for this,
it contains no such provision because, as we hese, $he European Commission felt that it was
“not needed”.

This Opinion does not address the broad issuestefiational public policy underpinning the
broad sweep of the overall criticisms cited atlibginning of this sectionRather, it addresses
the specific issues that ACTA raises in terms of th European Convention on Human
Rights, the EU Charter of Fundamental Rights, and he EC data protection directives as
indicated in the above “138 Amendment” quoted aboee

- The right to property (Article 1 First Protocolttte ECHR; Article 17 CFR);

- The right to freedom of expression and informatjérticle 10 ECHR; Article 11 CFR),
also in relation to artistic expression and scfentesearch (Article 13 CFR);

- The right to respect for private and family lifegrhe and correspondence/communication,
and to the protection of one’s personal data (Aeti@ ECHR; Articles 7 & 8 CFR;
Directives 95/46/EC and 2002/58/EC);

- The right to an effective remedy and a fair triét{cles 6 & 13 ECHR,; Article 47 CFR);
and

- The complex relationships between these rightpaiticular between the first and second,
and between the third and fourth of the above.

In this, we examine the issues at four levels, i.e.

(i) whether any of the provisions of ACTA, on theirdaanywhere specificallsequire States
that want to implement it to adopt measures thatlevbreach any of these instruments;

(i)  whether any of those provisions are phrased in wastsareambiguousn this respect, and
require further unambiguous clarification to aveitth violations;

(iif) whether any of those provisioracouraggor in the words of the EU academicscite’)
such States to adopt such measures; as well as:

(iv) the implications of the latter kinds of measurepanticular, especially when it comes to
international cooperation between EU- and non-EaieSt(e.g., in relation to the provision
of personal information).
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2.2 ACTA and the right to property

The inclusion of a right to property in modern t¢agaes of fundamental rights was not
uncontentious, even though it was included in thearidmother” and “mother” of modern
human rights treaties, the 1789 Fremrlaration of the Rights of Man and of the CitiZeae
Article 1l of the Declaration) and the 1948 Ubhiversal Declaration of Human Righ(article
17). Because of reluctance on the part of sotianing post-WWII governments in some
countries to include it in the European Conventamn Human Rights, it was placed in a
“Optional Protocol” to the Convention (in the forof Article 1 First Protocol [hereafter FP]),
and phrased in much less protective terms thamtie rights in the body of the Conventioh.

Even so, the right to property, and to “the pedcefyoyment of one’s possessions”, is now
effectively regarded as an integral part of the @mion>° and all Member States of the
Council of Europe (and thus also all EU/EEA MemlStates) have signed up to it. The
European Court of Human Rights interprets the condéeoadly, and gives property rights
largely similar protection to the other Conventraghts.

Intellectual property rights are undoubtedly in@ddin the concepts of “property” and
“possessions”. For the purpose of EU law, thimi$act expressly (and rather unnecessarily)
confirmed in Article 17(2) of the Charter of Fundamal Rights (CFR).

However, this of course also applies to the owaes users of devices and software: their PCs
and laptops and mobile devices are “propertiesgrasany software installed or held on them (or
held in the “Cloud”), be this in the form of progma, text, music, audio or videofiles. Those are
no less protected in principle.

When it comes to determining whether an interfegemith a property right is justified, the
Strasbourg Court applies a “fair balance” test tisafquite similar to the “necessity” and
“proportionality” tests applied under the “typicalonvention articles (including Articles 8 and
10, discussed latet}. The wording of Article 17 CFR is closer to therdimg of the “typical”
Convention articles and their corresponding prawvisiin the Charter (“the use of property may

29 Article 1 — Protection of property

Every natural or legal person is entitled to theapeful enjoyment of his possessions. No one skall b
deprived of his possessions except in the pultiizést and subject to the conditions provided fptaw and by the
general principles of international law.

The preceding provisions shall not, however, iy aay impair the right of a State to enforce sumhd as it
deems necessary to control the use of propertgaora@ance with the general interest or to secure gayment of
taxes or other contributions or penalties.

Note in particular the reference to the right ofte&tate to enforce “such laws as it [subjectivelsgms necessary”
- which is much less strict than the objectivelygded requirements in the “typical” Conventionces (especially
Article 8 — 11 ECHR) that any interference with afpndamental right enshrined in the Convention mest
(objectively) “necessary” to serve some higher psg However, as noted in the text, in practieeapproach to
Article 1 FP is close to the approach to the “tgfiicights, albeit with some nuances.

80 SeeMarckx v. BelgiumECtHR Judgment of 13 June 1979, para. 63.

3 Sporrong and Lénnroth v SweddeCtHR Judgment of 23 September 1982, para. ®t.aRuller discussion
of the case-law on Atrticle 1 FP, see Harris, O’Bwmt al, Law of the European Convention on Human Rigdts
Ed., Oxford, 2009, Chapter 18 (pp. 655 — 696) dredCouncil of Europe Human Rights Handbook on Aetie
ECHR 2" Ed. by Aida Grgige, Zvonimir Mataga, Matija Longard Ana Vilfan, available from:
http://www.coehelp.org/course/view.php?id=(séroll to number 10 and choose a language).
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be regulated by law in so far as is necessaryh@migeneral interest”), but in practice the ECHR
and EU approaches in respect of property-as-a-fuedtal-right are as good as the same.
Specifically, in their assessments of this “faildm&e”, both rely very heavily on procedural
guarantees: there must be a proper avenue of afppeabny decision of a national authority to
interfere with someone’s property rights, and figatrkind of considerations must be taken into
account in such proceedings. We will return tostm our discussion of the “fair trial”
requirements relevant to ACTA, in section 2.6, bel(because those requirements apply
whenever a “property right” in the sense of Artitl&P ECHR is being “determined”).

For the purpose of this Opinion, we should noteé #@ssentially all of the measures relating to
(alleged or suspected) IPR infringements are aiatedrotecting the property rights of IPR-
rights-holders, but that those measures can atsolglaffect (and seriously restrict) the property
rights of users and consumers. The “fair balamequired by Article 1 FP and Article 17 CFR
must therefore clearly take both into accourdn instrument or measure that in some
significant respect tilts the balance of protectionmanifestly unfairly in favour of one
beneficiary of the right, and unfairly against othes, or a procedure that fails to allow for
the taking into account of the different, competinginterests, but rather, stacks all the
weight at one end, is incompatible with these fundmental European human rights
instruments.

Moreover, in applying this “fair balance” test, the impact of the relevant instrument,
procedure or measure on other rights must be takemto account. We shall now turn to the
first of those, the right to freedom of expressamal information, before returning to that issue.
2.3 ACTA and the right to freedom of expression and inbrmation

The right to freedom of expression and informattealf

The right to freedom of expression is, as suchresqed in the same words in Article 10(1), first
sentence, of the ECHR and Article 11(1) of the CFR:

Everyone has the right to freedom of expressiois fight shall include freedom to
hold opinions and to receive and impart informatma ideas without interference
by public authority and regardless of frontiers.

(The ECHR adds a sentence relating to the licensfnigroadcasting, but this is both largely
redundant by now and irrelevant to the present Op)ri

As the text of the right itself makes clear, iinsfact much wider than just a right to “express”
oneself: in these European instruments, it incuidhe right “to hold opiniong® and, what is
more pertinent here, the right “to receive and irhjpaformation and ideas”. In fact, on this

32 On Article 10 ECHR, see Harris, O’'Boyé al, o.c.(footnote 31, above), , Chapter 11 (pp. 443 — B)
the Council of Europe Human Rights Handbook ondfetll0 ECHR by Monica Macovei, again available from:
http://www.coehelp.org/course/view.php?id=S4roll to number 8 and choose a language).

8 Note that in the International Covenant on Carid Political Rights (the UN sister-document to @@E’s
ECHR and the EU’s CFR), the right to hold opiniema separate right that, in ordinary times, matyb®subjected
to any restrictions at all: see Article 19(1) & (ZCPR.
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latter point, it also includes the right to “seekformation and ideas, and to have access to
information and idea¥"

The UN Special Rapporteur on Freedom of Expressimsses that access to the Internet, and
the absence of undue constraints on the freedosee&, receive and impart information and
ideas over the Internet, is an inherent - and endilgital age, crucial - part of the internatiogall
guaranteed right to freedom of expression. Ovehallplaces great emphasis on the need for
proper, judicial procedures in relation to anyththgt affects the right to freedom of expression
on the Internet, as contrasted with the arbitrasnke observes in many respects, including
surveillance and monitoring of communicatidns.These considerations are relevant also in
relation to the ECHR and the CFR.

More generally, the European Court of Human Ridfas consistently stressed that freedom of
expressior®

constitutes one of the essential foundations adgmocratic society], one of the
basic conditions for its progress and for the dgwelent of every man.

Broadly speaking, in terms of the ECHR, freedomegpression is much more central to a
democratic society than is the protection of properOf course, at one level, IPR supports
freedom of expression: writers, artists and penéns are entitled to due reward for their work,
and companies to a return on their investment. d&pecially in the digital world, ordinary
people - bloggers, tweeters, satirists, artistd,arademic or political cooperatives of individuals
- are at least as much, if not more, at the hefatte very societal progress and “development of
every man” that the Court refers to.

Also important in this context is the obvious fétat restrictions on the freedom to disseminate
information also make it impossible for the gengrablic to find or obtain the informatiofi.
This is of course especially relevant to informatam matters of proper public concerns, such as
murders of political activists, horrific side-effscof medicines, or illegal activities of the sécre
services?® It has a bearing, e.g., on the release of secrefassified information on matters of
public concern by organisations suchvdikileaks or other activist groups: if the information is
in the public interest, restrictions on its disseation are very difficult to justify in terms ofeh
European human rights instruments. In this respgees worth noting that the UN Special
Rapporteur on Freedom of Expression stresses that:

3 Cf., again, Article 19 ICCPR, which in its secopdragraph says that freedom of expression includes

“freedom to seek, receive and impart informationl &heas of all kinds, regardless of frontiers, @itlorally, in
writing or in print, in the form of art, or througiny other media of [one’s] choice.” It is acceptieat the omission
of the words “to seek” from the ECHR was not intetido create any difference in this respect withitBCPR, as
is indeed confirmed by the case-law noted in for8Y, below.

% Report of the UN Special Rapporteur on the prémmcand protection of the right to freedom of opimi
and expressigri-rank La Rue, Human Rights Council, Seventeeegkisn, 16 May 2011, A/HRC/17/27, at:
http://daccess-dds-ny.un.org/doc/UNDOC/GEN/G11/aBFDF/G1113201.pdf?OpenElementSee in particular
paras. 53 — 59.

3 This much-quoted sentence is from the famidaadyside v. the United Kingdojmdgment of 7 December
1976, para. 49.

37 Cf., for instance, the considerations of the €auiCastells v. SpainECtHR Judgment of 23 April 1992,
para. 43, and thBunday TimeandGuardiancases referred to there.

38 These were the issues at stake in the casesamedtin the previous footnotes.

24



Douwe Korff & lan Brown

Opinion on the compatibility of ACTA with the ECH&d the EU Charter of Fundamental Rights

as the Human Rights Council has also stated imegslution 12/16, restrictions
should never be appliednter alia, to discussion of Government policies and
political debate; reporting on human rights, Goweent activities and corruption in
Government; engaging in election campaigns, peacefnonstrations or political
activities, including for peace or democracy; argression of opinion and dissent,
religion or belief, including by persons belongiegminorities or vulnerable groups.
(para. 37)

To put this simply both the right to property and the right to fyegisseminate information are
protected under the ECHR and the CFR, but theynateequally protected, especially as
concerns information on matters of legitimate pulotiterest, or as concerns literary or artistic
expressions (such as satire or parody, or theitrgdpand mixing of of music). In a democratic
society, there must be room for the disseminatibmformation on matters of public interest,
and for parody and satire, and creative uses sftayg information, without that being stifled by
property interests, especially if the impact orsthproperty rights is minor or trivialnder the
ECHR, States are not just undoubtedly entitled toimit IP rights in order to create scope
for those expression rights, but indeed, failure tgrovide such scope - that is: failure to
provide for what the Americans would call “fair use’ and “fair comment” rights - and
consequent disproportionate protection of IP rightsover expression and information
rights, would violate Article 10 ECHR and Article 11 CFR, in spite of Article 1 FP ECHR
and Article 17(1) CFR, irrespective of the (basicdy redundant) Article 17(2) CFR.

The ACTA issues in relation to the right to freedah expression and
information

Three issues are consistently brought up by critfiSCTA that can usefully be discussed under
the rubric of the right to freedom of expressiod &ieedom of information:

- the alleged compulsory criminalisation of innocentrivial acts of IPR infringement; and
the claim that this could stifle free, informal daxchanges between individuals, including
political and social activists (e.g., through blogygeets and social networking), and artistic
or scientific collaborators (as Wikipediaand LABtoLAB);

- the alleged threat of a shift of liability for IRRfringements to Internet Service Providers
(ISPs) and the still-not-quite-allayed concernsualtbe imposition of “three-strike” rules,
which would allow for the cutting off of alleged RPviolators from the Internet, without
due process, and the related threat of the “pgaatn” of the enforcement of the ACTA
rules (and other rules); and

- quite draconian restrictions on the use of meansrommvent digital rights management
restrictions.

We will look at each of these in turn.
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Criminalisation of innocent or trivial IPR infringeents

Civil society groups claim that ACTA, as currentlsafted, criminalises ordinary companies and
individuals®®

ACTA can be used to criminalise newspapers revgaimocument, office workers
forwarding a file and private downloaders. A whasthlower or weblog author
revealing a document in the public interest, masilgde prosecutable, for instance
if the webpage contains advertisements. Remixets athers sharing a file are
included if there is an advantage. This advantagg Ioe “indirect”.

This claim is based on ACTA Article 23.1 (and .Agahe clarification provided in a footnote to
that article. The article reads as follows:

ARTICLE 23: CRIMINAL OFFENCES

1. Each Party shall provide for criminal procedured panalties to be applied at
least in cases of wilful trademark counterfeitimgcopyright or related rights
piracy on a commercial scald. For the purposes of this Section, acts carried
out on a commercial scale include at least thosgedaout as commercial
activities for direct or indirect economic or conrmgial advantage.

4.  With respect to the offences specified in this @eifor which a Party provides
criminal procedures and penalties, that Party shedlure that criminal liability
for aiding and abetting is available under its law.

The footnote reads as follows:

[fn] Each Party shall treat wilful importation oxgortation of counterfeit trademark
goods or pirated copyright goods on a commercelesas unlawful activities subject
to criminal penalties under this Article. A Partyayncomply with its obligation
relating to importation and exportation of courgérftrademark goods or pirated
copyright goods by providing for distribution, saleoffer for sale of such goods on
a commercial scale as unlawful activities subjeatrtminal penalties.

As we have seen, the vagueness of the term “conmheamale” was a cause of concern for the
EU academics and others. Particularly worryinghes apparent inclusion in this concept (“at

least”) of any activities that confer some kind“obmmercial advantage” on someone, either
directly or indirectly, and the extension of theeady rather borderless crime to even less-
defined acts of “aiding and abetting”. FFIl beksvit covers a range of innocent or trivial

activities#°

3 Foundation for a Free Information Infrastructex®/’. (FFIl), Copyright Criminal measures in ACTA

October 2010, updated on 3 January 201 hthi://acta.ffii.org/wordpress/?p=34
40 Idem In the quote as produced here, an apparentigleal repitition of a passage has been omitted.

26



Douwe Korff & lan Brown

Opinion on the compatibility of ACTA with the ECH&d the EU Charter of Fundamental Rights

ACTA can be used to criminalise newspapers revgaimocument, office workers
forwarding a file and private downloaders. A whasthlower or weblog author

revealing a document in the public interest, masilgde prosecutable, for instance
if the webpage contains advertisements. Remixets athers sharing a file are
included if there is an advantage. This advantagg be “indirect”, an element too

unclear to incorporate in criminal law: it may héfifled by others. ACTA does not

contain exceptions. ACTA is not limited to largelecactivity, as claimed earlier by
the Commission. There is no de minimis exceptitmeei

For example an advertisement on a web page givesnaercial advantage. When
someone downloads a song from the Internet withotktorization, that person could
be seen as having gained a commercial advantagetipaying for it.

What could be indirect economic or commercial ataga? Say you have a nice cd,
make a copy for a friend. He then buys a cd andgit/to you. The non-infringing
act of someone else fulfills the indirect advantadement, and makes you a
criminal. This creates major legal uncertainty. uYare already in the danger zone
without advantage, since that condition may bellkedf by someone else. Indirect
advantages should never be an element of the criney, are too unclear to
incorporate in criminal law. It is a basic miscopten to use a civil law definition
for criminal law.

ACTA is not limited to unauthorised distributionCAA also includes unauthorised
use of copyrighted works. At the WTO Council for P8 (October 2010), the US
Trade Representative made clear ACTA also incledespanies using unauthorised
software.

ACTA'’s criminal measures do not contain exceptiorSCTA removes the scale
element from the definition of the crime. Whilepaoblic the Commission mentions
large scale criminal activities, in a secret docattbe Commission actually makes
clear that the ACTA definition overturns the dearsf the WTO dispute settlement
panel in the recent China-Enforcement case.

If all of the above is true, it would indeed appé¢aat Article 23.1 (and .4) of ACTA are
disproportionate when applied to these kinds obaemt and/or trivial, not-really-commercial-
as-it-is-normally-understood acts.

Is this scare-mongering? Will ACTA really be apgliin this way? Must it be? Can it be? Itis
useful to try and clarify this here. The “secr@®mmission document referred to in the final
paragrapfi certainly suggests that the drafters intendedetire “commercial scale” to lower the
threshold set by the WTO panel in the case ag&ihsta, of 500 fakes. It also points out that
ACTA extends the criminal legal requirements of PRIby including “indirect” economic
advantage, providing fax officiocriminal measures, and adding “aiding and abétting

4 The FFII page in the previous footnote providdmlato a “restricted” imit€) Commission document with

the heading ANNEX | — Provisions of ACTA that provide value paned to exisiting international standards and
in particular WTO/TRIPS dated 4 November 2010.
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However, that in itself does little to answer theestion of whether ACTA’s criminal provisions
violate the freedom of expression provisions in EHR and CFR. For that, we have to
examine them at each of the four levels we menti@t¢he end of section 2.1, above.

The first question is then whether ACTAquiresStates to adopt the lowered threshold, and the
wider scope of the offences, in their domestic laere, there is an ambiguity, in that the
Commission, in its dialogue with civil society, mtined that ACTA is “neutral” in this
respect*?

DG TRADE (Pedro Velasco Martins)... There is not yet an EU acquis in terms of
penal sanctions for IPR infringements, but inst2@dational laws and this will not
be modified by ACTA. (p. 3)

DG TRADE (Pedro Velasco Martins)and DG MARKT (Benoit Lory) recalled
that ACTA is neutral on substantive protection &fRI and only addresses
enforcement matters. Exceptions and derogationsigton lawful uses and not
infringements to IPR. They can hence not be afteblethe agreement. Moreover,
the language contained in ACTA already safeguaxdgieg exceptions and ensures
the necessary flexibility. (p. 4)

If this is true, then individual States, when theyplement ACTA, can retain (or even addj&
minimusrule to their current substantive IPR laws, anelytbould also add clarification on the
scope of the IPR-infringing criminal acts definedhem.

In other words, if what the Commission said at thegteting is correct, States can choose to
define a whole range of innocent and trivial abit tmight technically infringe someone’s IPR
as non-criminal - and then nothing in ACTA woulfzpdy to those.

The Commission view presumably relates to the vahg stipulation in Article 3(2) of ACTA:

This Agreement does not create any obligation Bardy to apply measures where a
right in intellectual property is not protected endts laws and regulations.

This does indeed suggest that if a State createsxamptionfrom IPR protection in certain
regards it does not have to apply the ACTA enformanmeasures to those exempt (unprotected)
areas. This raises the complicated, and rathénclisquestions (already touched on above) of
when exemptions to IP rights to protect free speachallowed and when they might be
required In the USA, this is addressed under the so<tditair use” and “fair comment”
doctrines. In Europe, there is no generally-a@morresponding single doctrine or set of
doctrines’® but as discussed earlier it is clear that when uheestricted application of IP
restrictions would disproportionally restrict freed of expression, States havey under the
ECHR to provide exemptions from them. For easspafech, we will continue to refer to “fair

42 See the minutes of the “DG Trade Civil Societalbgue” (footnote 16, above), at p. 4.

43 In particular, the so-called “three-step testtienthe Berne Convention, “is not fit to deal wiltle issue of
which usage should exclusively be controlled byrtgbt-holder and which should not” - Kamiel J Koeln, Fixing
the Three-Step Tesh: European Intellectual Property Review (EIRRDP06/8, pp. 407-412, quote taken from p. 2
of the draft version of thiss article, availablerfr the SSRN website at:
http://papers.ssrn.com/sol3/papers.cfm?abstracd2iditr 4
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use” and “fair comment” expressions as “shorthaaldd for such ECHR-required exemptions.
We note that, in fact, a preamble to the WTC topressly recognises the need to strike a
balance between the rights of authors and largblipinterest, such as the general public’s
interest to be informed of important matters.

However, ACTA nowhere recognises that under European humanights law “fair use” and

“fair comment” exemptions to IPR are requiredto meet the requirements of the ECHR and
the CFR, at least as far as matters of legitimate puliierest and matters such as satire or
parody of, or artistic use of IP-protected items @ncerned.

Furthermore, the application of Article 3(2) ACT#Aunclear with regard tde minimisrules: in
our view, they constitute limitations on enforcemeather than on the substance of IPR, and in
that case, they would not be caught by the exemptidrticle 3(2).

We feel our concern in this regard is confirmedthyy general tenor of the Agreement, and by
the strong language of Article 23 itself (“Each tiyahall provide€ for the stipulated criminal
offences).

In our opinion, Article 23 clearly suggests that Sites that sign up to ACTAmustlower the
criminal threshold for IPR infringements, and widen the scope of the criminal offences,
and (in the absence of an expresde minimis exception) does nothing to prevent the
criminalisation of innocent and trivial acts that merely technically break the IPR rules.

If States read ACTA that way, and amend their current laws accordingly, that would be in
violation of the “necessity” and “proportionality” requirements of Article 10(2) ECHR and
Article 52(1) read together with Article 11 of theCharter of Fundamental Rights.

If this is not the way in which Article 23 is to bead, it is still the case that the article leaves
crucial matter unacceptably unclear: in our opinian explicit de minimis rule is the
minimum that is required to bring Article 23 in accordance with the Convention and the
Charter.

Furthermore, at the third level, however one reaAdsle 23 in Europe, in the light of the
European human rights instruments, the text cleamyourages - indeed, as the EU academics
put it, incites - non-European States to adoptdher threshold, and the wider scope of criminal
law provisions relating to IPR infringements, withdncluding “fair use” or “fair comment”
exceptions to the substance of IPRderminimisexceptions in respect of enforcemeACTA
would thus appear to encourage the adoption of stalards in this field by non-EU States
that are not acceptable within the EU. That is the precise opposite of what the European
arrangements relating to human rights in EU insant® on relations with third countries
otherwise require.

This will, we believe, haunt future relations wehich third countries (the fourth level of our
analysis). It suggests the wilful encouragement, by the EU (ahthe USA) of human rights-
unfriendly measures by and in non-European (and noitJS) countries, in support of mainly
U.S. and EU corporations, who could not rely on sdtmeasures in their own regions.That
may as such not, strictly speaking, be an ECHR/@BSRe (although it does have a significant
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bearing on international personal data exchangeseashall see in section 2.5, below), but it is
unacceptable nevertheless.

ISP liability and “three strikes”: enforcement Ipyivate entities

ISP liability and the “three strikes” idea are aéa which the text of ACTA has, reportedly,
been considerably watered down (although why thiégsastarted from the undiluted positions
on them in the first place remains a serious qomestit does not suggest great priori
commitment to the rule of law). To quote the setBR study**

Once one of the more extensive pieces of the ACiB#néwork, this section has
been significantly pared down, especially with extpto liability of internet service
providers. A review of the leaked 1 July Consokdhattext shows extensive
provisions relating to: liability of online servigaoviders, including restricted safe
harbours; takedown or removal of material at thguest of rightholders; and third
party secondary, and contributory liability. In qriproposals put forward by other
parties206, provisions for the cutting-off of imet service of infringers (so-called
three strikes provisions) were also put forwarthalgh these did not appear in later
texts.

In contrast, what we have now in the agreement doédear out any of the fears
regarding this section that were a staple of qaestfor European parliamentarians
... Article 27.1 essentially applies all the prosess and standards for civil and
criminal enforcement to the digital environment.wéwer, Footnote 13 preserves
any party’s system for ISP liability limitation. Hlso preserves any laws that are
aimed at preserving free expression, fair procedspaivacy.

Are the earlier fears really allayed? In ordeassess that, one should first of all look closely a
the text of Article 27.1 - .3 (in its final versipmcluding the footnote mentioned aboV&):

ARTICLE 27: ENFORCEMENT IN THE DIGITAL ENVIRONMENT

1. Each Party shall ensure that enforcement procediadle extent set forth in
Sections 2 (Civil Enforcement) and 4 (Criminal Ewcfment), are available
under its law so as to permit effective action aggan act of infringement of
intellectual property rights which takes place Ime tdigital environment,
including expeditious remedies to prevent infringamand remedies which
constitute a deterrent to further infringements.

2.  Further to paragraph 1, each Party’s enforcemenmtegiures shall apply to
infringement of copyright or related rights ovegithl networks, which may
include the unlawful use of means of widespreadridigion for infringing
purposes. These procedures shall be implementadnanner that avoids the

a4

O.c.(footnote 17, above), p. 57.
45

We will deal with the separate issues of infoigratdisclosures, which are covered by paragraphn.4,
section 2.4, below; and with the matter of thenamalisation of digital rights management (DRM)desksed in
paragraphs .5 and .5, under a separate headimgy.bel
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creation of barriers to legitimate activity, incind electronic commerce, and,
consistent with that Party’s law, preserves fundaaleprinciples such as
freedom of expression, fair process, and privfoy.

3. Each Party shall endeavour to promote cooperaffeet® within the business
community to effectively address trademark and dgpy or related rights
infringement while preserving legitimate competitiand, consistent with that
Party’s law, preserving fundamental principles sasHreedom of expression,
fair process, and privacy.

The footnote reads as follows:

[fn] For instance, without prejudice to a Partyaw| adopting or maintaining a
regime providing for limitations on the liabilityf,oor on the remedies available
against, online service providers while preservihg legitimate interests of right
holder.

We fail to understand how the study can say thiatl#test text “does not bear out any of the
fears regarding this section that were a stapleusstions for European parliamentarians”.
Article 27.1 requires “effective” procedures andgeditious” - and clearlgx ante- remedies,
without saying anything about the nature of thase@dures or remedies. The second paragraph
furthermore clearly requires ghall apply) the applicability of such processes #ny
infringement of copyright or related rights ovegital networks. It adds that thisnayinclude

the unlawful use of means of widespread distribufior infringing purposes”, but it is clearly
not limited to that: there is again de minimisexception.

The nature of the procedures in question is lefessively vague, except that the third paragraph
stresses that “Each Party shall endeavour to pmroobperative efforts within the business
community” in implementing them.

The only restriction on the nature and form of éh@socedures and remedies is in the rather
cryptic second sentence of the second paragraghthensimilarly phrased final clause in the
third paragraph, which say that:

These procedures shall be implemented in a marar.t, consistent with that
Party’'s law, preserves fundamental principles sashfreedom of expression, fair
process, and privacy.

In all these cases, the text emphasises that suchmdrances should be applied in such a way as
to “preserve the legitimate interests of the rigbider” (one almost hears: “above all”).

This deserves three comments. First, simply sathagthese (unspecified) measures must be
applied in ways that respect fundamental rightssdite to ensure that: the text provides no
guidance on this, not even a reference to releva@tnational standards. On the contrary, this
limitation (if such it is) must be “consistent wifleach] Party’s law”. This may imply that
European States must comply with the ECHR and fHR,®ut it leaves other States free to do
as they please.
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Indeed, second, the footnote, in an odd, roundalayt confirms that one of the procedures or
remedies that the drafters had in mind - indeeesymably the main one - was precisely the
imposition of liabilities on Internet Service Prders (ISPs). The footnote merely, seemingly
generously, allows States to limit such liabilias(long as the all-important “legitimate interests
of the right holder” are “preserved”). This stronguggests that, in the view of the drafters,
States should still impose quite extensive liaksiton ISPs, even if, reluctantly, they accept that
some State may have to limit this liability.

Third, the reference to “cooperative efforts witte tbusiness community” (which must be in
addition to the information-disclosure arrangememidéch are separately dealt with in Article
27.4, as discussed in section 2.4, below) can dlowdyg relate to the supposedly-dropped “third-
strike” proposals.

In all these respects, Article 27.1 - .3 theref&irk clearly prompts States to push enforcement of
IP rights to the limits of their constitutional ciraints.

In terms of our four-level analysis, we accept it revised, final text no longerrequires
States to adopt the kind of draconian measures xeessive ISP liability, “three strike”
rules, etc. - that were clearly originally in theminds of the drafters. To that extent, Article
27.1 — 3. is not in breach of the ECHR and the PERse

But it still suffers from the same defects as tloeimiinal enforcement” provision discussed
earlier: it is excessively vague, and i&ncourages non-EU States to adopt human rights-
unfriendly measures in support of mainly U.S. and B) corporations, who could not rely on
such measures in their own regions.

Moreover, civil society and European and nationatlipmentarians should beware lest EU
Member States were to misread, or deliberately anisitue, the provision and use it to introduce
the ECHR- and CFR-incompatible measures (exce$SRdiability and a “three strike” rule) in
spite of the retreat by the ACTA drafters in tregard. In case it is needed, they should refer to
the EDPS Opinion which clearly exposes the incoipiéy of the “three strikes” rule with the
European standards.

Evasion of Digital Rights Management

Finally, in this section, we should mention the yismns in ACTA aimed at outlawing any
means to circumvent electronic rights managemestiesys (often referred to as digital rights
management systems or DRMs). Suffice it to noaeé tie relevant provisions (paragraphs .5 - .7
of Article 27) again do not providede minimisexception, and indeed also outlaw “dual use”
systems or programs, that can be used both fomiulaircumvention of DRMs, and for lawful
activities. The provisions also assume, withouthier ado, that right holders have unfettered
rights to impose any kinds or forms of DRMs on tleeistomers, irrespective of fair contract or
consumer laws.

We cannot go into this issue in depth hdrdmwever, we feel that ACTA once again too easily
assumes that right holders’ rights always trump useand consumer rights. In our opinion,
in specific contexts, this may not be right, and -if that approach unduly and
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disproportionally restricts access to information,or the free dissemination of information -
would breach Article 10 ECHR and Article 11 CFR.

The article says, almost in passing, that thesgigioms must be implemented “to the extent
provided by [each State’s] law”. Civil society apdrliamentarians must, in this regard too, be
vigilant to ensure that that proviso is used in aagonal law implementing ACTA to avoid such
conflicts with these fundamental European standards

2.4 ACTA and the right to privacy and data protection
ACTA provisions

Introduction

ACTA contains a number of provisions on disclosafenformation from various entities on

various entities to various entities (hereafteemefd to as “information provisions”); some cover
personal information, some commercially sensitinBrimation, some statistical information,

and some several or all of these. These provisimesall subject to the following, important
caveatsin Article 4:

ARTICLE 4: PRIVACY AND DISCLOSURE OF INFORMATION
1. Nothing in this Agreement shall require a Partgixlose:

(@) information, the disclosure of which would be camyr to its law,
including laws protecting privacy rights, or intational agreements to
which it is party;

(b) confidential information, the disclosure of whichowd impede law
enforcement or otherwise be contrary to the puhbtierest; or

(c) confidential information, the disclosure of whichowd prejudice the
legitimate commercial interests of particular eptises, public or private.

2. When a Party provides written information pursuenthe provisions of this
Agreement, the Party receiving the information khalbject to its law and
practice, refrain from disclosing or using the mhation for a purpose other
than that for which the information was providexcept with the prior consent
of the Party providing the information.

Paragraph (1) suggests that States are “not retjumedisclose personal data if to do so would
be contrary to their national data protection lawv;to disclose personal or other data, if to do so
would be contrary to their national legal rules @mfidentiality of personal or commercial
information.

However, we note that thsaveatonly applies to disclosures of data $tatesit does not cover
the disclosure of data by private-sector entitsell as ISPs) to anyone. That is covered only by
the more specific provisions, discussed below ¢altfn these, too, at least contain cross-
references to privacy/data protection law, as balinoted).
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Here, we will deal only with the rules on the psign onpersonal information, i.e.: with rules
on information that relates to (an) identified demtifiable individual(s) (what we will call
“personal data disclosure provision&®).We will examine these provisions first in theinvm
terms, and then (under the heading “European dattegtion law) in the light of the
requirements of EU data protection law, which ftgg@ves effect to requirements of the ECHR
and CFR (as also further discussed there).

The core information provisions in ACTA:

ACTA contains separate, and different, personah déisclosure provisions in its different

chapters and sections on civil enforcement, bomeasures, enforcement in the digital
environment, enforcement practices, and internatioooperation. The most important ones for
the present purpose are Article 11, relating tal @mforcement (which includes the issuing of
injunctions and “provisional measures”), and Adi@7(4), relating to enforcement in the digital
environment generally. Both are set out in fulitext box, overleaf, with emphases adtfed.

What is once again notable about these provis®tiseir elasticity and lack of clarity, in several
respects; and the vagueness of the referencesrlineden the box) to national laws. We will
discuss these matters next, and will then turrh&oduestion of international data exchanges.
After that, we will set out the applicable Europestandards, and assess the provisions in the
light of these.

46 There are actually very serious issues about wheposedly de-identified/statistical data may atibw for

the re-identification of individuals. This is aajar, growing problem in the digital era, in pauiir in view of the
enormous amounts of personal data that are releasedthe Internet, ever-growing computing powerd @ver-
deeper analyses of disparate data. See; Paul Btoken Promises of Privacy: Responding to the Ssirgg
Failure of AnonymizationUniversity of Colorado Law Legal Studies Resedrelper Series, Working Paper No 09-
12, 13 August 200%ittp://ssrn.com/abstract=145000khe issues are summarised in Douwe Korff andBliawn,
New Challenges to Data Protection—Final Reg@@ January 2010http://ssrn.com/abstract=16367@&ras 120—
2. See also lan Browrhe Limits of Anonymisatipmvww.pvnets.org/2009/03/the-limits-of-anonymisatiamith
reference to the work of Arvind Narayanan and DtaWi Shmatikov of the University of Texas at Austin
deanonymisation of data from SNS websitdstip://33bits.org/2009/03/19/de-anonymizing-socéiivorks
However, we cannot address that issue further héfe will also not further examine the scope of ékemption in
relation to commercially sensitive information imtile 4(1)(c), other than to note that there maydifficult issues
of balance here. In particular, in our opiniorge fbrovision should not be used (as it easily cdwd)ito prevent
users and consumers, or groups representing threm, gaining an insight into the surveillance andlgtical
measures taken by the digitial rights industry agiaalleged or suspected infringers of IP rights.

4 On the other provisions, the following commentssimhere suffice (although these provisions todd-oo
with closer analysis):

- Article 22 provides for extensive exchanges of informatiaow)uding personal information on individuals
suspected of being responsible for or involvedPR infringements, in the context loérder measures

- The chapter orenforcement practices(Chapter IlI) would appear to be mainly concermeath policy
cooperation, exchanges of best practices, etcut-it lzontains a reference (irticle 28 to “the collection and
analysis of statistical data amdher relevant informationconcerning intellectual property rights infringams,
and references to “internal cooperation” (withircke&tate) and to the establishment of “advisorygsd and the
like, which could easily be read as coverintglligence-gathering and —analysis This reading is reinforced by
the stipulation inArticle 34 in Chapter IV, oninternational cooperation, that “each Party shall endeavour to
exchange with other Partiesifiter alia] information the Party collects under the provisioof Chapter Ill
(Enforcement Practiceshcluding [but not limited to — DK/IB] statistical data aimuformation on best practices.”
We will return to this question of internationata@&xchanges separately, below.
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THE CORE PERSONAL DATA DISCLOSURE PROVISIONS IN ACTA:

Re Civil enforcement:
(NB: This includes the issuing of injunctions anmd\psional measures)

ARTICLE 11: INFORMATION RELATED TO INFRINGEMENT

Without prejudice to its law governing privilegduet protection of confidentiality of
information sources, or the processing of persdatd each Partyghall provide that,
in civil judicial proceedings concerning the enfemeent of intellectual property rights,
its judicial authorities have the authority, upojustified requestof the right holder, to
order the infringer or, in the alternative, tladleged infringer, to provideto the right
holder or to the judicial authoritiesat leastfor the purpose of collecting evidence
relevant information as provided for in its applicable laws and redatst that the
infringer or alleged infringer possesses or costr@uch information may include
information regarding any person involved in any pect of the infringement or
alleged infringementand regarding the means of production or the dhanof
distribution of the infringing or allegedly infriiigg goods or services, includirnbe
identification of third persons alleged to be inw@din the production and distribution
of such goods or services and of their channetiistfibution.

Re Enforcement in the digital environment:
ARTICLE 27(4): ENFORCEMENT IN THE DIGITAL ENVIRONMET

A Party may provide, in accordance with its laws and regutejoits competent
authorities with the authority terder an online service provider to disclose
expeditiouslyto a right holderinformation sufficient to identify a subscriber wiss
account wasallegedly used for infringement where that right holder has fileal
legally sufficient claim of trademark or copyright or related rights infifgment, and
where such information is being sought for the paepof protecting or enforcing those
rights. These procedures shall be implementednraaner thatvoids the creation of
barriers to legitimate activity, including electrocommerce, and, consistent with that
Party’'s law, preserves fundamental principles sashfreedom of expression, fair
process, and privacy

The scope of data disclosures:

Article 11 allows for extremely extensive discloswsrders, covering not just information on
“infringers”, but also on alleged infringers, and indeed on[anyone] involved in any aspect
of [any] alleged infringement as well information allowing for thédentification of “third
persons alleged to be involven the production and distribution of IPR infriegients. Article
27 similarly allows for the issuing of disclosunelersidentifying (or covering information that
can be used to identify)[&ny] subscriber [to any electronic communicatiorerwice] whose
account was_allegedlyused for infringemerit

includes large numbers of completely innocent irdligls.
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This is especially true of the concepts aflégedinfringers” and “a subscriber whose account
wasallegedlyused for infringement”. What does that meadh%ould appear that it suffices
that a right holder makes a generic allegation totte effect that some infringements occur to
obtain the release of information on any user whaight be implicated.

Practical considerations, and to some extent thkts,tesuggest that the above would in fact
operate in several stages. First, there wouldrders aimed at identifying IP addresses that
might be being used for IPR infringement; and then, 3elyo there would be orders aimed at
the disclosure of further information on IP addesssvhere the initial informatioseems to
confirmthis initial (vague) suspicion, and on the pegssociated with them. We note that the
EDPS and the Article 29 Working Party have bothcheted that IP addresses constitute
“personal data”, certainly when they are linked tw, might at some stage be linked to,
identifiable “natural persons”, such as subscribbersn ISP

On our reading, both articles, but especially Aetitl, would appear to allow for the issuing of
initial orders for the surreptitious monitoring aadalysis ofall the data on the extent and nature
of Internet use o&ll subscribers to a particular ISP, if a right holdeuld make a case (see

below, under the headingVidentiary basis for data disclosufgshat at least some of the ISP’s

subscribers are infringing his or her IP rights ighhin reality means always).

Indeed, for the system to work, the initial seambuld by its nature have to be largely

speculative, and would presumably be based orsttaliand other analyses of the use of all the
ISP’s Internet accounts. In our view, this readirighe text is reinforced by the reference, in
Article 11, to the provision of (undefined) infortian “for the purpose otollecting evidencé.

In other words, the information itself need nott)yia itself even constitute such evidence: it

need merely contribute to the accumulation of avidey information.

In_sum: Articles 11 and 27(4) both suggest that subscsibese of the Internet will be (or
certainly may be) closely and routinely monitoreithva view to identifying which IP addresses
might possiblybe involved in IPR infringements (even if the gsak will only provide a very
rough indication in this respect, at best); tha tR addresses of the thus-identifigolssible
infringers may then be ordered to be disclosed to right lsl{ee under the next sub-heading);
and that the thus-disclosed data may then be ugdtidse right holders to take civil and/or
criminal law action, and that the latter can ineéutle obtaining of yet further disclosure orders
against the thus-identifigoossible infringersaand (all sorts of) third parties, ordering them to
disclose to the right holder any type of informatideemed “relevant” by the court or by the
“other” (non-judicial) authority in question.

Thus, as the EDPS put it, the ACTA text suggests & it envisages the surreptitious (the
EDPS says “unnoticed”) ‘monitoring of millions of individuals and all usersirrespective of
wheth4%r they are under suspiciénand “the systematic recording of data [on their Internet
useJ.

We will return to this crucial issue several timedelow, and in our conclusions.

48 See the EDPS Opinion, para. 28, with referendbddArticle 29 Working Party, Working document data

protection issues related to intellectual propedits (WP 104), adopted on 18 January 2005:

“IP addresses collected to enforce intellectual proprights, i.e. to identify Internet users whaear
alleged to have infringed intellectual property hitg, are personal data insofar as they are used for
the enforcement of such rights against a giverviddal.

See the quote from the EDPS Opinion on p. 16y@ka particular points (i) and (ii).

49
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To whom the information is to be disclosed:

Article 11 says that the judicial authority thahaarder the disclosure of IP addresses and other
personal data may stipulate that the informatiorptaerided either to “the judicial authorities”
(i.e., presumably, to itself) or “to the right held. The first might suggest (but without spelling
this out in any way) that the court could play &rm assessing whether the information was
sufficiently concrete in terms of indicating anringement to warrant disclosure to the right
holder. However, the second option makes clear #my such safeguard can simply be
dispensed with.

This has an impact on the question of compliandé thie procedural/due process requirements
of the ECHR and the CFR, discussed in sectionk&iw.

Evidentiary basis for data disclosures:

Next, there is the question of thmequired evidentiary basis for any such orders, and the
question ofdiscretion. Article 11 merely says that there must bgustified request for the
relevant order from the right holder, and Articlé 2quires alegally sufficient claini - but
neither clarify at all what that means, i.e., wizerequest can be said to be “justified” or a claim
to be “sufficient”. Presumably, this is left toetistates to regulate, and that freedom extends to
the scope of discretion they accord the relevatitaities (discussed below) in this regard. That
at least is how we read the phrase “each Party ghalide that ... its judicial authoritidgave

the authority to issue the orders in Article 11: they mustdalve authority, but not necessarily
the duty to issue the orders whenever requested to. Tine,sae feel, applies to the phrase in
Article 27: “A Partymayprovide ... its competent authorities with thehauwity to order...”

But if we are right in this, then the breadth adttdiscretion is entirely unclear - contrary, as we
shall see in section 2.5, below, to European doegss standards.

This is problematic by itself. However, our conterare seriously deepened by the fact that, as
we shall also discuss in section 2.5, below, suders can apparently be issued in preliminary,
formally interlocutory proceedings, without the exffed individuals (or the public) being
informed of them. We will discuss the implicatidnghat section, and in our conclusions.

The nature of the authorities issuing the disclesuders:

Then there is the question thfe nature of the authorities, and of the proceedigs leading to
such potentially extremely broad and intrusive esdeClearly, Article 11 (which concerns civil
proceedings) envisages the orders under thateticcbe issued by a (civil) court (“judicial
authority”) in civil proceedings (including intedatory proceedings).

However, Article 27 is less clear about this; itrete refers to “competent authorities with the
authority to [issue the orders]’. That could bey@re - and in particular, could include the
Executive, or some regulator, whose independendeirapartiality need not be ensured. We
will again return to this in section 2.5.

Inter-State cooperation and other internationalaatchanges:

Next, there is the important matter of transbordeta transfers. This takes three forms:
international cooperation between ACTA States, @reddisclosures of information (including
personal data) that they entail;, the possibilitycobss-border data transfers between private
parties; and transborder data transfers betweeatprand public-sector bodies (either way).
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Inter-State data exchanges under ACTA

ACTA provides the following in Article 34 in its ejpter on International Cooperation (Chapter
IV):

ARTICLE 34: INFORMATION SHARING

Without prejudice to the provisions of Article 2dgnagement of Risk at Border),
each Party shall endeavour to exchange with othgieB:

(@) information the Party collects under the provisioh€hapter Il (Enforcement
Practices), including statistical data and inforiorabn best practices;

(b) information on its legislative and regulatory measurelated to the protection
and enforcement of intellectual property rightsg an

(c) other information as appropriate and mutually agyree

We note in particular the wordntluding’ in clause (a): clearly, the provision also covéie
exchanging ofother information than “statistical data and informatiom best practices”,
mentioned in Chapter Ill. That means that it atewers exchanges of thether relevant
informatiori mentioned in Article 28(2). Just in case thisrevéo be in doubt, clause (c) adds
that States may in any case make arrangements xfdraeges of “other information as
appropriate” (read: as they deem appropriate)aartnutally agreed”.

This provision is subject to theaveatswe noted at the beginning of this section, in @eti4
(quoted in full on p. 31). As noted there, thetfiin Article 4(1), is that States are “not requir

to disclose personal data if to do so would bereoytto their national data protection law; or to
disclose personal or other data, if to do so wdaddcontrary to their national legal rules on
confidentiality of personal or commercial inforn@ati The secondaveat in Article 4(2), says
that:

When a Party provides written information pursuémtthe provisions of this

Agreement, the Party receiving the information ktsalbject to its law and practice,
refrain from disclosing or using the informatiorr fa purpose other than that for
which the information was provided, except with theor consent of the Party
providing the information.

In our view, from a European perspective, the fogteatis much too timid. The stipulation
should be that (EU) Statedall not disclose personal data to other (non-EU, so-cétleidd”)
Statesunlessthey are permitted to do so in accordance withogean and their own national
data protection laws: as we shall see (and a&BeS rightly emphasised), the European rules
in this respect are highly restrictive.

The secondcaveatis reminiscent of similar clauses in EU “Third |&f data exchange
agreements, such as have been established inorelati Europol, Eurojust, the Schengen
Information System, e. However, in this respect there is a fundameniféreénce, in that

%0 For an overview of the “Third Pillar” arrangemerand the databases and data protection ruleingetat

them, and criticism of the “availability” principlesee the “Issue Paper” érotecting the Right to Privacy in the
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those similar clauses in those latter agreemetdseréo exchanges of personal dai#hin the
EU only, whereas theaveatin Article 4(2) ACTA also (and especially) applisexchanges of
personal data between EU States and non-EU Siateghich an “adequate” level of data
protection may not be ensured (or where there reayobdata protection at all).

In that respect, it is also worrying to note theat ¢aveatin Article 4(2) ACTA appears itself to
be subject to an exception, through the worslgbfect to its law and practite We can only
understand that to mean that the restriction ottnéuy different use of any received data (without
the prior consent of the disclosing State) can\eralden by the national law - and indeed the
national “practices” - of the receiving State. Theuld totally negate the safeguard, as will be
further discussed below, in the sub-section in Whwe analyse the above from a data protection
perspective.

Private-sector to private-sector transborder data tansfers:

ACTA says nothing about the transfer of persondahdauch as IP addresses suspected of
involvement of IPR infringements) between privatgitees in different countries, including
different States that are party to the Agreement.

This could suggest (to State Parties, and to mgiders) that such transfers are not subject to
any constraints.

However, as we shall see later in this sectionpfesn data protection rules (giving effect to
ECHR and CFR-protected rights) in fact impose ingoar restrictions on such transfers, if the
party sending the data is in the EU/EEA, and tlugprent is outside the EU/EEA, in a country
that does not provide “adequate” data protectioth€e in general or in the specific context).
However, ACTA does not even mention those restmdi(other than in the vague “without
prejudice” provisions in Articles 11 and 27(4),aissed earlier), let alone stipulate that personal
data transfers in relation to the Agreement betwaévate-sector entities should conform to
them.

Private—public and public—private-sector transborde data transfers:

The same applies to cross-border transfers of pafstata from private-sector entities in one
country to public-sector ones in anotheryime versa The former (disclosures by private-sector
bodies in one country to public-sector bodies imther country are covered by the same
restrictive EC data protection rules as are thesshmrder private-sector-to-private-sector
transfers mentioned above, and discussed lateffic&it to note here that the recent SWIFT-
and PNR-controversies have shown how sensitive disclosures can be.

Disclosures of personal information by State eggtiin one country to private entities in another
countryare covered by different European rules, dependimghether the data are provided by
the State in relation to “the activities of [th&fate in areas of criminal law”, or not (cf. Argcl
3(2) of the main Data Protection Directive), bunigither case are they (or should they be) free
from important, ECHR/CFR-based constraints.

Fight Against TerrorismCommDH/IssuePaper(2008)3 of 4 December 2008 §peebfor the Commissioner by
Douwe Korff), available fromhttp://www.coe.int/t/commissioner/Activities/IPLign.asp
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Such transborder transfers are subject tac#tveatsn Article 4 that States are6t required to
disclose personal data if to do so would be copti@atheir national data protection law, and that
the receiving State may only use the data for tirpgses for which they were disclosed - but as
already noted this Article does not say that EUeStshall not disclose personal data to other
(non-EU, so-called “third”) Statesnless they are permitted to do so in accordance with
European and their own national data protectionsjaand would appear to allow receiving
States to simply by-pass the secondary-use restrjan the flimsiest of basis.

What ACTA appears to allow

If we draw our analyses of the personal data dsscko provisions, above, together, we gain a
very worrying picture of what ACTA would appeardltbow, and indeed encourage:

WHAT ACTA APPEARS TO ALLOW:
Articles 11 and 27(4), as we read them, allow lier following:

—  the surreptitious monitoring of the Internet usenoflions of individuals without any
concrete suspicion of illegality, and the systematecording and analyses of
information on their Internet use;

—  the disclosure of the information gleaned from ssiatveillance to right holders, evan
though it may be wildly unreliable as an indicatdr illegality, without any real
safeguards to ensure that only information is dsatl which seriously suggests wide-
spread infringement by identified individuals;

— on the basis of completely unclear standards (&sfign mere claims by right
holders);

— by judicial and “other” authorities, i.e. also bythorities that are neither independent
nor impartial in these respects;

— across borders, including from EU Member State$ witict data protection laws t
non-EU Member States with “inadequate” data prateckaws (or no data protectio
laws at all) ; and

> O

- (as further discussed in section 2.5, below) irceealings to which the individuals ¢
not have access, and in which they are not heaaddita altera part@

- an

However, before we jump to that conclusion, we nfiust check if the situation is not “rescued”
by the references in ACTA to the personal datalassece provisions being “without prejudice”
to (inter alia) the State Party’s national laws.

“Without prejudice to national law”
The proponents of ACTA may claim that the abovaliscaremongering (at least as far as the
implementation of ACTA by EU Member States is coned: the Agreement certainly does

nothing to encourage human rights compliance bgre)h because of the various provisions in
ACTA which suggest that its provisions are to bpligg “without prejudice” toifiter alia) the
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States’ confidentiality and data protection lawsd a‘as provided for in” any of their
“applicable” national laws (Article 11), or “in aanner that ..., consistent with [the State’s laws],
preserveipter alig] fair process and privacy” (Article 27(4)).

The problem with this is that it leaves the limiat to the unacceptable rules totally unclear.
Indeed, as we have seen, it is not even stipulateticitly anywhere in ACTA that the ACTA
provisions must be implemented and applied in wigngg conform to European (and wider
international) human rights and data protectionddads: there is no “138 Amendment” in the
text (see section 2.1, above). Of course, as éematt European “constitutional” law, ACTA
must be applied by Member States and the EU inocomfy with the ECHR and the CFR:
when in doubt, its provisions should be read, im@ated, interpreted and applied in conformity
with these instrument, rather than in breach ofrthe

However,we feel that such an almost entirely abstract defence to European human rights
and data protection standards is not enoughlt does not in any way lessen apgma facie
conflicts between ACTA and those standards, and dittee or nothing to ensure that ACTA
will in fact be applied in conformity with thoseastdards. On the contrary, it simply invites
initial application of the Agreement in human-rigfimcompatible ways, with it being left to
costly and lengthy legal challenges for this atian to be brought in line with these standards.
If that is so, ACTA is a discredit to the idea (dhd ideal) of the EU as a torch-bearer for human
rights in Europe and the rest of the world.

European data protection law

Origin, complexity and status of European data ectibn law

European data protection law has its origin, ither complex way, in Article 8 ECHR, which
guarantees respect for the right to “private annhilfa life, home and correspondence”.
However, it is also in many wayssai generisright>* For this reason, the EU Charter of
Fundamental Rights both effectively repeats theantae of Article 10 ECHR (substituting only
the term “communications” for the outdated term rfespondence”) (Article 7 CFR), and
contains a separate provision guaranteeing the talprotection of personal data (Article 8
CFR). Here, it suffices to note that these daga grotection is given forceful backing by both
the European Court of Human Rights in its casetlader Article 8 ECHR, and by the European
Court of Justice, in its case-law on more spe®&@EU data protection rules (but which it, too,
acknowledges to be based on fundamental, EU-catistiglly-protected fundamental right€).

Data protection has been given much more speckmression in both Council of Europe
instruments, starting with the Council of Europen@ention on data protection (Convention No.
108), and supplemented by a wide range of Resalsitmd Recommendatiorisand in EC/EU

rules. The latter include especially, for whatt{utme Lisbon Treaty) used to be the EU’s “First

51 See Frits HondiusA Decade of International Data Protectiom Netherlands International Law Review

Vol. XXX (1983), p. 103ff.

%2 See Douwe KorffThe [European] Legal FrameworlPaper No. 4 in a FIPR study for the UK Informatio
Commissioner on Privacy & Law Enforcemgehby lan Brown & Douwe Korff, 2004, available from:
http://www.ico.gov.uk/upload/documents/library/corpte/research_and_reports/legal_framework.pdf

%3 See in particular the COE Committee of MinistBescommendations and Resolutions in the field o& dat
protection, available fromhttp://www.coe.int/t/dghl/standardsetting/datapetiten/Legal_instruments_en.asp
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Pillar” (Community Law), the main EC data proteatidirective, Directive 95/46/EC, and the
subsidiary “e-Privacy Directive”, Directive 2002/&€ (as amended by Directive 2006/24/EC to
implement compulsory - and contentious - e-compations data retention requirements).

In the former “Third Pillar” area of police and ja@l cooperation, a large number of further,

more specific data protection rules have been adopthich include the contentious “Prim

Treaty”, which enshrines a new principle of “avhilay” for that area. This means that if a law

enforcement body in one EU Member States can ldyvlitain and use certain personal data, it
should in principle make those data also freelylalke to law enforcement bodies in other EU
Member States, albeit subject to the provision chet@lier, that the recipient EU State may only
use the received data for the purpose for whichsdreding EU State provided it (unless, the
sending EU State agrees to a subsequent changepose)>*

We cannot here discuss the complex (technicallijméoy but in practice still in effect) First- and
Third Pillar EU data protection rules in any detdflowever, some matters must be noted.

First of all, the processing and disclosures okpeal data envisaged in Articles 11 and 27(4)
ACTA fall mainly under the rules for the processwigpersonal data in the private sector. The
monitoring and recording of Internet use by userslone by the ISPs to which those users
subscribe; and the disclosures on the resultsi@itonitoring, envisaged in the ACTA rules, is

first of all from those ISPs to right holders, aodly then, possibly, from the latter to State

authorities for criminal law purposes.

Processing and disclosures of personal data (imgutP addresses) by EU ISPs and right
holders under ACTA must therefore comply with thaimEC data protection directives,
Directives 95/46/EC (“the Data Protection [or ji3#®] Directive”) and Directive 2002/58/EC
(“the e-Privacy Directive”). These include elalderaules on compliance with basic data
protection principles such as fair and lawful pssieg, purpose-specification and limitation,
data avoidance and minimisation, data quality aatd detention (Article 6 of the DP Directive);
on the need for a recognised “legal basis” forghecessing (Article 7, or Article 8 if the data
are sensitive, e.g., because they relate to crimidters); notification of data subjects (Article
10 and 11); strong restrictions on transfers of@eal data to non-EU/EEA countries (unless the
“third country” provides “adequate” protection undts own law); etc., etc.

Whatever ACTA says or suggests, it does not detracne iota from ISPs’ or right holders
duties of compliance with these directives.

However, there is doubt about the compatibilitysofme of these First-Pillar rules with higher
European human rights standards. This relatesiiticplar to compulsory data retention under
the amendments made to the latter directive bydbue 2006/24/EC (“the Data Retention

Directive”). This includes compulsory retention I8Ps, for a period between six months and
two years, of data linking the IP addresses of th&ers to the users’ real identities:

> See the COE CHR “Issue Paper” referred to inrfotat 49, above, for a basic overview. The bedyaasa of

the EU measures in this regard are to be foundhestatewatcHEuropean Monitoring & Documentation Centre
on Justice and Home Affairs in the EU”, dittp://www.statewatch.org/semdoc/

% This also applies if the data are discloseddlttiby an ISP to a court as envisaged by ArticleACTA,
since that disclosure too would still be in a clgilv, and not (yet) in a criminal law context.
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Article 5
Categories of data to be retained

1. Member States shall ensure that the following eaieg of data are retained
under this Directive:

(@) data necessary to trace and identify the soureecolnmunication:*

(1)

(2)

(3) concerning Internet access, ... :
o ..
@iy ..

(i) the name and address of the subscriber or regisigser to
whom an Internet Protocol (IP) address ... wascatkxd at the
time of the communication;

(*Note that the concept of a “communication” is esdthan that of a “call”, and includes “any
information exchanged or conveyed between a finitenber of parties by means of a publicly
available communications service” - i.e., incluglifany information” of this kind exchanged over
the Internet, such as IP addresses.)

As the Council of Europe Commissioner for Humanh®&gut it>°

[T]he Rule of Law requires ... in respect of Intrsurveillance, [that] any measures
should respect the prohibition in the Cybercrimengmtion on “general or
indiscriminate surveillance and collection of largemounts of traffic [and
communications] data”;compulsory suspicionless retention of such data,
currently required under EU law, fundamentally violates this principle (and, in
our view, the ECHR and the EU Charter of Fundamenta Rights, as well as
several national constitutions)

In our opinion, this appliesa fortiori to any analysis of such data without individualised
suspicion - although the EDPS appears to accept sery circumscribed analysis in support of
IPR counter-infringement actions, as discussed.late

Secondly, to the extent that some of the persoatd grocessing or disclosures envisaged in
ACTA can be said to fall within what used to be tfidird Pillar” areas of EU law (i.e., in
particular, inter-State disclosures), it would asiy not be sufficient to check if those
disclosures are in line with the current (stillgaly effective) Third-Pillar arrangements -
because some of those too are of even more highiipds legality in terms of European human
rights standards. This applies in particular te thvailability” principle in the Prim Treaty,
mentioned earlier. More specifically, we shouldenthat those doubts arise even in respect of
Third-Pillar data exchanges entirely and solelymMeein EU Member StatesAny extension of
the existing intra-EU Third-Pillar arrangements to non-EU States - and especially to non-
EU States without (adequate) data protection laws would be in contravention of the
ECHR and the CFR, unless accompanied by strong, ebkgt, effective and enforceable data
protection arrangements guod nor).

%6 Council of Europe Commissioner for Human Righissue Paper” orSocial Media & Human Rights

(footnote 14, above), p. 31, second bullet-poie¢osd indent.
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Application of the rules to personal data procegsumder ACTA

In the light of the above, we will examine the catilpility with the EC data protection rules and
the ECHR and the CFR of the following data progessind data disclosure steps under ACTA:

—  the suspicionless monitoringof the Internet use of ISP subscribers by thodes|She
systematic recordingof this subscribers’ use information by the ISfRg,analysisof this
subscriber use information by the ISPs, andsihgling out (“flagging up”) of individual
subscribers whose use fits a particular pattern;

—  the disclosure of the information gleaned from the above, inahgdithe identities of
individual subscribers who are “flagged up” througkse analyse$) right holders, and
thesubsequent processingf this information by those right holders;

—  the disclosure of the information gleaned from the above, inahgdithe identities of
individual subscribers who are “flagged up” throuflkese analyse$p law enforcement
bodies and thesubsequent processingf this information by those law enforcement
bodies; and (in each case); and

- thecomplicationsthat arise if any of the above involvieansborder data disclosuresn
particular from EU/EEA States to non-EU/EEA Statethout “adequate” data protection
legislation.

Monitoring, Recording, Analysis and Singling out ofinternet users

As we have seen, ACTA implies that ISPs will moniteecord and analyse the Internet use of
their subscribers, on an individual basis, to $¢ki$s usage reveals a pattern that might suggest
that a particular subscriber is involved in ille¢gBR infringements. Indeed, the personal data
disclosure provisions in Articles 11 and 27(4),cdssed in detail above, would be largely
useless if they didn’t build on such monitoring;ording and analysis.

But that begs the question of whether this momwgrirecording and analysis is itself actually
lawful under the EC Data Protection Directive, oder the e-Privacy Directive (which isex
specialisin relation to the DP Directive). This is far fnoclear: after all, such monitoring,
recording and analysis to detguaissiblyillegal Internet activity is clearly not the majorimary
purpose for which the ISPs hold the data, whicsingply to (a) allow the user to connect to the
Internet, and (b) to the extent that the user’srimgt bill may depend on his or her usage, to bill
for that.

The DP Directive, and thus also the e-Privacy Dive¢ does allow for the processing of
personal data for other than the primary purpdsthis serves “the preventiomvestigation,
detection and prosecution of criminal offences”, bonly if this is regulated by the relevant
(“applicable”) national data protection law - whigteans that it must be provided for in specific,
clear and accessible legal rules - gmdvided that the special rules allowing for sutnusive
monitoring (etc.) constitute “necessary measurefs]achieve this purpose (see Article 13 DP
Directive, which also applies to the processingauriie e-Privacy Directive).

In that connection, it is worth noting that the qausory data retention rules in Directive
2006/24/EC do not cover subscribers’ Internet usdaga - which means that ISPs are not
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allowed toretain such data under that directive for the purpostefabove kind of monitoring
and analysis, on a longer-term basis. The bastysis, to the extent that it would be covered
by Article 13 of the DP Directive, will have to bienited to “live” usage data. If this “live”
analysis were to reasonably suggest any illegééisy discussed below), it may be possible to
retain the usage data under the exception in &Arii@(1)(d). But otherwise, Internet usage data
should be deleted as soon as it is no longer nextecbnnection or billing purposes (which
means that for subscribers with unlimited acceéshouldn’t even be collected in the first place).

In simple terms: ISPs are not allowed to retain hks between individual IP addresses and
Internet usage for the purpose of longer-term moniring or analysis aimed at identifying
“possible” IPR infringers.

The EDPS discussed this issue in his Opinion utigeheading légal ground for processirig
in the context of the “three-strikes” controversyrelation to which he said that:

Three strikes approach schemes entail the progessimersonal data, some of which
will be used for the legal or administrative progezs towards cutting Internet access
to repeated infringers. From this perspective, sdata qualifies as sensitive data
under Article 8 of Directive 95/46/EC. Article 8(®stablishes that ‘Processing of
data relating to offences, criminal convictionssecurity measures may be carried
out only under the control of official authorityy i suitable specific safeguards are
provided under national law ...". (para. 51)

The point to be made here is that the data cadleciind disclosure measures envisaged (or
implied) in Articles 11 and 27(4) ACTA also “relai®[alleged] offences”, and no less so than in
the context envisaged by the EDPS. Article 11 ropgrate specifically in relation to civil
proceedings, and Article 27 specifically in relatim enforcement in the digital environment
generally, but given the wide scope of the crinfest tStates must create under ACTA, the
information to be disclosed under these provisiatik very often also expose criminal IPR
infringements and lead to prosecutions. Indeed,may assume that the private parties seeking
the information (the right holders) will be mostarested in, and will focus their requests for
information on, large-scale infringements (i.e.,aireast “commercial scale” infringements as
excessively-widely defined in ACTA), and will nogsitate to disclose the information obtained
in the course of civil proceedings to the prosexutauthorities (or could use them to bring
criminal prosecutions themselves in countries vgtpal systems that allow this, such as the
United Kingdom).

This means that the EDPS’s further analysis andlasions also remain valid, and apply to the
collection and disclosures of personal informatioder Articles 11 and 27(4):

In this context, it is pertinent to recall the A&té 29 Working Party document
mentioned before, which discusses the issue ofepgitg judicial datd. The
Working Party states that

57 The EDPS here provides a cross-reference to pgola@8 of his Opinion, which in turn refers to theicle

29 Working Party document mentioned in footnote ddove, WP104, affirming that IP addresses coltette
identify possible IPR infringeripso factoconstitute personal data.
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‘While any individual obviously has the right to process judicial data in
the process of his/her own litigation, the principé does not go as far as
permitting in depth investigation, collection and entralisation of personal
data by third parties, including in particular, systematic research on a
general scale such as the scanning of the Interngt.). Such investigation
falls within the competence of judicial authorities.

While the collection of targeted, specific evidengeparticularly in cases of
serious infringements may be necessary to establisind exercise a legal claim,
the EDPS fully shares the views of the Article 29 fking Party on the lack of
legitimacy of wide scale investigations involving hie processing of massive
amounts of data of Internet users.

(para. 52, emphasis added)

This fully accords with the COE Commissioner forrkan Rights’ views, quoted earlier, that
“compulsory suspicionless retention of [Interneages data]” - and we may add, suspicionless
monitoring and analysis of such data - violatesptehibition in the Cybercrime Convention on
“general or indiscriminate surveillance and coll@ct of large amounts of traffic [and
communications] data”, as well as the principles‘mécessity” and “proportionality” in the
ECHR and the EU Charter of Fundamental Rights.

This incompatibility of suspicionless monitoring, etention and analysis of Internet users’
usage data with these fundamental instruments fathl undermines the very foundation on
which ACTA'’s personal data disclosure provisions a& built. If ISPs are not allowed to
perform these acts, the personal data disclosure gvisions in ACTA become largely
meaningless.

Here, however, the EDPS offers some glimmer of HopkSPs in the EU/EEA monitoring the
Internet use of their subscribers in support ditrigolders. However, the possibilities of lawful
monitoring (by such ISPs) that the EDPS envisagesea heavily qualified. Thus, in his
Opinion, he stresses that:

... the ‘commercial scale’ criterion is decisiveiwrguant to this criterion, monitoring
may be proportionate in the context of limited,spe, ad hoc situations where well-
grounded suspicions of copyright abuse on a comaiescale exist. This criterion
could encompass situations of clear copyright allnysprivate individuals with the
aim of obtaining direct or indirect economic comaiar benefits.

In practice, to make the above effective, copyrigblders might engage in targeted
monitoring of certain IP addresses in order to fyetihe scale of the copyright

violation. This would mean that copyright holdersuld also be allowed to keep
track of reports alleging infringement for the samerposes. Such information
should only be used after having verified the digance of the infringement. For

example, clear cases of major infringements as agaHon-significant yet continuous
infringements, over a certain period of time, fdre tpurpose of commercial

advantage or financial gain. The need for contynwithin certain periods of time is

emphasised and further explained below in the dsoun related to the conservation
principle.
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This would mean that in such cases, the colleafanformation for the purposes of
demonstrating alleged Internet abuse may be depnopdrtionate and necessary for
the purposes of preparing legal proceedings, imatulitigation.

The EDPS considers, as an additional guaranteethtbalata processing operations
aimed at gathering such type of evidence shouldrioe checked and authorised by
national data protection authorities. These vieveskesed on the fact that the data
processing operations would present specific riskshe rights and freedoms of
individuals in the light of their purposes, i.errgeng out enforcement actions which
could eventually be criminal and in the light ofetlsensitive nature of the data
collected. The fact that the processing involves nitooing of electronic
communications is an additional factor that cadiseénhanced supervision.

(paras. 44 — 47)

We read this to mean that it may be permissiblégrims of the EC data protection directives, for
the relevant controllers (which are in fact thedS&t least initially, rather than the right hokler
as the EDPS seems to think) to monitor and andhesénternet usage of their subscribers, first
of all to see if there are any indications of IP®ringement, and then to establish “the
significance of the [possible] infringement”. Hi$ monitoring and analysis suggests that a
particular IP address is “clearly” used for eitherajor infringements”, or for “[in themselves]
non-significant yet continuous infringements, oaarertain period of time”, and if this is (again,
clearly) “for the purpose of commercial advantagdimancial gain”, then - but only then -
might it be “necessary” and “proportionate” for theP to disclose this data (i.e., the data
identifying such “major” or “continuous” infringerdP addresses and identities) to the right
holders.

However, in the EDPS’ view, even these disclosumesthese exceptional cases, still pose
“specific risks to the rights and freedoms of datépjects” (i.e., of Internet users), and they
should therefore be subject to the important prorddguarantee of apftior check” by the
relevant national data protection authority (aseiguiredin such cases of “specific risks” by
Article 20 of the DP Directive).

ACTA reflects none of this. There isn’t a hintAmticles 11 or 27(4) to any of the above - apart
from the fig leaves of the “without prejudice tatioaal law” phrases.

In our Opinion, until and unless this is spelled ouin clear terms in ACTA itself, the
Agreement cannot be said to be compliant with EU da protection law.

What is more, given the close current interplay beteen EC and CoE data protection rules
and the provisions in the ECHR and the CFR, the sendary uses of subscriber data
implicit in the monitoring, recording and analysesmentioned above must be qualified as
“interferences” in the privacy (private life and communication) rights of individuals in
terms of those instruments. Allowing non-compliane with the conditions spelled out by
the EDPS must be regarded as “unnecessary” and “disoportionate” in those terms; and
indeed any absence of clear and specific legal rgleeflecting those conditions mean that
the interferences are also not based on “law” - wkh is a general, fundamental ECHR/CFR
requirement.

In these respects, in our opinion, ACTA is so defient that to adopt and implement it as it
is would in itself breach these European human rigis instruments.
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Disclosures of identities of suspected IPR infrings to right holders:

The situation is little better in respect of thexinstep in what we see as the ACTA-envisaged
process: the disclosure, by ISPs, of IP addressedhee identities of the users associated with
them, to right holders, either in connection witlkilcproceedings (Article 11 ACTA), or in
connection with “enforcement in the digital envinoent” generally (Article 17(4) ACTA).

In our analysis of these articles, we found thatekidentiary basis required for such disclosures
is left extremely unclear. ISPs can, in ACTA terulisclose this information, either on the basis
of an order of a civil judge who feels that a regjder this information, filed by a right holdes, i
“justified”, or when some other (unspecified, blgarly non-judicial) authority feels that a claim
to that effect, by a right holder, is “sufficient”.

In our opinion, if the monitoring, recording andadysis of Internet user data poses “specific
risks to the rights and freedoms of data subjeets'the EDPS clearly feels (and we too believe),
then these disclosures too pose such risks.

This view is strongly reinforced by the fact thas,the EDPS noted, the monitoring “is likely to
trigger many cases of false positives” (see poiitig the quote from the EDPS Opinion on p.
16, above).This means that there are serious doubts as to whedr the data on individuals
that are “flagged up” by the ISPs’ monitoring and analyses is even of sufficient quality to
meet the relevant requirements of Article 6(1)(c) ad (d) of the DP Directive. Yet this
unreliable data could cause data subjects seriousgblems.

If they are to be allowed at all, these disclosutes, will therefore, under the EC directives,
have to be made subject to a “prior check” by #levant data protection authority (which could
take the form of a prior check of a proposed gdrerangement and evidentiary bases for the
disclosures: it does not necessarily imply a peloeck on each and every individual disclosure
under such an arrangement).

But of course, yet again, nothing of the sort is mluded in ACTA, and the “without
prejudice” provisions in Articles 11 and 27(4) ét al) are manifestly insufficient to remedy
this silence.

In our Opinion therefore, again, until and unless his need for a “prior check” is spelled out
in extremely clear terms in ACTA itself, the Agreenent cannot be said to be compliant
with EU data protection law, or with the ECHR or the CFR.

Of course (in regard of the ECHR and CFR-requirdmeliscussed under the previous sub-
heading), non-EU States that are also not Membkae$Sof the CoE will not be subject to the
ECHR, and they may not be subject to any compataloean rights treaty at all (or will not in
practice guarantee compliance with such humangigkaties as they are a Party to). But this
merely underscores our concern: EU States shoulgetonvolved in international arrangements
that undermine the European/international humantsigtandards to which the EU is supposed
to be committed.

In our opinion, this means that any disclosures oidentities of suspected IPR infringers by
EU-based ISPs to right holders outside the EU shadilbe equally subject to the above-
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mentioned “prior checks”, and should not be allowedby the data protection authority
carrying out the check, unless full respect for thelata subjects’ data protection and other
rights by the recipient in the third country is ensured.

Such disclosures to non-EU recipients would of seuin addition to this formal requirement,
also have to comply with the transborder data feansles, discussed at the end of this section.

Disclosures of identities of suspected IPR infrings to law enforcement bodies

When we talk of disclosures of information fromvate entities to law enforcement bodies we
must make a distinction between information volente by the private entiticand information
demanded by the law enforcement bodiesthe previous sub-section, we have assumed some
sort of agreed cooperation system between thetprparties [the ISPs and right holders] to be
in place; as we have seen, such arrangements aessky encouraged by ACTA).

On the first point, we are concerned that ACTA appéo encourage “informal” data exchanges
between right holders and law enforcement autlesritiutside the proper frameworks for police
and prosecutors’ information gathering or sharirgneworks. This is a more general trend,
which we cannot discuss here at any length. Switito note that under Police Acts or Criminal
Procedure Codes, there are clear rules on whatdfimdormation these law enforcement bodies
are entitled to seek and obtain and use, subjechportant procedural safeguards. However,
increasingly, law enforcement bodies are collecexiyemely wide-ranging and low-quality,
often unreliable and/or hearsay information fromt sbrts of sources, and calling this
“intelligence”. Such low-grade information thentimrn tends to inform their more specific law
enforcement actions.

We feel that the kind of intrinsically unreliablafermation that is produced by the above-
mentioned monitoring and analyses of Internet Use@ge data falls into this very category. It
is not the kind of information usually referred to in @al Procedure Codes as permitting
certain intrusive actions, such as “factual indarad” or “concrete evidence” of illegality.

We therefore feel that the offering of such low-grde information to law enforcement
authorities (and its acceptance by the latter), evewithin the EU, again poses “specific
risks to the rights and freedoms of data subjects”and should be subject to a “prior check”.

Unless this need for a “prior check” is spelled outn extremely clear terms in ACTA itself,

the Agreement cannot be said to be compliant with & data protection law, or with the

ECHR or the CFR.

In addition, and again in line with what we said umler the previous sub-heading,
disclosures by EU-based ISPs to law enforcement agges in non-EU countries should also
be subject to “prior checks”; should not be allowedunless full respect for the data subjects’
data protection and other rights by the recipient n the third country is ensured; and
should in any case have to comply with the transbder data transfer rules, discussed at the
end of this section. The failure of ACTA to ensurehis, in our view, constitutes yet another
violation by that Agreement of fundamental Europeanhuman rights standards.
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ACTA & the EU rules on transborder data flows:

As noted above, there are very special, and higggyrictive EU rules on transborder flows of
personal data from the EU/EEA to any other, nonERA (so-called “third”) country.

For data transfers by private-sector entities g HU/EEA to entities in third countries, these
rules are contained in the EC Data Protection MDirec(Articles 25 and 26). These rules
essentially consist of an in-principle prohibitioh the transfer of personal data to any third
country without “adequate” data protection (Arti@8(1)), coupled with (i) a procedure for the
determination of “adequacy” in third countries hg EEU (Article 25(2) — (6)), and (ii) a series of
special exemptions from the in-principle prohihitim Article 25(1) (contained in Article 26).
However, the latter include an exemption from tir@iinciple prohibition when:

the transfer is necessarylegally required on important public interest grounds, or
for the establishment, exercise or defence of lelgains (Article 26((1)(d))

There is no coherent set of comparable rules ®(tlominally former) Third Pillar. Rather, the
rules on transfers of personal data relating tacpahnd/or criminal matters are addresaed
hoc in international agreements (treaties) coveripgcgic data transfers or exchanges in
specific contexts. Examples of the latter are RINR agreements with the USA - which may
serve to show how contentious such EU — third aguagreements can be.

It is notable that ACTA totally ignores these comyplrestrictions (other than obliquely, yet

again, in the form of “without prejudice” provisierwhich, however, even fail to specifically

mention this complex of rules). As a result, itireclear exactly how and to what extent the EU
transborder rules apply.

Thus, as we have seen, Article 11 ACTA provides dach State Partshall provide that its
judicial authorities canorder the disclosure of personal data, in vaguely-dbsdri
circumstances; and Article 27(4) stipulates th&tae Partynay provide its “competent” (not
necessarily judicial) authorities with authority @oder such disclosures, in similarly-vaguely-
described circumstances.

This clearly envisages the issuing of “orders” by on-EU courts, or indeed by unspecified
non-judicial non-EU bodies. Such orders could bessued at the request of EU or non-EU-
based right holders, or of third country law enforement agencies. And there is nothing in
ACTA that would prevent such non-EU orders from beng addressed to EU-based ISPs, for
data on, and the identities of, EU-based Internet sers whose IP addresses were “flagged
up” by those ISPs as a result of the latter's mondring and analyses of these subscribers’
Internet usage - even though, as we have seen, saclflag” may be seriously misleading,
and may be attached to the IP address of an Intermeiser who has not infringed any IPR at
all.

In this connection two questions arise: whetherdiselosure of the personal data in such a case
would become “legally required” under ACTA; andetther this precludes any scrutiny of the
underlying evidentiary or other basis of the non-&tder by any authority (court) in the EU
country where the addressee of the order is basedany consideration of possible abuse of the

50



Douwe Korff & lan Brown

Opinion on the compatibility of ACTA with the ECH&d the EU Charter of Fundamental Rights

data, or unjustified or disproportionate actioniagiathe individual on the basis of the dubious
data.

We fear that ACTA suggests that the answer to therkt question is “yes”: the data would
have to be provided; and that the answer to the send is also “yes”: given that these orders
are expressly envisaged in an international treatyi.e., ACTA), EU courts might limit
themselves to reviewing whether the order was valith terms of the law of the requesting
country, without examining the underlying factual basis for the order, or its
proportionality.

We also doubt whether a disclosure made on thes lhsuch an order by a non-EU authority
would constitute a State-to-State disclosure ofkihd envisaged in Article 4, and whether the
disclosure would therefore be subject to the piitibilbon new uses of the data in the receiving
country. After all, the disclosure would be madeen if perhaps after a hearing in the EU
country where the ISP was based) by the ISP, andynthe State.

In our opinion, this opens up the possibility ofdespread abuse of non-EU orders by EU or
non-EU-based bodies to “crack down” on suspect&litfingers in the EU, without respect for
the data protection or other rights of the suspects

In our opinion, ACTA, without much clearer provisions on the validity of non-EU personal
data disclosure orders and the consequences of tleos terms of transborder personal data
disclosures, clearly fails to ensure compliance witthe European data protection rules as
enshrined in the Data Protection Directive and as aoted in the ECHR and the CFR.
Unless such clear provisions and clarifications aradded, ACTA in our opinion violates
these European human rights standards.

2.5 ACTA and the right to a remedy and a fair trial

Finally, we must mention the crucial right to arfaial and the slightly less strong right to a
remedy in Articles 6 and 13 ECHR and Article 47 CFRrtice 6 ECHR guarantees everyone a
fair trial before an independent and impartial uribl established by law, “in the determination
of his civil rights and obligations” or “of any aninal charge against him”. In respect of other
issues, people should still be offered an “effextiemedy” (Article 13 ECHR). However, the
European Court of Human Rights has increasinglyd reements of the full “fair trial”
requirements of Article 6 into the “effective renyédequirements of Article 13 (unless there
was some special reason to allow a State to [sorugwbpart from them). This trend appears to
be confirmed by Article 47 CFR, which also seemkatgely conflate the twd’

Proceedings that involve a “determination” of pnaperights protected by Article 1 First
Protocol to the ECHR are always subject to Art&EIEECHR: in its civil-legal aspect, Article 6 is
the procedural counterpart to the substantive tigiproperty in Article 1 FP. As we have seen,
essentially everything that is done under ACTAithex aimed at enforcing the property rights

58 For a full discussion of the case-law on Arti6Bl&ECHR, see Harris, O'Boylet al. o0.c.(footnote 31, above),

Chapter 6 (pp. 201 — 330) and the Council of Eutdpman Rights Handbook on Article 6 ECHR® Ed. by Nuala
Mole and Catharina Harby, available frohttp://www.coehelp.org/course/view.php?id=&troll to number 5 and
choose a language).
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of right holders, and/or affects property rightsusers/consumers, or relates to - or can at least
result in - criminal charges. It follows thall the issues that arise in connection with ACTA,

as discussed in this opinion, should be fully justiable in proceedings that meet all the
requirements of Article 6 ECHR/Article 47 CFR. This conclusion is also in line with the
views of the UN Special Rapporteur on Freedom girEssion that matters affecting the access
to and use of the Internet by individuals shouldiagls be justiciable in full and fair legal
proceedings’

In that respect, our earlier analysis has demaestreoncerns in relation to the application of the
criminal law, the civil law (including the issuirgf injunctions and the providing of provisional
measures by civil courts), and the somewhat impedgispecified other measures relating to
enforcement in the digital environment. We wikcliss these in turn.

Criminal-legal enforcement of IPR under ACTA

Our concern in respect of criminal sanctions taerd IPR rights under ACTA are not primarily
with the adequacy of the process. At least in Eerapshould be beyond dispute that if anyone
Is charged with a criminal offence involving allegé’R infringement, the trial must meet all the
minimum requirements of Article 6 ECHR: presumptaf innocence, prompt informing of the
charge and the evidence against him, adequateatithéacilities for one’s defence, “equality of
arms”, etc., etc.

Rather, as noted earlier, our main concern in splethe criminal enforcement of IPR under
ACTA is the compulsory lowering of the criminal éshold for IPR infringements, and widening
of the scope of the criminal offences, without aeguirement of ale minimisexception. This
same concern is also shared by the EU academid¢edjearlier and, indeed, by the otherwise
uncritical second EP study.

Under the ECHR, States are given wide discretiothermuestion of what acts to criminalise, or
not to criminalise. The few cases dealing witls thuestion focus on claims by applicants that
certain matters should have been criminalised, wete not. Thus, inX and Y v. the
Netherlandsa man who had had sexual intercourse with a riertandicapped girl in a care
home could not be prosecuted because of a gag ilmwh(which the Dutch authorities regretted
and subsequently plugged). The European Court wihath Rights held that “[e]ffective
deterrence is indispensable in this area and ibeaachieved only by criminal-law provisiorf8.”
But in another caseyo v. France which concerned the unintentional abortion ofusborn
child, the Court felt a criminal prosecution wag necessarily the only optidi. In fact, the
then still existing European Commission of Humangh® (which examined cases on
admissibility and merits before referring the naitus ones to the Court) had stressed and

Y that there was a general trend in Europe away fyeerreliance on the criminal law towards
alternative, non-criminal approaches: the crimiaal is ultimo remediunonly, and should be
reserved for only the most serious of societaldgagssions.

59 See the Report of the UN Special Rapporteur enpttomotion and protection of the right to freedofm

opinion and expressioffiootnote 35, above), paras. 53 — 59.
80 Xand Y v. the NetherlandSCtHR judgment of 26 March 1985, para. 24.
61 Vo v. France ECtHR judgment of 8 July 2004, para. 90.
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For our purpose, we believe the question of exeesgpplication of the criminal law - and with
it, of criminal-law-related measures such as inspecand seizures of PCs and laptops and
mobile phones on suspicion of a criminal offen¢e trivial IPR infringements is best addressed
in the context of the substantive articles to wtitol matter relates, and in particular to freedom
of expression, freedom from arbitrary arrest angmtéon, and the right to property and respect
for one’s home and communications. Using the crahilaw to deal with a trivial IPR
infringement is like using a hammer to crack a nuin Convention terms, it will be
disproportionate.

This would apply, e.g., if police powers were toused to demand, in a street encounter, access
to a person’s “smart phone” on suspicion that iyyrhald some unlicensed copy of a song, or
access to a person’s home and PC or to his ordmemanications (including traffic) data, where
there is no reasonable evidence of serious, largke-dor-profit infringement, or the arrest of a
person if such trivial offences were to be foundhtve occurred. This is in line with the
European Data Protection Superviser's view thabrimftion that might reveal possible IPR
infringements should initially only be used to ¥erihe scale of the possible infringement, and
should not be used for further, more intrusiveactunless it became clear that the infringement
was “clearly” “major” (para. 45).

In other words disproportionatecriminal-law actions over trivial IPR infringements will
violate the right to freedom to obtain and dissemiate information, the right to freedom
from unreasonable search and arrest, the right tonviolability of the home, and the right to
the peaceful enjoyment of one’s possessions.

In our opinion, ACTA, by not including a de minimis exception to its compulsory and
draconian enforcement regime, fails to ensure thedeuropean human rights standards are
adequately protected in the context of IPR enforceent.

Civil-legal enforcement of IPR under ACTA
(including injunctions, provisional measures, ahd awarding of damages)

The civil law is traditionally seen as the most @mpiate means to enforce IPR. ACTA
therefore unsurprisingly includes civil-legal renes] including the awarding of damages.
ACTA also includes some special remedies that tiieas such, part of the normal civil-legal
arsenal available to right holders, such as injonst and provisional measures. We see no
problem with the applicability of the civil law, dhe availability of damages or of such special
remedies, in the context of IPR enforcemaeit se

However, once again, ACTA bends the normal rulgsyrireasonably stretching some rules, by
making the special the norm, and by failing to jievfor safeguards. Thus, as the EU
academics noted, ACTA places excessive reliancénjoinctions, far beyond what IPRE for
instances envisages. Most disturbing, it envisdgesmposition of far-reaching “provisional
measures”, such as seizures of devices, in pratgediiaudita altera partai.e., without the
affected party being even heard.

Of course, the normal rules of civil procedure ur&pe and elsewhere provide for injunctions,
and for provisional measures, even in singudita proceedings. But the normal rules stress the
exceptionality of such matters, and especially ifgh exceptionality of proceedings in which
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the affected party is not heard. This is becausé proceedings run fundamentally counter to
one of the core requirements for a fair trial, deped by the European Court of Human Rights
(and equally strongly upheld by the European Cobidustice): the principle of “equality of
arms”. This means that in civil (and criminal) peedings a defendant may not be placed at a
“substantial disadvantageis-a-vishis counter-party. Not even being aware of adaw, or of

a request for measures that will seriously impioge the defendant’s rights (including his
property rights), and therefore being denied even ¢hance to argue his case, is about as
“unequal” as a process can be. It must therefarégrms of the ECHR and CFR, be allowed
only in the most exceptional circumstances, wheheeshce to the normal, fundamental
principle ofaudita altera partenwould fatally undermine the very purpose of theamc Even
then, there must be strong counter-balancing safdguto ensure that the affected person
(defendant) can quickly and fully have his “equatif arms” restored.

All “civilised” legal systems that provide for su@xtraordinary special processes also provide
for such special counter-balancing safeguards.thénEU, it might perhaps be assumed that
States will indeed only ever allow for the useltd extraordinary measures envisaged in ACTA
(and especially forinaudita proceedings in IPR cases) in circumstances whkig is
exceptionally clearly warranted; and that they wiliround those measures, also in IPR cases,
with the kinds of counter-balancing safeguards talsp provide for such special measures in
other civil cases.

ACTA does not require this. This has two potetttipkernicious effects. First, it might suggest
to European States that the extraordinary meassivesld be seen as less extraordinary -
perhaps even normal - when it comes to IPR enfoeognand that there is less need for counter-
balancing safeguards. Secondly, it appears to Isignather countries that perhaps are less
sensitive to defendants’ rights that a defendafientdly approach is acceptable in IPR matters.

In terms of the ECHR, the first would amount to a dear violation of the Convention. And
any complicity by the EU in the undermining of that principle in third countries would
violate the principle in the Treaty that the EU wil encourage respect for human rights in
such other countries.

In our opinion, without clear provisions stressingthat injunctions should be the exception,
and inaudita proceedings the high exception, and that for boththere must be strong
counter-balancing safeguards to preserve the “equ& of arms” in IPR enforcement
proceedings, ACTA is incompatible with the “fair trial” guarantees in the ECHR and the
CFR.

Similar considerations apply in respect of the naoy awarding of disproportionate damages
for IPR infringements against users to right haddefFhe EU academics show beyond doubt that
ACTA in this respect too departs significantly francepted assessments. Of course, money
taken from defendants, and handed to right holdenstitutes an interference with the formers’
property rights - indeed, a deprivation of thaiogerty. If in this ACTA fails to strike a “fair
balance” then, as we have already noted, that ipglb factoamount to a violation of the
defendants’ property rights.
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Under the ECHR, the assessment of the level of dam civil proceedings is very largely left
to the States: the European Court of Human Righllsonly very marginally assess the
compatibility of such an assessment with the Cotwen

However, if the rules underpinning that assessrasntnanifestly skewed against one party, this
changes: in such a case, the Court would findkatwon of the right to property.

In our opinion, here too ACTA is deficient: without express clarification to the effect that
damages awarded to right holders must be a reasonigbreflection of actual loss, equitably
assessed by a court (rather than an exaggerated assment based on an unchallengeable
but rigged formula), the Agreement violates both tle right to property and the right to a
fair (civil) trial of the defendants.

“Privatisation” of IPR law under ACTA

Finally, we must briefly return to the possibiliof the ACTA rules being applied first and
foremost by private parties, in processes largatgide of the formal legal system.

We are referring here to “cooperative efforts” betw right holders and other private parties, in
particular ISPs, under which the latter take actigainst alleged IPR infringers, at the behest of
the right holders. As we have seen, ACTA expressbourages this, in Article 27(3):

Each Party shall endeavour to promote cooperatif@t® within the business
community to effectively address trademark and dgpby or related rights
infringement while preserving legitimate competiti@and, consistent with that
Party's law, preserving fundamental principles sashfreedom of expression, fair
process, and privacy.

We have already seen that this broad umbrella cooler the supposedly abandoned “three-
strikes” rule, perhaps under the guise of a contedcstipulation. It could also take the form of
ISPs agreeing to block websites identified by rigbilers as permitting IPR infringements.

There are two problems with this. Users would findery difficult to avoid the imposition of
the kinds of contract clauses just mentioned, whvolild take the form of “take-it-or-leave-it”
standard Terms and Conditions. Secondly, if ugashed to challenge the latter types of
restrictions (website blocking), they would be fmicto take out expensive, lengthy and risky
civil proceedings.

In our view, both situations would pose seriougdts to the right to seek, receive and impart
information and ideas across borders. The resingt might not be imposed by “public
authorities” as primarily envisaged by Article 1CHR, but if they became widespread, States
would have a “positive duty” under the Conventiandct against them if they significantly
impeded this freedom.

One way to do that would be to hold the contracsigdulations to be invalid, in terms of
contract law (i.e., because they are against puyigiccy), or under consumer law, or indeed
under data protection law. In relation to the id#acontractual stipulations allowing ISP
monitoring of user accounts, the EDPS wrote inopisiion that he has:
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serious doubts as to whether individuals askedtsent to the monitoring of their
Internet activities will have the opportunity to keaa genuine choice — especially
because the alternative will be having no Interaecess, thus potentially
jeopardising many other areas of their life. (p&af).

Such “consent”, he made clear, would thereforenkalid under the data protection directives.

Website blocking by ISPs at the request of rightdés would raise even more serious
problems. ISPs are not the appropriate bodiesidgg whether a particular site (or group of
collaborators on a site, such as LABtoLAB) violai€srights. As the EDPS noted in his
opinion, this requires delicate judgments on “wieetthe material is indeed copyright protected,
which rights have been infringed, if the use cardmesidered as a case of fair use, the applicable
law, the damages, etc.” Secondly, ISPs are comatdrodies: their primary aim is to make
profit, and avoid risk. If in doubt, or when thtemed with costly legal action, they will not
necessarily make a stand for the free flow of imfation. Third, individuals affected by such
action would be in a most disadvantageous posiiiorthat they would have to bring legal
proceedings against the ISPs, which would not lmeddd on the basis of human rights “fair
balance” tests, but on the basis of civil law, vihéets quite different standards.

These problems were discussed by the UN Specighdrggur on Freedom of Expression in his
most recent Annual Repoeﬁ:

[llntermediaries, as private entities, are not Iated to make the determination of
whether a particular content is illegal, which riegsi careful balancing of competing
interests and consideration of defences. ...

[Rather,] censorship measures should never be atelégo a private entity; no one
should be held liable for content on the Interrfetbich they are not the author; and
take-down should take place in principle only oa Hasis of court orders, after due
process.

To avoid infringing the right to freedom of expriessand the right to privacy of
Internet users, the Special Rapporteur recommemdsrmediaries to: only
implement restrictions to these rights after jualiantervention; be transparent to the
user involved about measures taken, and where cappd to the wider public;
provide, if possible, forewarning to users befdne tmplementation of restrictive
measures; and minimize the impact of restrictianistly to the content involved.
Finally, there must be effective remedies for a#fdausers, including the possibility
of appeal through the procedures provided by thernmediary and by a competent
judicial authority.

(Somewhat shortened quotes from paras. 42, 438nd 4

European and international human rights law hasyrbtdeveloped appropriate ways to fully
address these issues, which are typically assdcvaite freedom of expression in a globalised,

62 See the Report of the UN Special Rapporteur enpttomotion and protection of the right to freedom

opinion and expressioffiootnote 35, above).
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digital environment that is controlled more by piie entities than by Stat®s. However, if
anything this underlines the need for the EU (aisits external and multilateral arrangements)
to develop the effective application of human rgghtandards in this context. ACTA, we fear,
does precisely the opposite.

Rather than contributing to the upholding of freedam of expression and due process rights
by the dominant, private-sector players on the Intemet, ACTA erodes the development of
the Rule of Law in that realm. It encourages the rgulation of human rights-sensitive
matters by private entities, outside the formal franeworks, and without ensuring
compliance with “off-line” human rights standards.

This “privatisation” of the IPR regime therefore, in effect, deprives individuals from their
right to have crucial issues of Internet freedom poperly adjudicated in proceedings that
meet all the requirements of Article 6 ECHR/Article47 CFR.

-0—-0-o0-

63 Some suggestions are made in the “Issue PapdhHeb@oE CHR oisocial Media and Human Rights.c.

(footnote 14, above).
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3. SUMMARY & CONCLUSIONS

ACTA was negotiated in unwarranted secrecy, withadéquate input from civil society or
parliamentarians, but in close cooperation withandP right holders. Not surprisingly, this
resulted in a text that gives disproportionate getdn to big business; fails to level the playing
field between developed and developing nationsniternational trade relations; hampers
innovation (especially by SMEs); fails to proma@eassroots culture; and could impede the
dissemination of knowledge for people across thddv@nd access to health care and generic
medicines).

Human rights were effective ignored, apart from ith&usion in the Agreement of vague and
ineffective “without prejudice” clauses that fad tedress the balance, and are little more than
fig-leaves. The inclusion of a detailed provisiom the need to respect human rights in the
protection of IPR, on the lines of the “138 Amenditig¢o Directive 2002/21/EC, was rejected
as “not needed”.

This was wrong. Our analysis shows that ACTA, ageantly drafted, seriously threatens
fundamental rights in the EU and in other countrégésarious levels. Specifically:

THE RIGHT TO FREEDOM OF EXPRESSION AND INFORMATION:

() ReApplication of ACTA to trivial or small-scale, ndbr-profit technical infringements of
IP rights, and to the dissemination of IP-protedt&@drmation without the agreement of
the right holder where this is justified on higipeiblic interest grounds

- Article 23 ACTA requires State parties to lower the criminal threshold &R
infringements, and to widen the scope of the crahioffences, without ae minimis
exception;

- Without such an exception and/or similar exceptionghe lines of the U.S. “fair use” and
“fair comment” rules, IPR enforcement will dispraponately restrict the freedom to seek,
receive and impart information and ideas;

- Since ade minimisexception can be seen as a limitation on procéduaiters rather than
on the substance of IP rights, this is not remetiethe fact that ACTA allows States to
retain substantive exceptions to IP law;

- In our opinion, an explicit de minimisrule and an explicit public interest defence are
the minimum that are required to bring Article 23 in accordance with the European
Convention on Human Rights (ECHR) and the EU Charte of Fundamental Rights
(CFR).

(i) ReApplication of ACTA to evasion of Digital Rights Magement systems:

- ACTA too easily assumes that right holders’ rightways trump user rights, that right
holders can impose whatever kinds of DRM restnithey like, and that these are always
lawful in terms of contract- and consumer law, ratter how draconian.
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In our opinion, in specific contexts, this will notbe right, and this approach therefore
unduly and disproportionally restricts access to iformation, or the free
dissemination of information, in violation of Article 10 ECHR and Article 11 CFR.

Re“Three strikes” and extended ISP liability:

the revised, final text of Article 27.1 — 3. ACTA tonger requires States to adopt the kind
of draconian measures - excessive ISP liabilitiiyee strike” rules, etc. - that were

clearly originally in the minds of the drafters,dathat the European Data Protection
Superviser (EDPS) has shown to be clearly incorbjgatith European human rights and

data protection law;

However, it still suffers from some of the sameedts as the “criminal enforcement”

provision mentioned above. Article 27 is still egsively vague; it encourages non-EU
States to adopt such human rights-unfriendly measur support of mainly U.S. and EU

corporations, who could not rely on such measurdgkeir own regions; and it could still

be misread or misconstrued by EU States to adapt sieasures.

In our opinion, without clear stipulations that require States that sign up to the
Agreement notto allow private-sector-imposed “three strike” rules and_notto impose
excessive ISP liability in respect of IPR infringerants, ACTA fails to ensure that it
will be applied (by EU and non-EU States) in accomahce with European and
international human rights standards.

THE RIGHT TO PROTECTION OF PERSONAL DATA:
Articles 11 and 27(4) allow for the following:

. the surreptitious monitoring of the Internet usemnifions of individuals without any
concrete suspicion of illegality, and the systemattcording and analyses of
information on their Internet use;

. the disclosure of the information gleaned from ssahveillance to right holders,
even though it may be wildly unreliable as an iathe of illegality, without any real
safeguards to ensure that only information is dsail which seriously suggests
widespread infringement by identified individuals;

. on the basis of completely unclear standards (&afign mere claims by right
holders);

. by judicial and “other” authorities, i.e. also byuthorities that are neither
independent nor impartial in these respects;

. across borders, including from EU Member States witict data protection laws to
non-EU Member States with “inadequate” data pratdedaws (or no data protection
laws at all) ; and

. in proceedings to which the individuals do not hageess, and in which they are not
heard (haudita altera partg

59



(i)

(ii)

(iii)

Douwe Korff & lan Brown

Opinion on the compatibility of ACTA with the ECH&d the EU Charter of Fundamental Rights

The above-mentioned suspicionless monitoring ardlasures of unreliable but sensitive
personal data are incompatible with European humigduts and data protection law, except
under very stringent conditions, as outlined in @pinion with reference to the Opinion of
the EDPS, which include:

v" limiting such monitoring to “clear” cases of “majtiPR infringements”, and even
then only subject to a “prior check” by the relevaational data protection authority;

v" limiting transborder disclosures to right holdersddaw enforcement agencies in
non-EU countries that ensure “adequate” proteatiaihe received data, but in either
case again only subject to such a “prior check”;

v' imposing serious checks on the validity of non-E&Jspnal data disclosure orders,
and on assurances of limiting the use of the dgtahb non-EU recipient to the
purpose of the disclosure (which is nmtoperly ensured by ACTA, in spite of
phrases suggesting this).

In our opinion, the absence of such stringent contions in ACTA means that the
Agreement in these respects is incompatible with hECHR, the CFR, and European
data protection rules.

FAIR TRIAL/DUE PROCESS ISSUES RELATED TO OTHER FUNBDIENTAL RIGHTS:

ReCriminal law enforcement of IPR under ACTA:

In our opinion, ACTA, by not including a de minimisexception to its compulsory and
draconian enforcement regime, fails to ensure adeatte protection of the right to
freedom to obtain and disseminate information, theright to freedom from
unreasonable search and arrest, the right to invialbility of the home, and the right to
the peaceful enjoyment of one’s possessions, andishviolates those rights.

Re Civil-law enforcement of IPR under ACTA (includin@junctions, provisional
measures, and the awarding of damages):

In our opinion, without clear provisions stressingthat injunctions should be the
exception, andinaudita proceedings the high exception, and that for botithere must
be strong counterbalancing safeguards to preserveng “equality of arms” in IPR

enforcement proceedings, ACTA is incompatible witithe “fair trial” guarantees in

the ECHR and the CFR.

Re“Privatisation” of IPR law under ACTA

Rather than contributing to the upholding of freedof expression and due process rights
by the dominant, private-sector players on therf@e ACTA erodes the development of
the Rule of Law in that realm. It encourages thgulation of human rights-sensitive
matters by private entities, outside the formalmigavorks, and without ensuring
compliance with “off-line” human rights standards.

60



Douwe Korff & lan Brown

Opinion on the compatibility of ACTA with the ECH&d the EU Charter of Fundamental Rights

- This “privatisation” of the IPR regime therefore, in effect, deprives individuals from
their right to have crucial issues of Internet freelom properly adjudicated in
proceedings that meet all the requirements of Artie 6 ECHR/Article 47 CFR.

Overall, ACTA tilts the balance of IPR protection anifestly unfairly towards one group of
beneficiaries of the right to property, IP right Hhders, and unfairly against others. It equally
disproportionately interferes with a range of othé&undamental rights, and provides or allows
for the determination of such rights in proceduréisat fail to allow for the taking into account

of the different, competing interests, but rathetack all the weight at one end.

This makes the entire Agreement, in our opinion, ioompatible with fundamental
European human rights instruments and -standards.

-0—-0-o0-
Douwe Korff & lan Brown
Cambridge/London Oxford
31 August 2011
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Attachments

1. Final text of the Ati-Counterfeiting Trade Agreement (ACTA)
2. LABtoLABExpression of Concern regarding the ACTA-Agreement

3. Opinion of European Academicsn Anti-Counterfeiting Trade
Agreement
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ATTACHMENT 1.:

FINAL TEXT OF THE ANTI-COUNTERFEITING TRADE AGREEME NT
(ACTA)
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ATTACHMENT 2:

LABtoLAB :
EXPRESSION OF CONCERN REGARDING THE ACTA-AGREEMENT

From http://www.labtolab.org/~labtolab/wiki/index.php/fsc expression _of concern#SUPPORT THE TEXT

This expression of concern has been sent to thebermnof the European Parliament and
members of the national parliaments of the signegor

The initiative to write this expression of concevas taken by the members of the following
organisations: Medialab-Prado (Madrid), Kitchen Bpest (Budapest), Constant (Brussels) and
PING (Nantes). These European medialabs collaborataBtoLAB, a two year programme of
collective reflection on informal learning. LABtolBAis supported through the European
Commission’s Lifelong Learning Programme Grundtvig.

The LABtoLAB network aims to create a platform for:
- Sharing experiences and ways of doing, by studspegific cases,

- Exploring the role of the lab in offering spaces d¢ollaborative learning and knowledge
exchange,

- Examining the possibilities of life-long learning the context of the lab.
The project builds on our belief in:

- Open sharing of knowledge,

- The use of Free Software tools,

- The freedom of participation in the organizatiorcolture and society.

The Directorate-General for Trade of the Europeammission defines Anti-Counterfeiting
Trade Agreement (ACTA) in these terms: The EU'galjye with ACTA partners is to have a
new plurilateral treaty improving global standafoisthe enforcement of IPR, to more
effectively combat trade in counterfeit and pirageads.

We have sent you this statement because we havenbemnvinced that the measures evoked
by the Anti-Counterfeiting Trade Agreement will neadur work harder, less efficient and
sometimes even impossible. As our practice is fdratel supported by the European
Commission, and by many major cultural organisaionmember states[*], we believe that it
would be counterproductive if the EU adopts lawschinave a direct negative impact on the
same activities they validate through their support

In this document we try to explain aspects of oarknand the negative impact that the adoption
of the ACTA would have on it. We hope you find egbueasons for not supporting the treaty
when an opinion to the European Court of Justicestidl be requested and the treaty still not be
signed.
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- INTRODUCTION

- CONCERNS

- SIGNATURES

- SUPPORT THE TEXT

INTRODUCTION

Wikipedia is a wonderful example of free culturtepdoduces knowledge and the process by
which it does so also enriches its participants & large scale pedagogical experiment where
all learn from all, radically democratic, open &ading and writing. It encourages debate and is
in constant evolution. Problems like defamation eoplyright infringement exist in Wikipedia

but are handled ad hoc when they occur. Wikipedesd't ignore these problems, but chooses to
explain participants what fits in the platform amdat not. And when errors are made, they are
taken care of with flexibility and in dialog. Therfdamental a priori relationship Wikipedia has
with its user is trust.

Free culture questions and nourishes societyedgemaginaries and can act as an antibiotic to
its diseases. It evolves through comments, repnégations, mixes, forks and variations.
Creation is not a one-way process, it is a comfderback loop that encourages participation
and contribution. To develop and survive, freeuratrequires tools, workspaces, and
collaborations based on an exchange system:

+ Free culture needs to be able to customize exishiolg, and create new tools if needed.
This creates the possibility to explore tastedestgnd ideas beyond what is taught at
school. The learning process requires access teescaode and documentation, in order
to understand what is behind an interface and loosngage with the communities that
develop them. Proprietary software is expensiveraddces the diversity of tools
available. Monopoly practices of closed sourcevsafé companies reduce it even
further. With limited cultural budgets, we preferdupport the development of free
software which can be shared amongst a communitgref practitioners.

+ It requires the availability of flexible workspacégedialabs provide high quality digital
spaces for experimentation. A painter may choastedio because of certain light
conditions, an artist working in a medialab musabg to adapt a digital space to the
conditions of his or her specific cultural prodocti

« It thrives in a context that fosters diversity. @onting different languages for example,
offers different ways of thinking; diversity alloveeople to change perspective and
therefore they can transform and innovate.

« It supposes ongoing Collaboration and exchangge&culture, participants are not
confined to the role of consumers. They are alloteegaccess, respond and transform
materials. Free culture presupposes collaboratiddalogue, involving an exchange
between multiple disciplines: artists, engineetgrgists, musicians and everyday
citizens.
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As will be evident through the following 5 main @amns, ACTA threatens this exchange system
on several levels.

What if Wikipedia, by the effect of harsh policyachto adopt a defensive approach against its
users? What if it had to prevent any infringemesfole even it happens? Any modification
before it would become public? To chose alwaysstfer description to stay away from trouble?
To create committees of moderators, and commitiEesmmittees who would have to approve
all additions? The Wikipedia model would shift awfegm content and discussion towards
regulations. Or more simply put, Wikipedia wouldlggck to the old model of encyclopedia
Universalis.

CONCERNS

1. Free culture needs clear laws

In creative production, mixing and meshing is comrpeactice. The ability to make citations,
appropriations, parodies etc. is essential fobaavit culture. The vagueness of ACTA is
therefore a problem. Actors need to be confidentuatheir investment in free culture in order to
engage and invest in it. By badly defining possibfangements and their scope, ACTA creates
a climate of doubt and insecurity. Vagueness istarcent, it actually implies rigidity. When the
scope of the treaty remains undefined, we can éxpatdisproportionate measures will be
taken "to stay on the safe side": publishers wdhwto prevent problems before they occur,
artists will anticipate the decision of publishers.

ACTA brings under the same hood a mixed bag afifigements': file sharing, copying,
counterfeiting, patenting are treated as if theyadrthe same order. But copying and
counterfeiting are not synonyms. Assimilating &llihfringement to counterfeiting, makes it
difficult to respond adequately to a situation véherceptions to author's rights and fair use
provisions have their role to play. It makes itchtr be nuanced in a cultural context where
nuance makes all the difference.

2. Cultural practice is not about commerce

ACTA is based on a poor definition of ‘commercgaltl 'non-commercial’ activities. For the
interwoven tissue of hybrid economies that drivalsucal production, such a definition is at the
same time disproportionate and inoperative. ACTiAd affirms distinctions based on a
caricature of cultural practice. The crass fuzamna#sACTA leaves the door open to grotesque
measures and arbitrary decisions.

The definition is disproportionate. ACTA statesttharsh measures will be applied to
‘commercial scale infringement’, but extends messstg 'non-commercial infringements giving
a commercial advantage to a third party'. Thisltesn a very wide definition of commercial
activities, therefore it extends the scope of thaty almost indefinitely. Concretely, it would
mean a blogger sharing a file on a page that dis@dvertising, would be met with the same
rigour as a large-scale infringer; linking to a Palyaccount would qualify as 'operating on a
commercial scale'. Medialabs provide their collabors with digital workspaces. They offer
online services to a large network of practition@itse current ACTA agreement would define a
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medialab as an ISP and make them subjacent t@the sieasurements that exclude flexibility
and experimentation and would paralyze their flumitig.

The definition is inoperative because it refusesetingnize the assemblages of innovative
models in the permanent process of constructinmi@liwealth. The un-challenged distinction
between ‘commercial’ and 'non-commercial’ obsdine@$act that professional production relies
on our culture at large. What would Walt DisneyWwghout traditional fairy tales? The
company makes millions from Snow White, but cails same people who conveyed the oral
memory of the tale to the present day ‘infringetsen they want to re-interpret the tale. Would
Snow White have been such a success if milliorfaroflies had not already for centuries told
and enriched the tale, with all their love and tvég, long before Disney had ever thought of
drawing the first scene of the movie? Why is tleeimmercial appropriation legitimate when the
re-use of Disney imagery is met by the most rigoarenforcement measures?

Professional artists and entertainment companies alavays both nurtured and exploited
resources from living culture. Living culture bomre from, responds to, and is inspired by
commercial production. But rather than encouradfregcontinuous flow of creativity between
cultural zones, ACTA legislators consolidate affiarl vision of culture where a few ‘creators'
are broadcasting to a passive mass of customels,whfact, these 'customers' co-create
commercial products in various ways.

3. Cultural heritage deserves to be used

On-line cultural heritage archives help build aashforce our historical memory and identity.
They empower the social and political awarenesstiaens. It is important to acknowledge and
promote new forms of collective production and thkeadvantage of the technical properties of
digital objects, use new technologies of informat@md communication and revive and reuse
archive materials. We are concerned that ACTA doutes to a counter-productive fear of
participation in reading, writing, adapting andtdizuting digital cultural objects.

Digital environments offer the potential of easgess to books, photographs, pamphlets, audio
recordings, video files, radio broadcasts... Digig@roductions of public domain documents that
are part of our mutual cultural heritages, canstmalld in principle be copied, remixed and re-
used in new works. They should be consulted, taggmthected, and commented upon. In this
way, users collectively build high quality publepositories and sustainable archives of
information, enabling the culture of our futureb@enefit from the richness of our cultural past.

EU policy aims to support citizens to appreciaté anjoy their heritage. For that purpose they
need to be and feel part of the process of culttifews are made to regulate the circulation of
digital objects, we not only need to worry about pinotection of commercial production, but we
most of all need to make sure that the acccedgibilipast and future culture is guaranteed. How
can future generations build on a legal actuatigt ts aimed at exclusion and the protection of
products, and not on the protection of culture?

For this reason, we are concerned about the fafusgophaned works. Under the Berne
Convention, The European Commission has providethpaolutions understanding the
importance of making available to the public aritage whose owners are difficult to trace. We
strongly support the idea that works with no exptiopyright or owner should belong to the
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public domain and should therefore be managedsaedere-used and distributed collectively.
The provisions in ACTA are closing off one promigiavenue for policy intervention.

4. ACTA would harm our international collaborators

The day to day reality of cultural production irethge of the internet means that work takes
place in an international and intercontinental eahtThis is an aim and a desire, and an integral
part of our daily practice. Building productive &anges with international networks is vital for
our work. Now and in the future, we contribute tojpcts in developing countries, and in
countries outside ACTA.

Needless to say that adopting ACTA will have a reime negative effect on all cultural work
done within ACTA countries. Restrictive measure thit one area of production, will without
doubt be felt in another.

Defining an all-encompassing commercial way of hgalvith culture will have a disastrous
effect on digital literacy and access for peoptarfrdeveloping countries. They would be
suffering even more from the weakening of freevgafe, from harsh restrictions on legitimate
copying, losing the flexibility that is necessaoy tollaborative production.

5. We are alarmed by the opaqueness of the process

Transparency is central to open networks. As maldglwe try hard to make our organisations
function in ways that are easy to understand feryne involved. In our projects we favour
systems open to discussion, questions and contestédfe therefore cannot help but to be
alarmed by the way this treaty has been drafted.

As long as the definition of the terms, on which®Cis based, remain open to interpretation,
the treaty will provide avenues for arbitrary demns. This in itself is enough reason not to ratify
the agreement.

We are irate to find out that a treaty that hasbesgotiated in the most opaque way imaginable,
demands faith in a future committee whose powellswvelude changing the terms of the treaty
itself. We see no reason to trust ACTA with a blahkque.

ACTA is the result of a process that only very latéed out a mere parody of consultation, and
involved a very limited representation of stakeleodd This treaty should by no means be
validated.
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SIGNATURES

This statement has been written and signed bycgaatits of LABtoLAB meeting in Brussels,
January-February 2011.

- Nerea Garcia Garmendia, communication at Mediatald’(ES)

- Marcos Garcia, cultural programme at Medialab-P(&®)

- Laura Fernandez, cultural programme at Medialalid’(&S)

- Patricia Dominguez Larrondo, project developmemadialab-Prado (ES)
- Jara Rocha, cultural mediation at Medialab-Prad®) (E

- Rocio Lara, cultural management, Madrid (ES)

- Maria Botella, researcher at Worm, Rotterdam (NL)

- Yolanda Spinola, USELab initiative coordinatorjsirand professor at University of
Seville, Spain (ES)

- Wendy Van Wynsberghe, artist + staff member Congtig)

- Peter Westenberg, artist + artistic and managiregttir Constant (BE)
- Femke Snelting, artist + staff member Constant (BE)

- An Mertens, artist + staff member Constant (BE)

- Nicolas Malevé, artist + staff member Constant (BE)

- Catherine Lenoble, cultural manager at PING (FR)

- Olivier Henry, artist (FR)

- Julien Bellanger, cultural manager at PING (FR)

- Irene Vicente, cultural manager assistant at PiR&) (

- Attila Nemes, program adviser at Kitchen Budape&t)(

- Attila Bujdosé, architect + senior research supgvat Kitchen Budapest (HU)
- Eszter Bircsak, curator + supervisor at Kitchen &uebt (HU)

- Melinda Sipos, program adviser at Kitchen Budagekt)

- David Elchardus, artist, Pianofabriek kunstenweakfs (BE)

This text is supported by several other Europeadiafads, digital artists, new media artists,
creatives, makers and thinkers:
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Furtherfield (London, England)

CSA La Tabacalera de Lavapies (Madrid, Spain)

USELab, University of Seville (Spain)

Ecole Supérieure des Arts Plastiques et Visuelgif®iArts Section (Mons, Belgium)
Lucas van der Velden, Director Sonic Acts Fest{pahsterdam, The Netherlands)

Professor Patrick Humphreys, Director of the Lontuitimedia Lab at the London
School of Economics and Political Science (LSE)

Geert Lovink, Institute of Network Cultures (Amstam, The Netherlands)

Christopher Lindinger, Director Research and Intiovs, Ars Electronica Futurelab
(Linz, Austria)

Bart Rutten, Conservator Beeldende Kunst, CollacGarator painting and sculpture,
Stedelijk Museum Amsterdam (Amsterdam, The Netheda

Atau Tanaka, Chair of Digital Media, Director, Gu# Lab (Newcastle, UK)

Miquel Tapies - President, Laurence Rassel- Dire€iondacio Antoni Tapies (Barcelona,
Spain)

Clive Gillman, Director, Dundee Contemporary At

Michelle Kasprzak, Curator, V2__ Institute for thedtiable Media (Rotterdam, The
Netherlands)

Tere Badia, Director, Hangar.org, production & sesé centre for the visual arts
(Barcelona, Spain)

Miguel de Castro Perez cultural producer of Seeahculturespace (Sao Paulo, Brasil)

Elinor Nina Czegledy, Senior Fellow, KMDI, Univengsiof Toronto (Canada), key advisor
at Kitchen Budapest (Hungary), Adjunct Associatef@ssor Concordia University,
Montreal, Senior Fellow, Hungarian University oh&iArts, Budapest (Hungary)

Alejo Duque, labSurlab (Medellin, Colombia)

Angela Plohman, Director, Baltan Laboratories, (hioven, The Netherlands)
Christoph Nebel, Kunstuniversitat Linz, Senat (L.iAzstria)

Andrew Lowenthal, co-founder, EngageMedia.org (Melime, Australia)

Jan Boelen, Z33 director (Hasselt Belgium)

Nicolas Wierinck, MyCityLab (Brussels, Belgium)
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Pieter Colpaert, copresident of the iRail vzw/gdii?O) (Brussels, Belgium)
Annemie Maes, OKNO - artist run media organisa{Brussels, Belgium)

Job Joossen-Meyvis, Co-founder of Voidwarranties;kerspace (Antwerp, Belgium)
Sara Geets, codrdinator Brussel Behoort Ons Toe(Bzussels, Belgium)
Seéverine Janssen, Coordinatrice Bruxelles nousrigpiaasbl, (Brussels, Belgium)
Diana Raspoet, general management, Bains ConnéBtiussels, Belgium)
Myriam Stoffen, director Zinneke asbl/vzw, (Brusséelgium)

Tom Goris, MUS-E Belgium - art & education (Brussddelgium)

Maarten Gielen, founding member, Rotor vzw (BrussBelgium)

Telcosystems (Rotterdam, The Netherlands)

Timelab (Gent, Belgium)

FoAM (Brussels, Belgium)

Natalia de Mello, visual artist, collaborator ofdie Supérieure des Arts Plastiques et
Visuels (Mons, Belgium)

Stéphane Noél, professor of digital arts and merabér'employé du Moi", graphic novel
publishing house at the initiative of grandpapiey.@russels, Belgium)

Marthe Van Dessel, Media artist and performer, aogomlwerK) (Antwerp, Belgium)
Gilloz Emmanuel, designer (France)

Michael Korntheuer, Vrije Universiteit (BrusselsglBium)

Sanjay Bhangar, Artist, CAMP (Mumbai, India)

Cédric Doutriaux, researcher at PING (Nantes, Feanc

Stéphanie Vilayphiou, graphic and media designessatin> (Brussels, Belgium)
Alexandre Leray, graphic designer at studio <std{Brussels, Belgium)

Pierre Huyghebaert for Speculoos SPRL, GraphicddeStudio (Brussels, Belgium)
Adnan Hadzi for Deptford.tv and Deckspace mediglaimdon, UK)

Zeljko Blace, member of Multimedia Institute (Zalgy€roatia)

Anne-Sophie Van Neste (Brussels, Belgium)

Donna Metzlar, Genderchangers, community advoaatiergational)
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68 Septante asbl (Brussels, Belgium)

RadioPanik (Brussels, Belgium)

Domaine Public, Independent Hosting (Brussels, iBel

Actic, Alternative Technologies Collective (Brussahd Liége, Belgium)

NIMk (Nederlands Media Arts Institute) Annette W&iderger, Curator on behalf of
management & staff (Amsterdam, The Netherlands)

IMediengruppe Bitnik, artist collective (Zurichw@&zerland)

Antoine Moreau, artist may be, initiator of Copyléattitude and the Free Art
License,lecturer at University of Paris VI, Fran@aris, France)

Vesna Madzoski, Coordinator and Associate Cur&@KOR | Foundation for Art and
Public Domain (Amsterdam, The Netherlands)

Marika Dermineur, Incident.net (Paris, France)

Mércia Novais — Heart of Glass — Cultural AssooiatfPorto, Portugal)

IMAL (Center for Digital Cultures and TechnologyruBsels), Yves Bernard, director
Annet Dekker, curator/researcher, independent (Ardatn, The Netherlands)
Sofie Van Bruystegem, CITY MINE(D) (Brussels, Beilg)

Samedies, Women and Free Software (Brussels, Be)giu

Helen Evans, HeHe Asso, artist (France)

Banzi Massimo, Arduino, Co-Founder

luka prirti¢ (Slovenia)

Ushi Reiter, Servus (Linz, Austria)

Jodo S. O. Bueno, Marketing director, Associacabd?y(Brasil)

Camille Bissuel, Graphic Designer, Yagraph (France)

Ana Carvalho and Ricardo Lafuente, Co-founders Hatka (Porto, Portugal)

Malin Bjork, GUE/NGL policy advisor (European Pariient) and member of Scumgrrrls
magazine feminist collective (Brussels, Belgium)

Seda Gurses, K.U. Leuven (Leuven, Belgium)
DeCenter Media Collective, Xberg (Germany)
Boudewijn Rempt, CTO, Maintainer, KO GmbH, Kritah@ Netherlands)
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Pieter-Paul Mortier, STUK kunstencentrum | Artefiestival kunst & media programma
(Leuven, Belgium)

Eric Schrijver, Lecturer at Royal Academy of ArhdHague | Designer, Performer (The
Hague, The Netherlands)

Timothée Giet, graphic artist (France)
Anders Brander, Maintainer, Rawstudio project (Darkh
Anne Roth, blogger (Berlin, Germany)

Hanns-Jorg Rohwedder, Piratenpartei DeutschlandtéPiParty Germany), simple member
(Germany)

Saul Albert, Co-founder The People Speak (England)
Kirsty Stansfield, artist, independent (Scotlan&)U
Simon Yuill, artist, The Strickland Distribution ¢8tland, UK)

Nathalie Trussart, scholar in philosphy, Geco, W8l member of Scumgrrrls magazine
feminist collective (Brussels, Belgium)

Lara Sadurni, la compilothéque (Brussels, Belgium)

Lorenzo Sandoval, artist, curator and programmatiolites Finanzamt (Berlin,
Germany)

Simon Taylor, Director, Squarewhiteworld.com (Awarkti, New Zealand)
Nova Cinéma asbl (Brussels, Belgium)
Octavi Comeron, artist, researcher and memberaifesraycommons (Barcelona, Spain)

Ana Garcia Angulo, Doctora en Bellas Artes, profaste la Escuela de Artel0 y de la
Escuela Superior de Disefio de la Comunidad de Mdhtadrid, Spain)

Paula Vélez. Filmaker and media artist. suichd.habSurLab (Medellin, Colombia)
Roberto Moreno Moya, Photo and cinetic Works (Madfioledo, Spain)

Gloria Marti i Nogués, responsible video area Hargg (Barcelona, Spain)

Maria Ptgk, Cultural researcher (Spain)

Tatiana Wells, Free media activist (Brasil)

Raquel Rennd, member of zzzinc (Barcelona, Spain)

Antonio Lafuente, Centro de Ciencias Humanas y&egj CSIC (Madrid, Spain)
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Paco Gonzalez, Arquitecto, radarg.net (Spain)
Maite Fernandez Betelu, equipo de contendidos Tabek (San Sebastian, Spain)

Christian von Borries, professor Art Academy Nuebeng, composer, filmmaker
(Nueremberg,Germany)

Renee Turner, Course Director of the Piet Zwatitiie, Master Media Design and
Communication: Networked Media, Rotterdam, memli&aGeuzen (Rotterdam, The
Netherlands)

Martin Schmitt, Universitat Tubingen (Germany)

Rubén Martinez, Cultural researcher, member ofizzand YProductions (Barcelona,
Spain)

Hajo Doorn, director WORM (Rotterdam, The Nethedisn

Sophia Lycouris, Director of the Graduate Rese&dtnol, Edinburgh College of Art
(Edinburgh, UK)

Jessica Schoffelen. Researcher, MAD-Faculty S&pakes (Genk, Belgium)

Carmen Gonzalez, director, Protolab Centro de Aecnologia Libre A.C. (Tijuana,
Baja California, México)

Ricardo Anton Troyas, co-director de AMASTE, conuamiion y accion cultural (Bilbao,
Spain)

Evru, member of hangar.org (Barcelona, Catalungaijr

Eusebio Bafiuelos Gonzélez, miembro del Centro Meltia. Gestor y productor Cultural,
. México D.F.

Rob van Kranenburg, Resonance Design, NL

Patricia Prieto Blanco, Institute for Media Studi€stor for international students
(Bochum, Germany)

Maja Delak, Emanat Institute, artistic directorq&nia)

Soenke Zehle, XMLab - Experimental Media Lab (Sagbken, Germany)
Claudia Borges - artist (The Netherlands)

Vincent Matyn-Wallecan, author (Belgium)

Bxlug (Brussels Linux User group) (Brussels, Betgju

De Moerlooze Juliane - computer trainer and adrystesn in Gnu/linux (Brussels,
Belgium)
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Cinzia Cremona, Artist and PhD student at UnivgrsitWestminster (United Kingdom)
Michel Bauwens, founder of P2P Foundation, (AmsterdThe Netherlands)

Mario Pena, Ningunterra.com Online (Spain)

Sonia Diez Thale, Medialab-Prado, Projects develfidadrid, Spain)

Antonio Lopez, World Bridger Media, (re)mediatorofRe, Italy)

Gabriel Lucas, system administrator, Medialab Pi@dadrid, Spain)

Ero Balsa, K.U. Leuven (Leuven, Belgium)

Stéphane M. Grueso, Elegant Mob films, documerftBmydirector (Spain)

Tom Heene, independent media artist and film dargeechember of iMal, Center for Digital
Cultures and Technologies (Brussels, Belgium)

Kirsten Fiedler, digital rights blogger for vasistlog.net (Brussels, Belgium)
Reni Hofmdller, artist and artistic director of neethb ESC im LABOR, Graz, Austria

Erich Sturm, Pirate Party Germany, Chairman, innee of the regional association
Bremen (Germany)

Andreas Neugebauer, Chairman, Piratenpartei DelarehfGermany)

Roddy Schrock, Creative Residencies at Eyebeam Agchnology Center, Associate
Director (New York, USA)

Marius Koster, German Working Group on Data RetantAK Vorrat" (Frankfurt/Main,
Germany)

Wilfried Nail, artiste (Nantes, France)

Thomas Bernardi, artist (France)

+++++++ b

[*] Our work is recognized by peers and culturadtitutions such as: Centre Georges
Pompidou Beaubourg (Paris, France), Cité des SesefRRaris, France), Le Lieu Multiple
(Poitiers, France), CRAS, Mains d'Oeuvre (ParianEe), Musée des Beaux-Arts (Nantes,
France), Ecole de Design Nantes Atlantique (Fraricate Modern (London, England),
Fundacié Antoni Tapies (Barcelona, Spain), Musecidtal Centro de Arte Reina Sofia
(Madrid, Spain), Hangar (Barcelona, Spain), LabQahtro de Arte y Creacion (Gijon,
Spain), Ker Thiossane (Dakar, Senegal), Moholy-Ndgiversity of Art and Design
(Budapest, Hungary), MOKK Media Research Centreldpest University of Technology
and Economy (Hungary), Kunsthalle Budapest (Hungandwig Museum — Museum of
Contemporary Art (Budapest, Hungary), Trafé Hous€antemporary Arts (Budapest,
Hungary), Hungarian Contemporary Architecture Ge(Budapest, Hungary) ...
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We are supported and funded by a diverse rangatmimal and European authorities:
European Culture 2000 Programme, Vlaamse GemegnéBbgium), Organisation
Internationale de la Francophonie (France), BresRehion, European Cultural Fondation,

Ministere de la Culture - France, Internationalégsad Fund, Royal Netherlands Embassy
(Hungary) ...

-0-0-0-
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ATTACHMENT 2:

OPINION OF EUROPEAN ACADEMICS ON ANTI-COUNTERFEITIN G
TRADE AGREEMENT

The Signatories of the Opinion

following the adoption of the Anti-Counterfeitingale Agreement (ACTA) on"8December

2010

recognizing that

@)

(b)

(©
(d)

(€)

(f)

(9)

(h)

the extensive international trade in goods infrmgiintellectual property rights
prejudices the legitimate interests of right hokland thus appropriate enforcement
standards as well as international cooperation aeeded;

ACTA does not intend to extend the scope of pioteof intellectual property rights
granted under national laws and contains generalvsions committed to balanced
enforcement procedures;

the most controversial enforcement measures praposéhe initial stages of the
negotiations of ACTA have been narrowed down ondbaed in its final version;

the appropriate balance needs to be effectivelyrusbetween the enforcement of
intellectual property rights and the fundamentajhis of users such as the right to
information and education, the freedom of expressilbe right to accessible health
care, the right to privacy and protection of perabdata, the right to due process as
well as other human rights and good governanceeimegal,

the protection and enforcement of intellectual gy is one of the means to
promote technological and creative innovation arsddissemination to the public; it
thus must be seen together and not in conflict witier EU internal and external
policies such as the promotion of the informationisty, the fostering of education,
health care and development in third countries, #vepromotion of biological and
cultural diversity on an international scale;

the Commission repeatedly reassured and the Europealiament welcomed in its
Resolution of 24 November 2010 that ACTA is egticempatible with existing EU
law, but in fact this is not clear;

certain controversial provisions were not fully remed from ACTA but are in some
cases formulated as non-binding (“may”) clauses,iclhihsignifies international
political incitement to implement these clauses ountracting Party's law;

ACTA, being plurilateral in its nature, contains mearous provisions requiring
higher enforcement standards than those set undestieg international
agreements; no state shall be put under pressussltpt standards negotiated in a
forum in which it did not participate;

draw the attention to the following points:
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l. EU LAW

Contrary to the European Commission's repeated staiments and the European
Parliament's resolution of 24 November 2010, certai ACTA provisions are not entirely
compatible with EU law and will directly or indirectly require additional action on the EU
level.

The following is a non-exhaustive list of illusi@ats that indicate the general tendency of
ACTA:

Civil enforcement

1. Injunctions art. 8.1 ACTA requires Contracting Parties tongran order against a party to
desist from an infringement, amnder alia, an order to that party or, where appropriate, tioira
party to prevent infringing goods from enteringoirthe channels of commerce. While the
wording of art. 8.1 ACTA itself appears to be samito the corresponding provision of art. 11
Directive 2004/48, it is worth mentioning that al® of Directive 2004/48 gives the Member
States an option to order pecuniary compensatiobetgaid to the injured pariystead of
applying the measures provided for in art. 11 Divec2004/48, if the conditions specified in art.
12 are met. It seems that this option would be twsat least called into question if art. 8.1
ACTA were enacted in its present form. It should be forgotten that the US Supreme Court
has recently upheld the traditional equitable faator test for injunctions in patent law and
rejected an approach which favours automatic injuacelief!

2. Damagesart. 9.1 ACTA refers to a set of criteria whighesifies the amount of compensatory
damages. Some of the factors mentioned at the etitk @rovision are not provided for in art.
13.1 Directive 2004/48. These factors should nocadhepted in European law since they are not
appropriate to measure the damage. “The valueeohfiinged good or service, measured by the
market price, [or] the suggested retail price”jraficated in art. 9.1 ACTA, does not reflect the
economic loss suffered by the right holder. Furtieme, according to art. 9.4 ACTA pre-
established damages or presumption based dameagpesci@dly reasonable royalties) may only
be ordered as an alternative to the damages réftarm art. 9.1 (compensatory damages) and
art. 9.2 (infringer's profits). In the absence a@ear rule on the alternative application of ari

or art. 9.2, it may be argued that compensatoryagg@s and infringer's profits may be ordered
cumulatively which is not explicitly stated in aft3 Directive 2004/48. This would raise the
amount of damages for the infringement of intellatproperty.

3. Other Remediesfor corrective measures, art. 10 ACTA shifts foeus from “disposal
outside the channels of commerce” to outright desbn (“except in exceptional
circumstances”), while art. 10 Directive 2004/48\pde several options, destruction only being
one of them. Also, it may be asked why the cavéatroportionality which exists in art. 10.3
Directive 2004/48 is omitted. In particular, theeirests of non-infringing third parties may need
to be protected (e.g. property rights in the irginng goods which may have been acquired by a
bona fide consumer; property of third parties ie thaterials/implements used to create the
infringing goods). It is true that art. 6.3 ACTA gwides for a general requirement of
proportionality, but the same holds true for arDiBective 2004/48, and still there is a specific
reference to proportionality in the specific preerson corrective measures.

t eBay Inc v. MercExchange, L.L.(547 U.S. 388 (2006).
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4. Provisional Measuresart. 12 ACTA does not make specific referencethi® procedural
guarantees for the defendant laid down in Direc8084/48 (arts. 9.4, 9.5 Directive 2004/48).
This is unfortunate, as the European Court of deshias stressed the importance of these
provisions “to ensure that a balance is maintaivetveen the competing rights and obligations
of the right holder and of the defendah®oth the Luxembourg and the Strasbdwaurts have
repeatedly held that the right to be heard occugregminent position in the organisation and
conduct of a fair legal process. While the spedifies concerning the right to be heard may
vary according to the urgency of the matter (ang thllow the adoption of provisional measures
inaudita altera parteas provided for in art. 12.2 ACTA), “any restriction the exercise of that
right must be duly justified and surrounded by pdhoal guarantees ensuring that persons
concerned by such proceedings actually have therappty to challenge the measures adopted
in urgency™ It is not easy to understand why ACTA providesgoovisional measurdsaudita
altera parte but does not at the same time take up the proabeduarantees which have been
introduced in Directive 2004/48 and which are neaggto ensure that persons concerned by
such proceedings have a later opportunity to chgéehese measures.

Border measures

5. Definition: ACTA's provision on the scope of the border measusection contains an

ambiguity giving rise to potential misuse. Whereat 2.1(a) Border Measures Regulation
1383/2003/EC (BMR) specifically narrows the scogeapplication of border measures for
trademark infringements to "counterfeit goods" ordyt. 13 ACTA instead allows border

measures in the case of "intellectual propertytagin generabnd thus applies to all kinds of

trademark infringementdP rights are defined in art. 5 (h) ACTA as alegories of IP covered

by TRIPS. This suggests an interpretation of aBt.ACTA that includes not only cases of
counterfeiting, but also all other forms of tradeknmfringements based on mere similarity of
signs, risk of confusion and even the protectianafell-known trademarks against dilution. This
Is not only a clear extension of the EU acquis,rasents a particular problem for international
trade in generic medicines which could be seizesethaon allegations of 'ordinary' trademark
infringements. For all these reasons, art. 13 AQE&4uires rewording or, at least, a narrow
interpretation and implementation. As art. 13 ACBAows Contracting Parties to exclude
certain forms of IP infringements as long as thisesl not amount to 'unjustifiable

discrimination', public health grounds can justifile exclusion of ordinary trademark
infringements from the scope of border measures Whuld also ensure that ACTA parties live
up to their general obligation in art. 6.1 ACTA niotcreate barriers to legitimate trade.

Criminal enforcement

6. No EU acquison criminal measurewithin the EU legal framework there are currently
provisions on criminal enforcement of intellectpabperty rights. ACTA, therefore, is by nature
outside the EU law and would require additionaldigion on the EU level.

7. Scope art. 23.1 ACTA provides for a broad definition‘obmmercial scale’ covering all acts
carried out on a commercial scale including attl&asse carried out as commercial activities for
direct or indirect economic or commercial advantaBy contrast, in its Position of 25 April

2 ECJ Case C-89/99, [2001] ECR I-5851 para. 38 s&ghieving-Nijstad.
ECHR App.-No. 17056/06 para. 78 seq. — Micalleftalta.
4 ECJ Case C-341/04, [2006] ECR 1-3813 para. 66 efod.
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2007, the European Parliament (EP) expressly egdatts “carried out by private users for
personal and not-for-profit purposesThe EP also declared that “the fair use of a ptetk
work, including such use by reproduction in compegudio or by any other means, for purposes
such as criticism, comment, news reporting, teaglfincluding multiple copies for classroom
use), scholarship or research, does not consatuiéminal offence”. ACTA does not reaffirm
these safeguards for private users and for limmatand exceptions.

8. Parallel importsart. 23.2 ACTA prescribes criminal procedures pedalties on the wilful
importation and domestic use on a commercial schfgpods infringing trademark rights. The
vague language of the article could seem to cowgrortation and domestic use of products
which, although lawfully marketed in the exportinguntry, have not been authorized in the
importing country. Such interpretation would hingrallel imports in the EU. The EP in art. 1
of its Position suggested that parallel importsusthdoe specifically excluded from the scope of
criminal offences. Such exclusion is not refleatedCTA.

9. Cinematographic workswhile according to art. 23.3 ACTA criminal meassirfor the
unauthorized copying of cinematographic works areraty optional, ACTA prompts
Contracting Parties to criminalize such an actiotheut the commercial scale assessment and
without any assessment of the intention of therdidat. Again, this disregards the exception in
relation to fair use and copying for private and-fooprofit purposes repeatedly stressed by the
EP.

10. Safeguardswhile strengthening criminal enforcement measufgSTA at the same time
does not provide any of the safeguards neededstarethe balance of interests between parties
and guarantee a due process. In comparison, aftthé EP Position of 25 April 2007 required
the prohibition of the misuse of criminal procedumnd sanctions, especially when they are
employed for the enforcement of the requirementsiwf law. Such guarantees, for instance,
would be of particular importance @x officioproceedings allowed under art. 26 ACTA. Also,
art. 8 of the EP Position required that the rigiftenfringers are duly protected and guaranteed.
Meanwhile, art. 25 ACTA authorizes judicial natibaathorities to issue seizure, forfeiture and
destruction orders. However, it does not guaratiteeinfringer’s right to be heard in these
procedures.

[I. INTERNATIONAL LAW

As recognized and welcomed by both the European Comission and the European
Parliament, ACTA introduces enforcement standards kgher than those existing under
current international law. However, certain ACTA provisions do not ensure a balance
between the interests of different parties, sincehey either eliminate safeguards existing
under international law or, after strengthening enbrcement measures, fail to introduce
corresponding safeguarding measures.

Most issues discussed above in relation to EU l@nabso of concern at the level of international
law and go beyond TRIPS. The following points aestipent only for the international law
level. The list contains the most important prams where the balance of interest is lacking and
Is meant to be illustrative and non- exhaustive:

° Position of the European Parliament adopted atri@ading on 25 April 2007 with a view to the adoptof

Directive 2007/.../EC of the European Parliamerd ahthe Council on criminal measures aimed at enguhe
enforcement of intellectual property rights (EP-FE1-COD(2005)0127).

4
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Civil enforcement

11.Right of information art. 11 ACTA strengthens the right of informatias already found in
art. 47 TRIPS. First, under ACTA it becomes comprys(voluntary under art. 47 TRIPS).
Second, the list of information that might be resiad is expanded and the right may be directed
both against infringers or alleged infringers (omlgainst infringers under art. 47 TRIPS).
Meanwhile, the proportionality requirement, as &lde under art. 47 TRIPS (and art. 8.1 EU
Directive 2004/48), has been eliminated. Also, AC@dntains no effective provision against
misuse of acquired information (e.g. comparablarto8.3(c) EU Directive 2004/48).

Border Measures

12. Scope while TRIPS requires border measures only agdhmestimportation of counterfeit
trademark goods or pirated copyright goods, ACTAiea have to provide border enforcement
against imports and exports of goods infringany IP right covered in TRIPS — except patent
rights and test data which are excluded by virtugno6 ACTA. However, these exemptions as
such do not offer sufficient safeguards for thesiinétional trade in generic drugs. Extending
border measures to goods suspected of ‘ordinaagetnark infringement can create barriers to
global trade — in particular if applied to generigdransit. ACTA parties hence must take their
general obligation, under Article 6.1t0"avoid the creation of barriers to legitimate diei
seriously and establish systems which safeguaednational trade and public health.

13. SafeqguardsACTA eliminates the following safeguards avaiebinder TRIPS. First, art. 56
TRIPS contains a mandatory requirement that customst have“authority to order the
applicant to pay the importer, the consignee aneé thwner of the goods appropriate
compensation for any injury caused to them throtighwrongful detention of goodsACTA,
however, has no directly equivalent provision fompensation in cases of wrongful detentions.
Further, art. 18 ACTA widens the options for rigjaiders to provide securities, while it does not
include the (mandatory) option for the goods ownggbrter to provide a security under art. 53.2
TRIPS. Instead, it contains a limited allowance floe latter to provide securities to obtain
possession of the goods “exceptional circumstancegart. 18, 4th sentence ACTA). Finally,
art. 55 TRIPS contains mandatory limits to the taraof the initial detention of goods
suspected of infringement within which proceeditegding to a decision on the merits of the
case have to be initiated or the goods releaseainA§CTA does not contain an equivalent rule
—art. 19 ACTA merely demands the initiation ofrinfement proceedingsvithin a reasonable
period’.

Criminal enforcement

14. Definition of “commercial scale”art. 23 ACTA defines acts carried out on a “conuia
scale” as “commercial activities for direct or iretit economic or commercial advantage”. It is
doubtful if this is compatible with a more flexiblmarket/product-based interpretation of
commercial scale adopted by the WTO Panel, whitdrsdo “counterfeiting or piracy carried
on at the magnitude or extent of typical or usuahmercial activity with respect to a given
product in a given markef”.

6 China — Measures Affecting the Protection and E#orent of Intellectual Property Rights (China —$pPR

WT/DS362/R, 09/0240, 26/01/2009
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Digital chapter

15. Technological measuresirts. 27.5-6 ACTA require stronger protectiontethnological

measures than set under art. 11 WIPO Copyrighttyraad art. 18 WIPO Performances and
Phonograms Treaty (no similar provisions existRIAS). In particular, ACTA provides a broad
definition of technological measures (no definitiomder WIPO Treaties), it prohibits both acts
of circumvention as well as preparatory acts, aodecs technological measures having dual
(both legal and illegal) functions. Although arZ.2 ACTA allows preservation of exceptions
and limitations, it does not provide any mechanisomsnsure their exercise and enforcement.

16. Disclosure of subscribers’ datart. 27.4 ACTA regulates disclosure of subscfibeata and

is broader than the (non-mandatory) right of infation under art. 47 TRIPS. Most importantly,
whereas ACTA poses a duty to disclose subscrilltsi both on infringing and non-infringing
intermediaries, art. 47 TRIPS refers only to amimgfer. Also, ACTA mentions that fundamental
principles “such as freedom of expression, faircpes, and privacy” shall be preserved.
However, it does not provide more specific provisimn how these rights should be effectively
ensured (compare with detail provisions on priviaclU Directives 95/46/EC, 2002/58/EC, and
2006/24/EC).

Taking above into account,

the Signatories of the Opinion invite the Europeaninstitutions, in particular the
European Parliament, and the national legislators ad governments,

to carefully consider the above mentioned points ah as long as significant deviations
from the EU acquisor serious concerns on fundamental rights, data ptection, and a fair
balance of interests are not properly addressed, wwithhold consent.
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