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Abstract

Owning a Security Operation Center (SOC) is becoming increasingly common for organizations
as part of their cybersecurity strategy to ensure near-real-time detection and adequately respond
to cyber-attack engaging the SOC's humans, technology, and processes. However, SOC
investments only sometimes achieve the best possible outcomes and only provide an acceptable
protection level in some cases due to the challenges related to the technologies, processes and
especially the human factor. This paper proposes a hew practical maturity framework for Security
Operation Center. This will serve as a roadmap for IT auditors and security experts when they
evaluate the maturity of a security operation center in terms of safeguarding the assets of the
company, its partners, and its clients.
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1. Introduction

Security operations centers should be analyzed as a management tool for the continuity and
guality of the organizations' operations. and quality of the organizations' operations. Their
inclusion in their organizational structure will allow organizations to achieve their strategic
objectives. It should be borne in mind that the dissemination of the use of Information and
Communication Technologies (ICT) has changed our daily activities and how we interact with
each other as individuals and with companies, organizations and governmental entities,
organizations and governmental entities.

This increased use of systems, technologies, and communications leads to an increase in cyber
threats that take advantage of vulnerabilities to obtain economic benefit through the theft of
money, money laundering, and financial benefit through the theft of money or intellectual benefit
through patent infringement. patents. This problem has led to the emergence of the computer
science field, the area of the study of computer security, whose objective is to guarantee the
integrity, confidentiality, and availability of the data and availability of data and processing
systems.

Computer security requires a combination of technical knowledge of all computer platforms and
management knowledge to articulate devices, technologies, advanced detection systems,
processes, and people. In this way, it will be possible to effectively and sustainably protect the
assets of interest to the organization.
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The information systems and technology strategy must consider information security management
as a pillar, since, otherwise, the systems could be affected in terms of availability or quality and,
therefore, this would prevent the achievement of the strategic objectives set by the Senior
Management. Evidence of this is important because the Master's Degree in Strategic
Management of Information Systems and Technologies contemplates the subject of Information
Security Management. The knowledge acquired in the Master's program allows for understanding
and presenting security operations centers as a management solution and not only a technological
element. The combination of technical and managerial knowledge will provide a particular
approach to security management.

The overall objective of the paper is to demonstrate that a security operations center (SOC) is a
management solution to the problem of cyber defense. To achieve the general objective, it will be
necessary to address the first specific objective, which is to introduce security operations,
including the reasons behind creating a SOC and its services. Then we will move on to the second
specific objective, which is to explain the triad of processes, people and technologies, whose
synergy and interaction support the management of a SOC. Finally, the third specific objective will
be developed to outline the strategy for creating a SOC, explaining the elements to be considered.

2. Background

There needs to be more literature on security operations centers. Only a few studies on security
operations centers have been published in the past ten years. Most of the material about
security operations centers is based on presentations and blogs from security vendors and best
practices. There are few studies on security operations centers.

The first-generation security operation centers were created in the early years of the internet.
Antivirus software and firewalls were the initial security elements. Monitoring these elements
and taking appropriate action in the event of potential threats or events was the responsibility
of the security operation center, which was often a single person in those days. The fifth
generation of security operation centers, which concentrate on processing massive data sets,
has developed over time. This emphasis also covers the business environment and corporate
hazards (Hewlett Packard, 2013).

The 2013 Hewlett Packard paper offers important details on the objectives of a security
operation center. But it must offer guidance on how security operation centers must be set up.
Security vendors like IBM (Meenan & Laurens, 2015), HP (Hoffmann, 2014), and Ernst & Young
(2014) have released presentations and whitepapers on best practices for designing and
implementing security operation centers, and they may be found on their respective websites.

Since these media promote their products and services, the information included might be
considered somewhat subjective. In his study on gauging capability maturity in security
operations centers, Van Os (Van Os, 2016) comes to the same result.

There are few studies on security operations centers, and each author approaches the topic
differently. A security operations center's objectives and functional domain are broadly outlined
in Michail's (2015) research paper. The following paragraph goes into more depth on the
functional domains indicated in the study report and is also explored by Schinagl, Schoon, &
Paans (2015) and Jacobs et al. (2013). The objectives outlined in the study by Michail (2006)
are, to a considerable part, identical to those discussed in the research paper by Kelly & Moritz
(2006), which examines the best practices of a security operations center (2015). Hoffman
(2014, p. 5) made an intriguing point on the breadth of the security operations center. A security
operations center's initial emphasis was on perimeter security. With time, a security operations
center's emphasis switched from protecting the company to protecting the applications.

2.1 Functional domains of a security operations center



The duties of a security operations center are grouped by domain in Michail (2015), Schinagl,
Schoon, & Paans (2015), and Jacobs et al. (2013)'s writings. Functional domains are the
names for these primary emphasis areas. The security operations center has a variety of duties
and tasks, depending on how an organization is set up.

Functional domains of a security operations center

: Baseline Monitoring & .
Intelligence ) Pentest Forensic
Security Response
Intelligence Vulnerability Security event Penetration Tests Forensic
sources Scanning management Log investigation
intelligence Compliance management
analysis Incident response

Figure 1. SOC Functional domains

2.1.1 Intelligence function

The security operations center's main task is intelligence gathering. In this field,
choices are made on what to do in the face of threats or security incidents. The
security information that the intelligence domain receives through internal monitoring
feeds, baseline reports, or external threat reports is what it uses to operate. In this
area, threat and security event analyses are carried out.

2.1.2 Baseline security

To prevent security mishaps, compliance and vulnerability checks are crucial. Security
awareness based on compliance and vulnerability assessments is crucial in the ICT
ecosystem. Deviations are reported for the intelligence team's further attention.

2.1.3 Monitoring and Response

Monitoring your ICT environment can inform you how your network's traffic behaves.
Anomalies may be quickly found and possible risks can be addressed early by analyzing
your network's system behaviors and traffic patterns.

Organizations use Security Incident & Event Management software to gather all the
traffic patterns and log data from ICT systems.

2.1.4 Pentest

Organizations frequently use penetration testing to identify security flaws in a specific
system. To prevent security flaws in live systems, penetration testing is done as part



of the development process. However, live systems are also tested when fresh
dangers and weaknesses appear.

2.1.5 Forensic investigation

A forensic investigation is conducted when a significant security issue necessitates a
thorough investigation into the threat actor and the root cause. Forensic evidence
should be appropriately protected if this information is given to local authorities. The
proof these investigators provide, such as log files, scrambled hard drives, etc., aids
local law enforcement.

2.2 People, process, and technology perspective

Given the functional areas, a security operations center needs people, processes, and
technology to achieve its objectives. This paradigm is comparable to Jan van der
Berg's (2018) three-layer approach, in which the technical, social-technical, and
governance levels are defined. These viewpoints are further explained in the
sentences that follow.

2.2.1 People

It is frequently asserted that in a security operations center, people matter (Kuiper et al.,
2017). When responding to alerts or occurrences, humans may provide decision
context. The number of staff varies depending on the duties of a security operations
center. However, most security operations centers feature a manager and security
analysts. The degree of knowledge varies depending on a security analyst's duties and
activities (Exabeam, 2019; Torres, 2015).
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Figure 2. Functions in a security operations center

The level of security analysts can be classified as follows:

e Level 1 security analyst: The first level security analyst is in charge of keeping
an organization's systems and infrastructure under observation. Responding
to alarms, triaging alerts, and supplying the security analyst level 2 with the
necessary security data for additional investigation.

e Level 2 security analyst: Based on numerous security inputs, level 2 security
analysts examine situations. Relating the data and taking appropriate action
to address or prevent any additional harm to the company.

e Level 3 security analyst: The subject matter expert is another name for the
level 3 security analyst. This individual is an expert in a certain specialty area,
like malware or threat intelligence. Its main objective is to take measures to
avert incidents proactively. Additionally, a security level 2 analyst may request
professional assistance from a security analyst level 3 anytime.

2.2.2 Process

The processes of a security operations center are discussed from various
perspectives in the literature. An Escal Institute of Advanced Technologies white
paper claims that (Torres, 2015), Various points of view on a security operations
center's functioning may be found in the literature. The Escal Institute of Advanced
Technologies published a white paper on the subject “Computer Security Incident
Handling Guide” (Cichonski, Millar, Scarfone, & Grance, 2013). Many diverse
perspectives on a security operations center's processes may be found in the
literature, according to the findings presented in a white paper that was put forth by
the Escal Institute of Advanced Technologies (ArcSight, 2010; Hoffmann, 2014). The
processes added to those used to respond to security incidents are done at the firm's
discretion and depend on the responsibilities.

2.2.3 Technology

A monitoring solution is at the heart of effective security operations centers. This



monitoring solution can collect, detect, aggregate, and analyze log data from various
systems. Examples include network appliances, firewalls, mail filters, antivirus
software, intrusion detection systems, intrusion prevention systems, proxy services,
and business applications. A Security Information & Event Management system is the
monitoring system utilized by most security operations centers (Swift, 2007).

2.3 Security operations center challenges

Constant pressure is put on security operations centers to ensure their enterprises' safety
and forestall any security breaches that may occur. Given that every vulnerability within a
company might result in security breaches, this is an extremely difficult undertaking. The
main challenges (Crowley & Pescatore, 2019; Help Net Security, 2018; Tillyard, 2018) that
security operations centers face nowadays are:

e Managing the growing amount of security alerts. The volume of (log) information that
requires analysis, triage, and follow-up inside an organization grows continually as
new systems and devices are added. Is it possible for security analysts to keep up
with the increasing quantity of security warnings, and, more importantly, are they
focused on genuine security alerts and threats?

o Technology is different. As part of the functional domains, security operations centers
have vast responsibilities. Each of these disciplines has its own set of systems and
tools. These systems and tools serve to automate jobs and increase productivity;
nevertheless, they also need the security operations center to maintain, train for, and
work with a variety of systems and tooling.

e People. There is a skilled labor shortage in the security business. There is a greater
demand for educated persons than is available. It is also more difficult to obtain
education in the security arena. Years of education, training, and experience are
required.

¢ Budgets. How much money is a company ready to spend on security? There is no
such thing as 100% security. As a result, the question remains as to how much risk
the company is willing to assume. What is the risk level?

A security operations center's difficulties are closely related to the people, process, and
technology perspectives discussed in the preceding sub-chapter.

3. METHODOLOGY

Based on the research design methodologies, this study will use a pragmatic paradigm
(Andersen & Shattuck, 2012; Reeves & McKenney, 2013; Herrington & Oliver, 2005). The data
will be mostly qualitative, and the research will be conducted using inductive logic. Academic
literature, reference books, and numerous referential and best practices, such as NIST,
ISACA, OWASP, and ISO 27000, are used to collect data.

This study will rely heavily on qualitative data and use inductive reasoning to conclude. The
collected information is based on numerous best practices and reference standards from
organizations like NIST, ISACA, OWASP, and ISO 27000 as well as scholarly articles and
publications.

This study will be conducted as a qualitative descriptive study, with data obtained from a
community sample but validated by subject matter experts in cybersecurity. Second, this
investigation's solution phase will make use of design science. Research in the field of design
must culminate in a practical outcome, such as a construct, model, technique, or instantiation
(Hevner & Chatterjee, 2010, p. 9). It is possible that a remedy to the identified root-causes
already exists based on existing best practices; otherwise, a new ‘artifact' will be produced.



Different observational methods are used to collect the available data. The following data
collection methods are used (Edgar & Manz, 2017):

o Examination of the relevant literature: In the context of the review of relevant literature,
numerous existing case studies and reference material connected to cyber security will
be explored to form the theoretical foundation for SOC.

e Interviews that are only partially structured will be conducted with a large number of
cybersecurity professionals to obtain in-depth qualitative information on the present
status of SOC components.

Understanding how, when, and why a theory works or doesn't function is essential to elucidate
the linkages between theory and practice. This technique plays a crucial role in this endeavor.

4. Theoretical Framework

The road to the current existence of standards and laws has been forced, as standards
emerged reactively in the face of undesired events rather than proactively. Similarly, the
everyday responsibilities of a security operations center are the result of years of evolution and
reorganization in the responsibilities of the areas that make up a department in charge of
systems and telecommunications.

Over time, specific areas have been created to manage IT security, whose responsibilities
could originally be found among those of a data network or server administrator. Looking back,
it is possible to identify different generations or levels of maturity of security operations centers
(Cisco Systems, 2015).

The first generation of what we know today as a security operations center (SOC) was a set
of responsibilities scattered among areas of the systems department exercised by people
whose primary task was other and who were therefore not trained or security aware. Their
tasks consisted of monitoring network devices and servers to ensure the availability of
services, basic administration of antivirus systems, and a limited collection of audit logs for
network devices.

The combination of human resources, technology, and processes should be articulated with
collaboration and communication to respond to identified needs (SANS Institute, 2015).
Finding the balance between shaping a SOC according to global practices while delivering the
services immediately needed by the organization will be an ongoing task for middle and senior
management.

The security operations center plan must be aligned with the information systems and
technology strategic plan, which in turn must be aligned with the organization's strategic plan
to support the operating model determined by senior management. This alignment will ensure
that human and financial resources are allocated to protect the assets that are of interest to
the organization. Without this guidance, a false sense of security can be created. The security
operations centers will then have their scopes, missions, operating, and development models
at each stage, which will be derived from the strategic plans.

Outlining these guidelines will serve as a guide for each stage of planning and the daily
operation of the analysts. Considering budget constraints and finite resources, risk
management appears helpful in prioritizing and allocating resources. Outlining the strategy of
a security operations center will involve knowing the cybersecurity challenges facing the
organization, what the roles and responsibilities of a SOC are, what processes need to be put
in place, and what technologies will support management.

The SOC infrastructure is based on temporary IT technologies, which can be pervasive. Let
us focus on the most necessary set of SOC software and hardware, providing automation of



its activities. Analyzing detected events, incidents, and information security vulnerabilities
should be automated as the most labor-intensive and important. This is necessary to create a
single point for collecting and managing all additional information. To ensure the entire lifecycle
of an event, incident, or vulnerability, starting with the assignment of an analyst to be
responsible for handling it and ending with the action needed to resolve it. If to follow the best
practice of automation of business processes, the system of GRC class (Governance, risk
management, and compliance) integrated with other software and hardware means SOC and
external systems can act as the primary means of automation of SOC activity. The functionality
of GRC systems allows:

o Identify and maintain centralized accounting of assets to be protected and assess
their value;

e Store and update the library of SOC administrative documents;

e Maintain a unified database of incidents and the history of their processing in an
automated mode;

¢ Conduct training and knowledge testing of employees;

e Automate procedures for incident classification and registration, notification of
responsible persons, and escalation;

e Monitor and evaluate the effectiveness of SOC activities.

In addition to the above, GRC systems automate practically any SOC process. These systems
accumulate knowledge about company assets, predetermined risks, and employees. Using
GRC systems, SOC employees quickly get access to information on the criticality of the
incident-affected assets, information on their owners, quickly form necessary reporting and
provide top management and asset owners with an opportunity to control SOC efficiency. As
a budget alternative to GRC, it is possible to use the Service Desk or Help Desk systems
already in place in a company. It will be necessary to modify them to meet new requirements,
such as automating the processing of events from external analytical systems. Still, on the
whole, such a solution will be cheap enough and have the minimum required functionality for
incident management. SIEM (Security information and event management system) is the basis
for the automated collection, storage and analysis, and separation of information security
events from the events generated by all IT systems of the company. This system is the basis
for identifying IS events and conducting operational and retrospective investigations of 1S
incidents. It also provides a toolkit for identifying almost any malicious activity or cause of
technical failure on a company's network. Specialized scanners and configuration analysis
systems are used to detect vulnerabilities in SOC. For example, they allow automation control
of compliance of network equipment settings with specified corporate policies, inventory of
protected assets, and identification of vulnerable software versions. The data they collect must
be available immediately to SOC staff as an index to the policy.

It is necessary to mention that SOC employees should be involved in SOC to function
appropriately, and all employees of the protected company as well because the company's
safety depends on their actions and adherence to the procedures. It is with them that protection
begins, and it is thanks to their vigilance, SOC staff can detect and inform SOC employees of
possible information security events and vulnerabilities.

The systems outlined are both a "must-have" set of systems that can be used to assess the
possible consequences and scenarios of attacks and security breaches, and to identify and
remedy their causes. The systems outlined are what we call a "must-have" set. But it can also
be adjusted depending on the maturity of the company or the level of development of the
response center. Additional toolkits include systems such as - systems to prevent leaks of
confidential information; - systems to investigate incidents and collect evidence; - systems to
avoid denial of service attacks. Figure 3 shows the interaction scheme of the specified set of
technical means and information flows.
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Figure 3. SOC technical architecture (example)

The realities of today's information world impose additional requirements on the center's tools.
The first is the so-called Big Data infrastructure. The volume of information generated by all
company systems has long since easily exceeded terabytes of data, representing an ill-
structured, fragmented mass. The term "big data" has even emerged in the information field.
It applies not only to information security, but to all areas that require huge processing volumes
of structured and, more importantly, unstructured data to produce human-readable results.
Collecting specific events from a limited set of devices is no longer sufficient, for example, from
firewalls and intrusion prevention systems. You need to protect and therefore detect malicious
or anomalous activity at the perimeter and directly within the corporate network, on resources
that are closely or indirectly associated with assets. The detection paradigm has shifted from
looking for the known to the unknown. It is, therefore important to collect, analyze and retain
vast amounts of heterogeneous and seemingly unrelated information. Before an incident is
detected, it is difficult to predict what data will be needed to investigate it. For example, it may
be necessary to: reconstruct related network sessions - down to their contents and files
transferred; locate related video surveillance recordings using events detected by these
systems, compare information from storage and other physical security systems, and much
more. Thus, the center's technical toolkit must be able to analyze this big data, becoming a
single monitoring and investigative tool that integrates all the different technologies and can
detect attacks or malicious activity from circumstantial evidence gathered from different
equipment and information systems.

5. THE PROPOSED MATURITY FRAMEWORK

Enterprise technological defense is the primary emphasis of this approach. Deploying a
Security Operations Center (SOC) is crucial for businesses to meet and overcome cyber
security threats. The original notion of a SOC was founded mostly on the reactive signaling of
events. With time, the SOC has expanded its purview to encompass incident response,
proactive research, and crime prevention (MDEC, 2017). The growth and efficiency of a SOC
are driven by its ability to get greater visibility into network traffic and operations, respond
quickly to security incidents, and deliver reliable threat intelligence.

In light of the changes above and the IT auditor's position as a reliable service provider, it's
important to disseminate best practices for evaluating SOC efficiency. Existing best practice



frameworks (i.e., 1ISO2700x, CobiT, or NIST-CSF) do not provide in-depth examinations of
SOC operations, alignment, and maturity; hence, the SOC-MF was developed for this purpose.

In light of the changes above and the IT auditor's position as a reliable service provider, it's
important to disseminate best practices for evaluating SOC efficiency. The SOC-MF was
developed to facilitate thorough evaluations of SOC operations, alignment, and maturity. This
was primarily necessitated by the requirement for existing best practice frameworks (such as
ISO2700x, CobiT, or the NIST-CSF) to accommodate such evaluations.

5.1 Framework Overview

Modeling the maturation of SOC capabilities is difficult. This is because SOCs use various
technologies and provide vastly different services. But modeling is essential for measurement.
Design Science was used to develop the suggested SOC model for maturity, which is an
artifact that bridges the gap between theory and practice (Rob van Os, 2018). SOC maturity
model artifacts include the model and a self-assessment tool for quantitative evaluation. The
SOC capability Maturity model was developed after considerable research of the available
literature. All elements found in the literature were tested for occurrence in actual SOCs by
conducting a survey among 16 participant organizations. SOC capability maturity model was
developed using data gathered from the study. This model contains 4 domains and 25 aspects
or elements and is shown in table 1 below.

Table 1. The proposed SOC Model components

Domain Aspects

Business Business Drivers; Customers Governance Privacy
Charter

People Employees Roles and hierarchy;  Knowledge management; Training and
People management education

Process SOC management Operations Reporting Use case management
and Facilities

Technology Security Information & Event Security analytics; Automation and

Management (SIEM); Intrusion orchestration
Detection and Prevention
System (IDPS); Outsourcing

Services Security monitoring; Security Threat hunting; Vulnerability
incident management; Security  management; Log management
analytics; Threat intelligence

5.2 Framework Maturity profile

To put it simply, cybersecurity in 2022 is unsustainable due to the ever-changing nature of the
threats that must be dealt with. Only by upgrading to a more developed SOC model with
numerous layers of defensive technologies will you have a fighting chance of survival.

Using the CMMI v2.0 maturity levels, we suggest a well-developed and systematic strategy for
SOC. It's only possible to achieve cybersecurity maturity with a comprehensive suite of
integrated and completely automatable protection, administration, and defense features.



« Basic security
operations capabilities

+ Reactive and

« Formal monitoring and

response processes

« Targeted automation

of investigation and
mitigation workflow

« Consistent security

operations practices

+ Advanced and
documented response
processes

+ Automated threat
qualification,
investigation, and
response processes

« Fully autonomous
automation —from
qualification to mitigation

manual workflow

« Basic monitoring and
response processes

« No security operations
capabilities

« No process in place

«+ Reactive processes

N

D
‘e Y

Figure 4. Security Operations Maturity level

Additional information on each Security Operations Maturity level, including the main
technology and workflow/process capabilities that should be implemented, is provided in Table
2. Realizing each capacity will be accomplished in a myriad of unique ways. What matters is
that you grasp the functionality of the capacity. We have also detailed the usual organizational
and risk characteristics of each tier. This helps put security operations planning and evaluation
into perspective. This provides additional context to support security operations maturity
assessment and planning.

Table 2. Security Operations Maturity level

happen (using
precautions like
firewalls, antivirus
software, etc.)

- Loggingis done in
technological and
organizational silos,
with no oversight from
a centralized location.

- While there are
indicators of threat and
compromise, they are
not readily apparent
since no threat-hunting
is taking place to bring
them to light.

- Thereisno
standardized
procedure for dealing
with emergencies;
instead, people step
up to help one another

Level Security Operations Organizational Risk Characteristics
Capabilities Characteristics

Level O- None - Focused on avoiding Potentially stolen

Initial problems before they intellectual property

Lack of compliance
Ignorance of internal
threats

Ignorance of external
threat

Ignorance of
advanced persistent
threats (APTS) (if of
interest to nation-
states or
cybercriminals)




in the heat of the
moment

Level 1- The consolidation of log Improved insight into Weakened compliance
Basic information and security threats targeting the risk significantly
events is required by protected domain but (depending on the
law. lacks personnel and depth of the audit)
Legally required server procedures for Assumed to be
forensics such file practical threat unaware of most
integrity monitoring and evaluation and internal risks
endpoint detection prioritization They are oblivious to
response (EDR) Compliance-driven most external threats.
A bare minimum of investment or have Ignorant of Advanced
compliance monitoring identified a specific Persistent Threats
and action section of the Patently Stolen
environment requiring Material (if of interest
protection to nation-states or
There is no cybercriminals)
standardized
procedure for dealing
with emergencies;
instead, people step
up to help one another
in the heat of the
moment
LEVEL Information logs and Trying to do more with Superiorly tenacious
2-Defined security events may be less and get better and productive
centralized and confidence rather than compliance stance
analyzed more just checking off boxes The ability to
precisely. We now know that the recognize insider
Forensics on specific majority of risks are threats is enhanced,
servers and client going unnoticed within albeit there may be
devices the company, and we some blind spots.
The Characterization of are working to Accessible information
Environmental Risks in significantly increase on potential dangers
a Targeted Manner our ability to identify from the outside world,
Vulnerability intelligence and respond to the with some gaps
processes that are highest-risk threats. often uneducated
reactive and manual Have explicit systems about APTs but adept
The automatic and slow in place for monitoring at spotting their telltale
threat intelligence and high-risk alarms, signs and traces
process and allocated duties Enhanced resistance
First-order machine have put in place a to cyber assaults,
learning for prioritizing simple but formal except APTs and
alarms and identifying procedure for handling other specifically
patterns incidents targeted
Methods for initial vulnerabilities.
monitoring and reaction Extremely susceptible
are in place. to attack by national
governments
LEVEL Systematic log data and have realized there Exceptionally dogged
3-Managed a centralized security are several high- and fruitful compliance

event database
Forensics for all types of
servers and client
devices

Forensics on a certain
portion of a network
Analytical and workflow
integration of threat
intelligence based on
I0Cs

Integrating fundamental
correlation and workflow
into a holistic view of
vulnerabilities

Analytics of known
threats using indicators

impact risks the
company isn't aware
of

Have allocated
resources to bolster
the organization's
capacity to identify and
respond to all types of
danger, and the quality
of those procedures
and personnel.

have invested in and
set up a fully
functional, staffed
security operations

attitude

Despite such gaps,
the capacity to discern
insider threats has
improved.

Information about
external threats is
readily available,
however incomplete;
yet, many people have
a good eye for
identifying the telltale
symptoms and traces
of APTs despite their
lack of formal training
in this area.




of compromise and time
to protect

Anomaly detection using
targeted machine
analytics (e.g., via
behavioral analytics)
The process of
monitoring and
responding to threats is
formal and well-
developed, with
standard playbooks in
place for the most
prevalent types of
danger.

Automation of the
workflows involved in
investigations and
preventative measures
Metrics for basic
operational success:
mean time to repair
(MTTR) and mean time
to diagnose (MTTD)

and incident response
center (SOC)

are doing a good job
of keeping tabs on
alerts and have moved
on to proactive threat
searching

Use automation to
streamline their threat
analysis and incident
response procedures
for faster, more
effective results.

Resistance to cyber
attacks has been
improved, especially
against APTs and
other targeted flaws.
vulnerable to assault
from foreign countries
Superiorly tenacious
and productive
compliance stance
Superior awareness
of, and
responsiveness to,
insider threats

An excellent ability to
detect and respond
rapidly to external
dangers

You can see APTs
well, although there
are some blind
patches.

Extremely resistant to
cyber assaults, save
those employing
advanced persistent
threats (APTSs) that
aim to exploit
vulnerabilities in
specific infrastructure
components.
However, the
likelihood of early
detection and prompt
response has greatly
increased.

LEVEL
4-Optimized

Comprehensive log data
and a centralized
security event database
Forensics for all types of
servers and client
devices

A complete investigation
of a network

Intelligence on threats
based on indicators of
compromise and
techniques used to
compromise included in
analytics and processes
Advanced correlation
and automation
workflow integration for
comprehensive
vulnerability intelligence
Intelligent machine
analytics based on I0Cs
and TTP for detecting
known threats

Machine learning and
Al/ML-based behavioral
analytics for
comprehensive outlier
discovery.

Processes for dealing
with advanced threats
that are well-

Are a prime target for
hostile governments,
hackers, and criminal
gangs

Are under constant
attack from any
number of directions
(physical, intellectual,
social), and they
Service interruptions
or breaches are
unacceptable sign of
organizational failure.
invests in the finest
people, technology,
and processes

Take a preventative
approach to threat
management and
security

Have broad proactive
capabilities for threat
prediction and threat
hunting

Have automated threat
qualification,
investigation, and
response procedures
wherever possible
Have 24/7 alarm
monitoring with

Identifying and
countering all types of
danger promptly
detect APT activity
early in the
Cyberattack Lifecycle
and handle it
strategically
Exceptionally secure
against all forms of
cyber criminals

The ability to endure
and defend against an
opponent on a nation-
state level.




established, well- organizational and

documented, and fully operational
mature, complete with redundancy.
standardized playbooks

(e.g., APTs)

- Physical or digital SOC
in place, operational
around-the-clock

- Case management
automation and cross-
organizational
cooperation

- Workflows for both
investigation and
mitigation are heavily
automated.

- Common dangers may
now be fully automated,
from qualification
through mitigation.

- Enhanced operational
MTTD/MTTR metrics
and trend analysis

5.3 Assessing Capability Maturity

When the evaluation is finished, the scores will be displayed in a table and a graph in the SOC
capability maturity model's findings section. The assessment's overall maturity rating is
displayed graphically as a huge radar chart. Capabilities are solely evaluated based on their
applicability to the provision of technology and services, as was mentioned before in this article.
Disparities between the actual and ideal degrees of maturity are provided at the control level
and as an aggregated score for each domain. Differences between actual and ideal maturity
levels are presented at the control level and as aggregated scores for each domain. Figure 5
shows, for the different domains, the gap between the ideal and actual levels of development.

Business

5

4 A

3

Services , People

Technology Process

== [Maturity score  ===Target maturity score

Figure 5. Detailed capability maturity scoring

Figure 5 shows the specifics of each area, which may be used to assess performance. Weak
facets of the domain have an adverse effect on the domain as a whole and should be worked
on. The plan for improvement itself has to be crafted with a risk-based strategy in mind. One
such low-scoring area is the business sector. Despite the technical domain's better score
(compared to the business domain), it should be prioritized if it has a greater risk. Keep in mind
that a lack of development in any area might become a problem in the long run. This danger
might not show up right away but could develop over time. The SOC will be unaffected by the



lack of a sourcing procedure for new workers as long as there are enough analysts. Still, it may
eventually drive the SOC to adopt hybrid staffing models or complete outsourcing.

For good measure, the SOC maturity model is consistent with the National Institute of
Standards and Technology's Cybersecurity Framework (CSF). The five steps of this framework
are "identify," "protect,” "detect," "react,” and "recover." The SOC maturity model does not
include a recovery phase because of the SOC's minimal involvement in most recoveries. Each
assessment question was checked for applicability to the NIST CSF and mapped to the most
pertinent element for NIST CSF alignment. In addition to being included in the main download,
this mapping may also be obtained independently from the site.

non

6. CONCLUSION

If properly used, SOC works very efficiently and significantly increases the effectiveness of
information protection activities. At the same time, it is possible to include business continuity
measures into the center's area of responsibility, thus creating a single point of control and
application to comprehensively protect the organization from business interruptions, reduce
their probability, and enable recovery. However, it is possible to go a little further and extend
the area of responsibility of such a center beyond just information security to cover related
areas such as technical security, physical security, consolidation of video surveillance data,
control of equipment management systems (power, ventilation, fire-fighting equipment, and
many others). As a result, an information security incident monitoring and response center
grows into an organization's situational or crisis management center. Nevertheless, the
article's approach also applies to such a global center.
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