Adopting New Technology is a Distant Dream? The Risks of Implementing

Industry 4.0 m Emerging Economy SMEs

ABSTRACT

Manufacturing organizations worldwide are embracing Industry 4.0 (I4.0) and its associated
technologies that include the Internet of Things (IoT), Advanced Robotics, Big Data, and
Cybersecurity. However, its implementation poses considerable risks for SMEs in emerging
economies. Based on a survey of industry experts and business leaders associated with implementing
14.0 mn the dynamically evolving economy of India, this paper identifies and prioritizes the critical
risks linked with the implementation of 14.0 in SMEs. Empirical results using the Fuzzy-Analytical
Hierarchy Process suggest a hierarchy in risks associated with SMEs’ transition to 14.0, with financial
and operational risks posing the most significant barriers to 14.0 adoption. The novel results
presented here can enable strategy development to effectively manage the risks of implementing new

technologies In emerging economy contexts.
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1. INTRODUCTION

The fourth industrial revolution (I4.0) and the related technology diffusion drive are expected to
affect dramatic shifts in modern industry, leading to significant socioeconomic changes (Kiel et al.,
2017; Tortorella et al., 2020; Yadav et al., 2020). 14.0 integrates the digital and physical worlds and
blurs the boundaries of these two domains by combining modern digital technologies with traditional
technologies and big data analytics (Lee et al., 2014; Tseng et al., 2018). It leads engineering into a
completely digitalized, networked, and decentralized value-creation system (Kiel et al., 2017). As in
the case of social media, the exponential transformation resulting from it can impact all industry
sectors (L1, 2018). To exploit opportunities arising from I4.0, firms must mntegrate new digital

technologies and competencies into their businesses and legacy assets (Kiel et al., 2017).

14.0 1s more than a technology-focused transformation. Its real opportunity lies in unlocking
digitalization's full potential, going beyond technologies, and harnessing its abilities to influence
society (Tseng et al., 2018). 14.0 technologies 1mprove organizations' productivity, quality, cost,
delivery, environmental, and safety levels (Rilfmann et al., 2015). Notably, while it carries massive
benefits, it also opens unprecedented challenges for SMEs (Sommer, 2015; Mittal et al., 2018). Large
manufacturing firms can configure advanced processes and 14.0 digital technologies to
create smart working environments and transition to 14.0 (Lee et al., 2016). In sharp contrast to
this, most manufacturing SMEs find imposing barriers impeding the adoption of such technologies,
although they can significantly advance their competitiveness (Sommer, 2015; Ganzarain and Errasti,
2016; Horvath and Szabo, 2019). For instance, SMEs contribute to nearly 40 9% of industrial output

i India but face significant challenges in adopting these new technologies (Bhoganadam et al., 2017).



They contribute more than 50% of the total industrial output in Europe and China. Stll, the
implementation of 14.0 1s relatively low, with more than half of German and Chinese SMEs reporting

minimal adoption of digital technologies (Miiller and Voigt, 2018).

As SMEs navigate through this new emergent paradigm, there is a compelling need for them to
prepare for the potential disruptions posed by 14.0 (Mittal et al., 2018; Rauch et al., 2018; Bolesnikov
et al., 2019). It appears that there 1s limited evidence available concerning the risks associated with
deploying 14.0 initiatives in small and medium-sized businesses, although there has been a call for a
thorough empirical analysis of such risks (Matt et al., 2016; Birkel et al., 2019). This paper aims to
mvestigate the following question: What are the critical risks of implementing 14.0 that can impede

its adoption by SMEs in an emerging economy?

Based on expert surveys of industry leaders working towards implementing 14.0 i their SMEs, the
empirical results, using the AHP-Fuzzy methodology, shed light on risks in seven categories that can
arise in the context of the digital transformation of SMEs. The results demonstrate that financial,
technological, and operational risks are the most significant risks facing SMEs implementing the
technologies of 14.0, accounting for nearly three-fourths of the total risk profile. To the best of the
authors' knowledge, these novel results are the first to empirically validate and prioritize the
mmplementation risks associated with the successful digital transformation of SMEs i an emerging

economy context.

The following section presents a comprehensive literature review of I14.0-related technologies and

their associated risks. The third section discusses the research methodology. The fourth section



presents the results identifying the critical risks associated with implementing 14.0 in SMEs. The final

section offers a discussion and concludes the paper.

2. THEORETICAL BACKGROUND

Industry 4.0 1s associated with transforming the manufacturing industries using hi-tech smart
technologies (Rauch et al., 2018; Bolesnikov et al., 2019). By integrating the Industrial Internet of
Things (IIoT) mnto its value creation process, Industry 4.0 enables real-time collaboration from within
and outside the enterprise (Erol et al., 2016; Ghobakhloo, 2020). A crucial aspect of 14.0 1s the usage
of digital technologies such as cyber-physical systems (CPS) and I1oT, cognitive computing and cloud
computing, augmented reality (AR), advanced robotics, 3D printing, simulation, cybersecurity, and
big data analytics (Hermann et al., 2015; Matt et al., 2016; Ghobakhloo 2018, Leos et al., 2018). The
emergence and adoption of these technologies can fundamentally alter how industries function (Erol
etal., 2016; Rauch et al., 2018; Bolesnikov et al., 2019), as implementing them can enable businesses
to deal with the unpredictability of markets, reduce the complexity of business processes, and the
duration of mnovation cycles (Fareri et al., 2020). Companies can gain unprecedented visibility and
control of their supply chains, machines, and facilities by integrating smart factories, warehouses, and
factories mto their operations and optimizing the processes (Ghobakhloo, 2018; Leos, 2018; Tseng,

2018).

Firms need to use the six design principles of decentralization, virtualization, interoperability, real-
time capability, modularity, and service orientation to leverage the benefits of the 14.0 technologies.
(Hermann et al., 2015). The decentralization principle refers to the ability of CPS to decide

autonomously and make manufacturing decisions locally (Almada-Lobo, 2015). The principle of



virtualization refers to a computer-generated copy of a smart industrial unit that is created by
connecting device information with simulated models of an industrial plant (Hermann et al., 2015).
The interoperability principle provides individuals and smart factories with real-ime communication
capabilities (Ghobakhloo, 2018). The real-time capability refers to collecting and analyzing data in
real-time (Ghobakhloo, 2020). The modularity principle refers to the ability to build a production
line that 1s flexible, adaptable, and customizable to the needs of customers (Matt et al., 2016;
Ghobakhloo 2018; Leos et al., 2018), and service orientation 1s the ability to anticipate, identify, and
meet the needs even before they are articulated (Hermann et al., 2015; Ghobakhloo, 2018). The
main objectives for implementing 14.0 are growth, customer-centric transformation, efficiency,

minimizing wastage, and developing into a sustamable organization (Miiller and Voigt, 2018; Matt

and Rauch, 2020).

An emerging body of literature examines the role of 14.0 for SMEs (Bollhofer et al., 2016; Matt et
al., 2016; Radz et al., 2017; Leos et al., 2018; Horvath and Szabo, 2019; Masood and Sonntag,2020;
Yadav et al., 2020). 14.0 provides a more interlinked and well-rounded manufacturing approach to
SMEs by connecting the physical world with the digital (Leos et al., 2018; Matt and Rauch, 2020;
Moeuf et al., 2020). This interconnection, in turn, empowers collaboration and access across people,
products, processes, and systems during value creation (RiBmann et al., 2015; Erol et al.,
2016). Notwithstanding the benefits, SMEs are not sure if, when, and in what way they should start
the transition to 14.0 (Sommer, 2015). A summary of the literature review of potential risks

associated with Industry 4.0 1s provided in Table 1.



Risk

Sub-Risk

Citation

Financial risks

High investments

Sommer, 2015; Ghanbari et

Personnel costs

al., 2017; Kovacs, 2018;

Long and uncertain amortization

Piccarozzi et al., 2018;

Too late investments

Birkel et al., 2019; Snieska

Risk of obsolescence of an investment in technology

et al., 2020

Unclear economic benefit

Risk of false investments

A decision in what to invest when

Operational risks

Maintenance

Sommer, 2015; Sanders et

Higher complexity

al., 2016; Tupa et al., 2017;

Low awareness

Giotopoulos et al., 2017,

Industrial espionage

Matt et al., 2018; Birkel et

Re-design of facility layout

al., 2019

Inadequate qualification of employees

Restrictions by employees' representatives

Sabotage by employees

Internal resistance and corporate culture

Shifts of competencies

Manufacturing process management-based risk

Operation method and tool-based risks

Denial-of-Service (DoS)

Infrastructure shortcomings

Lack of expertise

Organizational risk

Fear of employees

T'echnological
risk

Technical complexity

Brettel et al., 2014; Lasi et

Low degree of maturity of 14.0 technologies

al., 20145 Sommer, 2015;

Technical integration

Muiller et al., 2018; Ben-

Lacking standards/international standards differ

Daya et al., 2019; Birkel et

Increasing dependence on technology

al., 2019; Snieska et al., 2020

Retrofitting

IT-interface problems

Availability of fast internet

Communication between devices

Lack of decision logic

Stability of the internet-based communication

Availability of adequate I'T Infrastructure

Increased system maintenance/incompatibilities

Lacking understanding of data-driven business models

Infrastructure shortcomings/network congestions

Awareness and organizational structure

Business risk

Losing a competitive advantage

Sommer, 2015; Birkel et al.,

Transformation of business models

2019; Oesterreich and

Loss of core competencies

Teuteberg, 2016; Moeuf et

Power shifts

al., 2020

Transparency of data can be misused

Diminishing barriers to market entrance

Additional demands of customers

New competitors

Legal and political aspects




Theft of industrial trade secrets and intellectual property

Dependence on technology providers

Short-term strategy

Societal and
environmental
risks

Job losses

Sommer, 2015; Oesterreich

Acceptance by society

and Teuteberg, 2016; Birkel

Mental stress

et al., 2019; Matt et al., 2018

Concerns regarding Al

Manufacturing relocation

New requirements for training

Emissions

System overload

Wastages

Supply chain risks

Loss of suppliers (barriers to technologies)

Jayaram, 2016; Tupa et al.,

Coordination complexity

2017; Yin et al., 2018; Wang

Radical changes in supply chain

et al.,2020; Snieska et al.,

Loss of bargaining power over the supplier

2020

Different standards used along the supply chain

Loss of competitive advantages

Cybersecurity risk

Transfer data from and to unauthorized devices

Brettel et al., 2014; Lasi et

Data breach/theft/tampering and spoofing

al., 2014; Sommer, 2015;

I'T security

Kiel et al., 2017; Muller et

IoT security

al., 2018; Ben-Daya et al.,

Manipulation of data/communication/hardware/software

2019; Birkel et al., 2019;

Repudiation attacks

Snieska et al., 2020

Information security

Eavesdropping

Cloud Abuse

Malware attack

Hacking

Insider threats

Shadow I'T Systems

Outdated hardware and software

Form jacking

Manipulation of communication

Table 1: Summary of Industry 4.0 associated risks

As Table 1 suggests, several risks are associated with the implementation of 14.0 technologies.

These include financial risks, operational risks, technological risks, business risks, societal and

environmental risks, supply chain risks, and cybersecurity risks.

One of the key financial risks 1s that the deployment of 14.0 technologies requires large-scale

mvestments, with an unknown payback period combined with uncertainty in success (Ghanbari et




al., 2017; Kiel et al., 2017; Birkel et al., 2019). Many processes of operational value creation can be
theoretically automated, digitized, and networked (Tupa et al., 20). Despite that, huge imnvestments

are required to build and implement this infrastructure, as well as to maintain it over time (Birkel et

al., 2019).

Most of the challenges in operations can be attributed to the costs, complexity, lack of skills, and
technical expertise that is required for 14.0 implementation (Birkel et al., 2019). In light of the rapid
development of digital adoption and transformation, numerous organizations are struggling to find
and equip their talent with the appropriate skills and knowledge (Matt et al., 2018; Piccarozz et al.,
2018; Stock et al., 2018; Snieska et al., 2020). Moreover, the management of conventional businesses
and the introduction of digital innovations concurrently require added managerial skills and
substantial staff support (Matt et al., 2018; Birkel et al., 2019; Moeuf et al., 2020; Snieska et al., 2020).
In most enterprises, it 1s difficult to connect all the machines and employees on a factory floor due

to a lack of infrastructure and skilled personnel (Moeuf et al., 2020; Snieska et al., 2020).

Apart from offering clear business advantages, technologies of 14.0 such as the Internet of Things
(IoT) technology have enabled manufacturers to become more interconnected, sophisticated, and
heterogeneous at the same time (Hermann et al., 2015; Ghobakhloo, 2018; Birkel et al., 2019).
Consequently, smart factories are vulnerable to malware, denial-of-service attacks, device hacks, and
exploitation (Birkel et al., 2019). As a result, manufacturing networks in 14.0 may operate with an

mcreased risk of cyber incidents (Kovacs, 2018; Birkel et al., 2019; Lezzi et al., 2019).

The business risks include difficulties in configuring advanced processes and digital technologies that

are needed to create smart working environments and transition to 14.0 (Lee et al., 2016). Most



manufacturing SMEs find imposing barriers impeding the adoption of such technologies, although
they can significantly advance their competitiveness (Sommer, 2015; Ganzarain and Errasti, 2016;

Horvath and Szabo, 2019).

As a result of 14.0, businesses must rethink the way they design their supply chains. As well as
adapting, such supply chains will have the potential to reach the next level of operational efficiency
(Last et al., 2014; Sanders et al., 2016). For mstance, by leveraging 14.0 technology to increase real-
time visibility across the value chain, manufacturers can identify potential risk areas proactively, or
be able to respond more quickly (Brettel et al., 2014; Sanders et al., 2016). However, digitizing and
mterconnecting the industrial value creation process can result in a high level of complexity (Tupa et
al., 2017; Giotopoulos et al., 2017; Matt et al., 2018; Birkel et al., 2019). This increased complexity
can place an additional burden on managing dynamically evolving scenarios where human

intervention can be more efficient.

There are multiple societal and environmental risks associated with the implementation of 14.0.

This entails resistance to learning to use the emerging technologies, ethical and security issues
mvolved with replacing the workplace with machines, and the fear of adopting smart systems across
the value chain (Matt. et al., 2018; Piccarozzi et al., 2018; Stock et al., 2018; Snieska et al.,
2020). These can result in numerous impacts on the jobs markets (Birkel et al., 2019). Despite
gradual shifts towards automation, some sectors may still see rising unemployment. This can have a

significant impact on broader society and multiple economic actors (Horvath and Szabo, 2019).

Manufacturing cyberattacks are increasing exponentially, and cybersecurity poses a significant risk

for firms mmplementing 14.0. A wide range of risks confront manufacturers, imcluding malware,



distributed denial-of-service attacks, and device hacking (Birkel et al., 2019). Manufacturing
environments are becoming more interconnected than ever before because of 14.0. Internet of things
(IoT) devices 1s increasingly used to monitor and control production systems, while brownfield plants
are being upgraded by integrating wireless IoT devices (Sanders et al., 2016). To maintain operational
continuity and to meet the health and safety needs of their workforce, numerous manufacturers have
adopted remote working practices, and all these have increased the risks associated with cybersecurity
(Birkel et al., 2019). The majority of the risks identified above are associated with the implementation
of I14.0 n large firms, while similar risks for small and medium-sized businesses (SMEs) have received
little attention in the literature. There 1s a lack of a comprehensive evaluation of the risks of
mmplementing 14.0 from the perspective of SMEs, especially those in emerging economies. SMEs i
emerging economies have significantly more limitations in accessing capital, technology, and are
more reliant on manual processes (Coad and Tamvada 2012), although they play a crucial role in
the supply chains. Without adequate integration with the wider industrial context that 1s adopting
14.0, SMEs may face compelling challenges i survival, particularly in an environment marked by
uncertainty. There 1s an imminent need for SMEs leaders to prepare for the coming digital era to

prevent intellectual property loss, sabotage of manufacturing, and damages arising from downtime.

Thus, given the significance of digital technologies in the future of the industry, it is crucial to
appreciate the fundamental challenges related to their implementation in SMEs. However, the lack
of consensus on the 14.0 implementation risks, the disproportionate focus on large firms in the
literature, the absence of guidance on the prioritization of risks, and the lack of sufficient evidence
from emerging economies, are compelling gaps in the literature. These research gaps underscore the
need to validate and prioritize critical risks m mmplementing 14.0 for SMEs in emerging

economies. This paper will examine the risks of implementing 14.0 by SMEs in the context of an

10



emerging economy to identify the risks that require the greatest attention from SME entrepreneurs

and policymakers in emerging countries.

3. RESEARCH METHODOLOGY

This section presents the research methodology employed in this work to identify and prioritize the

critical risk connected with the implementation of 14.0 in SMEs, as summarized i Figure 1.

Phase 1

Development of pairwise assessment matrix of 14.0
implementation risk through experts’ feedback

¥

Checking the consistency of matrices

Phase 2

Construction of the fuzzy pair-wise comparison matrix

|

The calculation to find priority weights of 14.0
implementation risk in SMEs

4

Identification of key risks associated with 14.0
implementation in SMEs

Figure 1: Research methodology
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The broad steps include a comprehensive review of the extant literature on I14.0 implementation
risk and a survey with industry leaders and policymakers for validation and prioritization of
identified risks in the context of SMEs. We reviewed contemporary literature on 14.0 and its
associated risk from the following databases: Scopus, Web of Science, Taylor & Francis, and
Science direct. Initially, we 1dentified a total of 794 papers from the databases; the breakup of
papers from each database was as follows: (Scopus 215, Taylor and Francis 260, Scopus 212, and
Science direct 210). From them, we shortlisted 64 papers as per the above-mentioned inclusion

criteria.

The sample for this research mvolved 116 industry leaders from 46 SMEs in the electrical,
electronics, casting, molding, fabrication, forging, and machining sectors. The experts hold high-level
positions in the SMEs as directors, chief operating officers, heads of operations, or plant heads of
14.0 implementing SMEs. The experts have an average experience of 17 years in the industry. The
authors have used the following criteria to select the experts: 1) the minimum requirement for the
respondent was a bachelor degree in technology/engineering; 2) work experience as a manager or
above mn the manufacturing sector, with leadership connection to lean and 14.0 implementation in

the organization and 3) willingness to participate in the study throughout the research period.

During the first phase, experts were asked to rate the validity of 14.0 implementation risks identified
i the literature review in Table 1 for their SMEs. This was measured on a Likert scale of 1 to 5
wherein 5 indicates very highly valid, 4 highly valid, 3 moderately valid, 2 slightly valid, and 1 signifies
not valid. In the second phase, the Fuzzy analytical hierarchy process 1s used to determine the
hierarchy of identified risks in SMEs. Experts were asked to rate their perception of the significance

of 14.0 implementation challenges on the Satty scale of 1 to 9 through an online survey. Participants

12



took on average nearly thirty minutes to fill out a survey. The internal consistency of the survey
mstrument was evaluated with Cronbach's alpha, which was observed > 0.8, indicating that the

mstrument is extremely reliable.

Numerous techniques are recommended m the literature for analyzing multi-criteria decision-
making, such as AHP, analytical network process (ANP), multi-objective programming, and data
envelopment analysis (Kone and Biike, 2007; Xiong et al., 2019). Of these techniques, AHP 1s a
structured method for analyzing multifaceted decisions concerning both perception and judgments
having long-term effects (Xi and Qin, 2013). AHP provides a structure for resolving various mult-
criteria decision problems based on a comparative prioritization allocated to each 'criterion's role in
achieving the stated objective (Satty 1980). Furthermore, the actual process of implementing AHP
aids the decision-makers i prioritizing the criteria in a technique that otherwise may not be possible
(Chen and Pham 2001; Kahraman et al., 2003). However, AHP works on crisp decisions to resolve
ambiguity and may not emulate human thinking (Kahraman et al. 2003). To overcome these issues,
the Fuzzy AHP technique makes a more reasonable evaluation of the weight of criteria (Van
Laarhoven and Pedrcyz 1983) and can be extended to manage multi-criteria decision-making (Deng
1999). This method can manage uncertainty due to the subjective decisions of experts by applying a
fuzzy set as a substitute for precise values (Chen and Pham, 2001). THE fuzzy AHP method 1s
extensively used i numerous decision-making problems like the selection of suppliers (Tahriri et
al., 2014), evaluating performance (Karakasoglu and Ertugrul, 2009), sustainability in production
(Mangla et al., 2017), line balancing (Avikal et al., 2014), and prioritization of risks (Kumar et al.,

2019).
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Kahraman et al. (2003) and Wang et al. (2008) suggest that using a fuzzy approach i making
decisions can deal with the haziness of individual thought and ambiguity in decision making. It has
been demonstrated in several studies that fuzzy numbers can be either triangular fuzzy numbers
(TFNs) or trapezoidal fuzzy numbers (Kahraman et al., 2003; Wang et al., 2008). In uncertain
environments, TFNs are more appropriate as compared to trapezoidal fuzzy numbers, since TFNs
have an easier mathematical formulation and are capable of aiding in the mterpretation of
mformation (Ertugrul and Karakasoglu, 2009). Thus, the Fuzzy AHP method 1s used here, as it
helps to make the multifaceted decision processes of prioritization of 14.0 implementation risks in
SME:s by synthesizing all of the information about the decisions in a methodical manner. The results
were subsequently verified by interviews with a subsample of the experts to ensure validation and

robustness of the findings.

4. DATA ANALYSIS AND RESULTS

This section provides a summary of the analysis of experts' views about the validation and
prioritization of the risks identified during the literature review (refer to Table 1) in the context of
SMEs. Subsection 4.1 offers the validation of risks-sub-risks across different sectors, but the
significance of each risk remains unevaluated. Subsection 4.2 offers the hierarchy of risks associated

with SMEs’ transition to 14.0 using the Fuzzy AHP.

4.1 Descriptive Analysis and Finalization of Risks
Table 2 (a) and (b) provide an overview of the mean score of experts' feedback on 14.0
mplementation risks in the casting, molding, fabrication, electrical, forging, machining, and

electronics industries. The feedback from experts indicates high mean risk, ranging from 3.8 to 4.8

14



in 70 risks out of the 80 risks identified during the literature review (Table 1). Besides, the standard
dewviation of these risks 1s low (0.12 to 0.39). This consequently establishes that these risks are valid

during the digital transformation of SMEs.

SME Sectors
= o @
Risk Sub Risk ¥ _%n ; § a 5 E | Total
Z B - € & £ =

High investments 42 4.4 38 4.1 43 39 4.6 4.2
Unclear economic benefit 4.1 4.3 3.7 4.3 42 4.2 4.5 42
Long and uncertain amortization 3.7 3.9 3.7 3.6 34 4.1 42 3.8
Risk of false investments 41 42 42 44 38 42 44 42
Financial 11sk | A decision in what to invest when 3.5 34 32 4.5 3.1 4.4 42 3.8
Too late investments 3.1 3.6 32 4.1 33 3.1 4.1 3.3
il:lilgf;)gbjolescmce of an investment in 38 36 a1 34 31 37 42 36
Personal cost 22 2.7 19 2.9 34 2.7 3.7 2.8
Inadequate qualification of employees 4.1 3.7 3.8 4.5 4.2 4.6 4.1 4.1
Re-design of facility layout 43 3.9 3.6 4.4 44 4.6 42 42
Shifts of competencies 3.7 42 3.8 3.5 4.1 42 43 4.0
Internal resistance and corporate culture 32 34 37 42 4.4 3.7 4.4 3.9
Lack of expertise 4.6 3.1 33 33 4.5 4.1 4.7 3.9
Low awareness 4.1 3.9 3.9 4.2 42 3.9 42 4.1

Fear of employees: 14.0 as a means of increasin,
smveillancl; ogtheh' work * 3 +2 1 +2 4.2 +1 43 43
Operational Maintenance 4.1 4.2 32 34 3.1 3.1 4.1 3.6
risks Infrastructure shortcomings 3.5 29 4.5 4.2 38 3.7 32 3.7
Manufacturing process management-based risk 42 33 34 31 33 34 4.1 35
Operation method and tool-based risks 3.7 39 32 4.1 42 4.1 42 3.9
Organizational risk 42 42 32 34 34 4.2 37 38
Higher complexity 2.5 21 2.7 29 1.2 1.1 26 22
Restrictions by employees' representatives 1.6 24 2.5 4.2 21 24 23 2.5
Denial-of-Service (DoS) 3.2 1.7 15 29 42 22 1.7 24
Industrial espionage 2.8 3.7 24 2.7 2.6 2.1 42 2.9
Sabotage by employees 1.7 1.6 1.5 1.3 23 3.1 28 2.0
Lacking standards/international standards differ 4.2 4.2 4.2 4.2 4.2 4.2 42 4.2
[T-interface problems 42 4.1 4.2 4.2 4.2 4.2 42 4.2
Infrastructure shortcomings/network congestions 34 43 2.7 42 42 42 43 3.9
Availability of adequate IT Infrastructure 34 38 4.1 42 42 4.2 38 4.0
Technical complexity 3.7 24 4.2 1.4 4.5 3.7 3.8
Technical integration 4.2 3.7 4.4 3.8 4.2 4.4 37 4.1
Low degree of maturity of [4.0 technologies 42 34 2.5 3.5 22 2.8 43 33
. Lack of decision logic 34 4.1 3.8 3.7 3.9 42 3.1 3.7

Technological - . ——

ai Increased system maintenance/incompatibilities 25 4.6 37 43 42 4.2 4.6 4.0
Availability of fast internet 2.7 3.4 2.7 4.1 4.1 4.2 42 3.6
Communication between devices 3.7 4.2 34 4.6 4.2 4.2 42 4.1
I;;a;cllx;;g understanding of data-driven business 30 32 29 27 a1 g 42 35
Retrofitting 42 42 4.3 42 42 4.2 42 42
Increasing dependence on technology 4.1 42 38 42 42 4.2 42 4.1
Awareness and organizational structure 4.2 4.2 3.7 4.2 4.2 4.2 42 4.1
Stability the internet-based communication 25 24 2.5 2.6 22 2.3 2.1 24

TABLE 2(a): The average expert opinion score of the experts' opinions pertaining to the risks
associated with I4.0 implementation in SMEs
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SME Sectors
= -] w
Risk Sub Risk g éﬁ § § g é E Total
7 = = 5] = ; =

Short-term strategy 42 4.8 43 4.6 4.5 42 42 4.4
gi:)efmji industrial trade secrets and intellectual 42 33 41 42 42 42 42 41
Losing a competitive advantage 4.2 37 4.6 4.2 4.2 4.2 4.2 4.2
Transformation of business models 4.1 37 4.2 4.1 4.2 4.1 4.2 4.1
Loss of core competencies 4.2 4.3 4.2 4.2 4.2 4.2 4.2 4.2
Business risk Power shifts 42 3.6 3.5 3.4 32 3.7 43 3.8
New competitors 42 4.6 42 42 2.7 42 42 4.0
Transparency of data can be misused 4.2 4.2 4.2 4.2 2.9 3.1 2.9 3.7
Diminishing barriers to market entrance 4.2 4.2 4.1 43 3.7 43 43 4.2
Dependence on technology providers 4.2 4.2 4.2 4.2 4.1 4.2 39 4.1
Additional demands of customers 32 24 2.7 2.6 2.5 4.1 2.9 2.9
Legal and political aspects 2.8 1.4 1.9 1.5 2.5 37 1.7 22
Job losses 39 3.6 44 44 42 43 4.2 4.1
Acceptance by society 4.2 38 4.2 4.2 4.2 4.1 4.3 4.1
Mental stress 4.3 3.7 42 4.4 42 4.6 42 42
Societal and |Concerns regarding Al 4.1 3.6 42 4.5 42 42 3.5 4.0
environmental |New requirements for training 3.9 3.9 42 42 3.5 42 4.1 4.0
risks Manufacturing relocation 4.2 4.1 4.2 3.6 4.2 4.8 4.2 4.2
Emissions 19 37 22 24 22 26 2.1 24
System overload 24 1.9 24 1.3 1.2 1.3 1.6 1.7
‘Wastages 2.6 3.6 2.5 2.6 2.4 22 2.4 2.6
E;?;:?;anm complexity increase in cross-channel 42 47 Al 42 48 47 45 45
Different standards used along the supply chain 4.3 3.7 4.3 4.2 4.6 4.4 4.4 4.3

Suppl; chain|Radical changes in supply chain and
1"151125 ’ manufacnu'ingg proceslépoz'ganization 1 36 +2 34 +2 1 +6 +0
Loss of competitive advantages 3.9 43 32 4.5 4.2 4.4 4.5 4.2
Loss of suppliers (barriers to technologies) 4.2 4.1 31 4.2 4.4 4.2 4.2 4.1
Loss of bargaining power over the supplier 4.2 3.7 34 3.9 4.2 4.1 4.2 4.0
Data breach/theft/tampering and spoofing 4.2 4.1 43 4.2 4.2 4.4 1.6 43
Hacking 42 4.6 4.1 3.6 42 4.8 4.6 43
Repudiation attacks 4.2 42 3.9 39 42 42 4.2 4.2
Malware attack 4.2 4.2 4.2 4.1 4.2 4.2 4.1 4.2
IT security 42 42 42 3.7 42 39 4.2 4.1

Manipulation of

data/fommunicatiowhardware/soﬂware 12 12 12 12 12 13 12 12
Cybersecurity |Qutdated hardware and software 3.9 3.6 4.4 4.2 4.5 4.7 4.2 4.2
risk Cloud Abuse 42 3.8 42 4.1 44 4.6 2.6 4.0
IoT security 43 3.7 3.8 3.6 3.6 42 42 3.9
Transfer data from and to unauthorized devices 4.1 3.6 4.2 4.5 4.3 4.2 4.3 4.2
Information security 39 39 42 42 39 42 4.1 4.1
Eavesdropping 4.2 4.1 4.2 4.2 4.6 4.2 39 4.2
Malware attack 4.2 37 4.2 39 39 4.2 4.2 4.0
Form jacking 29 24 2.8 27 2.5 2.8 2.1 2.6
Shadow IT Systems 1.8 32 24 24 31 23 34 2.7

TABLE 2(b): The average expert opinion score of the experts' opinions pertaining to the risks
associated with 14.0 implementation in SMEs
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4.2 Priontization of 14.0 Implementation Risk in SMEs

The AHP technique 1s applied i this study for determining the local and global significance of the
1dentified risks. This technique 1s superior compared to various other multi-criteria techniques such
as TOPSIS, ANP, and ELECTREE (Harputlugil et al., 2011). Despite being a robust method, this
method fails in dealing with the haziness i judgment, especially while collecting the responses.
Because of the ambiguity mmvolved, different variants of AHP, such as Fuzzy AHP, Bayesian AHP
have come into existence (Van Laarhoven and Pedrycz, 1983; Mangla et al., 2017). Applications of
Fuzzy AHP are extended to various domains. Studies of Avikal et al. (2014), Karakasoglu and
Ertugrul (2009), and Mangla et al. (2017) are a few of the examples. This section of the study employs

Fuzzy AHP in order to assess the risks related to the adoption of 14.0 in SMEs.'

The steps involved in Fuzzy AHP are discussed below.

Step-1: Selection of the scale on which the responses are to be collected from the chosen decision-
makers. Subsequently, the obtained responses are used to develop pairwise comparison matrices.
In this study, the Satty scale, as shown i Table 3, was adopted to collect the responses for the

developed questionnaire. The general representation of the criteria-criteria matrix is shown in Eq

' Global weight aids the users to understand the relative significance of risks in the context of implementation risks in
SMEs, while the local priority drawn in each risk type helps understand the relative dominance risks within the category.
Appendix A1 outlines the steps involved in Fuzzy AHP. In Figures 2 (a) and 2 (b), we see that each risk gets a cumulative
weighting.
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'Saaty's crisp values (x) Judgment definition Fuzzfied Saaty's value

1 Equal dominance (1,1,1+9)

3 Week dominance 3-6,3,3+06)

5 Strong dominance b-8,55+0)

7 Demonstrated dominance (7-6,7,7+0)

9 Absolute dominance 9-6,9,9)

2,4,6,8 Intermediate values x-1,x,x+1),x=2,4,6,8

Table 3: Judgment scale adopted to obtain the responses

Where, Ri= 1 for the diagonal members of the matrix, and K= 1/R.. The rationale for this can be
interpreted with the fact that the dominance of one risk over the other will be null.

It has to be noted that a similar exercise 1s performed i the micro-level categorization of the
criteria. This results in a pairwise comparison matrix of risk categories and the pair-wise
comparison matrices at the sub-risk level. The obtained pair-wise responses from one of the
experts are shown in Eq. 2.

FR OR TR BR SER SC CS

FR 1 5 4 5 6 6 6
OR 02 1 033 033 6 5 7
po | TR 025 3 1 5 6 6 7 @
BR 02 3 02 1 5 5 4
SER 017 016 016 02 1 02 5
sC 017 020 016 02 5 1 1
cS 017 014 014 025 02 1 1

where FR= Financial risk; OR= Operational risks; TR= Technological risk; BR= Business risk;

SERS= Societal and environmental risks; R6= Supply chain risks; CS= Cybersecurity risk

18



Similarly, the obtained pairwise matrices from expert-1 for each of the categories 1s shown i Eq 3-

9.

(FRl
FR2
FR3
FR4
FR5
FR6
FR7

where, FR1= High investments; FR2= Long and uncertain amortization; FR3 = Too-late

FR1

0.2
0.25
0.25
0.33
0.16
0.16

FR2

0.25

0.2

0.25
0.25

FR3 FR4 FR5 FR6 FR7
4

0

5
1
3
5
5
2

0.3

0.2
0.2
0.2

\

3)

mvestments; FR4 = Risk of obsolescence of an investment in technology; FR5= Unclear economic

benefit; FR6 = Risk of false investments; FR7= A decision in what to invest when.

OR1 OR2 OR3
OR1 1 4 033

OR2 025 1 0.2
OR3 30 50 1.0
OR4 50 50 3.0
OR5 50 50 3.0
p-| OR6 05 3.0 30
OR7 30 30 3.0
OR8 02 10 3.0
OR9 025 10 0.2
OR10 50 3.0 033
OR11 3.0 20 3.0

OR12 0.25 0.33 0.33
OR13 3 3 033

OR4
0.2
0.2

0.33

1

3
0.33
3.0
0.2
0.2
0.33
0.33
0.33
0.2

OR5
0.2
0.2

0.33

0.33
1.0

0.33

0.33
0.2

0.25

0.33

0.33

0.33

0.33

OR6
2
0.33
0.33
3.0
4
1
1.0
0.33
0.2
0.33
1.0
0.33
0.5

OR7
0.33
0.33
0.33
0.33
3.0
1.0
1.0
0.33
0.2
0.33
3.0
0.33
0.2

OR8 OR9 OR10 OR11 OR12 OR13
0.33

4

1
0.33
5
4
3

4

1
0.2
0.25
0.33

0.25
0.2

p—tmam.{;mmr—n.zs

0.25

0.25

0.33
0.2

oo
Ni\)»—k—h-hwww

0.5

0.33

3.0
4.0
1.0

0.33

0.2

(=)
0OV UTH A N WA W

WP UTUTW D WWWhs W

(4

Where, OR1= Maintenance; OR2= Higher complexity; OR3= Low awareness; OR4= Re-design of

facility layout; ORS = Inadequate qualification of the employee; OR6 = Internal resistance and

corporate culture; OR7= Shifts of competencies; OR8= Manufacturing process management-based

risk; OR9= Operation method and tool-based risks; OR10= Infrastructure shortcomings; OR11=

Lack of expertise; OR12= Organizational risk; OR13= Fear of employees 14.0 as a means of

mcreasing surveillance of their work
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SER1 SER2 SER3 SER4 SER5 SER6

SER1 1 4 5 5 5 5
SER2 0.25 1 4 4 4 5
E'=1 SER3 0.2 0.25 1 5 5 5 (6))
SER4 0.2 0.25 0.2 1 4 4 |
SER5 0.2 0.25 0.2 0.25 1 4/
SER6 0.2 0.2 0.2 0.25 0.25 1

SERI- Job losses; SER2- Acceptance by society; SER3- Mental stress; SER4- Concerns regarding

AI; SERS- New requirements for training; SER6- Manufacturing relocation

SC1 SC2 SC3 SC4 SC5 SC6
SC1 1 02 02 033 033 0.33
SC2 5 1 4 5 0.2 4
E=lsc3 5 025 1 5 4 5 (6)
SC4 3 020 0.2 1 02 0.2
SC5 3 5 025 5 1 4 /
SC6 3 025 0.2 5 025 1

SCI1- Loss of suppliers (barriers to technologies); SC2-Coordination complexity increases in cross-
channel logistics; SC3- Radical changes in supply chain and manufacturing process organization;
SC4- Loss of bargaining power over the supplier; SC5- Different standards used along the supply

chain; SC6- Loss of competitive advantages.

CS1 CS2 (CS3 (S4 CS5 CS6 (S7 (€S8 (CS9 (S10 CS11 (CS12 (CS13

CcS1 1 033 5 5 033 02 5 5 4 4 033 02 033
cs2 3.0 1 5 3 4 1 2 4 2 3 3 5 3
cs3 02 02 10 1 2 4 3 4 4 4 3 1 4
cs4 02 033 1 1 1 5 4 5 4 5 4 3 4
cs5 30 02 05 1 1.0 033 4 2 4 3 4.0 0.2 3
p-| €S6 50 1 025 0.2 3 1 3 3 3 3 1.0 3 5
¢s7 02 05 033 02 02 033 10 2 2 2 3 3 4
¢cs8 02 02 02 02 05 033 05 1 033 4 0.33 0.33 3
¢cs9 02 05 02 02 02 033 05 3 1 1 3 0.33 4
¢s10 0.2 033 02 033 033 033 033 0.2 1 1 3 3 3
¢s11 3.0 033 033 025 02 10 033 3 033 033 1.0 3 4
¢s12 50 02 10 033 5 033 033 3 3 0.33 0.33 1 4
¢s13 3 033 025 025 033 02 02 033 033 033 033 033 1

(7)
CS1- Transfer data from and to unauthorized devices; CS2- Data breach/theft/tampering and
spoofing; CS3- I'T security; CS4- IoT security; CS5H- Manipulation of data; CS6- Repudiation attacks;
CS7- Information security; CS8- Eavesdropping; CS9- Cloud Abuse; CS10- Malware attack; CS11-

Hacking; CS12- Outdated hardware and software; CS13- Manipulation of communication
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TR1 TR2

~
]
w

TR4 TR5 TR6 TR7 TR8 TR9 TR10 TR11 TR12 TR13 TR14 TR15

TR1 1 5 2 033 5 3 4 033 3 0.2 1 5 3 0.33 3
TR2 0.2 1 3 3 5 5 033 3 033 2 4 3 2 0.2 3
TR3 05 033 10 033 5 1 02 033 1 1 0.33 0.2 0.33 0.2 1
TR4 3 033 3 1 5 3 1 5 5 1 5 5 5 1 3
TR5 02 02 02 02 10 033 02 02 02 1 033 033 033 1 1
TR6 03 0.2 1 033 3 1 5 3 5 5 5 5 3 1 1
g-| TR7 0.2 3 5 033 5 0.2 1 3 1 5 1 3 5 5 3 (8)
TR8 3 033 3 0.2 5 033 033 1 5 3 5 5 5 5 1
TR9 033 3 1 0.2 5 0.2 1 0.2 1 0.33 0.2 1 0.2 0.33 3
TR10 5 0.5 1 1 1 02 02 033 3 1 3 3 2 0.33 1
TR11 1 0.2 3 0.2 3 0.2 1 0.2 033 033 1 2 4 1 5
TR12 02 033 5 0.2 3 033 033 02 033 033 0.5 1 4 0.33 2
TR13 033 0.5 3 0.2 3 02 02 02 05 0.5 0.2 0.2 1 0.33 4
TR14 3 5 5 1 1 02 02 02 3 1 1 3 3 1 3
TR15 033 0.3 1 033 1 033 033 1 1 0.2 0.2 0.5 0.2 0.33 1

TR1- Technical complexity; TR2- Low degree of maturity of 14.0 technologies; TR3- Technical
mtegration; TR4- Lacking standards/international standards differ; TR5- Increasing dependence on
technology; TR6- Retrofitting; TR7- I'T-interface problems; TR8- Availability of fast internet; TRO-
Communication between devices; TR10- Lack of decision logic; TR11- Availability of adequate I'T
Infrastructure; TR12- Increased system maintenance/incompatibilities; TR13- Lacking
understanding of data-driven business models; TR14- Infrastructure shortcomings/network

congestions; TR15- Awareness and organizational structure

BR1 BR2 BR3 BR4 BR5 BR6 BR7 BR8 BR9 B10

BR1 1 4 4 4 5 5 4 4 4 4

BR2 0.2 1 3 4 4 5 4 5 5 0.2

BR3 02 033 1.0 4 3 4 033 0.2 3 033

BR4 02 02 02 1 1 5 3 0.2 4 0.2

El=] BR5 02 02 033 1 1.0 3 02 02 3 033 )

BR6 02 02 033 0.33 0.33 1 3 033 5 033

BR7 02 0.2 3 0.33 5 033 1.0 033 4 033

BR8 0.2 0.2 5 5 5 3 3 1 4 4

BR9 02 02 033 02 033 02 02 0.2 1 5
BR10 0.2 5 3 5 3 3 3 0.2 0.2 1

BRI1- Losing a competitive advantage; BR2- Transformation of business models; BR3- Loss of core
competencies; BR4- Power shifts; BR5- Transparency of data can be misused; BR6- Diminishing
barriers to the market entrance; BR7- New competitors; BR8- Theft of industrial trade secrets and
mtellectual property; BR9- Dependence on technology providers; BR10- Short-term strategy
Step-2: Considering the crisp responses obtained in step-1, the fuzzy pairwise assessment matrix 1s

developed using the fuzzified Saaty values shown in Table 2. Triangular membership functions
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were adopted in this study to fuzzy the crips matrices. The general representation of the fuzzy
weight can be shown as (a, b, ¢). The expression used for evaluating the range of ratings of experts
1s provided as Eq. 7.

xij = (ayj, bijciz)

. 1 K
a;j = mI}n(ain): bij = * YRo(aije) cj = ml?x(aijl() (7)
Wherer=1, 2, ......... )=l 2 5. ,npand k=1, 2........ number of experts

A sample fuzzified matrix developed by considering the responses of each decision-maker for the

sub-criteria “Societal and environmental risks” 1s eluded below.

SER1 SER2 SER3 SER4 SER 5 SER6
a b c a b c a b c a b c a b c a b c
SER1 1.0 10 20 016 02 025 016 02 025 025 033 05 025 033 05 025 033 0.5
SER2 40 50 6.0 1.0 1.0 20 3.0 4.0 50 4.0 50 60 016 02 025 3.0 4.0 5.0
SER3 40 50 60 02 025 033 1.0 1.0 20 4.0 50 6.0 3.0 4.0 50 4.0 5.0 6.0
SER4 2.0 3.0 4.0 016 020 025 016 02 025 1.0 1.0 20 016 02 025 016 02 0.25
SER5 2.0 3.0 4.0 4.0 5.0 6.0 02 025 033 4.0 50 60 1.0 1.0 20 3.0 4.0 5.0
SER6 2.0 3.0 40 02 025 033 016 02 025 4.0 50 60 02 025 033 1.0 1.0 2.0

Step-3: The equivalent weight of each risk is assessed using a fuzzy synthetic method, which can be
articulated as Eq 8. The evaluated cumulative weight of each risk 1s shown in Figure 3 (a) and 3(b)
Let X={x1, X¢, ceeu..... x.} be the set of alternatives and C={c,, ¢, c:....... ca} are the set of criteria. Then,
as per the synthetic extent analysis, m values for each alternative will be obtained and can generally

be written as:

1 2 m :
Mgi’ Mgi’ ............ Mgi,lzl, 2,3 ........ 11
where, M ;i’ M;i, ............ M gil is the extent analysis values of the /" object for an m" aim. The

synthetic fuzzy value can be defined as

. -1
Si= Y My @[S, Zn M| L i=1,2,. N (8)
All w;, 1=1, M, are normalized fuzzy numbers with medium values equaling 1. @ denotes fuzzy
multiplication operation. It may have to be noted that the fuzzy extent can also be defined as the

result of fuzzy arithmetic or by using the extension numbers,
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Let us consider two triangular fuzzy numbers, then, M= (a;, b, ¢;) and M.= (a,, b, ¢3), then the
operations are as follows:
(al,bl,c1) & (a2, b2,c2)=(al+a2,bl+ b2,cl+c2)
(al,b1,c1) O (a2,b2,c2) = (ala2,blb2,clc2)
Step-3: The equivalent weight of each risk is assessed using a fuzzy synthetic method, which can be

articulated as Eq. 9. The cumulative evaluated weight of each risk is shown in Figures 3 (a) and (b).

-1
— VN N N .
w; =201 Py @ [Zp=1 Xt Pyl 1 i=1,2,. N )
where wi is a normalized fuzzy integer with medium numbers as unity, and 1 = 1...N (number of

criteria).
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Risk and Local - -
Local Priority Global priority

weight rank
R ER1 | 1 | High investments
% FRS | 2 | Unclear economic benefit
.5_;‘ Q FRG 3 Long and uncertain amortization
= a FR4 4 Risk of false investments
= 5
g = FR7 | 5 | & decision in what to invest when
= ER3 | 5 | Too late investments
FR4 | 7 | Risk of obsolescence of an investment in technology
E ORS | 1 | Inadequate qualification of employees
E OR4 | 2 | Re-design of facility layout
(= o]
— OR7 3 Shifts of competencies 116
= P
- —
.—‘dm OR6 | 4 | Internal resistance and corporate culture _ 0.035
[7Z}
- L] -
= Z orit | 5 | Lack of expertise I o093 0.017]
— -—
g =_; | or2 | 5 | Low awareness I 0.0 0.015|
= OR g § OR13 ‘ 1 | Fear of employees: 14.0 as a means of increasing - 0.088 0_015‘
= = = surveillance of their work
o] =]
= 5 — | om | 2 | Maintenance I o.0ss 0.016]
[F) o
= o OR10 | 3 | Infrastructure shortcomings I oo 0.013|
B E OR9 | 4 | Operation method and tool-based risks - 0.070 0.012|
L]
= ORB | 5 | Manufacturing process management-based risk - 0.045 0.0DS|
E‘- orz | & | Higher complexity ] 0.035 0.006)|
% OR12 | 7 | Crganizational risk E 0.012802 0.00321|
S
1=
TRA | 1 | Lacking standards/international standards differ
TR7 | 2 | IT-interface problems
TR14 | 2 | Infrastructure shortcomings/network congestions
TREB | 4 | Availability of adequate IT Infrastructure
L TRZ? | 5 | Low degree of maturity of 14.0 technologies
1
TR = TR1 | & | Technical complexity
g (k] TR3 | 7 | Technical integration
=Ty . -
© - TR1O 2 Lack of decision logic -
= e
E =, TR1Z2 | 9 | Increased system maintenance/incompatib -
= 1
é TRS 10 Availability of fast internet -
TR9 | 11 | Ccommunication between devices -
TR13 | 12 | Lacking understanding of data-driven business models - 0.045 0.011|
TRe | 13 | Retrofitting [ ] 0.024 0.011]
TR15 | 14 | Awareness and organizational structure - 0.030 0.0DS|
TR1Z2 | 15 | Increasing dependence on technology . 0.025 0.005|

Figure 2(a): Global and the local scores of financial, operational risks, and technological risks
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Risk and Local L. L.
Local Priority  Global priority

weight rank
R BR10D | 1 | Short-term strategy
BRS | 2 | Theft of industrial trade secrets and IP
BR1 3 Losing a competitive advantage

é — BR2 a Transformation of business models

=
(o]

2B =] BR3 | 5 | Loss of core competencies

o o

=N BR4 | 6 | Power shifts

Z < -

M BR7 7 | New competitors
BRE 3 | Diminishing barriers to market entrance
BRS | 9 | Transparency of data can be misused

ﬁ BR9 | 10 | Dependence on technology providers
= 7
SER-1 1 Job losses
. ﬁ = ‘__—: SER-2 | 2 | Acceptance by society
2 §EEQ
2 | SER | E G| sR3 EN Mental stress
v o
. -—
= .9 E C’_ SER-4 | 4 | Concerns regarding Al
=)
= 8 8 < : —
= .= SER-5 5 | New requirements for training
=
g 5 SER-6 | 6 | Manufacturing relocation
Q
g Coordination complexity increase in cross-channel
= wn L 0.021
o < sC2 1 logistics
g = SC5 | 2 | Different standards used along the supply chain - 0.020
o~
3 = [; Radical changes in supply chain and manufacturing -2 0.015
5C 'E S SC3 3 process organization )
E‘ = \C_)/ SC6 | a | Loss of competitive advantages - 0.137 0.010|
|7} [-%
..g g' sC1 | 5 | Loss of suppliers (barriers to technologies) - 0.110 D.DDS|
E 72}
sca ‘ 6 ‘ Loss of bargaining power over the supplier - 0.106 0.00?‘
cs2 | 1 | Data breach/theft/tampering and spoofing _ 0.005
s | 2 | 2y | oa 0.004
CS6 | 3 | Repudiation attacks -17 0.004
cs10 | a | Malware attack -1? 0.004
=
v
< | T sz | s | IT security 1 0.004

2 = ——

T ™ Manipulation of 098 0.003

= g CS5 6 data/communication/hardware/software : :

L)

wm O

>l 512 | 7 | Outdated hardware and software - 0.088 D.DD3|

=]

o5 7 | s | Information security B oon 0.002]
cs1 | 9 | Transfer data from and to unauthorized devices - 0.065 0.002|
csa | 10 | Cloud Abuse I oose 0.002|
csa | 1 | 10T security B oo 0.002|
cs8 | 12 | Eavesdropping - 0.043 0.001|
513 | 13 | Manipulation of communication E 0.028 0.001|

Figure 2(b): Global and the local score of Financial risks, operational risks, and technological risks
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Step 4: In this phase of analysis, the local and global hierarchy of each sub-risk based on the
cumulative score evaluated, 1s obtained, which helps in the understanding interpretation of each

1dentified risk.

The defuzzified score of each risk in Figures 2 (a) and 2 (b) recognizes that among all the risks related
to the changeover of SMEs to 14.0, financial, operational, business, technical, and social risks are the
most significant. As per the experts' feedback, financial risks seem to have the highest impact

considering its high score (0.29).

Among the financial risks, the “high investment” attained the highest priority (0.285) followed by

»
b

“unclear economic benefits (0.278)”, “long and uncertain amortization (0.182)”, “risk of false

”»

mvestments (0.136)”, “a decision on what to mvest when (0.076)” in the last order. Herein, it 1s
significant to note that execution of any new-fangled technology requires huge nvestments;
importantly, there may not be any clear-cut imeframe within which returns on the investment could

be expected (Ghanbari et al., 2017), and the same is indicated with the high score corresponding to

high mvestments, unclear economic benefits in Figure?2 (a).

Thus 1s likely to pose concerns in SMEs about new investments, particularly because the tools of 14.0
take some time to show tangible benefits. Furthermore, most of the benefits, such as effective
analytics and transparency may not necessarily give clear paybacks i the short term (Birkel et al.,
2019). For SMEs, finance 1s the backbone for their survival. Thus, the dilemma that the SMEs face
1s that they are not sure 1f and when, and 1n what way they should initiate the transition to 14.0 due

to unclear economic benefits, as indicated by the high score (0.278) in Figure 2 (a).
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Operational risks followed financial risks with a high mean score of 0.178, Among the operation risks
"Inadequate qualification of employees" received the highest priority which 1s followed by the
"redesign of facility layout (0.148), “internal resistance” and “corporate culture (0.095)”, "lack of
expertise (0.093)”, "low awareness (0.09) and “fear of employees. The tools of 14.0 are technically
complex, and SMEs have relatively less competency i learning and understanding these
technologies (Giotopoulos et al., 2017; Hariharasudan and Kot 2018). This can also be because
SMEs are generally not comfortable investing in an expensive workforce, which may be
technologically competent but functionally not as flexible as they are used to (Radz et al., 2017).
Importantly, the maintenance of the latest technologies demands new equipment and higher
competence in employees (T'upa et al., 2017). The same 1s indicated in the expert's feedback on the
risks related to "maintenance (0.085)", "infrastructure shortcomings (0.074)", "operation method and
tool-based risks (0.070)", and "manufacturing process management-based risk (0.045)". The relatively
lower score of the infrastructure, maintenance, and process-based risks, in comparison to the soft

aspects like awareness and skill, determines the importance of improving the competency of SMEs

on the 14.0 implementing technologies.

Following this, we have technological risks, with a mean score of 0.25. Among technological risks,
"lacking standards/international standards differ" attained the highest score (0.141), followed by I'T-
mterface problems (0.127), availability of adequate I'T Infrastructure (0.119), and low degree of
maturity of 14.0 technologies (0.110). Furthermore, the expert's feedback i Figure 2 (a) and 2 (b)
idicates the risks related to technical complexity in integrating digital technologies with traditional
equipment (0.104), technical mtegration (0.096) coupled with "lack of decision logic (0.073) along

with the "Increased system maintenance/incompatibilities (0.071)". These can also be due to the low
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degree of maturity for newer technologies and low awareness (T'upa et al., 2017; Hirman et al., 2019).
SMEs do not have adequate infrastructure and resources to understand and implement new

technologies (Radzi et al., 2017).

In challenges related to new technology, 'cybersecurity', which includes data breach/theft/tampering,
repudiation attacks, malware attack, insider threats, and manipulation of information (Ben-Daya et
al., 2019; Birkel et al., 2019), emerges as a significant risk. Notably, the risks of cybersecurity include
data transfer from and to unauthorized devices. With using the IoT, a huge amount of data 1s
generated. Once gathered, the organization must convert it into meaningful information. This data
1s essential for organizational performance. However, this data, if not stored appropriately, can be a

threat to the organization if leaked.

Risks in the supply chain came next, with a mean score of 0.176. Among the supply chain risks, the
coordination complexity increase i cross-channel logistics" seems to be of highest priority (0.278)
followed by risk related to "different standards used along the supply chain (0.265) and radical
changes 1n supply chain and manufacturing process organization (0.252)". In line with the findings of
previous scholars (Jayaram, 2016; Yin et al., 2018), these findings have also been supported by the
literature. Thus, SMEs need to ensure that they are well-coordinated regarding their logistical
activities across different channels. This becomes difficult due to the usage of different standards
across the value chain (Lasi et al., 2014). The strength of SMEs lies in their low cost and quick
management of change. However, the process of adopting newer technologies would make their
operation expensive and time-consuming. This, in turn, would increase operating costs, resulting
thereby 1 a loss of competitive advantage, which m turn, would be a threat to their survival. The

same was also validated from the score of 0.137 evaluated from the experts' feedback in Figure 2 (b).
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Following this, business risks have a cumulative score of 0.166. These include short-term strategy
(0.211), theft of industrial trade secrets and intellectual property (0.170), losing a competitive
advantage (0.165), transforming business models (0.129), and loss of core competencies (0.091).
These findings are also in line with the observations of preceding scholars (Lasi et al., 2014; Sommer,
2015; Birkel et al., 2019). Furthermore, societal and environmental risks came next, with a mean

score of 0.165.

14.0 1s a paradigm shift in industrial evolution rooted in technological advances that can significantly
alter the conditions for workforces. At the same time, there is a potential risk that numerous
professions may disappear while new occupations are created. Thus, there may be a risk for
technological unemployment in the long term. This 1s highlighted in the high score of job losses
(0.252), its acceptance by society (0.227), mental stress (0.136), and concerns regarding artificial
mtelligence (0.085). With a shifting job market, shifting roles in the workplace can be expected.
There may be three ways for businesses to deal with this: hire new workforces who master these skills;
mechanize certain jobs, or reskill contemporary workforces. This 1s also evident by the score of 0.339

in the new training requirements in Figure 2 (b).

Any new technology brings with it a new set of challenges. When critical data of an organization 1s in
a digital form, it can become prone to theft. SMEs generally do not spend on technology for theft
prevention, which often results in the loss of important data to hackers. Herein, the possibility of
compromising data breach/theft/tampering, hacking, repudiation attacks, malware attack, and
manipulation of data/communication/hardware/software increases, which 1s also indicated in the

expert's feedback in Figure 3 (b). While implementing newer technologies, the fear of losing their

29



traditional customer base increases as their customers are only interested in low-cost products without
any worry about technological improvements at the supplier end. In parallel with the growth of smart
factories across the global footprint of companies, cyber security risks are likely to increase. However,
in the research, the authors have found that cyber security risk poses a low concern to SMEs given

its low score of 0.064. This can be due to low awareness about cyber security among SMEs.

5. DISCUSSION AND CONCLUSIONS

Business leaders worldwide face challenges in preparing for potential risks related to digital
transformation for business continuity. SMEs, i particular, will have to endure in a competitive
digital business landscape in the future. However, employing digital technologies increases the risks.
In this context, there 1s little discussion in the literature about the risks associated with the adoption
of Industry 4.0 technologies by SMEs. This paper addresses this gap and contributes to the
extant literature by emphasizing the risks associated with the mmplementation  of  Industry
4.0 I manufacturing across various subsectors of an emerging economy. The study is one of
the first to 1dentify and empirically validate the mmportance of I14.0 implementation

risks within small and medium-sized manufacturing industries.

SMEs across the globe are embarking on journeys to become smart factories. The value chains
of SMEs are complex given their relationships with multiple original equipment manufacturers.
The process of converting them mto interoperable, smart, and connected systems 1s a work n
progress worldwide. The proposed conceptual model and prioritizing the risks can be useful
to SMEs  and universities in recognizing the  significant  risks  associated — with 14.0.

According to this study, financial risks account for 29 % of the relative weighting out of risk types,
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followed by technological risks at 25 % and operational risks at 17 %. Investments with unclear

future economic benefits and risks of false investments present high financial risks.

Additionally, only 17 percent (12/70) of the cumulative sub-risks are very crucial among the analyzed
risks. The reasons for this include high investment, isufficient employee qualification, re-designing
of facilities, lack of standards, I'T" interface problems, infrastructure deficiencies, short-term strategy,
theft of industrial trade secrets, job losses, acceptance by society, coordination complexity in cross-
channel logistics, and different standards along supply chains. Companies that are aware of these
risks are likely to transform into organizations that are constantly inovating i products, services,
processes, systems, and business models. As India’s SME adoption of 14.0 1s still at its earliest stages,
the sample size of this study 1s fairly small. Furthermore, as SMEs implement 14.0 technologies at a
much larger scale, they will be able to offer instantaneous and tangible data. In addition, they will be
able to reflect on the risks they face. Future research can examine the mterdependence among the
risks 1dentified here. It is also important to note that there 1s currently no globally accepted method
for assessing the management of risks associated with 14.0 within smart factories. A tool for such an

assessment 1s a desirable area for future research and policy development.
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