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Abstract: With the extensive adoption of edge computing and IoT infrastructure, the vulnerability landscape has
expanded significantly along with stringent constraints concerning computation, energy efficiency, and data privacy.
Traditional centralized IDS solutions tend to be less than ideal for such conditions, as they are highly dependent on
centralized data labeling, large-scale computation, and constant traffic sharing. This paper presents FedSSL-IDS, a
novel privacy-preserving IDS framework leveraging Federated Learning (FL) and Self-Supervised Learning (SSL),
specifically designed for the needs of edge-based network architectures. The solution applies autoencoder-based self-
supervised learning to extract informative latent feature representations of unlabeled network traffic, after which
federated learning is performed on the lightweight classifier with supervised learning without any raw data sharing. In
order to facilitate the implementation of the system on resource-limited edge devices, the system employs advanced
model optimization methods, such as magnitude-based pruning and post-training quantization. Performance evaluations
of the FedSSL-IDS framework were conducted using the CICIDS2017 dataset in a simulated federated edge
environment with class-imbalanced and non-IID client distributions. According to the experimental results, the full
precision model reached an average detection accuracy of 96.90% across all classes, whereas the major attack classes,
like DDoS and PortScan, achieved impressive class-wise accuracy rates. Moreover, the combination of pruning and
FP16 quantization greatly decreases the size of the model and computational cost during inference without
compromising its near-native accuracy in detecting intrusions. Nevertheless, aggressive INT8 quantization leads to a
substantial reduction in the detection performance of rare classes of attacks such as SQL injection attacks, showing that
a compromise must be made between efficient compression and reliable detection in edge scenarios. Even though the
presented framework increases the privacy level since there is no raw traffic exchange in federated training,
sophisticated privacy-preserving techniques like differential privacy and secure aggregation are not part of the current
design.

Index Terms: Intrusion Detection System (IDS), Edge Computing, Federated Learning, Self-Supervised Learning,
Privacy- Preserving Security, Energy-Efficient IDS, Internet of Things (IoT), Autoencoder-Based Representation
Learning, Model Pruning, Quantization, Resource-Constrained Edge Networks, CICIDS2017 Dataset
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1. Introduction

The recent accelerated development of edge computing and the Internet of Things (IoT) has radically altered the
manner of modern network design, deployment, and utilization. Edge-based architectures dramatically decrease the
latency by moving computation and decision-making nearer to and make better use of bandwidth by moving it nearer
to data sources and waste less bandwidth as well as respond immediately to processes like smart healthcare, industrial
automation, intelligent transportation systems, and smart cities. Nonetheless, new and challenging cybersecurity issues
are also brought by this paradigm shift, which is mainly explained by the extremely distributed, heterogeneous, and
resource-scarce edge environments [2].

As opposed to the classic centralized design, an edge-based design has a multitude of geographically spread
devices like IoT sensors, gateways, smart cameras, and embedded controllers. These are machines that constantly send
volu- minous amounts of network traffic with a strict restriction in regard to processing power, memory capacity and
power. Subsequently, the traditional security systems based on data aggregation and computationally intensive analysis
are ren- dered to be impractical. Also, edge devices tend to be installed in an untrusted or semi-trusted environment
which makes them an easy target of cyber-attacks including DDoS, Port Scanning, botnet propagation, and application-
layer attack [20].

The intrusion Detection Systems (IDSs) are important in terms of its protection of the network infrastructure
through observing traffic patterns as well as detection of malicious activities. Conventional IDS systems fall into two
major categories, which include signature and anomaly systems. Although signature based IDSs are useful in detecting
known attacks, it is not useful in detecting a novel or zero-day attack. Machine learning and deep learning-based
anomaly-based IDSs have demonstrated potential in identifying the existence of unfamiliar attacks basing their detection
on the concept of learning the intricate traffic patterns [8]. Nonetheless, the majority of currently available learning-
based IDSs operate well in centralized settings and are sensitive to large amounts of labeled data, huge computing
power as well as the deep penetration of sensitive network traffic-capabilities that are incompatible with the operational
capabilities and privacy demands of edge-based networks.

Federated Learning (FL) is a strong tool to overcome the issue of privacy since it offers opportunities to train a
more powerful global model without giving raw information to multiple clients. In FL, all nodes of the edge perform
local training on their own data and only model updates are shared with a central server to be aggregated. This will
greatly lower the risk of privacy and overhead communication as well as be in alignment with the decentralized edge
architectures which are natural [16]. Although these benefits are available, federated learning is also affected by non-IID
distributions of data, low availability of labeled samples to clients, and sensitivity to communication efficiency and
model size.

Simultaneously, Self-Supervised Learning (SSL) has become an attractive aspect of the applied research on
cybersecu- rity because it is capable of learnings useful representations of unlabeled information, which is available in
vast quantities under natural network settings. SSL uses autoencoders, which can learn normal traffic behavior to recreate
normal behav- ior, ultimately enhancing generalisation and to resist changing and unfamiliar attack hints [4]. Federated
learning can be used with SSL to substantially decrease the use of labeled data and stabilize training with heterogeneous
and imbalanced client datasets.

Energy efficiency and deployability is another extremely important issue in edge-based intrusion detection. Deep
learning models are not only highly expressive, but they are also typically expensive to compute and memory-intensive.
This renders them inapplicable to immediate implementation on roadside gadgets. Pruning and quantization are model
optimization techniques, hence, determining the size of models, their inference time and energy usage that do not ne-
cessitate notable effects of detection performance [3]. Nevertheless, a great deal of the current line of the IDS solutions
focus on detection accuracy, protection of privacy, or computational efficiency alone, instead of a combination of all three
dimensions.

Inspired by these issues, this paper presents FedSSL-IDS that is an energy-efficient and privacy-aware intrusion
detec- tion system that is adjusted to edge-based networks. The proposed system will combine the principles of federated
learning (decentralized and privacy-aware training), self-supervised autoencoder-based representation learning (that
should elim- inate reliance on labeled data), and controlled model compression (so that it could be deployed to resource-
constrained edge devices). The framework is tested on the CICIDS2017 dataset in realistic scenarios, including class
imbalance and non-IID data distribution amongst clients of the federation. Via intensive experimental results, this paper
has shown that great accuracy levels can be attained in intrusion detection coupled with enticing levels of privacy
assurance and low-cost computation, which makes the offered method suitable in the contemporary edge and IoT setting.

2. Related Work

The rising complexity of cyber attacks as well as the large scale utilization of edge and IoT devices have prompted
a great deal of investigations into machine learning based intrusion detection systems. Existing centralized IDS designs
are based on the traffic and analytics of the network at a central server and have a scalability factor constraint, a
communication factor and privacy factor. Deep learning-based approaches like convolutional neural networks and the
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recurrent neural networks have been shown to highly detect intricate attacks, as well as DDoS attacks, probing attacks,
and brute-force attacks. Nevertheless, these methods usually require the presence of abundant labeled datasets and
efficient centralized computing, and thus are not applicable to implementation in distributed and resource-scanty edge
computing [9] [11] [12].

Table 1. Comparative Summary of Related Intrusion Detection Approaches

Author(s) Method Advantages Disadvantages

Pooja Potnurwar et al. [17] Deep learning IDS High detection accuracy High computation;
requires labeled data

Babatunde Olanrewaju-
George et al. [16] FedAvg (FL) Privacy preservation Sensitive to non-IID data

Hossain et al. [8] FL-based IDS Distributed and privacy-
aware No energy optimization

RazvanBeuran et al. [4] Autoencoder IDS Detects unseen attacks High false positives

AmitKumar et al. [11] Pruning and
quantization Model compression Accuracy loss if

aggressive

Deng et al. [20] Privacy-aware
FL IDS

Strong privacy
guarantees

Reduced detection
accuracy

Federated learning has become a perspective in solving the privacy and decentralization issues that do not require
the sharing of raw data in order to achieve collaborative model training. Federated IDS Systems Federated systems
create models on edge nodes using local, private traffic data, and share model changes with a central server to be
aggregated. The method will maintain data confidentiality and will also allow global model enhancement in a
distributed location. It has been demonstrated by previous research that federated learning can attain detection
quality that is equal to that of centralized training with much lower communications and privacy risks. However,
federated IDS systems experience difficulties regarding non-IID distributions of data, heterogeneity of clients,
communication efficiency and susceptibility of adverse or poisoned updates, which may influence convergence and
stability [6] [10] [14].

The high reliance on labeled network traffic is also another significant constraint of the traditional IDS solutions.
In practical applications, labeling attack data is expensive and time-intensive, and not always possible, especially in
case of rare or dynamic attacks. Autoencoders and similar methods of self-supervised learning have thus become of
much interest in the context of intrusion detection. Autoencoders are trained to encode normal traffic behaviour in
compact latent space and detect anomalies as reconstructions or variations in learned feature space. It has been shown
in several studies that unsupervised and self-supervised are better than supervised in enhancing generalization,
improved labeling and prevention of zero-day attacks within dynamic networks [15] [1] [13].

The deep and self-supervised models can be computationally intensive and can consume high memory resources,
and as such, they are not always applicable in edge devices, even despite their effectiveness. To overcome this problem,
scholars have considered lightweight models and model optimization methods like pruning and quantization. Magnitude-
based pruning is used to eliminate redundant parameters to decrease the model size and inference latency at a slight loss
in accuracy. As well, quantization increases efficiency by decreasing the numerical accuracy of inference, and reduces
energy consumption on embedded devices. Nevertheless, a previous generation of work has demonstrated that aggressive
compression and in particular INT8 quantization may severely hamper the detection performance of minority attack
classes, warranting the need to optimize both for balanced outcomes along with matching tradeoffs [18] [17] [7].

Recent studies have explored hybrid approaches combining federated learning, self-supervised learning, and model
optimization for scalable and privacy-aware intrusion detection. However, most existing methods mainly focus on
individual aspects such as privacy preservation, detection accuracy, or computational efficiency. Limited work has
addressed privacy awareness, energy efficiency, non-IID robustness, and lightweight edge deployment within a unified
framework, which motivates the proposed FedSSL-IDS approach in this study [19] [5].

3. Dataset Description

For the assessment of the accuracy of the proposed FedSSL-IDS framework, the CICIDS2017 dataset, which is
regarded as one of the most popular and widely accepted datasets in the field of intrusion detection, has been selected.
This dataset was created by the Canadian Institute for Cybersecurity (CIC) with the intention of designing modern
network traffic patterns that are similar to those that occur in the real world. Unlike other intrusion detection datasets,
CICIDS2017 was constructed in an environment that simulated realistic attacks on and uses of the networks. The
simulation of attacks and legitimate use cases on the networks makes it an excellent dataset for testing an intrusion
detection system intended for operation.
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The dataset has network traffic collected over several days, featuring normal activity and multiple categories of
attacks. The normal activities consist of activities carried out on the internet by regular users such as web browsing,
email services, file transfer, multimedia stream usage, and other normal background network activity. In addition to
normal activities, there are several types of attacks in the CICIDS2017 dataset, including Distributed Denial of Service
Attacks (DDoS), port scanning, brute-force attacks, XSS attacks, and SQL injection attacks.

A flow-level representation of each sample is created by using flow-level statistical attributes computed via
CICFlowMeter tool. The attributes represent the traffic pattern and timing behavior as opposed to actual payload
content. It makes flow representations suitable to be used in intrusion detection systems preserving the privacy of
individuals' personal data. The obtained attributes are comprised of flow duration time, sum of forward/backward
packets, packet size statistics, packet inter-arrival times, number of TCP flags, and other statistical parameters
describing the network traffic.

The representation of each network flow in CICIDS2017 dataset is performed on the basis of flow-based statistical
features, which are obtained using the CICFlowMeter utility. The features provide the behavioral aspect of the network
flows, not the payload, hence their application in the design of privacy-preserving IDSs. The feature set includes
information such as flow duration, number of forward and backward packets, packet length statistics, inter-arrival times,
number of TCP flags, and traffic behavioral statistics.

However, the key characteristic of the CICIDS2017 dataset is the class imbalance that is reflective of the real-
world scenario of a network. Benign traffic is present in the largest portion of the dataset, whereas the occurrence of any
attack type, including SQL Injection and XSS, is relatively lower. In general, types of attacks such as DDoS and
PortScan are abundant as they are volume attacks. Therefore, this is an unfavorable testing environment for intrusion
detection systems, where the algorithms are expected to detect attacks, which are less common but very important
without generating false positives. The CICIDS2017 dataset can be used to evaluate the performance of machine
learning-based IDS methods in such scenarios. On the other hand, the CICIDS2017 dataset can be used for conducting
federated learning experiments, where the dataset is split into several simulated clients. Each client is assigned a
specific subset of the data whose traffic profile differs from one another, reflecting heterogeneous distribution of data in
a network.This partitioning scheme will make sure that the federated learning system is similar to the real-world
deployment cases, where edge devices can monitor local traffic trends but are unable to provide raw data because of
privacy-related considerations. With the help of training and testing the model in such a decentralized setting, the
suggested architecture will be tested within the framework of a realistic privacy-preserving and distributed learning
setup.

Overall, the CICIDS2017 data set is quite suitable for evaluating the efficiency, resilience, and applicability of the
proposed FedSSL IDS model since it provides a variety of data for testing purposes, mimics real-world traffic patterns,
and also features class imbalance, which makes it quite suitable for such purposes, considering its ability to emulate the
behavior of attacks in edge networks.

4. Proposed Methodology

4.1. System Overview

The proposed methodology introduces an energy-efficient and privacy-preserving intrusion detection framework
specif- ically designed for edge-based network environments, where traditional centralized security solutions are often
impracti- cal. The framework integrates Federated Learning (FL), Self-Supervised Learning (SSL), and model
optimization tech- niques into a unified and scalable architecture that enables collaborative intrusion detection while
strictly preserving data privacy. By ensuring that raw network traffic remains localized at edge devices, the proposed
system addresses critical concerns related to data sensitivity, regulatory compliance, and communication overhead.

The overall architecture consists of multiple distributed edge clients and a central federated server responsible for
coordinating the training process. Each edge client represents an independent data domain, such as an IoT gateway,
access point, or edge node, and continuously collects network traffic generated within its local environment. This traf-
fic is inherently heterogeneous, imbalanced, and non-IID, reflecting real-world network conditions where different edge
locations observe distinct traffic patterns and attack behaviors. Rather than transferring sensitive traffic data to a central-
ized server, each edge client performs local model training using its private dataset. The proposed framework leverages
self-supervised learning at the client level to extract meaningful feature representations from unlabeled traffic, thereby
reducing dependence on annotated data. Only model parameters or updates are shared with the federated server, ensuring
that sensitive traffic information is never exposed beyond the local edge environment. The federated server aggregates
these updates using a secure and communication-efficient aggregation mechanism to construct a global intrusion detection
model.
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Fig. 1. System architecture of the proposed FedSSL-IDS framework for privacy-preserving and energy-efficient intrusion detection in edge-based
networks.

The global model is iteratively refined over multiple federated learning rounds, during which updated parameters
are redistributed to participating clients for further local training. This iterative process allows the model to continuously
adapt to evolving attack patterns while maintaining robustness under non-IID data distributions. In addition, the
incorporation of model optimization techniques, such as pruning and quantization, ensures that the resulting intrusion
detection model remains lightweight and suitable for deployment on resource-constrained edge devices.

Overall, the proposed system architecture achieves a balanced combination of detection accuracy, privacy
preservation, scalability, and deployment efficiency. By integrating FL and SSL within a carefully designed edge-centric
framework, the proposed methodology provides a practical and effective solution for intrusion detection in modern
edge-based network environments.

The system architecture that can be found in Figure 1 concerns the general system structure of the proposed
FedSSL- IDS framework. The structure comprises of several distributed edge clients, a federated learning server and an
optimized deployment layer. That is, every edge client localizes traffic over the network, conducts preprocessing and
self-learnt feature learning through an encoder, and invokes intrusion classification to a lightweight classifier. Raw
network traffic is contained entirely on the edge devices to maintain data privacy and model parameters are sent only to the
federated server. Collaborative training is coordinated by the federated learning server which aggregates updates of
the client-side model with the Federated Averaging (FedAvg) algorithm to build a global model based on intrusion
detection. This inter- national model is re-distributed to edge customers on a regular basis to be refined further.
Following federated training, pruning and quantization model optimization methods are used to minimize computational
and memory expenses. Then, the optimized model is deployed to edge devices allowing intrusion detection in real-time
and energy-efficiently.

4.2. Data Collection and Preprocessing

The data of network traffic is not only constantly gathered and measured at every edge node, but also expressed in
flow-level statistical indicators of communication behavior, without inspecting the payload. These characteristics are the
number of packets and bytes forward and reverse as well as flow life, interval-between-arrivals, transport-layer header
flags, and aggregated calculated traffic behavior metrics. These flow representations are ideal in privacy-aware intrusion
detection, not requiring the sensitive contents of packet headers to be revealed and still able to represent significant
behavioral patterns of normal and attacking traffic.

Before model training, a local preprocessing pipeline is used across the edge clients to guarantee the quality and
consistency of data. Raw traffic may be full of lost or infinite values, or noises, such as the loss of packets, measurement
errors, or anomalies caused by an attack. To deal with this invalid and infinite values are first detected and eliminated or
substituted. The median imputation method is employed to fill in missing values, and it is resistant to outliers that are
usually present in the case of attack traffic and does not distort the feature distributions.
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After data cleaning, feature scaling and normalization is done in order to normalise the features ranges and enhance
numerical stability in training MLPs. The standard normalization methods, i.e., z-score normalization or min-max scaling,
are done on an individual client in order to stabilize the gradient updates and speed up the convergence of a model. This
is especially relevant in the context of federated learning, where the size of the features may vary across clients in a
detrimental way to global aggregation of the model.

In case the traffic labels can be obtained, they are coded into multiclass categorical representations, which are
benign traffic, and the various attack types. Self-supervised learning is also used in situations with few labeled pieces
of data to utilize unlabeled traffic and use it to derive meaningful representations. Notably, the entire processing,
feature trans- formation and labeling process are conducted solely on the edge client tier, meaning that raw traffic data
and sensitive metadata are not ever forwarded beyond the local scope.

Local data collection and preprocessing guarantee the data privacy and communication overhead reduction and
enable heterogeneous edge environments with a diverse set of traffic parameters, allowing the proposed framework.
Such a decentralized preprocessing plan lays a strong basis to a powerful federated and self-managed learning, allowing
powerful intrusion detection through realistic edge deployment situations.

4.3. Self-Supervised Representation Learning

In order to efficiently learn useful traffic representations and be less reliant on labeled data, the proposed FedSSL-
IDS system uses edge client self-supervised representation learning. Self-supervised learning is a type of learning where
the model is trained by identifying high-level and discriminative features in large amounts of unlabeled network traffic
by specifying an auxiliary learning objective, which does not need manual annotation. Such a strategy is especially
appropriate to intrusion detection in edge environments, where labeled attack data tend to be low in number, incomplete
or expensive to have.

In this context, the self-supervised representation learning problem is formulated within a deep autoencoder
framework. Here, the autoencoder is trained locally for each of the edge clients with unlabeled data of the network
traffic. In an autoencoder, the encoding process reduces the input flow-level feature vectors into low-dimensional latent
space vectors, which are further decoded into the original vectors by the decoding process. In our proposed autoencoder
design, there are two hidden layers, which consist of 64 and 32 nodes each, followed by the latent representation of
dimension 16, and finally followed by symmetric decoding layers with ReLU activations. Here, the MSE metric is
utilized for the reconstruction objective.

zi = fθe xi (1)

This equation represents the encoder function, which transforms the high-dimensional input traffic feature
vector x i into a compact latent representation z_i that captures essential traffic characteristics.

x̂ i = gθd zi (2)

The decoder reconstructs the original input features from the latent representation, ensuring that the learned
encoding preserves meaningful structural and behavioral information of network traffic.

L_{SSL} = \frac{1}{N} \sum_{i=1}^{N} \|x_i - \hat{x}_i\|_2^2 (3)

Reconstruction loss is defined as the difference between the original and reconstructed input and is reduced during
learn- ing to learn informative representations in the absence of labelled data. The trained latent representations have
various benefits in regard to intrusion detection. Originally, they decrease the dimensionality of the input space, resulting
in better computational efficiency and reduced convergence time in the subsequent supervised downstream learning.
Second, they can record natural patterns of traffic less susceptible to noise and other small variations which lead to
robustness when the network is dynamic and heterogeneous. Third, since the representations are learned at each edge
client, they will adapt to the local traffic properties yet will be able to contribute to consistent model across the world,
through federated learning. Following the self-supervised training, decoder part of the auto encoder is removed and the
encoder is left as a fixed feature extractor. Frozen or fine-tuned on the subsequent supervised training, the encoder
weights rely on the availability of client-specific data. This design fewer trainable parameters are trained in federated
learning, and it needs fewer communication overheads, as well as can enhance training stability across non-IID clients.

Notably, self-supervised representation learning occurs on the client level all the way up, which guarantees that
raw traffic data never exits the edge device. The federated learning is still private but allows joint learning because only
encoder parameters or generated model updates are exchanged in the framework of the federated aggregation. In this
way, by exploiting self-managed learning, the proposed FedSSL-IDS framework makes good use of not only the labeled
data, but also the unlabeled data and improves the quality of features and provides a solid basis of effective and scalable
intrusion detection in an edge-based network setting.
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4.4. Supervised Intrusion Classification

Following self-supervised feature learning, a lightweight supervised classifier is attached to the frozen encoder at
each edge client to perform multi-class intrusion detection. The classifier is trained using the available labeled samples
and maps the learned latent representations to predefined traffic categories, including benign traffic, DDoS attacks, port
scan- ning, and other malicious behaviors. This two-stage learning strategy allows the model to leverage rich
representations learned from unlabeled data while still benefiting from supervised labels where available.

yi = Softmax Wzi + b (4)

This equation computes the probability distribution over intrusion classes by applying a softmax function to the
clas- sifier output based on the latent feature representation.

Lsup = −
1
N

\sumi=1N \sumc=1C yic log \hat y ic (5)

Categorical cross-entropy loss is used to train the classifier for multi-class intrusion detection by penalizing
incorrect class predictions. Keeping the encoder frozen during supervised training significantly reduces the number of
trainable parameters, leading to improved training stability and faster convergence at the client level. This design choice
also min- imizes communication overhead during federated learning, as only the lightweight classifier parameters and
selected en- coder updates need to be transmitted to the federated server. By limiting the scope of trainable parameters,
the framework becomes more scalable and suitable for deployment across large numbers of edge clients. The clear
separation between representation learning and classification ensures that all clients operate within a consistent and
shared feature space, even when local data distributions differ significantly. This consistency is particularly important in
federated learning environ- ments characterized by non-IID and heterogeneous data, as it facilitates effective model
aggregation and prevents client drift. Moreover, the use of a lightweight classifier enables rapid adaptation to new or
evolving attack patterns through localized fine-tuning, without requiring full retraining of the feature extractor.

Overall, this design enhances the robustness, efficiency, and adaptability of the proposed FedSSL-IDS framework,
ensuring reliable intrusion detection while maintaining privacy preservation and low computational overhead in edge-
based network environments.

4.5. Federated Learning Framework

The designed FedSSL-IDS framework supports the collaboration aspect of training on a global scale, facilitated by
a federated learning framework in which several distributed edge clients learn a global intrusion detection model
collectively but do not exchange raw network traffic. Firstly, during each federation round, the server hosting the
central node will initialize and refresh the existing global model and send the model parameters safely to all clients
associated with edges. This setup allows every client to initialize at the same model state, which makes stable and
coordinated learning in the distributed environment possible.

When a global model is received, every client of the edge does local training using network traffic data that the
client has access to, and that has been gathered locally. Local training is done during few epochs to trade off
effectiveness of learning against computation efficiency and communication cost. In this step, the clients revise the
model parame- ters, depending on their individual traffic distributions that can vary considerably depending on location,
owing to the heterogeneous use patterns of the network and the occurrence of attacks.

θ_k^(t+1)= θ^t− η∇L_k(θ^t ) (6)

The formula describes the local model update, which client is going to perform based on the global model
parameters that are being refined with a help of the local loss function and the private data available to the client.

This makes it possible because this localized learning allows the framework to learn various characteristics of
traffic whilst still adhering to data locality and privacy requirements.

Once a local training is done, every client only sends back its new model parameters or gradients to the central
server. Notably, no uncooked traffic information, values of features and sensitive metadata are exchanged in the process,
which guarantees high privacy levels. In order to minimize communication overhead further only necessary parameters,
usually the ones related to the lightweight classifier and selected encoder layers are sent. The federated learning process
that is designed this way is scaled and applicable to single resource-limited edge settings.

The central server combines the client updates obtained with Federated Averaging (FedAvg) algorithm which
calcu- lates a weighted average of client model parameters according to the size of local datasets.

θ t+1 = k=1 K Nk/N θk
t+1� (7)
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The server calculates the global model through a weighted average of the locally trained models in a way that the
clients with a large set of models contribute in the same direction to the updated global model.

This aggregation approach can guarantee that the overall global model would capture the knowledge acquired in all
the clients involved and take into consideration the discrepancies in information volume and distribution. The collective
model is then re-distributed to clients, and one round of federation is finished.

The above process is iteratively performed for several rounds of federation until certain criteria of convergence such
as performance stabilization during the validation process or a specific number of iterations of communication are met. In
each iteration, a random subset of edge clients is chosen to emulate realistic client participation in distributed systems. Raw
data generated by the network is kept local at the edge devices, whereas lightweight updates of the models are sent back
during the training process to minimize communication costs and ensure privacy.

4.6. Model Optimization for Edge Deployment

To enable efficient deployment on resource-constrained edge devices, the proposed methodology incorporates a
com- bination of model optimization techniques aimed at reducing computational complexity, memory footprint, and
inference latency without compromising detection reliability. These optimizations are essential for real-time intrusion
detection in edge and IoT environments, where hardware resources and energy availability are limited.

During local training at each edge client, magnitude-based pruning is applied to systematically remove redundant
and low-importance weights from the neural network.

wi=0,if wi <
wi=wi,otherwise

(8)

Weights with magnitudes below the threshold are removed, reducing model complexity while preserving
parameters that contribute most to intrusion detection performance.

Pruning is performed gradually over training iterations to avoid abrupt performance degradation and to allow the
model to adapt to the reduced parameter space. By eliminating unnecessary connections, pruning significantly reduces
model size and computational cost while preserving the most discriminative features learned during training. This process
also contributes to improved generalization by mitigating overfitting and enhancing model robustness.

After the completion of federated training, post-training quantization is applied to further compress the aggregated
global model.

wq = round(sw) (9)

Quantization decreases the numerical accuracy of weights and activations, which decrease the amount of memory
required and also speeds up inference. The analysis of the trade-off between computational efficiency and detection
performance is provided by the evaluation of both FP16 and INT8 quantization schemes. FP16 quantization operates with
performance near to full-precision model, and achieves significant memory and cost of computation saving, which is why
it is appropriate to mixed-precision edge hardware. On the other hand, higher compression ratios are obtained with INT8
quantization, but with a significant loss to the accuracy of detection, especially with minority attack classes depending on
the small differences in features.

All in all, the integrated process of pruning and quantization can allow the presented system of intrusion detection
to attain a light and ready-to-deploy model. The optimization methods greatly minimize model size, memory, and
inference time to guarantee that the developed FedSSL-IDS structure can execute effectively in real-time on edge
hardware and remain able to be intrusion detectors with good results.

Phase 1 is concerned with local training and selection of a best intrusion detection model before the
introduction of federated learning. The workflow will start with a selection of the CICIDS2017 dataset since it will
undergo data preprocessing that will comprise the following stages: cleaning, normalization, and categorical encoding
to facilitate information consistency and training stability. This is followed by feature extraction which produces a 78-
dimensional numerical feature vectors used to describe flow-level and behavioral properties of network traffic.

The evaluation of several classical machine learning models, such as the Logistics Regression, the Decision Trees,
the random forests, the support vectors, the nearest neighbors and the XGBoost are conducted to set the minimum
perfor- mance. This is concomitantly evaluated by a systematic search of a set of neural network architectures of different
depths and output configurations. Pruning and quantization are model optimization procedures that are used to
determine trade off between accuracy in detection and computational efficiency. The most efficient and lightweight
neural architecture is chosen on the basis of comparative assessment to be integrated into the federated learning
mechanism in the framework of Phase 2.
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Fig. 2. Phase 1 workflow illustrating dataset preprocessing, feature extraction, classical and neural model experimentation, and model optimization for
selecting the best intrusion detection architecture

4.7. Deployment and Inference

The ultimate optimized world model will be implemented on the edge devices to facilitate real-time intrusion
detection in the operational networks. When deployed, local traffic within network at an edge node is constantly
monitored and handled. The raw traffic is then fed through the preprocessing pipeline that was used with the training,
making the features similarly represented. The raw traffic passes through the lightweight classification head and the
trained self-supervised encoder and then it makes a benign or malicious flow prediction decision.

Portability and streamlinedness of the deployed model is important and contributes to practical edge deployment.
The model has a small memory footprint and low computational requirements by using pruning and quantization and
thus inference times are short and less energy is used. This allows network traffic to be monitored continuously and
uninterrupted without overloading scarce edge resources like CPU, memory or power supply. Consequently, the intrusion
detection system has the ability to run continuously even on the settings like access points, IoT gateways, and edge servers.

Moreover, the deployment plan promotes scalability and customization in a variety of edge settings. The
federated learning process enables the global model to continuously be updated with the new trends in traffic patterns
and attack behavior without having to collect data centrally or referephase training. The efficient distribution of updated
models to the edge devices can be implemented to support the intrusion detection system, where the system is not only
effective to the current threats but also does not compromise the privacy of data. Phase 2 entails the essence of
federated and deployment-oriented approach of the suggested methodology. The global intrusion detection model is
initiated on a federated learning server and participates in collaborative training among numerous distributed edge clients.
The loading of its local dataset and preprocessing are done individually by every client to ensure the privacy of data.
Self learning refers to self-supervised learning whereby an autoencoder trained on unlabeled traffic learns to represent
robust features. The decoder is then discarded and the encoder is frozen after training to be used as a constant feature
extractor.
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An instructor classifier is then developed based on learned representations on locally available labeled data. In
local training, magnitude based pruning is used sequentially to simplify models and enhance efficiency. The clients only
send the updated model weights to the federated server which adds them together by the Federated Averaging algorithm
to generate an updated global model. Once federated training is completed, the masks are lifted and post training
quantization is used to create deployment ready models with FP16 and INT8 formats. The resulting optimized model
can be used to detect intrusion in real time using edge devices that have resource constraints.

Fig. 3. Phase 2 workflow showing federated learning with self-supervised representation learning, client-side pruning, server aggregation, and post-
training quantization for edge deployment.

5. Experimental Setup

All experiments were implemented via Python programming using the TensorFlow/Keras platform within a
simulated federated edge scenario. Experiments were executed on a computer system equipped with an Intel Core i7
processor and 16 GB RAM, along with GPU support from NVIDIA. The federated learning approach simulated the
presence of multiple edge clients in a realistic setting without exchanging network traffic data.

COD completed CICIDS2017 dataset is preprocessed and divided to many edge clients to alleviate to obtain
realistic network environment conditions. Data is and the distribution is non-IID and class imbalanced, as it represents the
severally varying traffic characteristics commonly seen at various edge locations. Each of the clients works
independently and trains its local model on its own subset of data and without falling raw network traffic and sensitive
features to the central server. This architecture will enable the test of the suggested framework within the privacy-
preservation and decentralized learning environment.

A self-supervised auto encoder is then initially trained at every edge client on unlabeled network traffic to learn
compact and discriminative latent representations. This kind of self-training phase allows one to make good use of huge
amounts of untagged data, characteristic of more realistic network monitoring applications. After doing the representation
learning, a supervised classifier is then trained on the learned latent features on some labeled samples with the constraint
of the use of a lightweight supervised classifier. This is a two-phase process of learning that provides a strong extraction
of features at the lowest level of use of labeled data.

Federated training is carried out in several communication rounds based on the Federated Averaging (FedAvg)
algo- rithm. The global model is aired to the clients involved at the onset of each round. Each customer uses a batch
size of 32, which is effective in training at the expense of the optimal balance between learning and computational
efficiency. The optimization algorithm is Adam as it has adaptive learning features, and the loss function is categorical
cross-entropy to perform supervised multi-class prediction. Clients after training their models locally update them to the
server, which aggregates them to create an updated global model. Repeat of this until convergence is achieved.

The model optimization technique is introduced to evaluate the appropriateness of the proposed framework to be
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deployed on limited resources edge devices. Magnitude-based pruning is added to the process of training gradually so that
the model can be made less complex by eliminating unimportant parameters without adversely affecting detection. Once
federated training is done, post training quantization is then implemented to further compress the global model. The FP16
quantization scheme and INT8 quantization schemes are compared to examine the trade-off between the computational
efficiency and detection performance with reduced numerical precision.

A set of standard classification metrics taken into account for model performance, such as accuracy, precision,
recall and F1-score, are used to determine the general performance in terms of detection. Further, the confusion
matrices are also analyzed to investigate the behavior based on classes and also the misclassification patterns especially
in class- imbalanced scenarios. The model can also be assessed in terms of the discriminative capability under various
decision thresholds through ROC and Precision -Recall curves. These measures of evaluation combined will give a
comprehensive analysis concerning the performance, strength, and realistic usability of the proposed FedSSL-IDS
framework in edge- based network settings.

Table 2. Hyperparameter Settings Used in the Proposed FedSSL-IDS Framework

Parameter Value
Optimizer Adam
Learning Rate 0.001
Batch Size 32
Local Epochs 5
Federated Rounds 20
Latent Dimension 16
Activation Function ReLU
Output Activation Softmax
Reconstruction Loss Mean Squared Error (MSE)
Pruning Ratio 20–40%
Quantization Types FP16, INT8

6. Implementation Details

The proposed FedSSL-IDS framework is executed with the use of the modular software architecture that facilitates
privacy-sensitive training, scalability, and efficient operations on edges-based settings. Everything is built in Python, with
deep learning models built and trained in TensorFlow and Keras. The general architecture is clientserver, in which many
simulated edges clients come together and interact with a central federated server to cooperatively learn an intrusion de-
tector model not communicating the underlying network traffic. This intrusion detector model consists of self-supervised
autoencer and a lightweight supervised classifier. Training is performed by each client directly on unlabeled network
traffic on an autoencoder to learn a set of compact latent features of input features. Once the decoder has been trained on
itself, the decoder is discarded and the encoder is frozen to serve as a fixed feature extractor. The design enhances training
stability, minimizes training parameters, and minimizes communication overheads in the process of federated learning.

Federated learning works by the repetition of communication round with the central server. At the beginning of
every round, the server gives out the latest worldwide model to the clients involved. Each customer is training on
his/her own data locally and submitting new model parameters back to the server. The Federated Averaging (FedAvg)
algorithm is used to implement model aggregation, such that the global model captures knowledge gained on
heterogeneous and non- IID clients datasets at the same time that preserves the privacy of the identifying data. The
training on the local computer is conducted by the Adam optimizer alongside a fixed learning rate and the batch size of
32. Within the context of each federated round, the clients run a specified number of local epochs to trade off a learning
and communication efficiency. Categorical cross-entropy loss is the optimal classification loss that is used. The
convergence is stable using this training strategy but with minimal computational overhead that fits well in edge
environment.

In order to save on resources, magnitude-based pruning is used when training to gradually eliminate the least
signif- icant weights of the neural network. Federated training is followed by the removal of pruning masks to provide a
small dense model. The last international architecture is also optimized with the post-training quantization in which
FP16 and INT8 precision format are compared to decrease the model size and inference latency. The optimizations can
be used to effectively detect intrusions in edge computing devices including embedded platforms and IoT gateways. To
be evaluated and reproducible, model checkpoints are stored at the end of every federated round, and performance
metrics, including accuracy, precision, recall, F1-score, and confusion matrices, are calculated with an unseen test set.
The implementation is made to be scalable such that it can be adapted to varying datasets, attack contexts, and
deployment contexts with ease and that way illustrates the practicality of the proposed FedSSL-IDS framework.

7. Results & Analysis

This part contains an in-depth experimental analysis of the suggested Federated Self-Supervised Intrusion
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Detection System (FedSSL-IDS), its efficiency, reliability, and its applicability to the purpose of deployment, in the
environment of edges. The experimental analysis will evaluate how the system correctly identifies malicious network
operations and yet retain the privacy of its data using federated learning and balances low computational cost using the
method of optimization of models. The proposed framework integrates the self-supervised representation learning and
federated training, to overcome the issues of limited labeled data, non-IID distributions of traffic, and resource
constraints which are very likely to be faced at the network edge.

The test is on various aspects of system performance, such as the overall-level detection, and by the class, the
preci- sion, recall, and F1-score, and error rate across the attack types. Special attention is given to the fact that the
model is evaluated using realistic conditions and parameters under the conditions of imbalance of classes and uneven
distributions of client data. These conditions are very realistic with respect to intrusion detection scenarios of real life
settings; there is predominance of benign traffic with a small yet dangerous proportion of attack type. Besides the
detection effectiveness, the current section explores the resiliency of FedSSL-IDS framework under federated learning.
It is observed that the decentralized training has an effect on the fusion of the models and also generalization through
evaluating between the federated rounds and comparing the result of the detection between various edge clients. The
presented analysis outlines the capability of the proposed system to collaboratively learn on distributed data sources
without exchanging the raw network traffic and therefore, maintain a high level of privacy and attain performance on
par with centralized training methods. In addition, the effectiveness and deployability of the proposed system are
investigated with the help of the ex- perimental results that identify the impact of model pruning and post-training
quantization. These optimization methods are essential in minimising model size, memory footprint, and inference
latency to allow real-time intrusion detection on resource constrained edge devices. The trade-offs of compression
versus detection accuracy are explored thoughtfully with the special concern of the performance implications of the
minority attack classes. This analysis shows in the section that the optimization strategies could be realized proper and
help to achieve the high levels of energy efficiency alongside the stable detection features.

On the whole, the outcomes of this part supply powerful empirical evidences that proposed FedSSL-IDS
framework achieves the equilibrium between high detection rates, privacy, and efficiency. It is shown in the analysis
that the com- bination of federated learning, self-supervised representation learning and controlled model optimization
is feasible to create an effective intrusion detection system that can be deployed in contemporary edge-based network
settings.

7.1. Overall Detection Performance

The general effectiveness of the suggested intrusion detection model is measured in terms of conventional
classifica- tion measurements, such as accuracy, precision, recall, and F1-score. The precision federated model has a
high detection rate of about 96.9, which suggests that the model has a high capability to discriminate between healthy
and harmful net- work traffic. This finding proves that self-supervised representation learning, using federated training,
works successfully when data is non-IID.

The low false-positive rate is represented by the high accuracy of the model, the high accuracy is critical in
reducing the false alarms of the model in real-world settings. Meanwhile, the high recall value is an additional
confirmation that the model is capable of recognizing most attack instances, which reduces the risk of being intruded
without its notice. The obtained F1-score demonstrates a fair trade-off between the precision and recall, which guarantees
a sufficient and trustworthy detection performance. On the whole, these findings confirm the strength and efficacy of
the proposed FedSSL-IDS system in intrusion detection in edge-based systems. The general performance of the
suggested FedSSL- IDS framework was provided in Figure 4, which reports the accuracy, precision, recall, and F1-score.
The accuracy of the model is high, with a figure of 96.90 which reveals that the model is highly effective to identify both
benign and malicious network traffic. The percentage of precision is 95.96, which indicates that the rate of false-positive
is low, indicating that benign traffic is not commonly assigned to malicious traffic.

The recall value of 96.90 is a high promoter that the model is effective in detecting most of the instances of
intrusion something that is paramount when using intrusion detection systems in security sensitive settings. The F1-
score demon- strates a good consistency and reliability in the detection performance as it shows a balanced trade-off of
precision and recall with 96.41% F1-score. Comprehensively, all these findings support the applicability of the suggested
FedSSL-IDS framework in having successful and sound intrusion search in cases of federated learning.

Figure 5 shows the performance of the proposed FedSSL-IDS model on various numerical precision parameters,
i.e., original full-precision model, quantization with FP16, and the quantization with INT8. These findings demonstrate
that FP16 quantization results in operation that were very nearly identical to the original model, which means that
arithmetic with lower precision can be successfully employed without losing much of the detection accuracy.
Conversely, INT8 quantization results in observable decrease in performance especially in terms of precision, recall and
F1-score metrics. The reason behind such degradation is the weak numeric representation of the INT8 precision,
which is also a major factor on the capability of the model to represent small changes in features, particularly the
minority attack classes. In general, the figure implies that FP16 quantization compromises most appropriately between
the aspects of computational and detection reliability with regards to the deployment on the resource-constrained edge
equipment.
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Table 2 & Table 3 summarizes the performance of the proposed FedSSL-IDS framework under different
optimization settings. The results indicate that FP16 quantization achieves the most favorable balance between detection
accuracy and deployment efficiency, while aggressive INT8 quantization leads to reduced performance, particularly for
minority attack classes.

Fig. 4. Overall performance metrics of the proposed FedSSL-IDS model.

Table 3. Model Size and Performance Comparison after Quantization

Metric Original FP16 INT8
Size (MB) 0.09 0.04 0.02
Size Reduction - 55.4% 75.5%
Accuracy 96.90% 96.91% 49.54%
Precision 0.9596 0.9596 0.2455
Recall 0.9690 0.9691 0.4954
F1-Score 0.9641 0.9641 0.3283

7.2. Class-Wise Performance Analysis

To examine the reliability of detection in various classes of attacks, the class-wise precision, recall, and F1-score
are considered. The suggested model works very well with the leading types of attacks like the DDoS and PortScan
with almost the highest recall and F1-scores. This means that the model is very efficient in terms of supporting the
unique traffic patterns that are attributed to high volume attacks and scanning support attacks. High accuracy is also
achieved in classifying benign traffic, which means that the model is characterized by a low detection error and that it is
capable of distinguishing clearly between normal network traffic and malicious traffic.

Rather, minority attack classes (SQL Injection and XSS) are less precise: this is largely because the classes have
very high situation imbalance in the dataset. In spite of this drawback, the recall of these classes still is relatively high
given that this model still can detect a majority of unique and severe mauls. This action indicates that the suggested
framework is sensitive towards attacks, which is a welcome statement in the intrusion detection context albeit at the
expense of a relative increase in false positives. In general, the analysis by classes demonstrates the strength of FedSSL-
IDS structure in its contradictory and the minority attack, as well as shows the possibility to improve it by using class-
balancing or information addition methods.

Figure 6 demonstrates the distribution of classes of the test dataset, which points at the disproportion of various
traffic types. Overwhelmingly the biggest part of the dataset is the benign traffic, with the next category being PortScan
and DDoS attack types and the SQL Injection type having a much smaller number of samples. This distribution is
realistic on conditions of a network in which normal traffic prevails and there are attack types that are not very frequent.
The class imbalance is a very difficult test of intrusion detection systems since the model must also pick up uncommon
attacks, and in the process, reduce on unnecessary false alarms. Through experiments based on the suggested FedSSL-
IDS framework in this unbalanced environment, the experiments reveal the strength of the model and its capability of
sustaining a significant detection accuracy in all dominant and minority attack classes.
Figure 7 shows that the proposed FedSSL-IDS framework has a performance in terms of precision, recall, and F1-score per
classification of the traffic. The model has a high detection of Benign, PortScan and DDoS traffic with a consistent
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score of high marks in all the three measures. This means that the trained representatives are effective at reflecting the
distinguishing attributes of both normal traffic and high-volume attack patterns. In the case of the SQL Injection class,
the performance values are very low because the extent of the class imbalance and the number of samples in the test
dataset is very low. This result illustrates the problematic nature of identifying unusual types of attacks to real-life traffic
to the network. Nevertheless, the general class-wise assessment course does justify the fact that the suggested FedSSL-
IDS model does not suffer any severe detection issues between the most prevalent attack types, but it is aware of the
high-priority and uncommon intrusion.

Fig. 5. Comparison of detection performance under different quantization strategies.

Table 4. Model Efficiency Observations

Model Remarks
Full-Precision Highest detection perfor- mance
Pruned Reduced model size with minimal accuracy loss
FP16 Quantized Best trade-off between effi-ciency and accuracy
INT8 Quantized Higher compression with noticeable accuracy drop

7.3. Confusion Matrix and Error Analysis

The confusion matrix enables the comprehensive understanding of patterns of misclassification of the proposed
FedSSL-IDS model as it will show the distribution of true and predicted class labels of the attack. Figure 6 displays
that most benign, DDoS and PortScan samples are correctly identified demonstrating good discrimination ability both
against normal traffic as well as high frequency attack behavior. The clumps of values having high concentration along
the main diagonal attest to the fact that the model systematically invariably labels most traffic flows correctly, which is an
indication of the stable learning and good performance of the generalization among prevalent classes.

Fig. 6. Class distribution of the test dataset used for evaluation.

There is a less severe level of misclassification between benign traffic and the high DDoS flows. This is not
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surprising, since some honest bursts of traffic, like flash crowds, or high-throughput data transfers, can share some
volumetric attack behaviour, like high packet rate and longer flow duration. Although such overlap exists, misclassified
samples are rather few, which proves that the model offered manages to identify minor features differences between
malicious and non- malicious traffic in conditions of a real network. The normalized confusion matrix also helps to
underscore the strength of the proposed approach by underscoring the class-wise true positive rates regardless of the
frequency of the classes. Large normalized values on the diagonal of the dominant attack classes ensure that the model
is still characterized by a high level of detection reliability in the case of severe imbalance between classes. It is
especially notable in intrusion detection systems, where different distributions of classes can frequently cause models to
be biased to dominating classes and reduce the detection capabilities. Notably, the attacks by the minority classes like
SQL Injection and XSS also get significant true positive values, even though they are underrepresented in the dataset.
This observation means that the self-supervised feature learning mechanism allows the model to learn informative
representations to even the infrequent and rare attack patterns. Despite all the misclassification of these classes, the
capability of identifying a large fraction of rare attacks is essential to the security-vulcanized applications, in which a
limited number of unidentified attacks can be severe.

In general, the analysis of the confusion matrix proves that FedSSL-IDS framework proposed provides an
appropriate, consistent, and explainable classification results, including various categories of traffic. The majority of
misclassifications are in predictable and understandable cases of overlapping traffic behavior and not in systematic model
breakdown. These results confirm the appropriateness of the proposed method to be implemented on the real-world
edge, where the traffic of the network is dynamical, heterogeneous and may overlap in its behavior.

Fig 8. shows the confusion matrix of the proposed FedSSL-IDS framework in both terms that are the absolute counts
of samples and normalized percentages of the percentages and this will give further information on how the model
behaves in terms of classifying traffic within various traffic classes. The count-based confusion matrix is a plot that shows
both the count of the correctly and incorrectly categorized samples per class but the normalized one points out the class-
wise true positive rates without regard to the frequency of classes. It reveals that the benign and DDoS as well as PortScan
traffic are classified with high accuracy as indicated by the high diagonal values in both matrices. There are low levels of
confusion between these dominant classes and this implies that there is proper discrimination of high volume attack
patterns and normal traffic. In the case of the minority SQL Injection, the SQL Injection class, the model attains
significant detection rate given the small size of samples, which is sensitive to rare but significant attack kinds.

Altogether, the confusion matrix analysis proves the strength and the consistency of the suggested FedSSL-IDS
frame- work under the real and unbalanced traffic load, as well as reflects the contributors to the misclassification errors
that are to be expected and justified under the conditions of the close traffic behavior relationship.

7.4. ROC and Precision–Recall Curve Analysis

In determining the discriminative of the proposed FedSSL-IDS model, the trade-off between the true positive rate
(TPR) and the false positive rate (FPR) at different classification thresholds are used with the help of Receiver Operating
Characteristic (ROC) curves. The Area Under the Curve (AUC) values of the main traffic classes such as the Benign,
DDoS, and PortScan, as shown in Figure 7 are higher than 0.99, which is an excellent class separability and a high
level of confidence in the predictions of the model. High AUC values of this order indicate that the proposed framework
continues to give greater levels of confidence to samples of the desired attack, as opposed to benign traffic, even under
varying decision levels.

Fig. 7. Class-wise precision, recall, and F1-score of the proposed FedSSL-IDS model.



Energy-Efficient and Privacy-Preserving Intrusion Detection in Edge-Based Networks Using Federated Self-Supervised Learning

Volume 16 (2026), Issue 3 – Page 269

Fig. 8. Confusion matrix of the proposed FedSSL-IDS model: (a) absolute counts and (b) normalized percentages.

The ROC analysis also confirms that the self supervised feature representations learned at the edge clients are
getting features that are highly discriminative traffic characteristics. Such action is especially profound within federated
learning settings where heterogeneous and non-IID data distributions are very likely to negatively affect the model
generalization. Even with these difficulties, the proposed FedSSL-IDS model shows high discrimination ability of all
the key types of traffic, which shows the strength of self-supervised learning, combined with federated aggregation.

Besides the ROC analysis, Precisionrecall (PR) curves are also analyzed to give the analysis a more informative
assessment under conditions of a class imbalance that is typical in real intrusion detection datasets. The PR curves show
that the precision is constant and high over a large range of recall amounts in major types of attack like DDoS and
PortScan. This behavior is especially significant in an operational network setting since it implies that the model can
identify a high percentage of malicious traffic and minimize false-positive rates, which reduces the number of alerts and
overhead obtained as a result of operational settings.

Nokia In case of the minority attack classes, the PR curves are more pronounced in terms of trade-off between
preci-sion and recall and that is due to the small amount of samples available to be used in the training process.
Nevertheless, the model also has maintainable recall levels, meaning that it can detect rare and yet a critical attack cases.
Minority at- tack sensitivity is imperative to intrusion detection systems where failure to detect frequent attacks may lead
to the tragic security breach.

Fig. 9. Receiver Operating Characteristic (ROC) curves for multi-class intrusion detection using the proposed FedSSL-IDS model.
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All in all, the joint ROC and Precision-Recall studies show that the developed FedSSL-IDS system has a high
discrim- inative power, resistance to the existence of imbalance classes, as well as, consistent detection on a wide range
of traffic types. These findings confirm the applicability of the suggested strategy to be implemented in real-life edge-
based net- work settings that involve unstable traffic distribution and uneven data distributions. Figure 9 shows Receiver
Operating Characteristic (ROC) plots of multi-class intrusion detection, which measures the discriminptions power of
the proposed FedSSL-IDS framework in relation to various category of traffic. The ROC curves are given as a
representation of true positive rate versus false positive rate under different classification thresholds and the slant line is
that of the performance of a random classifier.

The findings indicate that the Area Under the Curve (AUC) of the key classes of the beneficial behaviour of
Benign, PortScan and DDoS are near 1.0 meaning high predictability and a high confidence of prediction. The SQL
Injection model is also able to identify rare patterns of attacks thereby shown by the high AUC despite serious class
imbalance in the SQL Injection class. On the whole, the ROC analysis will verify the high level of discriminative
performance and strength of the proposed FedSSL-IDS framework at realistic and imbalanced traffic scenarios.

7.5. Impact of Model Optimization

The effect of the model optimization methods optimizing pruning and quantization techniques are understood sys-
tematically to determine the deployability of the proposed FedSSL-IDS framework on resource-constrained edge devices.
These approaches are important in minimizing the computational complexity of the computations, memory use, commu-
nication, and inference latency which are important aspects in making intrusion detection properties of edges and IoT
systems using limited computational and energy resources.

Fig. 10. Accuracy comparison of the proposed FedSSL-IDS model under different precision levels.

Magnitude based pruning is used in the process of training to remove small-value weights in the neural network
that leave the most significant parameters. The empirical findings prove that such high level of redundancy in the initial
network structure can notably be reduced through a significant change in the model parameters at the cost of a degree of
negligible deterioration in detection. This observation proves that the self-learned feature representations obtained by the
model are compact and strong in nature. In addition to saving memory, pruning also reduces inference time and level of
energy use making the optimized model better suited to deployment continuously on edge hardware.

After pruning, post-training quantization is used to optimize the model even more to be deployed. Of the analyzed
methods, FP16 quantization allows to maintain detection accuracy similar to the full-precision model but much smaller
model size and lower computational load. It is also believed due to the low interpretation and execution of the material with
FP16, that half-precision arithmetic is adequate to reflect the learned weights and activations used in intrusion detection
work. FP16 quantization is a useful and efficient optimization technique that can be used on edge devices capable of
executing mixed-precision arithmetic.

By contrast, securing a significant loss in detection accuracy is incurred under INT8 quantization, especially with
minority attack classes, which rely on fine and subtle distinctions between the feature. The violent divulsion of numerical
accuracy restricts its representational ability of the model and has the effect of increasing the false classification of uncom-
mon attack patterns. Because figure 8 shows, the difference between accuracy in FP16 and INT8 quantization points to
the sensitivity of intrusion detection models to extreme compression. Moreover, Figure 9 also offers the trade-off between
the model size and accuracy of the detection, with INT 8 quantization yielding the highest compression ratio, but at the
expense of lower detection reliability. In general, such findings indicate that FP16 quantization offers the most desirable
trade-off of efficiency and detect capabilities, thus being the optimization of choice to deploy the proposed FedSSL-IDS
framework as an edge-based detector. Another insight that was made in the analysis is that the model compression strate-
gies should be selected cautiously based on the resultant application needs such as in systems that rely on security concerns
where detection reliability is of greater concern than compressing to the limit. Such results support the feasibility of the
presented structure to be applied in practical settings in terms of edge devices that are energy- and resource-constrained.

involve unstable traffic distribution and uneven data distributions. Figure 10 offers the comparison of the detection
accuracy of proposed FedSSL-IDS model in three numerical precision modes: full-precision (original) and FP16: quanti-
zation and INT8: quantization. The findings suggest that the accuracy of the FP16 quantization is almost the same as that
of the full-precision model, which proves that the reduced-precision computation can be successfully utilized without the
observable decrease in the detection performance.
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Conversely, INT8 quantization is found to cause an apparent decrease in accuracy, which underscores the
constraints of quantizing aggressively features in applications that use fined-grained feature representations since
intrusion detection is an example. These results underscore the fact that FP16 quantization provides a more appropriate
trade-off between computing efficiency and detecting reliability and is thus well suited to be used on resource-
constrained edge devices. Figure 11 shows that quantifying the proposed FedSSL-IDS framework to size reduction
works. This comparison is presented on the baseline full-precision model, FP16 quantized model and INT8 quantized
model. The findings here show that FP16 quantization achieves a very high model size with high detect resistance and
INT8 achieves maximum compression.

Even though the INT8 quantization has the least model footprint, it is concluded at the expenses of lower detection
accuracy, as has been previously seen. This result supports the trade-off between model size and performance at detection,
as FP16 quantization is a more balanced and realistic optimization approach to IM, when it comes to deploying models
on edge devices with limited resources.

Fig. 11. Comparison of model size under different quantization schemes.

Table 5. Concise Summary of FedSSL-IDS Experimental Results

Category Outcome
Detection Accuracy
Class-wise Performance

High accuracy with strong precision, recall, and F1-score under non-IID data
Excellent detection of DDoS and PortScan; reliable recall for minority attacks

Robustness Low misclassification and strong class separability in confusion matrix and ROC
analysis

Model Optimization
Deployment Readiness

Pruning reduces complexity with minimal loss; FP16 provides best trade-off for edge
deployment Lightweight, low-latency, and energy-efficient for edge environments

7.6. Summary of Results

The controlled testing proves that the suggested FedSSL-IDS model has a strong and balanced rate of detection
accuracy, preservation of privacy, and efficiency in deployment in topology mode network settings. The federated model
with full precision achieves high total accuracy, as well as strong values in precision, recall, and F1-score, which proves
that it is a strong model capable of discriminating benign traffic fairly well and various forms of attacks in non-IID and
highly unbalanced data sources. These findings underscore the potential of the suggested framework in ensuring stability
and consistency of performance despite the nature of the problem of decentralized and heterogeneous edge data.

The class of the performance analysis also shows good detection of most powerful types of attacks including
DDoS and PortScan that are one of the most common and harmful risks in current networks. Simultaneously, the
framework allows significant recall of minor attack type classes proving sensitive to rare yet critical intrusions
generally missed by traditional detection frameworks. All three findings are confirmed by the confusion matrix and
ROC-based analyses which indicate that the class separabilities are strong, the true positive are high and the
misclassification levels are low in the varied traffic classes and these results demonstrate the strength of the learned
representations in the real network environment.

Besides the effectiveness of detection, the optimisation experiments of the model prove the feasibility of the sug-
gested method. Magnitude-based pruning greatly simplifies model complexity and parameter quantities with no or only
minor effects on detection performance, allowing efficient and efficient implementation in resource-constrained edge de-
vices. FP16 quantization has the best balance between accuracy and computation efficiency of the available quantization
strategies, with significant model size and inference latency reduction achieved without compromising detectability.

On the whole, these findings support a solid empirical position that the suggested FedSSL-IDS architecture is not
just correct and powerful, but it is also scalable and can be implemented in practice, so it works well in edge-based and
IoT application intrusion detection, where resource consumption, access to energy, and information privacy are vital
factors.

The table provides a concise summary of the key experimental outcomes of the proposed FedSSL-IDS framework.
It highlights the model’s strong detection performance under non-IID data distributions, robustness across diverse at-
tack categories, and the effectiveness of model optimization techniques in enabling efficient and scalable deployment on
resource-constrained edge devices.
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8. Discussion

The experimental outcomes prove that FedSSL-IDS framework is a useful tool that helps to overcome some
critical issues related to intrusion detection in edge-based and IoT architecture, such as data privacy, limited labeled data,
non-IID, and resource-constrained data distribution. The performance in terms of self-supervised learning and federated
learning demonstrates that the combination of specifically the former and the latter can be considered an efficient and
effective approach to creating scalable and privacy-aware security systems.

Among the most significant findings of the results is that the model can be used to sustain high performance even in
the federated training circumstances. The distribution of traffic patterns is generally very different between points in
practice edged environments, and it is commonly not possible to train centrally because of privacy. The suggested
framework proves that even without the raw data exchange, collaborative learning can result in a strong global model,
which implies that federated learning is quite suitable in intrusion detection settings where the sensitivity and
decentralization of the data are the main priorities.

The analysis of the performance of the classes gives additional information on the strengths and weaknesses of the
system. The high level of detection of the DDoS and PortScan attacks shows that the model works well in capturing
high level traffic behavior related to scanning and volumetric types of attacks. These forms of attacks are some of
the most common in actual networks and it is important that reliable detection is done so that the network is not lost.
Simultaneously, this structure preserves a sensible percent of recall of minority attack classes, indicating that it is sensitive
to infrequent yet high-impact intrusions. Precision to these classes is compromised by class imbalance though, such
behaviour is a trade-off that is usually favoured between attack spread and false miss of intrusion, and is very common in
security-critical applications.

The interpretation and the reliability of the approach is supported by the confusion matrix and ROC-based analysis.
The majority of classification mistakes are made in cases of traffic classes having overlapping features, e.g. benign traffic
and high-volume DDoS traffic. This finding is in agreement with actual network behavior since legitimate network traffic
bursts can be similar to attack patterns. The high value of AUC and stable Precision- Recall curves imply that the model
can be discriminative at different levels with respect to the threshold and can be adjusted into its operation needs such as
low false-positive or more attack-sensitive.

A deployment approach, in particular, the discussion of model optimization is especially important. Lightweight
models are always needed in edge devices since they usually have strict energy and memory constraints. The findings
indicate that magnitude-based pruning is a good method to reduce the complexity of models without affecting the detection
performance, which proves that the learned representations are succinct and robust. Moreover, FP16 quantization comes
as the most feasible optimization choice, which has a desirable efficiency to accuracy ratio. The fact that the performance
decays with the INT8 quantization is an important lesson that in security-sensitive applications aggressive compressions
can undermine reliability, and should be implemented with caution.

All in all, it can be affirmed that the proposed FedSSL-IDS framework is not just factual, but also feasible to be
deployed in real-world edge settings to produce a practical effect. Privacy-preserving learning with its powerful detection
and efficient optimization of models makes the framework a viable solution to the next-generation intrusion detection
systems. The findings also indicate opportunities of improvement in the future, including better countermeasures to
extreme imbalance of classes, adaptive thresholding depending on network conditions, and combination with online
learning measures to counterattack the changing patterns of attacks.

9. Conclusion & Future work

In this paper, the author introduced FedSSL-IDS, a fresh and holistic intrusion detection framework that aims to
deal with increasing security issues of edge-based networks and Internet of Things (IoT) networks. The suggested
solution is based on combining self-supervision learning with federated learning to make joint training of the model
possible without violating processes of data privacy and decreasing the usage of labeled data. Representation learning
on the edge directly addresses privacy concerns related to centralized intrusion detection systems by transferring only
model parameters throughout federated training so that the data is stored on the decentralized edge devices that are
characteristic of contemporary edge systems. Part of the analysis done on CICIDS2017 dataset shows that the proposed
FedSSL- IDS framework can deliver high detection rates with realistic conditions that have non-IID data distributions
and severe class imbalance. The model achieves sufficient overall accuracy and balanced F1-score values as well as
recall and precision, which implies it is effective in discriminating between benign traffic and various types of network
attacks. Specifically, the framework has superb detection of the most common and disruptive attacks in real network
environment, which include DDoS and PortScan. Simultaneously, the system has meaningful recall on minority attack
classes, which points to its sensitivity to rare and critical intrusions which can be hard to identify. The strong
performance analysis in terms of confusion matrices, ROC curves, Precision Recall curves convince further the strength
and soundness of the suggested approach. These studies indicate that there is high separability of classes as well as high
true positive and low misclassification across large traffic classes. Notably, the majority of classification errors are
committed in beneficial situations where similar traffic patterns e.g. benign traffic bursts that look like volumetric
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attacks, not because the model has failed in a systematic manner. This fact makes the proposed intrusion detection
system more interpretable and more credible. Besides detection accuracy, this work also puts a high emphasis on
deployability and efficiency, which is also an important edge-based security solution requirement. Magnitude-based
pruning application shows that it is possible to make enormous cuts in model complexity and the number of parameters
with little or no effect on detection performance. In addition, comparison of post-training quantization methods indicates
that FP16 quantization offers the best tradeoff between computational complexity and detection accuracy. The
optimizations achieve lower memory footprint, lower inference latency and energy-efficiency, which allows real-time
intrusion detection on resource-constrained edge devices over the internet of things (IoT) gateways and embedded
systems. Nevertheless, even though the results are promising, there are different directions to be pursued in the future
research. To begin with, future research can look into extrapolating the evaluation to other and more recent intrusion
detection datasets, and real-time traffic of working networks to further test the external validity of the proposed
framework. Second, more sophisticated methods like data augmentation, class rebalance, and cost sensitive learning can
be deployed to enhance detection performance of absolutely rare attack classes still further. There was no deliberate use of
any balancing technique like SMOTE, focal loss, cross-entropy, and data augmentation. The impact of this weakness was felt especially in
cases of SQL Injections andXSS, since theminority samples of these attacksmade the entire process less robust. Third, to increase the
resilience of federated systems to poisoning and inference attacks in adversarial settings, it is possible to integrate strong
federated learning features, such as secure aggregation, adversarial client detection and differential privacy.

Finally, it is possible to further augment the framework by incorporating adaptive and continual learning to better
address dynamic network threats. While the proposed framework enhances privacy by preventing any direct exchange
of data in plaintext form, more sophisticated techniques like differential privacy, secure aggregation, and protection
against poisoning attacks are not incorporated into the present framework and are left for future work. In conclusion, the
FedSSL-IDS framework is a promising intrusion detection scheme that addresses scalability, privacy, and energy
consumption.
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APPENDIX A
Additional Experimental Results

Additional performance evaluations, confusion matrices, and class-wise analysis results of the proposed FedSSL-IDS
framework are presented in this appendix.

APPENDIX B

http://www.unb.ca/cic/datasets/ids-2017.html
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Hyperparameter Configuration
This appendix contains the detailed hyperparameter settings used during federated learning, self-supervised training,
pruning, and quantization experiments.

APPENDIX C
Implementation Environment
This appendix provides information regarding the software libraries, hardware configuration, TensorFlow/Keras setup,
and edge deployment specifications used in the experiments.
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