
RESEARCH

Peer-to-Peer Networking and Applications           (2026) 19:79 
https://doi.org/10.1007/s12083-026-02222-w

Extended author information available on the last page of the article

Abstract
Trust between sensor nodes is very essential to improve security, dependability, energy efficiency, scalability, and coop-
eration in Industrial Wireless Sensor Networks (IWSNs). In order to enhance cooperation and security on a large scale 
in IWSNs, we suggest a Trust-based Integrated Techniques for Anomaly Neutralization (TITAN), where unequal cluster-
ing can be used to detect and shrink unacceptable sensor nodes and save resources. Disparate strategic clustering helps 
in boosting energy efficiency through the creation of smaller clusters close to the sink and larger ones at the distances, 
therefore encouraging the more tolerable distribution of power and communication encumbrance. Heads of the clusters are 
dynamically selected depending on the fitness of the nodes within the cluster through a new Optimal Cluster Representa-
tive Election Algorithm (OCREA). The fitness of a node is based on its residual power, connection quality, signal strength 
and distance to the sink. TITAN applies distributed intra-cluster trust to make decisions combining with centralized 
inter-cluster methodologies, merging attack-resistant trust evaluations and effective trust aggregation. In addition, TITAN 
applies an appealing dynamic logarithmic trust fund distribution of rewards and sanctions based on the actions of sensor 
nodes, it is possible to distinguish between reliable and faulty nodes. Also, it includes key indicators of communication 
trust, data trust, and energy measurement to allow proper trust measurement. TITAN considers a dynamic aging factor and 
damping factor, which ensures that reliability of sensor nodes is considered on account of recent exchanges, and, therefore, 
minimizing the influence of old information. To a larger extent, the model incorporates a logarithmic penalty term that 
punishes the node when the rate of unsuccessful interactions goes up hence effectively isolating with untrustworthy nodes. 
TITAN enhances better and reliable and robust trust assessment as it incorporates feedback provided by trustworthy neigh-
bor’s nodes and the manipulation of trust levels using an extensive analysis. The combination of these features contributes 
to the overall performance and improves it’s security of IWSNs, which enables them to be better resistant to attacks and 
use less resource to run in resource-constrained environments. Due to its communication overhead, trust evaluation and 
detected malicious nodes, the solution proposed is superior in its capabilities compared to other solutions authenticated 
with extensive simulations. TITAN manages to recognize the presence of the malicious nodes with 87 percent even when 
the malicious nodes are less than 60 percent, meaningfully better than such comparative models as SDTS and DTMS. 
The positive error rate and the negative error rate is minimized with a precision in detection increased to 9% and 6% 
respectively. TITAN also maintains high packets delivery ratio of above 89% and reduced the average packet loss to only 
36 as compared to more than 60 in the baseline schemes. Also, the energy consumption is lowered by about 14% that 
confirms the effectiveness of TITAN. These findings all indicate the strength and scalability of TITAN Energy-constrained 
environment performance and threat-prone IWSN environments performance.
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1  Introduction

The industrial wireless sensor networks (IWSNs) are 
the key aspect of the modern industrial-based settings 
as they allow real-time management and observation of 
industrial processes and machines. These networks are 
made up of a group of small powered sensor nodes (SNs) 
distributed throughout industrial plants and that measure 
and transmit data in parameters like temperature, pres-
sure, humidity and vibration[1]. Such large amount of 
information facilitates prompt decision making, optimi-
zation of processes and enhancement of work efficiency 
in industries [2]. The industrial set-up is bound to con-
sist of varied and intricate assembly of machines, SNs, 
communication systems, control system and computing 
functionality, and these should be coo-ordinated. This 
heterogeneity forms many vulnerability points, which 
could be exploited by attackers. In addition, the working 
conditions in industries are largely hostile, and there are 
elevated levels of electromagnetic interference, extreme 
temperatures and physical impediments. It may influ-
ence the reliability of wireless communication and the 
functioning of sensors. However, there are special issues 
involved in wireless communications within industrial 
set ups especially regarding security [3]. IWSNs possess 
a number of most serious problems including reliability 
and robustness, heterogeneity, interoperability, scalabil-
ity, energy constraints and security vulnerabilities [4]. 
In IWSNs, security and reliability are most essential, as 
the data and processes in question may be considered too 
sensitive [5, 6]. Such networks are running some vital 
industrial processes where any attack or malfunction 
may cause Destructive consequences that may include 
disruption of operations, safety incidents, and financial 
damages. Security also guarantees the confidentiality of 
data and freedom of tampering against malicious usage 
and authorized access. Reliability embodies reliable and 
accurate transmission of data which is significant when 
it comes to making timely decisions and optimization of 
processes. Malicious players are interested in the indus-
trial systems having high priority to destroy the work of 
the infrastructure, to steal the sensitive information, or to 
sabotage the work. Different types of attacks pose serious 
risks to the integrity, confidentiality and availability of 
the data in IWSNs [7]. A few of them include eavesdrop-
ping, where attackers monitor communications in order 
to obtain sensitive information, and tampering, where 
unauthorized alteration of data or SNs is implemented. 
The stakeholder network can be intentionally sabotaged 
by disgruntled workers or contractors, or unauthorized 
access to sensitive data can be affected by the machines 
inside the network [8]. These attacks can go years without 

being caught and this would cause havoc in the produc-
tion process, data leakage and loss of money, intellec-
tual property theft or loss of essential infrastructure [9]. 
Insider attack also undermines trust in the IWSN, which 
undermines cooperation and collaboration of legitimate 
actors as well as influence in making effective decisions 
[10]. Outsider attackers may attack IWSNs via different 
types of sophisticated attacks in order to exploit flaws 
in network protocols or software and hardware compo-
nents [11]. Such attacks might be eavesdropping in pas-
sive form, distortion of data packets, the introduction of 
harmful code or even interference with the communica-
tions channel. Specifically, DoS attacks can saturate the 
network resources that will lead to failure of communica-
tions and distortion of regular industrial operations [12]. 
Moreover, other attacks may have economic reasons or 
competitive spying, or geopolitical intentions. They are 
able to present serious threat to industrial organizations 
to take action against new threats. Attacks of IWSNs by 
external entities have non-monetary results. They can 
produce a blow to the reputation, a loss of client faith, 
and a possibility of the legal blow-back. It emphasizes 
the importance of strong security procedures and active 
risk mitigation methods [13]. The intensive security prac-
tices are important to counter any form of external and 
internal threats [9–14]. These approaches need to pro-
vide confidentiality, integrity as well as availability of 
the data in the network. Confidentiality ensures the data 
is not compromised with unauthorized entities whereas 
integrity assures the data is not compromised. Availabil-
ity refers to making the services and network accessible 
to the parties supposed to access them where necessary 
[13]. Conventional security techniques, such as encryp-
tion and authentication are needed and may not be ade-
quate on their own due to the high-risk environments, 
individual or complex nature of the challenges in IWSNs 
[12, 15, 16]. More enhanced regulations and progressive 
security solutions are demanded, which should be able to 
grow in line with the threats and anomalies that come [17, 
18]. The trust mechanisms are needed to protect IWSNs 
against malicious activity and protect integrity of com-
munications and data [19]. The mechanisms provide SNs 
with the ability to measure the trustworthiness and cred-
ibility of the information provided by their respective 
counterparts due to the establishment of trust relations 
among the SNs [20]. Decision-making based on trust 
allows SNs to be smart on the data aggregation, routing 
and cooperation. It minimizes the effect of attacks and the 
effect of network resilience maximization [21]. The trust 
models are good solution to the security problem in the 
IWSNs because it introduces a model of quantifying and 
managing the trust between the SNs in the network [22]. 
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These models can be employed to make use of the differ-
ent trust factors such as history of the past behavior of 
SNs, the context of interaction and the feedback of other 
SNs. By continuously monitoring and updating the level 
of trust, these models can identify and isolate malicious 
SNs before they can disrupt the network [23]. Figure 1 
shows the different categories of trust.

In this paper, our objective is to design a lightweight 
trust mechanism (TITAN) for IWSNs to support decision-
making at minimal energy cost. Our proposed solution 
is meant to provide structured as well as scalable attack 
detection and countermeasures utilizing trust as a primi-
tive building block in order to support security. Adding 
energy-efficient mechanisms for trust assessment, the 
designed model minimizes security operation overhead, 
ensuring efficient network performance as well as resource 
utilization in IWSN. Our suggested approach involves 
several key components. Since In IWSNs unequal clus-
tering is superior to equal clustering. To begin with, we 
outline a new unequal topology of strategic clustering 
because it allows balancing energy consumption and low-
ering funnel overheads around the sink and enhancing 
network longevity by stopping the premature depletion of 
nodes in high-traffic areas [24]. More data traffic is nor-
mally in SNs near the sink in IWSNs resulting in faster 

energy consumption [25]. Unequal clustering takes care of 
this by having smaller clusters closer to the sink, which 
is less burdened by the cluster heads, and larger clusters 
more distant, which distributions have fewer SNs relaying 
data [26]. This is because early energy congestion of vital 
SNs close to the sink is avoided, which leads to increased 
efficiency of resources use, reduction on load balancing 
and a prolonged network life time. We then construct an 
effective lightweight calculation of trust system that can 
be implemented on the resource constrained SNs. Such 
mechanism consider different new aspects of trust such 
as first-hand observation of SNs behavior, suggestions of 
other SNs, and data trust. Second, we develop a distributed 
trust management system where Jed SNs provide SNs with 
trust information and work together to identify and react to 
threats.In order to make sure that our proposed solution is 
effective and realistic, we thoroughly test and experiment 
the system in the industrial conditions. Our trust mecha-
nisms are compared with various attack models that have 
been proposed in subsection attack model. This argument 
is substantiated by our experimental data, which confirms 
that our solution makes a great contribution to security 
position of IWSNs by increasing their resistance against 
attacks without reducing energy consumption and opera-
tion reliability.

Fig. 1  Categories of trust 
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central control that may be a failure point [23]. For larges-
cale, this decentralization is the most important to IWSNs 
in order to ensure resilience and scalability. All SNs are 
assessing trust singly,

which distributes security decisions throughout the net-
work, and resists attackers trying to attack central control 
points[34].

1.2  Novel scientific contribution

The suggested TITAN trust model is an efficient and 
strong security system, and it is accurately designed to 
enhance the security of IWSNs. The implementation of 
TITAN experiences radical changes in terms of trust 
management that introduces a new age of innovation 
and safety to these mission-critical systems. TITAN pro-
vides the following major contributions to the security of 
IWSNs offering reliability and performance in the mis-
sion critical industrial setting.

a.	 TITAN uses unequal strategic clustering as opposed to 
equal clustering to balance the consumption of energy 
and increase the network lifetime. TITAN uses an 
Optimal Cluster Representative Election Algorithm 
(OCREA), which enhances the choice of a cluster head 
(CH) in IWSNs. It takes into account network den-
sity, link quality, Traffic Load, distance to BS, Signal 
Strength and remaining battery life, which gives an 
efficient aggregation of data and the load balancing. It 
also periodically chooses healthy CHs and this offers 
some stability as it switches to backup CHs and limits 
the effects of low CHs battery levels.

b.	 TITAN is a multi-level, multi-factor, trust computation 
scheme that works at both distributed intracluster and 
centralized intercluster levels. It applies a dynamic log-
arithm trust function which allocates dynamic rewards 
and punishments on the behavior of SNs. It differenti-
ates reliable and untrustworthy SNs and keeps whitelists 
and blacklists, respectively.

c.	 In order to identify positive and negative SN behav-
iors we use an adaptive sliding time window of vari-
able length, which is directed by the trust levels. This 
improves the accuracy of monitoring and flexibility and 
performs better than fixed length windows in identify-
ing and acting upon network abnormalities.

d.	 To incorporate the effective methodology used in esti-
mating the trust (direct, indirect trust, data trust) in 
TITAN, it includes aging factor and damping factor, 
which are empirically validated to have good resis-
tance to threats. TITAN reduces the communication 

1.1  Motivation

The growing demand of secure and reliable communication 
in IWSNs renders the availability of new solutions in deal-
ing with the sufficient problems of resource limitation and 
dynamic settings like security attacks [1], load balancing 
[2], energy and bandwidth limits, and inconsistency of data 
[3]. Traditional security measures rely on computationally 
infeasible cryptography and intrusion detection and some of 
the processes [4]. These do not fit in with the small energy 
and processing capacity.

of SNs [5]. The limitations cause vulnerability and 
inefficiency of industrial use in the real world [7]. This 
requires the availability of lightweight, adaptable trust 
models like the one that was proposed by the authors 
and is called TITAN which can guarantee strong secu-
rity, improve energy efficiency and adaptively respond to 
the changing network conditions in IWSNs. Lightweight 
trust models are the most effective way out of above-men-
tioned problems [27]. The trust relationships that exist 
between SNs in these models are formed on behavior [8], 
which enables SNs to determine credibility and reliability 
of information [9]. Based on the measure of trust, SNs 
are capable of making intelligent decisions on data like 
aggregation, routing and collaboration, which improves 
the overall level of security and reliability of the IWSN. 
Trust models are adaptive in nature, whose trust levels 
are constantly updated depending on constant interactions 
and feedback, which is essential to guarantee strength in 
changing industrial settings [18–23]. Lightweight trust 
models use less energy and have low levels of compu-
tation overhead, which renders them applicable to SNs 
with a resource constraint [28, 29]. These models are 
based on simple and effective algorithms in order to be 
evaluated. These are reliable which guarantees security 
is brought without highly depleting battery life, or pro-
cessing power. This is primarily crucial in the industrial 
setting where SNs are commonly used in places that are 
difficult to access, and constant battery changes are not 
feasible. In addition, insider threats are especially diffi-
cult to detect and counter with the help of trust models 
to fight with conventional security [30]. The trust models 
have the ability to detect likely anomalies in SN behavior. 
Due to monitoring it regularly, it denotes indicative of ill 
intentional operations in the IWSN [31]. With proactive 
security, it is possible to isolate and nullify easily within a 
short period of time, things such as threats, and blocking 
the possibilities of interruption and safeguarding sensitive 
industry procedures [32, 33]. Also, trust models support 
decentralized security control, reducing the reliance on a 
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2  Related work

In this section, other models of trust in the context of 
the Industrial Wireless Sensor Networks (IWSNs) have 
been reviewed to develop a clearer picture of the current 
state of the art. An in-depth literature review reveals the 
limitations, strengths and gaps in the research of the cur-
rent strategies and provides a basis upon which the new 
approach can be compared and confirmed. The analysis 
of the existing methods of building trust also demon-
strates the historical developments, prevents duplication, 
and reveals the future lines of research. Fang et al. [9] 
presented an alternative by developing a trust manage-
ment system called Gaussian distribution-based trust 
management system (GDTMS) to enhance security and 
performance of fog-based IWSNs. Their work addresses 
important challenges e.g. the minimization of the latency, 
the possibility to use the real-time control, the possibil-
ity to plan the resources, and the protection against inner 
security threats that are usual in the distributed industrial 
networks. The framework of the GDTMS uses sensor-
node reliability to determine credibility of the sensor-node 
to trade off security, energy efficiency and transmission 
performance, which is very essential in industrial applica-
tions that require quick processing of data and low energy 
usage. The authors created a multidimensional selective 
forwarding scheme based on the grey decision -making 
theory to secure and simplify the transmission of data mit-
igating attacks by specific persons such as bad-mouthing 
within an organization. The technique also seals network 
holes and reduces the load distribution to maximize net-
work survivability and reliability. The outcome of simu-
lation indicates that GDTMS is more stable and robust 
than other related trust-based secure routing algorithms. 
Nevertheless, it might not be scalable in large resource 
limited industrial applications due to its greater computa-
tional complexity.

Yang et al. [10] presented a secure clustering framework 
of an IWSN in form of clustered networks named SCFTO. 
The protocol involves fuzzy trust estimation and outlier 
detection mechanism to enhance security of the network 
against internal attacks. In order to manage the uncertainties 
that are realized due to transmission in an open wireless set-
ting, SCFTO uses an interval type-2 fuzzy logic controller 
that determines the reliability among sensor nodes (SNs). 
An outlier detection algorithm based on density is then used 
to enhance security by creating an adaptive trust threshold 
which eliminates malicious SNs during the selection of clus-
ter-heads. To effectively select cluster-heads, the SNs with 

and computational overhead by interesting and unique 
trust operations over an unequal clustered architec-
ture, and does not need superfluous trust measures 
such as entropy. Dynamic assignments of weights 
to system/application requirements. The effective-
ness of TITAN is compared with the current schemes 
SDTS [23], DTMS [35], DST-WOA [36], which dem-
onstrates the effectiveness of the system in an open 
environment.

IWSN data sharing security is significantly enhanced by 
the proposed clustered trust model that will efficiently 
address the myriad of limitations. The suggested approach 
is the interaction of success and failures, logarithmic 
rewards and penalties, direct trust and feedback trust to 
provide good security. The best feature with the method 
is that it can improve the level of security by detect-
ing and utilizing SNs that will never be insecure when 
communicating. This implies that confidential informa-
tion is shared with only trusted SNs hence the risks of 
unauthorized access and security attacks are reduced. 
The model proactively identifies and eliminates threats 
by constantly evaluating failed interactions. This allows 
using preventive measures, e.g. limited access or alerts to 
prevent possible data destruction. The dynamic system of 
rewards and penalties provided in the framework makes 
SNs take safe action. A high level of trust is likely to 
be enjoyed by individual SNs who assume responsibil-
ity in sharing data, hence making them comply with the 
security policy and ensure the integrity of the network. 
Instead, SNs with ill intentions will be punished, such 
as limited access, a powerful weapon to potential crimi-
nals. Also, the approach places precedence to interactions 
with trusted SNs using direct trust which is established 
by prior interaction. This reduces the probability of com-
munication with unreliable SNs, which increases the net-
work security.

The rest of this research paper has been structured into 
different sections to give a detailed analysis. Section 2 will 
discuss the current research studies concerning this study 
with references to their strengths and limitations. Sec-
tion 3 shows the proposed methodology, which highlights 
its novelty. Section  4 outlines simulation experiments 
which shed light on the findings. And finally, Section  5 
draws the conclusion of the research and offers possible 
directions of future research. This structure of organiza-
tion facilitates conformity and homogeneity in the way 
the study methodologies, analysis and findings have been 
presented.
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models of conventional machine-learning based are still not 
as efficient at identifying malicious sensor nodes (SNs) as 
they are not labeled, and the attack patterns involved are not 
known. In order to handle uncertainty in sensor values, the 
framework uses type-2 fuzzy logic to determine SN repu-
tation. A longer GAN-based codec structure also increases 
the level of trust, with a computation as high as 96 per cent 
detectable and the error-rate low below 8 per cent. The pro-
posed GAN-based trust-redemption system aims to improve 
resiliency in the network by admitting those SNs, which 
have been mistaken, to the network in the future, thus not 
being rejected forever. The other module is the trust-adapta-
tion which dynamically updates the trust analysis to follow 
the changing conditions of the industries to provide secure 
clustering and real time complement of data communica-
tion. The effectiveness of the framework is confirmed by 
the simulation results of protection against the dynamic and 
advanced threat, with a high detection accuracy, flexibility, 
and stability.

To enhance security and collaboration in an Industrial 
Wireless Sensor Networks (IWSN), Khan et al. [23] came up 
with the Secure and Dependable Trust Assessment Scheme 
(SDTS) with the aim of strengthening the security against 
severe internal attacks such as; on–off and bad-mouthing 
attacks as well as garnished attacks. SDTS evaluates the 
trustworthiness of a sensor node (SN) based on direct trust, 
indirect trust, data-communication trust and misbehavior in 
the SNs. It incorporates a dynamically adaptable trust range 
which is responsive to the application requirements. The 
network is partitioned into optimum clusters and abnormal 
attenuation variables in addition to dynamic sliding win-
dows are implemented to overcome the natural interfer-
ence and malicious intrusions. The computations in trust 
are founded on behavior-pattern analysis, the rate of misbe-
havior, misbehavior frequency and a misbehavior weighted 
and formula. The detection precision is 91% false-positive 
and false-negative ratings are 2.5 and 2 percent respectively 
and the energy use is high (0.40 J) and bandwidth is high 
(108Kbps) at the worst case when half the SNs are mali-
cious. SDTS has better rates of detection and accuracy as 
compared to more recent state-of-the-art approaches, where 
its false positives are lowered by over 80 percent and its 
detection rates are enhanced by up to 23 percent.

Kumar et al. [24] has presented Energy Efficient Unequal 
Multilevel Clustering (EEUMC) algorithm on the under-
water wireless sensor networks. The idea is to optimize 
the use of energy and enhance efficiency in data transmis-
sion to be used in the maritime tasks like monitoring the 
environment and exploring its resources. EEUMC also is 
used to extend the network lifetime by clustering sensor 

more residual energy and smaller trust-value uncertainty 
are determined more highly through a fuzzy logic-based 
scheme, which offers a tradeoff between energy efficiency 
and security. The scheme is complete distributed and easy to 
carry out. According to performance assessments, SCFTO 
provides more protection against internal attacks as com-
pared to cloud model-based and weight-based mechanisms.

Demertzis et al. (2016) introduced a security model of 
the Industrial Internet of Things (IIoT) on the blockchain. 
The framework uses deep learning-based smart contracts to 
prevent the increase of security threat levels in the indus-
trial environment and to mitigate the drawbacks of existing 
security control methods. It facilitates safe, open communi-
cations between Industry 4.0-ready IIoT pervasive devices 
through real-time abnormal detection of network traffic 
utilizing a profound autoencoder neural network analyzing 
network traffic. In comparison to traditional approaches, AI 
is implemented at the core of the blockchain as opposed to 
the addition. As a result, decentralized, autonomous transac-
tions of critical infrastructure are achievable, without rely-
ing on the central authority.

Smart contracts implement a bilateral traffic-control sys-
tem which is a distributed, fault-tolerant anomaly-detection 
system, and provides high security with minimal computa-
tional overhead. The study is one of the earliest studies that 
uses deep learning enabled smart contracts in blockchain, 
which preconditions the development of intelligent security 
frameworks in IIoT environments. The deep autoencoders 
can further enhance the ability of the system to identify 
sophisticated multi-dimensional cyber threats.

The research by Rathee et al. [18] proposed a blockchain-
based IIoT security model to improve transparency, data 
integrity, and traceability of sensor activity in the industrial 
processes. The framework records all sensor interaction in 
the blockchain and this will address unauthorized access and 
manipulation of data. Blockchain is used to store processed 
sensor data resulting in an immutable ledger enabling safe 
wireless communication between sensors. The simulations 
of the appraisal of performance of the framework were done 
based on the measurements of the probability of attack suc-
cess, the rate of detection, the falsification resistance, and 
the authentication delay, and the performance is compared to 
the traditional security protocols. The outcomes have shown 
that the blockchain-based solution can greatly enhance the 
level of data protection and transparency, lessen unauthor-
ized operations, and increase the detection of attacks.

Yang et al. [19] suggested a complex trust-management 
scheme to IWSNs, which employs Generative Adversarial 
Networks (GANs) to enhance safety and add resilience 
capabilities to IWSNs in the face of new threats. Trust 
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a parameter that balances the energy consumed and enables 
successful transfer of data. A hybrid optimization algorithm 
COOT- HOA identifies the most optimal SN of each grid. In 
addition to this, LSTM deep-learning model predicts future 
path of moving mobile SNs by predicting direction of the 
SNs which allows the generation of effective routing paths. 
To ensure communication remains energy-aware, the pro-
tocol employs ESPRIT (Estimation of Signal Parameters 
via Rotational Invariance Technique) in order to create an 
active area between sending and base SNs. The tests have 
been conducted on the protocol and the findings reflect that 
it has a 94-percentage packet delivery ratio, a 7 percent ratio 
packet loss and an average remaining energy of 9.5 10 by J 
and has an average throughput rate of 3.4 Mbps.

Another hybrid trust management structure was proposed 
by Khan et al. [37] to enhance the security and reliability of 
IWSNs, the Multi-layered Assessment System for Trustwor-
thiness Enhancement and Reliability (MASTER). The key 
goal of MASTER is to improve the level of trust through the 
combination of data-based and communication-based trust 
assessment, and, therefore, provide the successful preven-
tion of malicious attacks and internal ones. The architec-
ture of the system is clustered where the trust is measured 
within three hierarchies which are: cluster members (CMs), 
cluster heads (CHs) and base stations (BSs) and it is cal-
culated dynamically through weighting mechanism which 
give more emphasis to recent interactions. Experimental 
findings indicate that MASTER has a 97 percent malicious 
behavior detection rate in the situation where 30 percent 
of the SNs have been compromised and this compares to 
some of the trust models currently in existence. Secondly, 
the framework is energy saving because it reduces the num-
ber of unneeded transactions but ensures high throughput of 
150 kbps even in unfavorable network conditions. Never-
theless, it can be rather limiting on high-dynamics environ-
ments where the SN behavior varies rapidly due to reliance 
on precise estimates of trust.

As a solution to enhancing trust estimation in clustered 
WSNs, Khan et al. [34] introduced a trust management 
scheme, called the Reliable Trust Model (RTM), a weight-
based scheme. The principal idea of RTM is to increase 
security, reliability, and decision-making by integrating 
communication-based trust (direct and indirect) and data-
based trust, but overcome the drawbacks of the current meth-
ods, including the waste of communication and poor use 
of resources. RTM embraces data trust to reflect data con-
sistency, which together with communication trust allows 
making trustworthy collective decisions. To minimize even 
more resource usage, RTM uses hybrid clustering strategy 
which reduces the number of inter-cluster communication. 

nodes in unequal multilevel clusters. The grouping is made 
by the residual energy of each node and the distance led to 
the sink. This organization assists in efficient data routing 
and transmission minimization which is energy consuming. 
Heads of clusters (CHs) are dynamically chosen. This will 
be selected according to the energy level and distance of 
the node to the sink. This dynamic decision enables aggre-
gation of data in an adaptable manner, removes redundant 
data and saves on energy. EEUMC ensures that energy con-
sumption is balanced across sensor nodes even differently 
(when conditions in the network change) by routing around 
energy-efficient paths and adjusting aggregation strategies. 
Simulation finding indicates EEUMC is by far better than 
traditional clustering schemas in network surviving time 
and data transmission speed. This is a disadvantage of the 
model because it re-clusters very often. This is the case 
since the cluster relay points consume a great amount of 
energy, particularly at the varying water levels.

Mir et al. [26] proposed a protocol clustering (UDCOPA) 
(Unequal Distributed Clustering based on Objects Perfor-
mances Aggregation), which was designed to enhance the 
energy consumption, scalability, and allow the network to 
live in WSN-based IoT networks. Unlike conventional clus-
tering schemes whereby these schemes apply a fixed radius 
to all the cluster head (CHs), UDCOPA uses adaptive clus-
tering radius (ARC) that corresponds to the characteristics 
of each CH such as the remaining energy and the distance 
between the BAS and the CH. The ARC is based on a multi-
criteria modeling and allows each CH to vary its radius on 
its own depending on its energy and spatial location relative 
to the BS. The results of simulation provide that UDCOPA 
is more efficient than current models such as DCOPA and 
LEACH, extending the network lifetime by 62.61% com-
pared to LEACH and by 32.72% compared to DCOPA. The 
unequal clustering strategy balances network load by creat-
ing smaller clusters around the BS and larger ones more dis-
tant, hence saving energy. However, this solution can result 
in CHs near the BS being chosen more frequently, result-
ing in more energy usage, with CHs more distant possibly 
receiving more communication cost.

Another suggested routing protocol by Ravikumar et al. 
[32] is the one that is energy-saving and focuses on optimiz-
ing the sustainability of Industrial Wireless Sensor Networks 
(IWSNs) in industrial settings that are complex. The biggest 
problem to IWSNs is unpredictable environmental condi-
tions and high-power consumption. The protocol addresses 
the latter concerns through the use of a grid system (region-
based) and a heterogeneous placement of mobile sensor 
nodes (SNs). The base SN in any grid is chosen depending 
on the remaining energy and distance to other SNs which is 
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findings show that DTMS can identify Sybil SNs with 100% 
detection rate, and shows significant improvements on 
detection accuracy, energy consumption, network life and 
packet loss as compared to the currently used models. The 
CH evaluates the trust of its members, separating malicious 
SNs, and the BS validates the trustworthiness of the CH 
and organizes secure data forwarding. Although DTMS has 
strong features in Sybil detection and network performance, 
the further research can streamline the use of the system in a 
highly dynamic or large-scale WSN deployment where high 
mobility or density can affect multi-level trust calibration.

Singh et al. [38] address the current problem of worm-
hole attacks in clustered WSNs, particularly in the frame-
works of the IoT, and work on the two aspects of network 
security and energy efficiency, which are essential to the 
resistance of the network. Conventional clustering strate-
gies have optimized the energy consumption without paying 
much attention to security weaknesses. Though the earlier 
trust models tried to identify the packet-dropping SNs based 
on the observation of the packet forwarding behavior, the 
current study takes a different approach using the Ant Col-
ony Optimization (ACO) principles. It relies on pheromone 
concentration rather than promiscuous packet monitoring as 
a method to provide direct trust, which reduces packet loss. 
The model suggested computes the trust by the pheromone 
level between SNs, producing a strong and consuming less 
energy model, which is not needy of standard packet moni-
toring, thereby decreasing the overhead and detection delay. 
The model, tested under Network Simulator 2.35, provides 
better results than current model like the ESRT trust model 
and significant better results were achieved in metrics like 
packet delivery ratio, throughput and energy consumption. 
This ACO-based trust model is effective in detecting mali-
cious SNs with minimum energy consumption and does not 
need packet forwarding monitoring, which makes it an ideal 
choice in energy-representative internet of things. Despite 
its success, it requires further enhancement to cover scal-
ability in highly dynamic or heterogeneous networks of the 
IoT.

A trust-aware optimization framework of WSNs intro-
duced by Singh et al. [36] addresses smart healthcare and 
IoT systems applications. Understanding the key importance 
of trust to achieve efficient data transmission among sensor 
nodes (SNs), the authors introduced the DST-WOA solution 
that integrates Dempser-Shafer Theory (DST) to trust-based 
clustering with Whale Optimization Algorithm (WOA) to 
energy-efficient routing. The structure improves network 
reliability and energy consumption by including trust mea-
sures in the cluster formation process and route selection. 
The simulations with MATLAB prove that DST-WOA is 
superior to the current models, such as TBSIOP, SQEER, 

Adaptive weighting is applied to the assignment of the issue 
of weight depending on the specific needs of the application, 
and it offers flexibility and adaptability. According to exper-
imental assessments, RTM exists as either better or similar 
to the traditional models, including LDTS [2], LWTM [4], 
and ADCT [3] in their ability to detect malicious SNs by 
15.78 per cent, the accuracy of selfish behavior detection, 
and cooperation. In addition, RTM also cuts communication 
overheads by up to 98 percent in networks consisting of 500 
SNs and 100 clusters over ADCT as well as other compa-
rable schemes. Although its performance is very effective, 
the performance of RTM is very much dependent on proper 
weight allocation that can be influenced by alteration of net-
work conditions.

The hybrid metaheuristic protocol, which was developed 
by Dinesh et al. [33] to improve the energy efficiency and 
security in a hostile environment, is called GWO-MSLO, 
and is used in a Wireless Sensor Networks (WSNs). The 
main aim is to eliminate the energy and security constraints 
of WSNs through Grey Wolf Optimization (GWO) to clus-
ter sensor node (SN) and an improved Sea Lion Optimi-
zation (SLO) to provide efficient routing. To provide the 
security of data transmission, Elliptic Curve Cryptography 
(ECC) is used with the help of a certificate-less aggregate 
signature algorithm that will ensure the conditional privacy 
and protection against malicious attacks. The protocol also 
introduces a Protection Trust Mechanism to assess SN trust-
worthiness in terms of effective packet delivery and hence 
offer trusted and secure communication paths. Simulation 
of NS3, the GWO-MSLO protocol performed better than 
the current protocols with 12 percent saved energy, 8 per-
cent improvement in the ratio of packet delivery, 15 percent 
decreased end-to-end delay and 11 percent improvement in 
the network lifespan and throughput. Such outcomes have 
shown an increase in security and resource optimization. 
Nevertheless, the protocol has shortcomings related to the 
use of fixed SNs and absence of sophisticated data aggrega-
tion methods.

Khan et al. [35] admitted the topical problem of Sybil 
attacks in WSNs when a malicious SN creates several identi-
ties in order to compromise network security and trust. They 
came up with a Dual Trust-based Multi-level Sybil (DTMS) 
attack detection model where a multi-tier trust verification 
system is executed at three levels of the network: Cluster 
Manager (CM), Cluster Head (CH) and Base Station (BS). 
Trust values are determined at every level, which is based 
on SN behavior and uses both communication trust and data 
trust to provide accurate identity and location verification. 
DTMS uses dynamic reward-penalty mechanism to analyze 
the intensity of SN behavior and experiences data aggre-
gation methodology to minimize energy use. Simulation 
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and has superiority over the current frameworks like IOP 
and SQEER in power-use, transmission latency, and infor-
mation integrity. The authors also mention the possibility 
of incorporating the emerging technologies like artificial 
intelligence and blockchain to improve the flexibility in 
dynamic IoT-WSN environments. The industrial application 
of modeling has shown to enhance operational efficiency, 
cost-effectiveness, and reliability of communication, which 
is why the model can be an effective and scalable method 
to secure IoT-WSN deployments. Table 1 offers a com-
parative study of the current WSN trust models and their 
shortcomings.

A new framework known as DL-HEED that was pro-
posed by Juwaied et al. [41] will improve the classical 
HEED protocol by adding deep learning to enhance energy 
efficiency and increase the lifespan of heterogeneous wire-
less sensor networks (WSNs). The major value of the work 
lies in the fact that it proposes a novel intelligent, context-
sensitive cluster head selection method involving explicit 
modeling of the relational structure of the network, which is 
not typical of the heuristic-based methods. Here, the WSN 
can be represented as a graph, where a Graph Neural Net-
work (GraphSAGE) architecture is used to keep both the 
node-level and topological data. To make the model, the 
complete list of features, such as residual energy, node 
degree, coordinates, distance to the base station, and sig-
nal strength, is used to estimate the node suitability scores. 
Such learned scores are then incorporated into the iterative 
action of clustering of HEED that allows more balanced and 
adapting cluster formation. The outcomes of the simulation 
of different network size demonstrate significant gains in 
network lifetime, residual energy, ratio of packet delivery 
and end-to-end latency; the gains being significant in dense 
network cases. Consequently, DL-HEED is a scalable and 
robust solution to next generation IoT-enabled WSNs clus-
tering. Nevertheless, the authors note that the computational 
and communication cost associated with the GNN compo-
nent is a serious drawback, which is why future research 
on the lightweight and realistic applications should be con-
ducted to apply in the real world.

Juwaied et al. [42] went ahead to extend machine learn-
ing-based clustering by proposing two improved versions 
of the Distributed Energy-Efficient Clustering (DEEC) 
protocol; DEEC-KNN and DEEC-KM, in particular, of 
heterogeneous WSNs. The main aim of the work is to add 
probabilistic and energy-aware cluster head selection on 
DEEC with the addition of spatial awareness and adaptive 
clustering by the means of lightweight unsupervised learn-
ing methods. The DEEC-KNN strategy uses the K-Nearest 
neighbors algorithm to dynamically allocate sensor nodes 
to cluster heads, both in terms of proximity and remaining 

and SSDBN-TAA; it has a 23-percent longer network life-
time, a 22-percent higher level of energy efficiency, and a 
4-percent better throughput. The findings show a high resil-
ience to the usual WSN challenges like trust related attacks, 
high power consumption, and inefficient communications 
thus enhancing the overall network performance in dynamic 
environments. The method, however, has the drawback of 
not being able to sustain the true trust assessment in highly 
dynamic networks and it operates under the assumption of 
homogeneity of sensor nodes, which can restrict its scalabil-
ity. Future research of the work should be aimed at improv-
ing accuracy of trust in dynamic situations, heterogeneous 
node support, and scaling and resilience proven on real-
world deployments.

Baharloo et al. [39] addressed the issue of trust and reli-
ability in ad hoc network in IoT by developing a three-
valued (3v) model of trust that considers smart settings. 
Through three-valued logic, this method is used in dealing 
with uncertainty in complex trust relationships, where the 
traditional binary models of trust fail to work effectively, 
particularly those that involve social commitments. In order 
to substantiate this model, the authors developed a new mod-
eling language, 3v-TCTLC, that is based on the traditional 
two-valued logic provided with an additional trust state. 
Furthermore, the MACMAS-interactor tool was improved 
to accommodate 3v-TCTLC, enabling the implementation 
of it in an IoT environment. The model was proven to be 
effective in a highly uncertain environment as indicated in 
case studies of smart healthcare monitoring and smart home 
applications. The suggested model exhibits the benefits 
of integrity, scalability, and flexibility, which is more effi-
cient in time and space than traditional trust management 
strategies. These results suggest that the model has been 
adequately adapted to trust management in efficient future 
smart systems. Future studies would be able to extend this 
framework to a broader scope of IoT ad hoc applications 
that would further increase the dependability of intercon-
nected smart environments.

To enhance the security of IoT-WSN networks, Kumar et 
al. [40] developed a route selection model based on security 
considerations designed to minimize the risk of compro-
mised data integrity of data at critical points where security 
data is required like in health care and industrial automa-
tion. To overcome the weaknesses of data transmission, the 
model combines the ITrust mechanism of detecting mali-
cious sensor nodes with an Improved Grey Wolf Optimiza-
tion (IGWO) algorithm of trust-based routing. IGWO groups 
sensor nodes according to trust, remaining energy and con-
nection requirements and allows the selection of secure and 
energy-optimal communication paths. The proposed solu-
tion provides an end to end secure routing architecture, 
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undermine the general network resilience. It is of significant 
importance to address these gaps in order to create secure, 
robust and energy efficient IWSNs that can function effi-
ciently under the resource limited environmental conditions 
and withstand the dynamic security threats.

2.1  Problem formulation

Considerable research work has already been accomplished 
in the development of trust models for IWSNs, but some of 
these limitations and knowledge gaps still exist. Existing 
trust models [33–40, 43–50] have demonstrated promis-
ing performance in energy efficiency, security, and network 
performance. The important parameters which are required 
for adaptive and accurate trust modeling are yet to be 
fully explored. Existing literature only discusses elemen-
tary trust metrics like communication trust, energy trust, 
link quality, and SN distance to the BS but doesn’t include 
vital metrics such as dynamic aging factor, damping fac-
tor, multifactor trust, dynamically adjustable SV-LTW, and 
optimal CH selection that consider the global evaluation of 
SNs [9, 10]. Moreover, most trust models [2, 5, 9, 17, 21, 
34–37] also lack consideration for advanced mechanisms, 
like unequal clustering based on residual energy and fitness 
scoring. It would potentially optimize network longev-
ity and performance by prioritizing resource-rich SNs for 
sensitive tasks. This knowledge gap makes existing mod-
els susceptible to shortcomings in adaptability and scal-
ability, leading to inefficient trust calculations in dense or 
industrial IoT applications [15]. Moreover, the absence of a 
dynamic ageing parameter makes obsolete or unnecessary 
information be retained within the calculations that build 
trust, potentially enabling compromised SNs to remain 
undetected in the future. Our proposed trust framework 
fills these gaps by incorporating trust factors. However, 
there exist vulnerabilities that could result in compromised 
adaptive, multi-factor models coupled with tools such as 
dynamic punishment & reward mechanisms and outlier fil-
tering mechanisms that can help precision and robustness. 
The inclusion of these hitherto unaccounted parameters in 
the framework aims at enhancing the accuracy of unreli-
ability identification in unreliable SNs and also reduc-
ing the false trusts. The issue of these knowledge gaps, 
which is important to enhance trust modeling in IWSNs. 
This facilitates reliable, secured, and robust networking 
operation with respect to competing with the demands of 
industrial IoT applications under changing security threats 
[18, 19]. These models need to balance security, reliabil-
ity, and energy efficiency without imposing excessive 
computational overheads [23–26]. The identified research 
challenges in the ZigB gaps point towards the need for 
innovative and reliable trust mechanisms which can adapt 

energy and hence enables cluster formation to be local-
ity-aware. Depending on it, the DEEC-KM version uses 
K-Means to form spatially even clusters, and the most ener-
getic node in each cluster is selected as the cluster head. 
Simulations with MATLAB have shown that with the tra-
ditional DEEC protocol performance can be significantly 
improved, by as much as 110 percent higher packet delivery 
ratio, longer network stability, and greater conservation of 
residual energy and more balanced cluster sizes. These find-
ings attest to the suitability of machine learning-controlled 
adaptive clustering in improving the reliability and scalabil-
ity of WSNs. The research, however, assumes that the nodes 
are deployed in a fixed manner and communicate without 
fading, which creates extra computation costs in terms of 
machine learning. Such constraints have highlighted the 
necessity to validate dynamically, in large scale, and in real-
istic WSN settings in the future.

A thorough survey of available trust models demonstrates 
that there are some significant drawbacks to the applications 
of trust in the case of the Industrial Wireless Sensor Net-
works (IWSNs). The majority of existing solutions rely on 
equal clustering and fixed trust computation which is not 
very useful in the dynamic industrial setting where energy 
efficiency, communication reliability, scalability, and secu-
rity need to be weighed carefully. Most models do not have 
energy aware trust mechanisms, do not offer much flexibil-
ity to changing node behavior and offer weak protection 
against other more advanced attacks like Sybil, sinkhole, 
wormhole and collusion attacks. In addition, other impor-
tant elements like delay in propagation of trust, variation 
in density of the network, and node mobility are also often 
ignored. Heterogeneous device type support and role-based 
trust differentiation, lightweight architectures that fulfill 
strenuous industrial latency and resource requirements are 
under-supported.

Despite the fact that the current literature offers important 
insights to trust management in WSNs and IoT-based appli-
cation, the literature fails to consider a number of param-
eters that are necessary towards effective and dynamic trust 
modeling in IWSNs. Specifically, unequal clustering and 
fitness-based evaluation, where residual energy, link qual-
ity, signal strength, and distance to the base station are used 
as inputs, are seldom used towards effective sensor node 
assessment. Also, the development of multi-factor trust 
assessment, which encompasses communication trust, data 
trust and energy trust is still in its early stages, making the 
trust decision less accurate and responsive. Most models 
do not also have advanced mechanisms, such as dynamic 
reward and punishment policies, dynamic trust update, out-
lier detection and aging considerations to reject obsolete 
information in trust. These weaknesses reduce the capac-
ity to determine unreliable nodes with great precision and 
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dissemination, are detected and prevented. Trustworthy 
SNs, source SN, CHs, BS, and destination SNs, are assumed 
to behave selfishly, focusing on optimizing packet trans-
mission, processing, and maintaining accurate forwarding 
tables. Selfish SNs that might drop packets or give errone-
ous routing directives, these effects are balanced through 
monitoring the behaviors and the data being sent through 
trusted paths, thereby maintaining the data throughputs in 
the networks and integrity.

3  Proposed method

The proposed IWSN network is separated into unequal 
clusters in order to deal with large amounts of data effec-
tively based on grouping devices into clusters of different 
sizes. Inequal and unbalanced clustering configuration 
enhances the process and management of information 
within the network and provides more reliable and scal-
able operations resulting to enhancing better and faster 
decision-making [25]. Equal size clustering cannot work 
effectively in IWSNs because unequal clustering assigns 
the data load based on cluster size and equalizes the use of 
energy among SNs [26]. The strategy avoids fast consump-
tion of energy in larger groups, enhances data processing 
speed, and increases network duration and is therefore suit-
able to IWSNs. TITAN has two levels: intra-cluster (Level 
1) and inter-cluster (Level 2). At Level 1, within every clus-
ter, TITAN computes trust in permitting the communica-
tion between the group heads (GHs) and group members 
(GMs). In this case, SNs are able to interrelate directly to 
each other to build trust by sharing data. In the case of indi-
rect trust, GHs send request packets to all GMs. TITAN is 
also efficient on the basis of its unequal clustering design, 
which allocates part of the load of data to smaller clusters 
to preliminarily process it. This helps to relieve the con-
gestion of high populated clusters and guarantee smoother 
data flow. Level 2, which deals with trust between clusters, 
involves the BS and GHs in TITAN. Information in larger 
clusters is first digested in smaller clusters before it is sent 
to the BS to distribute the load and ensure energy consump-
tion is efficient.

Both the levels are using the dual strategy of TITAN which 
takes into consideration both, the direct trust and the indi-
rect one on the basis of feedback and thus make the network 
more accurate in identification of intrusions. Gateways Hosts 
(GHs) determine the score of trust at the intra-cluster levels 
and the BS at the inter-cluster levels. In order to increase the 
security of the IWSN, TITAN applies one of the key man-
agement strategies [2, 27] to encrypt the information of trust, 
where each score is encrypted as an unsigned integer, and 
the range of values lies within a predetermined set. This is a 

themselves accordingly in the growing industrial settings 
of strong security and highest performance. The key chal-
lenge is the design of a lightweight trust model that can 
provide real-time decision making [32]. It shall integrate 
novel predictive trust assessment algorithms, adaptive real-
time threat countermeasures, and energy-efficient protocols 
to maximize network lifetime [23]. Besides, the trust model 
should be scalable, support a huge number of SNs and be 
resistant to a large range of cyber-attacks both external and 
internal attacks [33, 33]. These are going to be addressed 
by incorporating different trust measures, including direct 
and indirect trust, behavioral. It analyses reputation sys-
tems and combines them into one framework [35, 38, 49].

2.2  List of assumptions

Our proposed scheme, called TITAN, operates on a number 
of foundational assumptions in order to enhance efficiency 
and reliability in IWSNs. The SNs are fixed and agglom-
erated into clusters [24] of various sizes using established 
methodologies, wherein each SN is able to its cluster 
through information exchanging. The OCREA algorithm 
will select resourceful CHs that are responsible for manag-
ing the cluster. activities. It keeps track of records regarding 
the SN identities, locations, and energy levels and forwarded 
aggregated data to the BS for final decisions. Each SN has a 
unique identifier and spatial coordinates to enable communi-
cation. SNs are homogeneous in energetic level, buffer size, 
processing capacity, and interfaces, and each interaction 
spends 0.009217 of energy. CHs play a critical role within 
a cluster. Within the same cluster, they have a larger com-
munication range than other SNs and enjoy higher power. 
These CHs are responsible for calculating the trust scores 
of SNs to enable better decision-making. The BS works as 
the main controller unit is provided with enough resources 
and is secured against internal attacks. It initializes the trust 
values for the SNs and handles requests from monitoring 
centers. Being the main command authority, the BS can 
replace any malicious SN with a reliable one, and assign 
unique identities to the SNs. This will improve the secu-
rity of the communication mechanism and protect it against 
any outside threats. Moreover, the important management 
strategy [2] applied for generating the secure communica-
tion links is to ensure the values of trust. will remain secure. 
Trust levels extend from 0 through R, offering simplicity, 
detail, and optimization, achieving the smallest dissemina-
tion and memory overhead. The trust threshold is chosen at 
half of the maximum value, considering that all SNs above 
the threshold are trustworthy. A The dynamic logical timing 
window [34] monitors interactions, assessing SN experi-
ences. All SNs are modeled as stationary and fixed. Various 
Misbehaviors, like packet drop attacks or misinformation 
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Fig. 2  Framework of proposed method
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monitoring and routing and a blacklist of SNs that are not 
allowed to sense data and transmit. Figure 2 demonstrates 
that the management of trust has a structured framework to 
address, which enables TITAN to be easily scaled to other 
network sizes and environments. The unequal clustering and 
distributed trust evaluation of TITAN enable it to be flex-
ible and highly successful. It allows scaling effectively and 
merges with bigger networks and provides consistent, high-
performance results. The proposed scheme trust assessment 
is divided into subsequent subsections as enumerated below.

4  Attack model

Malicious SNs in IWSNs may have a devastating effect on 
network integrity and efficiency through internal attacks. 
These evil SNs track network operations and traffic and use 
deceptive techniques to corrupt measures of trust, impov-
erish resources and suppress network efficiency [12]. The 
below is an elaborate attack model that defines six critical 
situations, which describe possible behaviors and the trust 
evaluation techniques to be used to identify and mitigate 
such threats [12].

First scenario: Packet dropping attack  A packet-dropping 
attack is one that is perpetrated by an evil SN by inten-
tionally omitting certain packets rather than passing them 
on. It causes high loss of packets and disruption of relay 
of data. It is quite crucial to monitor such metrics as the 
PDR, throughput and end-to-end latency to identify such 
activity. SNs with a persistent poor PDR and above average 
latency are labeled as suspicious. Dynamic monitoring of 
such measures allows the timely identification and separa-
tion of packet-dropping SNs, which guarantees reliability in 
the delivery of data and stability of the networks.

Scenario 2: Dissipation of misleading information  In this 
regard, malicious SNs disseminate any fake routing data or 
spoofed sensor measurement that might influence other SNs 
or the BS to make the wrong decision. This threat is over-
come by reputation-based trust models. Every SN creates a 
score of trust that illustrates the precision and reliability of 
its data with time. SNs who persist in acting abnormally or 
spreading fake news decrease the scores of trusts. Through 
this, the network is able to identify and reduce wrong data 
transmission. This enhances the accuracy of the decision 
and integrity of the data.

Bad mouthing attack: Scenario 3  Bad mouthing attack can 
be associated with stolen SNs sending messages that falsely 
identify authentic SNs as malicious or unreliable to destroy 
their reputation and disrupt network stability. This attack 

successful way of lowering the transmission and power costs 
as it lowers the data bits per communication. TITAN there-
fore uses a SV-LTW [34] to keep track of the trust levels 
every now and then and records interactions between SNs, 
GHs and the BS. As the new interactions occur, the old logs 
in the SV-LTW get updated thus it is only the most recent 
activities that affect the trust calculations. The dynamicity 
of the SVLTW helps TITAN to determine collaborative and 
non-collaborative activities within SNs. On a regular basis, 
the SV-LTW moves forward, forgetting outdated infor-
mation and holding on to the most relevant interactions to 
ascertain trust adequately. Also, TITAN maintains a whitelist 
of trusted SNs that are allowed to participate in network 

Table  2  Threat model and corresponding detection and mitigation 
mechanisms in TITAN
Attack type Detection 

feature(s) Used
Expected 
symptom in 
network

Mitigation 
action in TITAN

Packet drop-
ping attack

Packet Deliv-
ery Ratio 
(PDR), End-
to-End Delay, 
Throughput

Reduction in 
trust score, 
logarithmic 
trust penalty, 
isolation of 
malicious node

Reduction in 
trust score, 
logarithmic 
trust penalty, 
isolation of 
malicious node

Dissemi-
nation of 
misleading 
information

Data conformity, 
sensual deviation, 
data credibility

Incorrect sen-
sor readings, 
wrong routing 
or control 
decisions

Data trust 
degradation, 
exclusion from 
aggregation and 
decision process

Bad-mouth-
ing attack

Feedback incon-
sistency, indirect 
trust verification, 
reputation trend 
analysis

False nega-
tive feedback 
against legiti-
mate nodes

Feedback 
filtering, cross-
validation using 
neighboring 
nodes, trust 
correction

Blackhole 
attack

Packet forward-
ing behavior, 
route consistency, 
throughput drop

Sudden and 
complete 
packet loss 
after route 
attraction

Rapid trust 
decay, route 
avoidance, 
blacklist entry

Greyhole 
attack

Intermittent 
packet forwarding 
rate, interaction 
history

Random packet 
losses, unstable 
trust values

Aging factor 
and dynamic 
punishment, 
gradual isolation

Sybil attack Identity verifica-
tion, location 
consistency, 
trust threshold 
violation

Multiple fake 
identities, rout-
ing instability

BS-level 
validation and 
permanent node 
removal

On–off 
attack

Interaction fre-
quency, trust fluc-
tuation pattern, 
sliding window 
analysis

Alternating 
cooperative 
and malicious 
behavior

Dynamic aging 
factor, reduced 
trust recovery 
speed

Ballot-stuff-
ing attack

Feedback bias 
detection, reputa-
tion inflation 
trend, cross-feed-
back validation

Artificially 
increased trust 
of malicious 
nodes

Weight reduc-
tion of biased 
feedback, 
indirect trust 
correction
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name tags, whose colors are akin to those displayed on their 
hats. <|human|> Background.

Scenario 7: Ballot-stuffing attack  The camp has been 
attacked by the French and one of the guardians seems to 
have taken a large number of ballots out of the bag and to 
have put into it the name tags of the soldiers, which are in 
colors similar to those that appear on their hats.

Ballot-stuffing attack involves malicious SNs enhancing 
the credibility of certain compromised SNs with random 
positive feedback. Such SNs are artificially increased in 
their trust values so that they could misbehave unnoticed in 
such an attack. In order to identify these attacks, trust mod-
els employ feedback consistency parameters that verify that 
feedback is consistent with observed behavior by other SNs, 
reputation trends that guard against abrupt, unjustified trust 
increases and cross-validated trust ratings by several SNs. 
They are able to take into account the history of interac-
tion and indirect verification of trust by the second sources 
of information. These parameters find irregularities in trust 
rating and give network reliability through finding biased 
feedbacks.
Table 2 describes various threat model and corresponding 
detection and mitigation mechanisms in TITAN.

4.1  Optimal cluster representative election 
algorithm (OCREA)

In this sub-section we present an advanced method of the 
effective optimal CH election. Our answer is also not similar 
to the previous ones [3, 4, 13], as they are based on distance 
measurements to select CH. It considers other essential fac-
tors like residual energy, quality of link, distance between 
BS and signal strength. These are also significant in good 
data aggregation in the direction of the drain. In addition, 
the previous methods may have the disadvantage of over-
looking the problem of CH selfishness since low battery 
capacity may cause the impact of the problem to be disre-
garded, but on the contrary, our Optimal Cluster Represen-
tative Election Algorithm (OCREA) provides a full solution 
to the problem of CH selfishness. OCREA aims at optimiz-
ing the performance of WSN through the use of regular 
election of trustful CHs, load balancing between CHs, and 
the removal of the effects of malicious behavior because of 
the low CH battery levels. Considering the significant role 
of CHs in gathering and sending data to the BS, OCREA 
ensures reliability and continuity of data by ensuring that 
data is passed on to the standby CHs in case the current 
one fails to process sensitive data. A thorough description 
of the ORCEA, which is abbreviated as algorithm 1 is as 

isolates real SNs and causes inefficiency in routing of data 
and decision making. Trust models resist such attacks with 
key parameters: SN behavior history to trace past perfor-
mance, consistency of feedbacks to confirm reports between 
SNs, reputation scores depicting long term trustworthiness, 
data authenticity to verify integrity, and indirect trust with 
corroborative feedbacks of surrounding SNs. All of these 
parameters work together to detect discrepancies, avoid 
false accusations and provide the stability of the network.

Scenario 4: Blackhole and greyhole attack  Blackhole attack 
is a malicious attack that is carried out when an SN pre-
tends to have the optimal path to a destination in order to 
lure data packets and then drop them resulting in loss of 
data and network instability. Greyhole attack is an event in 
which the packets are dropped randomly and it is difficult to 
detect. The parameters used in trust models to detect such 
an attack, use behavior parameters like packet forwarding to 
detect SN reliability, throughput to detect successful trans-
mission, route consistency checks to detect sudden route 
change, and indirect trust assessment to use neighbor SN 
feedback. These parameters are used to detect suspicious 
SNs and keep the network intact.

Scenario 5: Network infiltration through sybil attack  The 
Sybil attack is a type of attack that takes place when an 
attacker SN generates many identities to intrude into 
the WSN, thus, breaching routing and trust regulations. 
Deployment matrices are important in position verification 
and identification evaluation to detect such attacks. Trust 
estimation methods evaluate the performance of SNs and 
put under suspicion those that do not meet a pre-determined 
trust threshold. The BS is extremely important in erasing 
Sybil SNs to maintain structural integrity of the network and 
keep illegal entry.

Scenario 6: On–off attack (Laupery participation)  An on–off 
attack is a situation whereby malicious SNs switch between 
collaborative and uncollaborative behavior to evade detec-
tion. They are allowed to use the network temporarily only 
to leave abruptly and create unpredictability with regard to 
the data transmission. Frequency of interaction is monitored 
to deal with this issue by creating a benchmark of regular 
involvement. The SNs with abnormal engagement patterns 
and who do not meet the required trust levels are identified 
as a possible threat hence maintaining regular engagement 
and data consistency in IWSN.

Background: The camp has been assaulted by the French 
and one of the guardians appears to have removed numer-
ous ballots from the bag and replaced them with soldiers' 
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away with less forwarding load. The weights of the fitness 
scores w1 to w4 derived based on residual energy, link qual-
ity, distance to the BS and signal strength are not learned 
or optimized, to maintain the lightweight and deterministic 
nature of the algorithm and to ensure that the algorithm does 
not introduce the extra load and complexity of additional 
training or computation that are otherwise not feasible in 
resource-constrained industrial WSNs. List of symbols used 
is as described in Table 3.

follows. The clustering approach is clearly stated by the 
use of inequality clustering strategy in the form of rings 
whereby the network space is partitioned into a defined 
number of concentric rings around the BS. Each ring clus-
tering boundary is calculated by the parameters of Dj,min and 
Dj,max are based on the proportional sections of the greatest 
distance between each SN and the BS. This will guarantee 
that smaller clusters are found closer to the BS to minimize 
the relay loading whereas larger clusters are found further 

Table 3  List of symbols and their descriptions
Symbol Description
N Total sensor nodes deployed
m Number of cluster heads

Ei
Initial Energy of SNs

T Periodic reelection interval

Eth
Threshold energy for CH reelection

Dni

BS
distance of ni from BS

CHi
ith cluster head

Dj,minandDj,max
Minimum and maximum distances defining the range of Cluster j

FS(ni) Fitness score of node ni

LQ (ni) Link Quality of node ni

SS (ni) Signal strength of node ni

Cj
Cluster j

Dth
Transmission threshold

T x, yC (∆t) Communication trust of SN (x) on SN(y) at time (∆t)

T x, yD (∆t) Data trust of SN (x) on SN(y) at time (∆t)

F Tx,y (∆t)) Feedback Communication Trust

R Global maximum trust value

Sx, yC (∆t) Successful Communication interaction of SN (x) on SN(y) at time (∆t)

Ux, yC (∆t) Unsuccessful Communication interaction of SN (x) on SN(y) at time (∆t)

λ1andλ2
Weight factors that​ adjust the impact of the success ratio and the reward term respectively

α, βandγ Constants for maintaining numerical stability

Ψ Punishment factor

A(x,y) Aging factor

Z Total number of interactions considered
qi Quality of each interaction
ti Time elapsed since the i-th interaction
K sensitivity coefficient
l1 and l2 Dynamic sliding window

ζ1andζ2
Sensitivity coefficients

ϵ Buffer threshold
a Good (positive) feedback
b Bad (negative) feedback

wp
Weight assigned to positive feedback

wb
Weight assigned to negative feedback

ECH
Current energy level of the CH

LQCH ​ Link quality between the CH and the CMs

∅ Decay constant

fT
x,y (∆t) Final trust value
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Algorithm 1: Optimal cluster representative election algorithm (OCREA) 
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resource allocation to support swift responses to emer-
gencies and helps the network maintain functionality and 
perform swift, effective decisions. Here we consider com-
munication and data trust in intracluster communication. We 
calculate the trust about communication to verify that the 
nodes communicating are reliable; this will ensure timely 
and accurate communication of information. Data trust fur-
ther investigates the dependability of data emanating from a 
specific SN to assess the credibility and quality of the infor-
mation sensed to avoid tampering with or false readings 
of data. This will leverage the incorporation of these trust 
measures to assure the use of trustworthy data sources, opti-
mize resource usage, mitigate the influence of compromised 
sensor nodes, enhance the resilience of IWSNs, and thereby 
improve performance in critical industrial applications. The 
communication and data trust of SN(x) relative to SN(y) are 
computed by using Eqs. (1) and (3), respectively.

Tx, yC (∆t)

=

[
R × λ1 ×

(
Sx, yC (∆t) + α

(Sx, yC (∆t) + Ux, yC (∆t)) + β)

)

× 1√
ψ × Ux, yC (∆t))

×
[
λ2 × Sx, yC (∆t)

Sx, yC (∆t) + γ

]r̂

× 1√
1 + δA(x,y)

]

� (1)

In the Eq.  (1), all the terms are having a particular role 
in providing a good and proper calculation of the trust of 
SN(x) on SN(y) within time interval Dt. The communi-
cation trust is denoted by the superscript C. The gurus of 
the trust assessment are the number of successful interac-
tions and the number of unsuccessful interactions S(x,y) 
and U(x,y). The influence of success ratio and the reward 
term are moderated by weighting the factors l1 and l2, so 
that the recommended model can be capable of increasing 
or decreasing these factors accordingly. The value of a, b 
and g is critical in avoiding numerical instability like divid-
ing by zero which would dislodge the values of trust. The 
factor of punishment decreases the trust of SNs with more 
failures, which gives a correctional measure to the proposed 
model. Symbol tunes the term of the reward. The Aging fac-
tor A(X,Y) causes the effect of past interactions to dimin-
ish with time. Weight factor d controls the strengths of the 
last interactions on the current level of trust-a process which 
secures best values and demonstrates nearer to recent con-
duct. The A(x,y) aging factor is obtained by use of the fol-
lowing equation:

A(x,y) =
∑Z

i=1
wi × ti×qi × 1

1 + k × Ii
� (2)

OCREA has a linear complexity on runtime with 
respect to the amount of SNs; the computation of node fit-
ness is only simple arithmetic computations done on each 
node within the cluster of the node. To choose a cluster 
head of a particular cluster of Nj nodes, O (Nj) operations 
are required and hence the overall complexity of the net-
work is O (N), where N denotes the number of nodes. This 
performance can be obtained without an iterative optimi-
zation, training steps, and convergence-dependent pro-
cess, so that the approach is lightweight and deterministic. 
OCREA also has low messaging costs in communication 
overhead. Only periodic local exchange of parameters 
like residual energy, quality of link, signal strength and 
distance within each cluster is allowed but not a broadcast 
on a network wide basis. The re-election of cluster head 
is only elicited at specified intervals or when the energy 
of a cluster head falls below a pre-set threshold, this also 
suppresses unwarranted signaling. Moreover, the protocol 
uses unequal clustering, cutting down the message con-
gestion at the base station by establishing smaller clus-
ters in the high-traffic areas hence restricting the control 
packet build-up.

4.2  Trust assessment scheme

The trust evaluation proposal uses intracluster and interclu-
ster level combination. Intra-cluster trust assessment has the 
goal of determining the suitability and credibility of particu-
lar SNs in every cluster. The variables considered are the 
consistency in data reporting and adherence to protocols. 
The intercluster trust assessment on the other hand measures 
the credibility of the clusters on the premise of cluster con-
tribution to the WSN and their collaboration. This consists 
of the review of uniformity of intercluster communicational 
and cooperation effectiveness. By combining these assess-
ments, one will have an end-to-end test of the credibility 
of SNs and clusters. This makes informed decisions to be 
taken over the network access control, resource allocation, 
as well as data forwarding. This technique, when combined, 
increases the stability and the security of the industrial clus-
tered IWSNs. The scheme of suggested trust assessment 
is separated into multiple subsections as will be discussed 
in detail below. The proposed trust model flowchart is pre-
sented in Fig. 3.

4.2.1  CM to CM evaluation scheme

In IWSN, direct trust evaluation among sensor nodes is 
vital for the assurance of correctness, reliability, and secu-
rity of data collected and transmitted. When untrustworthy 
nodes are identified and removed, trust assessment enhances 
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internal reliability and utility of the information. This brings 
a general stability of the trust model where only high-quality 
effects are utilized to build trust other than to result in secure 
and efficient network activities. The Eq. The signification 
of (3) is that it establishes a more refined, accurate and life-
like model of trust within IWSNs because it is able to strike 
a balance between success, failure, efficiency and quality 
of data. Thus resulting in safer and more trustworthy net-
work systems. The adaptive sliding variable length logical 
time window (SV-LTW) changes accordingly to the levels 
of trust to the data trust and the direct communication trust. 
This is to show whether the actions of the SNs are good or 
bad. The introduction of a dynamically adjustable SV-LTW 
that is conditioned by trust levels of direct communication 
trust as well as the data trust can be considered a substan-
tial advantage compared to the fixed-length windows. In 
dynamic adaptation of the fluctuations in trust, the moni-
toring system will achieve greater accuracy and flexibility 

Tx, yD (∆t) =
∑Z

i=1
wi×qi × loglog

(
1 + Sx, yD (∆t)

1 + Ux, yD (∆t)

)
× 1

1 + Ei×Di
� (3)

There are a number of material parameters associated with 
the data trust. These involve the ratio between the success 
and failures in data interactions between successful and 
unsuccessful interactions, to make the trust established 
based on robust data interactions and one logarithmic ratio 
to reduce the influence of such a ratio; damping factor 

1
1+Ei×Di

 to represent the efficiency of a data interaction, 
where an increased number of attempts Ei and delay Di 
decreases the value of the trust. The weight wi is given to 
each interaction to signify the importance with qi indicat-
ing the quality of data with different layers of significant 
aspects including accuracy, consistency and relevance of 
data exchanged. With qi in consideration, the trust model 
guarantees that the value of trust is not only attributed to 
the frequency of interaction that was successful, but also the 

Fig. 3  Flow chart of proposed Trust model
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efficient way, and reduces response time. Such benefits are 
achieved by the process of identifying and eliminating unre-
liable CMs. It pays more attention to the fact that trustful 
information is collected and distributed and ensures only 
trustful information is handled and processed. The CH to 
CM feedback communication trust estimation to CH inte-
gration is a necessity that is critical to the optimization of 
the IWSN system, and the functionality of the network, as 
well as making better-informed decisions. In the feedback 
trust estimation, CH communicates with CMs and directly 
estimate interaction trust score of (n-1) CMs by periodically 
transmitting a request packet and storing in a (n-1) × (n-1) 
matrix with the help of Eq. (6) as follows:

CH =




T1,1 T1,2 . . . T1,n−1
T2,1 T2,2 . . . T2,n−1
. . . . . . . . . . . .

Tn−1,1 Tn−1,2 . . . Tn−1,n−1


� (6)

Stimulated from the beta distribution function [19], feed-
back communication trust is evaluated using Eq.  (7) as 
follows

FTx, yC (∆t) = R ×
[

a + 1
a + b + 2

]
× ECH

Emax
× LQCH

LQmax

× e−∅t� (7)

where a and b are the good and bad feedbacks, respectively. 
It is claimed that a feedback is good when FTx,yCΔtR2 and 
bad when FTx,yCΔt < R2. The trust score is always in the 
range of 0 to R as the symbol R denotes the maximum trust 
value. ECH is the current energy level of the CH and Emax 
is the maximum energy level achievable of the CH. Also, 
LQCH is the quality of the link between the CH and the 
CMs, and LQmax is the maximum quality of link in the net-
work, which is usually set to 1 in order to show ideal condi-
tions. The e-∅t factor describes the time (t) since the time of 
the last interaction and is denoted as ∅. To determine final 
trust value (fx,yTΔt) is calculated using the Eq. (8) by sum-
ming Eq. (5) and Eq. (6). (7) as follows

(fT
x,y (∆t)) = w1 × Avg + w2 × FTx, yC (∆t) + w3 × ET x (∆t)

3 � (8)

The energy trust of an SN (x) at Δt time(ExΔt) is calculated 
using a set value of a predetermined threshold amount of 
energy Eth of 20 percent of the total energy. In case the energy 
level ((ExΔt) exceeds half of the total energy, then SN(x) is 
much trusted. When 20% of the total energy < ExΔt ≤ 50% 
of the total energy it becomes SN(x) trusted and otherwise 
non-trusted. To determine the signal level of a SN at the 
CM level, the fx,yTDeltaT element is imposed in line with 
the Eq. 9. R is customizable to meet the requirements of the 
application or system.

better than the performance of fixed time windows. The 
emergence of this has helped to have a better understand-
ing of network dynamics, and thus, improve the effective-
ness of anomaly detection and response measures. Simply 
put, it promotes a robust and flexible network infrastructure, 
which is capable of responding immediately to the increas-
ing threats and do so without blacksighting its operational 
efficiency. The length of the SV-LTW would be computed 
according to the Eq. (4) where l1 is bigger than l2.

slidelength =
{{

ifAvg ≥ R − 1
2

+ +ϵ

} {
ifAvg <

R − 1
2

− ϵ

}}
� (4)

The l1 and l2 variables are actually the length (size) of SV-
LTW with the cases when CMs are regarded as good and 
bad, respectively. The 1 and 2 are sensitivity parameters, 
and they define the extent to which window length needs to 
be modified towards variations in the average trust thresh-
old. E is a symbol of which is a buffer threshold that intro-
duces a point of transition between the various sizes of the 
window which eliminates the occurrence of sudden changes 
in the observation lag. The idea behind Eq. To enhance the 
responsiveness and the accuracy of the trust evaluation, the 
dynamic depending of the trustfulness of the interactions and 
the size of the window is to be adjusted dynamically. If the 
trust value is high (Avg ≥ R−1

2 + +ϵ), the window size is 
also enlarged to give consideration of the stable and reliable 
interactions that reduce the overhead of computation. When 
the trust value is small, the size of the window is reduced 
to detect and react faster to possible misbehavior which 
enhances the security. The importance of Eq. Its capacity to 
balance computational efficiency to the estimation of vari-
ous trusts is (4). The proposed model can react fast to the 
variation in the network behaviour by dynamically adjust-
ing the observation window to ensure that there is healthy 
communication in various circumstances. The dynamic 
sizes of the sliding window mechanism can be explained by 
the necessity of the flexible monitoring periods that should 
indicate the credibility of the SNs. This will be critical in 
ensuring the security and functionality of WSNs in general. 
The Avg is an average of the direct communication trust)) 
and data trust and calculated by using Eq. (5).

Avg = Tx, yC (∆t) + Tx, yD (∆t))
2

� (5)

4.2.2  CH to CM feedback communication trust estimation 
F Tx,y (∆t))

Another significant issue of security in IWSN system is CH 
to CM feedback communication trust estimation that ensures 
integrity and reliability of information, supports security 
control, facilitates resource allocation and utilization in an 
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FTBS,CHj (∆t) = R ×
[

wp × p + 1
wp × p + wb × b + 2

]
× e−∅t� (12)

where wp​ and wb are dynamic weighting factors for posi-
tive and negative feedback, respectively during BS to CH 
Feedback Trust calculation. The weights can be dynamic 
depending on recent trends. These recent feedback is 
assigned higher weights to ensure trust calculations give 
more importance to latest network conditions. This dynamic 
weighting enhances resilience by enabling the trust model 
to adapt in real-time according to the behavior of the net-
work. The term e−∅t adds a time-decay function, where ∅ 
is a decay constant which diminishes the impact of older 
feedback progressively. This decay allows trust scores to 
represent more recent interactions, making the model more 
relevant to the current state of the network. All these com-
ponents together present a strong and adaptive measure of 
trust that is very relevant to dynamic and potentially hostile 
WSN environments. A global trust score GT

CHi,CHj
(∆t)) 

is assessed at CHs using Eq. (13).

(GT
CHi,CHj

(∆t)) =
TCHi,CHj (∆t) + FTBS,CHj (∆t)

2
� (13)

5  Simulation results

To test the performance of TITAN, we implemented a 
sequence of experiments in the MATLAB R2023b over 
a collection of conditions, systematically changing N, M, 
ȓ, and ψ. The experimental protocol included 500 repeti-
tions, and the evaluation of misbehavior was to be done 
after every 100 repetitions. Simulation outcomes revealed 
that the TITAN system has a very high resilience to inter-
nal attacks. To provide a full-fledged evaluation of its 
efficiency, the comparative study was conducted with the 
existing methodologies, i.e., SDTS [23], DTMS [35], and 
DST-WOA [36]. Special focus was given to essential mea-
sures, such as false-negative rate (FNR), false-positive rate 
(FPR), detection accuracy, average energy use, and through-
put. The comparative analysis shows clearly that TITAN is 
better than these antecedent approaches. SDTS uses equal 
clustering to minimize the overhead of communication and 
counter active attacks like Sybil and Blackhole by laying 
emphasis on the communication-based trust. Neverthe-
less, this focus brings about inaccuracies in the values of 
trust, hence constraining flexibility in the dynamic environ-
ment. DTMS [35] implements a multi-level system of trust 
evaluation which combines both communication and data 
trust so as to obtain admirable detection power. However, 
there are limitations in the model that the trust is not abso-
lute in a highly dynamic network and the model assumes 

fT
x,y (∆t) = {Highly trusted node Malicious node Legitimate node}� (9)

4.2.3  CH to CH direct communication trust estimation

CH-to-CH direct communication can be trusted by any 
means such that only trusted CHs are relied upon to trans-
mit data and any compromised or malicious CHs will be 
identified and eliminated out of the network. This helps in 
enhancing the security of the IWSN system and eliminating 
possible cyberattacks. Moreover, because direct communi-
cation can be entrusted more to dependable CHs to transmit 
and communicate information, more efficient allocation of 
resources can be achieved by means of trust estimation. The 
asset makes it easier to respond faster to crucial events and 
situations and thus improves the effectiveness of the system 
as a whole. Eq. is used to provide the direct interaction trust 
between cluster heads CHi and CHj. (10) as follows. Each 
term of Eq. (10) represents the same purpose as at CM level 
in Eq. (1).

TCHi, CHjC (∆t)

=

[ R × λ1 ×
(

SCH1,CH2C(∆t)+α
(SCH1,CH2C(∆t)+UCH1,CH2C(∆t))+β)

)

× 1√
ψ×UCH1,CH2C(∆t))

×
[
λ2 × SCHi,CHjC(∆t)

SCHi,CHjC(∆t)+γ

]α

× 1√
1+δA(CHi,CHj )

]
� (10)

4.2.4  BS to CH feedback trust calculation

The BS transmits a request packet to m CHs and store the 
obtained direct interaction trust score of CHs into a matrix 
using Eq. (11) as follows

B =




CH1,1 CH1,2 . . . CH1,m
CH2,1 CH2,2 . . . CH2,m

. . . . . . . . . . . .
CHm,1 CHm−1,2 . . . CHm,m


� (11)

Since the beta distribution increases the truthfulness of the 
trust assessment procedure because it provides a robust way 
to model probabilistic trust based on binary outcomes, such 
as positive (good) and negative (bad) feedback. This makes 
it highly suited for trustworthiness evaluations in dynamic 
environments like IWSNs. The beta distribution, as a conju-
gate prior to the binomial distribution, offers a mathemati-
cally sound means to continuously update trust values with 
new observations, effectively balancing past and recent 
feedback. This continuous updating is crucial in feedback-
based trust systems, as it allows trust scores to dynamically 
reflect the latest network conditions and SN behavior with-
out discarding historical data. The Eq. (12) can be utilized 
for predicting the trust in feedback communication.
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Parameters and thresholds that are used in the simulation 
have been thoroughly tested and verified. However, it is still 
imperative to note that there are also other parameter val-
ues which could be interesting to examine since they can be 
adjusted to suit the unique needs of different applications. In 
the military arena, say two to three, values may be increased 
to enhance reliability of information depending on the level 
of confidence required. The TITAN model defines the per-
centage levels by using the previously done work [3, 23, 23, 
35], which give invaluable information on the suitability of 
the parameter range. As shown in Fig. 4, success rate is a 
critical factor when it comes to the outcome trust levels. The 
higher the success rate, the higher the trust scores which SNs 
were given. However, in adversarial situations, the level of 
trust decreases in comparison with the usual operating con-
ditions, since the TITAN trust model decreases the scores 
of SNs who show inappropriate behavior as demonstrated 
in Fig. 5. The TITAN trust model is skillful in isolating evil 
SNs that do not adhere to the protocol of packet-forwarding. 
Both the CM and the CH level are calculated and used to 
measure trust, so that any negative tendencies that are exhib-
ited by SNs can be identified and prevented.

sensor-node (SN) homogeneity, thus limiting this model to 
a heterogeneous SN environment. The DST -WoA model 
combines the Dempster-Shafer theory of clustering with 
the Whale Optimization Algorithm of routing, and thus, the 
model is more efficient in terms of energy conservation and 
throughput. However, its fixed trust judgement and the use 
of homogenous SN properties do not allow realistic trust 
evaluation and flexibilities in networks in contexts of fast 
transformation. The TITAN framework eliminates these 
shortcomings by bringing in a number of new functional-
ities. It includes a multi-dimensional evaluation of trust, 
including communication trust, data trust, and energy trust 
to provide an all-inclusive evaluation of trust. Unequal stra-
tegic clustering balances the energy consumption through 
the creation of different cluster sizes depending on the dis-
tance of a sink and, in this way, energy consumption is dis-
tributed efficiently and network sustainability is increased. 
The OCREA method is a dynamic elector of cluster heads, 
computing the fitness score based on residual energy, qual-
ity of links, signal strength, and distance to the base station, 
thus both providing energy efficient leadership and support-
ing SN heterogeneity. The TITAN adaptive logarithmic trust 
function has dynamic rewards and penalties which change 
over time and are used to reflect the SN behavior. Moreover, 
a dynamic aging aspect keeps the recent interactions rel-
evant and the impact of old information weakens and rein-
forces the identification of unreliable SNs. TITAN is more 
adept at providing the benefits of enhanced accuracy of 
trust and flexibility, energy efficiency to SDTS [23], DTMS 
[35], and DST -WOA [36], i.e. offering strong, secure, and 
power-efficient services to industrial wireless sensor net-
works. Moreover, TITAN has limited storage requirements 
of trust values, and the maximum trust value would be lim-
ited to ten, thus minimizing the use of memory. Moreover, 
clustered IWSN networks are inherently quadratic on com-
munication overhead [26]. To determine the efficacy of the 
TITAN trust model, simulations were done which included 
successful and malicious behaviors at every time interval of 
the sliding variable length logical time window (SVLTW). 
In the TITAN model, malicious SNs were inserted into the 
IWSN network in random numbers before each round had 
been initiated. Table 4 shows the parameters of simulation 
employed in evaluation of our proposed model, TITAN. An 
analysis of the end performance of TITAN was carried out 
fully by choosing simulation settings in the domain of refer-
ence [23, 35, 36]. In the assessment, we had set up the initial 
energy of SNs (€) at 4 J. The hypothesis of trust threshold 
was expected to be 50 percent of the maximum trust value 
[12]. Since our values of trust will be in the range [0, 10], 
we have the trust threshold of 5. The role of the reward term 
in the model is very unique and crucial in the control of non-
cooperative SNs.

Table 4  Simulation parameters
Network size 100 × 100m2

Network topology Random/Clustered
Node deployment Fixed
Number of sink node 1
IWSN nodes (N) 100to500
Malicious nodes 10
Number of rounds 100
No. of Cluster Heads 2to7
Transmission range 30m

Optimal number of clusters 2to7
Each simulation iteration 100
Range of trust values [0R]
Cluster size 20 nodes to 70 nodes
Initial energy of SN 4 J
Packet size 512 byte
Position of the sink (50,50)
Minimum length of sliding window (2,5)
Buffer size 30 packets
Weight assignment strategy Equal
Punishment coefficient (ψ) [1, 3]

Reward coefficient(r̂) [1, 3] neutral tuning 
when r̂=1

Pause time interval 0.01 s
Energy Usage During Data Transfer for One 
Packet

0.004096 J

Energy Usage During Data Collection for 
One Packet

0.005121 J

α 1
β 2
Γ 0.1
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malicious situations and to estimate the effect they have on 
trust-related parameters. This discussion will describe some 
of the attack paradigms and show how certain MATLAB 
functions and procedural methods can be used to model these 

There are numerous internal attacks in the industrial 
wireless sensor networks (IWSNs), which can seriously hurt 
both the integrity of the network and efficiency. MATLAB 
is an effective instrument that can be used to simulate such 

Fig. 4  Effect of success rate on trust values in normal environment

 

Fig. 5  Effect of success rate on trust values in attack environment
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TITAN's proposed trust model is unique because of real-
istic, incremental trust assessments directly associated with 
the success rate observed as demonstrated by the progres-
sive increase in the trust values shown in Figs.  4 and 5. 
The success rate which is formally defined as the ratio of 
successful interactions to the total number of interactions 
among the SNs is a determining factor in the output of the 
trust value by the TITAN model. An increased rate of suc-
cess is an indication of a stable, dependable communication, 
hence, producing high scores of trust. On the other hand, a 
reduced success rate, which is usually symptomatic of mali-
cious behavior, including packet dropping or misinforma-
tion dissemination, results in a reduced value of trust. This 
value is critical as the dynamic logarithmic trust function 
used to form the basis of TITAN incorporates both the suc-
cess rate and punishment-reward manipulations allowing an 
adaptive reflection of node action. In turn, the success rate 
will be used to differentiate between the unreliable and their 
reliable counterparts. This will help build trust in a consis-
tent and long-term interaction, and thus avoid acute growth 
of trust that may lead to poor trust operations or may signify 
the exploitation of trust by rogue SNs. As an example, by 
examining Fig. 4, it is apparent that, at success rates of 10 
and 20, TITAN triggers trust scores of 1.2 and 2.3 respec-
tively, which is a gradual and clean rise compared to models 
that can take off. The TITAN model is particularly effective 
in Fig. 5, which represents an attack situation when com-
pared to SDTS, DTMS, and DST -WOA. TITAN has a trust 
score of 1.01 at a 10 0 percent success rate, which is higher 
than SDTS (1.00), DTMS (0.759), and DST-WOA (0.616). 
These statistics highlight the superior position of TITAN to 
sustain high trust values even in unfavorable circumstances. 
An important factor that increases the reliability of TITAN 
is that it has used both an aging factor and a decay factor. 
The decay factor takes into consideration the duration of 
time (t) that a node has been without interaction; such that 
the trust is gradually lost to SNs that have not been involved 
in the network over a long period of time. This algorithm 
puts more emphasis on the latest behavior than the old data, 
hence a confirmation of the new information on the node 
performance that is actionable. With decay and aging, the 
trust ratings are dynamic and will constantly be adjusted to 
the current SN behavior keeping the ratings relevant and 
accurate. The aging factor also adds weight to recent inter-
actions in comparison with older which guarantees that the 
scores of trust are presented by current activity and elimi-
nates the impact of outdated or poorly utilized connections. 
In the end, the characteristics make TITAN more reactive 
and reliable to work in dynamic network conditions.

The results obtained by TITAN in terms of false-positive 
rate (FPR) are depicted as being lower and steadily lower 
when the sensor nodes (SNs) are malicious, thus showing 

paradigms in a principled and efficient way. In the packet-
dropping attacks, the adversary sensor node (SN) chooses 
to selectively drop packets sent by the sender instead of 
forwarding the packets. This can be recreated in MATLAB 
by calling a function like simulatePacketDropping which 
adjusts the probability of transmitting packets to replicate 
this malicious intent of the node. The performance indicators 
are packet delivery ratio (PDR), throughput and end-to-end 
delay, which may be periodically recorded using time-series 
collection functions like measurePDR and calculateLatency. 
Setting a threshold on PDR and delay enables one to signal 
SNs with low reliability to be viewed more closely. In order 
to simulate the spread of false data, we can design a function 
called *disseminateFalseInfo() [7] that can be used to inject 
false sensor data into the data stream of the network. All 
SNs participating could then have their trust scores trailed 
with the aid of *updateTrustScore()* which is a routine that 
punishes those nodes that keep on giving false information. 
In a bad-mouthing attack, a node under compromise falsely 
charges really honest nodes with deviant behavior. This 
adventure can be modeled with the help of applying the idea 
of trackNodeHistory which logs every SN interaction and 
the feedback that they will get. Measures like feedback con-
sistency and reputation scores can then be calculated using 
the function called calculateReputation hence being able to 
identify SNs who have been involved in dishonest behavior. 
Similarly, an attack based on black holes may be defined 
as a regular routine, such as advertiseBestRoute, in which 
rogue SNs announce themselves to be the best route to use 
but responsibly discard any packets they receive. In the case 
of greyhole attacks, it is possible to use the command simu-
lateSelectiveDropping where SNs are occasionally allowed 
to drop packets in an uneven distribution. A MATLAB 
subroutine, called checkIdentity, can be used within the 
application of Sybil attacks by using a deployment matrix 
to highlight discrepancies in the reported locations of SNs. 
Trust estimation measures can then mark any node that does 
not meet set trust limits as a possible malicious node. In 
order to simulate an on/off attack, the SN may be made or 
broken a participant of the IWSN randomly by invoking the 
function: simulateOnOffBehavior. Similarly, the frequency 
of engagement is tracked regularly and is monitored by the 
routine process, which aids in identifying the presence of 
anomalous and sporadic behavior through regular moni-
toring. In the case of ballot-stuffing methods, the function 
of boostReputation allows the malicious SNs to engage in 
positive feedback on the commodity artificially increasing 
the trust granted to them. Such inflation may be detected by 
consistency checks on feedback and trend analysis using the 
functions analyzeFeedbackConsistency and monitorRepu-
tationTrends, which, when combined, can be used to isolate 
such components and fix over valued scores on trust.
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trust rating. In addition, data trust metric improves system 
reliability by ensuring that there is accuracy and integrity 
of data sent. The active logarithmic trust has a key role in 
tuning the rewards and penalties based on SN behavior so as 
to reduce false positives by increasing trust evaluation accu-
racy. Besides, the fitness score used in unequal clustering 
enhances network resilience by maximizing SN distribution 
and reducing misclassifications. The aging mechanisms are 
used to make sure that the trust information is relevant and 
up-to-date by avoiding old information and a damping fac-
tor is applied to smooth the sharp changes in score, resulting 
in more consistent decision-making. Combined, all of these 
strategies significantly increase the ability of TITAN to dis-
tinguish between legitimate and malicious SNs, reducing the 
FPR and demonstrating its capability in reducing aggressive 
actions within the IWSNs. Similarly, Fig. 7 compares the 
false-negative rate (FNR) of several models SDTS, DTMS, 
DST-WOA and the proposed TITAN in different propor-
tions of malicious SNs. The findings indicate that TITAN 
always has less FNR compared to the other ones, especially 
when the ratio of harmful SNs increases. As an example, 
TITAN reaches an FNR of 0.7 at an SN ratio of 35, signifi-
cantly lower than the 1.5 of DTMS and 9.3 of DSTWOA. 
This continues at an increased ratio where at 60% TITAN 

that TITAN is more efficient at recognizing benign and 
malicious behavior (Fig. 6). The FPR is determined as the 
ratio of false positives to the overall number of true negative 
cases in the dataset. False positive- A false positive happens 
when an SN that is legitimate is classified as untrustworthy. 
In turn, the FPR measures the number of times the sug-
gested model produces a false alarm, which reflects the 
chances of inefficiency or excessively penalizing trust func-
tions that are over-punitive and penalize legitimate SNs 
inappropriately. The FPR should be lower (greater detec-
tion accuracy and reliability), by which the valid SNs can 
remain operational without the possibility of being wrongly 
detected and isolated. The FPR of TITAN rises slowly with 
a higher percentage of malevolent SNs where FPR is 0.5 
with 5% of malicious SNs and is 0.6 with 60%. In com-
parison, SDTS [23] scheme upholds an FPR of zero at lower 
ratios but then increases drastically in the future when the 
number of malicious SNs increases. DSM-woa [35] and 
DTMS-woa [36] have greater values of FPR in most of the 
ratios, which means they are more prone to false classifica-
tion of benign SNs as malicious. This high performance is 
as a result of the combination of direct and indirect forms of 
communication trust measures, as they ensure sound evalu-
ation through a combination of SN interactions into a total 

Fig. 6  Effect of malicious nodes on FPR
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the percentage of malicious SNs, TITAN has high accuracy 
compared to the other competing frameworks, with 95 per-
cent accuracy in 35 percent malicious SNs, in comparison to 
SDTS, DTMS and DST-WOA, which reach 94 percent, 93 
percent, and 80 percent, respectively. This trend continues 
to 60 percent of malevolent SNs, at which TITAN is 89 per-
cent of detection, exceeding SDTS (85 percent) and DTMS 
(80 percent) and the DST-WOA (60 percent). A number 
of critical features is the main cause of this increase in the 
accuracy of detection. They consist in the use of TITAN of 
the interaction quality, sensitivity coefficient, delay, vari-
able buffer threshold, interaction quality as well as the trust 
decay factor in its overall trust assessment. These variables 
make sure that the trust scores are up to date and they do not 
take a sudden spike in the wrong direction. These mecha-
nisms together allow TITAN to better differentiate legiti-
mate and malicious SNs thus providing better performance 
in detection.

Figure  9 presents the average energy consumption and 
thus shows how effectively the proposed model works 
at different ratios of malicious sensor nodes (SNs). The 
TITAN model always attains a low energy footprint, espe-
cially when the percentage of malicious SNs increases. 
To illustrate the point, when the malicious SN ratio is 5% 

has an FNR of 2.9 whilst SDTS has a FNR of 3.5, DTMS 
has a FNR of 4.2 and DST-WOA has a FNR of 15.8. TITAN 
higher FNR performance is based on the inclusion of such 
main features as direct and indirect communication trust 
and data trust that enhance its ability to discriminate against 
malicious behavior. Flexible rewards and penalties are espe-
cially important to the dynamic logarithmic trust function to 
fine-tune the trust scores and eliminate false negatives. The 
aging factor will ensure that the outdated information does 
not contaminate the existing trust scores, whereas the damp-
ing factor will stabilize the trust updates, avoiding sudden 
and incorrect reclassification. The joint mechanisms enable 
TITAN to stay reflexive and accurate with trust judgments, 
which guarantees a reduction of FNR in different malicious 
conditions across the IWSNs.

The accuracy in detection of malicious activity with the 
existence of malicious SNs is shown in Fig. 8. We give evi-
dence of the efficacy of the suggested strategy at different 
proportions of malicious SNs. The TITAN model that is pro-
posed shows improved performance, particularly when there 
is an increased ratio of the malicious SNs. As an illustration, 
in the case of the 5% hostile SNs, TITAN achieves a per-
fect detection rate (100%), equivalent to SDTS and DTMS, 
but higher than that of DST -Woa (97%). With increase in 

Fig. 7  Effect of malicious nodes on FNR
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the fact that it has been carefully designed and its features 
contribute to its energy efficiency. The dynamic logarithm 
trust function enhances the efficiency in computation by 
attaching adaptive rewards and penalties based on SN 
behavior; such a dynamic system prevents unnecessary 
transmissions and calculations and thus reduces the total 
energy expenditure. Furthermore, the aging mechanism 

the average energy consumption level recorded by TITAN 
stands at 0.04  J, which is significantly lower than SDTS 
(0.05 J), DTMS (0.13 J) and DST-WOA (0.30 J). This ben-
eficial trend continues at higher malicious SN ratio with 
TITAN using less energy reaching 0.46  J at 60 malicious 
SNs and 0.65 J at 60 DTMS and 0.89 J at 60, respectively. 
The lowered power usage of TITAN may be explained by 

Fig. 9  Average energy consumption

 

Fig. 8  Ration of malicious nodes vs. Detection accuracy
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at greater ratios; 60 per cent hostile SNs, TITAN has an 
87 per cent detection rate which is significantly higher in 
comparison with SDTS (75 per cent), DTMS (60 per cent), 
and DSTWOA (50 per cent). The performance of TITAN in 
the detection is outstanding because of the effective com-
bination of direct and indirect communication credibility, 
dynamic credibility evaluating systems, and efficient data-
validation processes. The model considers trust as a product 
of interaction quality, sensitivity coefficient, latency, vari-
able buffer threshold, link quality and trust decay factors 
which allows the detection of malicious activity with high 
reliability as malicious SNs continue to grow. This analytic 
model shows the effectiveness of TITAN as a trust-man-
agement system, which is characterized by a high detection 
accuracy and the highest level of energy efficiency, which 
makes it beneficial to secure and sustainable inter-sensor 
wireless networks (IWSNs). Figure 11 represents the rela-
tive throughput (Kbps) of the different ratios of malicious 
SNs and throughput is determined by means of Eq.  (13). 
The TITAN model has always demonstrated better through-
put when compared to other techniques particularly when 
the malicious SN ratio increases. At such a low hostile SN 
level of 5 0, TITAN maintains a throughput of 285 0 Kbps as 
compared to SDTS (250 0 Kbps), DTMS (200 0 Kbps), and 
DST-WOA (170 0 Kbps). It means that the TITAN is able to 
sustain an efficient data transmission even under compara-
tively safe circumstances. At 10 and 15 percent malicious 
SN proportion, TITAN still provides the most impressive 
throughput rates of 260 and 245 Kbps, respectively, which is 

of TITAN guarantees that outdated data on trust gradually 
expire and does not require unnecessary reconsideration of 
previous interactions and also conserves energy. The damp-
ing factor stabilizes the trust updates so that there is sudden 
recalibration and ensures that the energy is spent at a steady 
rate over time. By integrating successful direct and indirect 
communication trust with data trust, TITAN streamlines the 
use of energy in the trust assessment; direct trust applies 
to interactions that are recent whereas indirect trust offers 
additional verification thus reducing unnecessary data trans-
fer. Lastly, the skill of TITAN in balancing fitness scores 
during uneven clustering also gives an equal distribution of 
energy consumed throughout the network, and no specific 
SNs gets their energy depleted in a short time.

The detection rates (%) of each proportion of malicious 
sensor node (SNs) are compared in Fig.  10. The TITAN 
model has always displayed high detection rates, which 
increases with the percentage of malicious SNs. TITAN has 
a 100,000-detection rate at low malicious SN rates (520, 
520), equivalent to SDTS, DTMS and marginally greater 
than DST -WoA. At a malicious SN ratio of 25 per cent, 
TITAN has a 99 per cent detection rate, which is higher 
than DTMS (90 per cent) and DST-WOA (85 per cent) but 
slightly lower than SDTS (98 per cent). TITAN has a consis-
tent detection rate of 95 98 between 30 45 0 per cent hostile 
SNs, consistently surpassing DTMS and DST -WOA. Inter-
estingly, with 50 per cent adversarial SNs, TITAN has a 93 
per cent detection rate, which is higher than DTMS (75 per 
cent) and DST-Woa (60 per cent). This tendency remains 

Fig. 10  Detection rate (%) in presence of malicious nodes
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detect malicious SNs more efficiently as compared to the 
comparative methods. TITAN detects three malicious SNs 
after ten rounds, which is more than SDTS and DTMS, each 
of which detects two, and DST-WOA, which detects one. 
This finding highlights early detection of threats at the early 
stages of network operation, which is strong at the begin-
ning of operation of TITAN. On the twenty rounds, TITAN 
stays ahead by finding four malicious SNs, SDTS and 
DTMS find three and DST -WoA finds two. With the rounds 
going up to forty and sixty, TITAN still performs better 
and identifies five and six malicious SNs, respectively. In 
comparison, SDTS and DTMS identify four and 5.5 SNs, 
and DSTWOA is behind with three and four identifications. 
This trend is an indication of the effectiveness of TITAN 
in identifying the rising levels of malicious behavior with 
increased network activity. In installations of a minimum of 
eighty rounds, TITAN also outperforms in terms of detec-
tion having seven detections compared to DTMS 6.5, SDTS 
6 and DST-WOA 5. TITAN identifies nine malicious SNs 
at one hundred rounds, and SDTS and DTMS identify only 
seven and DST- WOA identifies six. The increased sensing 
capability of TITAN is based on its dynamic trust evalu-
ation schemes, the evaluation of its interaction quality as 
well as its latency, configurable buffer threshold, trust evalu-
ation, gradual reduction of trust and its improved cluster-
ing features, which taken together contribute to the overall 
effectiveness of the model to detect the malicious SNs in 
the long-term network use. TITAN, therefore, improves 
the security and integrity of the network by managing any 
threat proactively as the adversarial activities evolve with 
time. With one hundred rounds, TITAN is still enjoying a 

much higher than the deteriorating rates of the other models; 
SDTS, DTMS, and DST -WOA record 200, 175, and 151 
Kbps, respectively. At malicious SNs of 25 and 30 percent, 
TITAN retains its lead, with throughputs of 203 and 184 
Kbps, respectively, which is much higher than DTMS (151 
and 132 Kbps) and DST-WOA (112 and 98 Kbps). TITAN 
also supports throughput at 125Kbps and 113Kbps, which 
is significantly higher than SDTS (115Kbps and 108Kbps), 
DTMS (77Kbps and 75Kbps), and DST-WOA (70Kbps 
and 60Kbps) at high SN ratios of 4550 of 50. TITAN has 
a throughput of 87 Kbps in extreme conditions with per-
centages of 60 per cent malicious SNs, and achieves greater 
throughput compared to SDTS (70 Kbps), DTMS (60 Kbps), 
and DSTWoa (50 Kbps). TITAN has achieved remarkable 
throughput performance due to the combination of adap-
tive comprehensive trust schemes, dynamic reward-penalty 
scheme, link-quality and trust decay factors along with suc-
cessful strategic clustering. Collectively, these factors con-
tribute to the improvement of the transmission of data by 
placing emphasis on reliable SNs and limiting the commu-
nication with potentially malicious SNs, which underscores 
TITAN capabilities of maintaining high network throughput 
in the situations of significant hostile conditions and offers 
effective, steady communication in the IWSNs

Throughput = Total data successfully received (in bits)
Total time taken (in Seconds) � (14)

Figure 12 shows the number of detected malicious sensor 
nodes with a different number of operating rounds. The 
TITAN model is always shown to have a better ability to 

Fig. 11  Throughput in presence of malicious nodes
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and reduce the loss of packets. After 80 rounds, the rate of 
packet-loss in TITAN is relatively lower at 34% compared 
to SDTS at 36% and DTMS at 60% and DST-WOA at 50%. 
Lastly, TITAN at 100 rounds offers a packet loss rate of 39 
per cent, though, which is much more impressive compared 
to SDTS (47 per cent), DTMS (70 per cent) and DST-WOA 
(60 per cent). The improved resilience of TITAN to packet 
losses can be explained by the fact that the algorithm has 
been developed to take into account the clustering technol-
ogy, packet routing through the use of trusted sensor nodes, 
and estimation of the link quality that result in maximum 
data flow and minimum loss during transmission. There-
fore, TITAN provides reliable communication and data 
transfer in long network operation and in severe environ-
ment conditions.

Table 5 contains a summary of the attack-wise perfor-
mance of the proposed TITAN framework, provided that 
100 rounds of trust updates are performed, and. The periodic 
trust computations in the simulation configuration are asso-
ciated with each round. In every case of an attack, both. The 
statistics of the malicious SNs in terms of numbers and per-
centage are clearly defined among the 500 nodes to make it 
clear and reproducible, in agreement with the findings of the 
paper. Such attacks as Sybil and Blackhole are rated at lesser 
malicious node ratios (10%, and 15% respectively) since 
even a few such structurally aggressive attackers will cause 
a drastic effect to identity management and packet forward-
ing. TITAN identifies them because they are in persistent 
and distinguishable manner, attack fewer trust rounds and 
can achieve a higher detection rate, very low packet loss and 
higher throughput values which are still nearly at the highest 
range reported in Fig.  11. Packet Dropping and Greyhole 

significant lead with a score of nine successful transmis-
sion detection, compared to SDTS and DTMS, which score 
seven each, and DST -WOA, which scores six. The adaptive 
clustering mechanism, dynamic trust assessment, and the 
effective use of resources makes TITAN have augmented 
network longevity and high round performance. Such syn-
ergetic factors reduce the use of energy and increase the col-
laboration of SN to the maximum, thus, allowing TITAN 
to maintain a long duration of functioning and transfer data 
through the large volumes with the best efficiency.

The Fig. 13 shows the packet-loss rate (%), which was 
incurred in consecutive rounds, of four different trust-man-
agement schemes, that is, SDTS, DTMS, DST-WOA, and 
the proposed TITAN model. The statistics show that the 
TITAN model always has a lower packet-loss rate than the 
others hence highlighting its high reliability in protecting 
the integrity of data during network operation. At the first 
stage, or after 10 rounds, TITAN has the lowest packet-loss 
rate of only 1% as compared to SDTS (2%), DTMS (5%), 
and DSTwoa (4%). This advantage will be realized at an 
early age and shows the effectiveness of TITAN in han-
dling the primary network transmissions at a negligible rate 
of data loss. At 20 rounds, TITAN continues to dominate 
with a reported 4 per cent packet loss over SDTS 6 per cent, 
DTMS 10 per cent and DST-WOA 8 per cent, which proves 
it to be operating efficiently with its packets and delivering 
them on-demand. With higher rounds, TITAN proved to be 
better with packet-loss rates at 15 and 26 percent, which is 
significantly better than SDTS, which was 17 and 28 per-
cent, DTMS, which was 22 and 45, and DST-WOA, which 
was 20 and 40. The findings support the ability of TITAN to 
support stress and transmission requirements in the network 

Fig. 12  Number of malicious nodes identified over different numbers of rounds
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Values of throughput in Table 5 thus reflect the attack-spe-
cific effective throughput averaged over all 100 rounds, and 
not peak global throughput, and are entirely consistent with 
the decreasing throughput curve of Fig. 11 as the fraction of 
malicious nodes rises. The average energy usage reported is 
the total per-node energy use relative to the total time spent 
on the simulation (100 rounds) and includes data transmis-
sion, trust computation, control messaging and cluster-head 
operations. Redundancy in energy consumption is witnessed 
when isolated and malicious nodes are detected early hence 
fewer retransmissions and control overheads are incurred, 
and increased energy consumption is incurred when attacks 
are intermittent and collusive since the monitoring cycle, 
updating trust and adjusting routes takes long.

attacks, at moderate malicious ratio (20 percent) show bal-
anced performance trends, as detection will be observed 
following a few rounds, causing controlled drop of pack-
ets, and stable throughput, as malicious forwarding behav-
ior will be punished by the trust decay and reward-penalty 
provisions. Conversely, Bad-Mouthing, On–Off and Ballot-
Stuffing attacks are tested at higher malicious ration (30–40) 
so that they are used by malicious nodes in a behavioral 
and collusive fashion, that is, malicious nodes manipulate 
trust feedback intermittently or as a collective. The behavior 
postpones convergence of trust and permits malicious nodes 
to engage in routing through more rounds of intermediates, 
which enhances loss of packets and raises effective through-
put in the meantime before effective isolation is attained. 

Attack type Malicious SNs 
(No., %)

Detection 
rate (%)

Packet loss 
rate (%)

Throughput 
(Kbps)

Average 
energy 
consump-
tion (J)

Packet dropping 100 (20%) 88.4 9.5 228 1.72
Misleading information 
dissemination

125 (25%) 86.9 10.6 215 1.75

Bad-mouthing 150 (30%) 85.7 11.1 208 1.77
Blackhole 75 (15%) 90.8 8.2 245 1.69
Greyhole 100 (20%) 88.1 10.0 220 1.73
Sybil 50 (10%) 92.6 7.0 260 1.66
On–Off 175 (35%) 84.8 11.6 198 1.80
Ballot-stuffing 200 (40%) 84.1 12.0 192 1.83

Table 5  Attack-wise performance 
evaluation of TITAN

 

Fig. 13  Packet loss rate (%) over different number of rounds
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distinguish vertically adversarial SNs and isolate them. It 
has a high detection rate even in a more challenging envi-
ronment of the network. For instance, even at a 60% mali-
cious SN ratio, the detection rate with TITAN is 87, which 
is much higher than other models. The FPR and FNR further 
validate TITAN's precision. The suggested model is contin-
ually showing low values of FPR and FNR at different ratios 
of selfish. SNs with SDTS, DTMS, and DST-WOA, which 
puts a strong focus on its reliability in providing accurate 
classification of trustworthy and malevolent SNs. This will 
make sure that they do not wrongly flag benign SNs as 
threats by keeping operational efficiency intact deterrence 
of maliciousness. The dynamism of TITAN in adapting to 
the various network environments due to its multi-factor 
trust analysis and neighboring SNs feedback mechanism, 
improves its robustness and resiliency against typical and 
advanced ones attacks.

Further development of the TITAN model can be con-
ducted on the areas that need to be improved to enhance 
its skills and effectiveness. Integrating advanced deep rein-
forcement learning models have the potential to increase 
real-time mitigation and anomaly detection as well preserv-
ing data privacy [51, 52]. TITAN will be able to support 
complex heterogeneous IWSNs by means of scalability 
improvements, dynamical distribution of resources. It is 
also possible to increase protection against multi-layered 
by introducing cross layer security measures attacks. Future 
studies may also look into adaptive trust measures, contex-
tualized management and incorporation of edge calculating 
to more efficiency [53]. Lastly, the practical use will prove 
the efficiency of TITAN and will reveal usefulness chal-
lenges that simulations can help miss.
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6  Conclusion and future work

Our study presents an excellent and effective model known 
as the Trust-based Integrated Techniques of Anomaly in this 
research paper. Neutralization (TITAN) model of enhanc-
ing cooperation and security in large size IWSNs. TITAN 
leverages on an innovative strategic unequal clustering to 
optimize the energy consumption in terms of having smaller 
clusters placed near the sink and larger clusters placed far-
ther away to balance energy distribution and also commu-
nication load. The suggested OCREA algorithm is one of 
the important aspects of dynamically choosing CHs. Using 
a fitness score, using the residual energy, quality of the 
link, signal strength and distance between the BS and the 
user. This systematic process enables TITAN to be resource 
efficient, and with longer network lifespan and using less 
energy. This makes TITAN particularly useful in resource-
vary resource scarce IWSNs, where networks must be con-
served of energy to be able to last longer and performance. 
More so, the logarithmic punishment by TITAN is efficient 
in isolating untrustworthy SNs, saving energy lost in mes-
sages to these untrustworthy SNs. Besides, TITAN also 
involves a distributed intra-cluster and centralized interclu-
ster trust decision-making, which encompasses the multi-
dimensional trust measures which include communication 
trust, data trust and energy trust. The components will pro-
vide proper and thorough assessment of trust and provide a 
trustworthy and dependable network climate. This is done 
by the introduction of dynamic logarithm trust operations 
where TITAN can provide due rewards and penalties on 
the behavior of the SNs, differentiating between honest and 
corrupt SNs. The dynamic aging and damping factors that 
are added to TITAN can guarantee that trustworthiness is 
gauged by the latest conduct. This eases the impact of out-
dated data and increasing the responsiveness to evolving 
network dynamics. The aging factor would make sure that 
by involving time, quality and intensity in the computation 
of the trust, this would guarantee that the trust was correct 
where obsolete or less crucial interactions hold are consid-
ered as having lesser impact on the value of trust. The trust 
model is permitted by this dynamic approach to give weight 
to the new and important interactions, more responsive and 
reliable trust assessment. Simulation results emphasize the 
fact that it is better in different metrics of performance. 
TITAN always groups in low in the assessment of packet 
loss rate percentages of lost packets, out of the schemes 
such as SDTS, DTMS and DST-WOA were out performing 
in all rounds. This demonstrates TITAN's capacity to ensure 
high integrity of data and quality communication even on 
long operation. Also, the superior of TITAN detection rate 
on various ratios of malicious SNs illustrates its ability to 
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