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Abstract

Polymorphism, defined as the ability to dynamically alter form, has long been exploited by viruses
and malware to evade traditional security mechanisms. This thesis proposes a novel application of
polymorphic principles, inspired by biological immune systeto engineer a lightweight, adaptive,

and resilient security system for resourcenstrained Internet of Things (I0T) devices. The Bio
InspiredLightweightPolymorphic Security System introduces a comprehensive framework that
detects, rejects, and neutfises unauthorised clients within a secure, encrypted cléemver model.
Drawing parallels to innate and adaptive immunity, the system dynamically rotates encryption keys,
session credentials, and network configurations in#@ak, ensuring robust dehces against

intrusion and desynchronisation threats.

Furthermore, the research identifies a critical limitation in conventional 10T security architectures:
the lack of integrated, adaptive energy management. Addressing this gap, the thesis introduces the
Adaptive Amoeba Battery Curve Mapping Management 8y$feABCMS), a biologically inspired
subsystem that predicts battery health trajectories and dynamically modulates operational,states
ranging from active processing to ukiaw power sleep modes. The AABCMS mirrors biological
neural energy management, adjting system behaviour based on réiate energy availability to

maximise device longevity without compromising security.

The entire system was implemented and validated on a custom ES®88velopment board and
benchmarked against an ATMEGA328P microcontroller, encompassing extensive cycle, timing,
power, and energy consumption analyses. Testing demonstrated the systeapsvadencryption
selection, session integrity preservation during power fluctuations, desynchronisation recovery

through honeypot redirection, and sustained security under endirgited conditions.

The thesis concludes by situating this-riepired security architecture within broader technological
trends, highlighting its potential synergy with machine learning, large language models (LLMs), and
future quantumresilient cryptographic methods. By iting principles from immunology, embedded
systems, cryptography, and adaptive energy management, this research contributes a pioneering

interdisciplinary approach to the sustainable, secure, and autonomous evolution of 10T systems.
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Chapter One: Introduction
The biologically inspired lightweight polymorphic security system for 0T devices repragents

interdisciplinary approach, merging the domains of embedded systems engineering and
immunological principles from biosciences. This innovative framework introduces a novel capability
in 10T security systems, enabling them to emulate biological procesaeddtect, reject, and retain

the memory of foreign agents. The paragon of this framework lies in its adept translation of immune
mechanisms into embedded programming logic, leveraging adaptive complexities that dynamically

adjust according to hardware ctigurations.

The Internet of Things (loT), which enables a wide variety of embedded devices, sensors and
actuators (known as smart things) to interconnect and exchange data, is a promising network
scenario for bridging the physical devices and virtual objects in thereyorld. Such smart devices

and sensitive data are vulnerable to security threats. Security is, therefore, the central area of focus
for researchers in the field of 1oT. Consequently, it is essential to develop cryptography technologies
to secure the da from unauthorised access. Moreover, this can be achieved by transforming the
data into an unrecognisable and unrelatable form. It is not easy to find one straightforward
approach that will fit all loT applications. There are various types of devicesaedrto an loT

network. Some devices can afford heavyweight and-sigturity methodologies, but most loT

devices are resoureeonstrained. They need a security solution that acts fast. Simultaneously, it
needs to be simple in its complexity and versatilast but not leastthe mostcritical factor is

trusted security. In general, the dedicated cryptographic algorithms need lighigveightin terms

of area, memory footprint, power and energy consumption. Therefore, the proposed research is

pertinent as security and privacy in the 10T are not fully addressed.

Polymorphism is a very uncommon term amrhrely researched topic within the traditional tech,

cybersecurity and engineering industries. Among the computer sciences, the nature of polymorphic
O2RS Oly OKIFy3aS (KS AyAGAlItf O2RSI odzi GKS 0O2RSQ3
15+2 andlL3+4 both have the sanresult,17.

The changing form anautation are more familiawith bypassingecurity systems in polymorphic

viruses (e.g. malware) than in the security systdjhddowever, this mutating form is well studied

and documented in the human sciences, particularly biology. The notion digthiseight

polymorphic security system closely follows and resembles the biological functions of the immune

system. In particulaia human white blood celtlue to its ability to detect (intrusion detection),

change (changing encryption keys and passwords) and fight (eject from the network) foreign cells

inside the human bodg].
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1.1The Driving Force
Rapid technological development and deployment invariably lead to the emergence of new

vulnerabilities, whictmalicious actors and unauthorised users may expldielnternet of Things

(IoT) has diverse applicatioasross various industries, from medical to commercial, industrial to

automotive, and the consumer industries. Accordinghte Information Handling Servic€gS)

GKSNBE 6SNB Y2NB GKFYy auTt 0 Ad. THefgre, SeauyityiSeder SR L2 ¢ F
more paramount, especially as the industry grows exponentially due to big data, data analytics, and

dzy RSNARGFYRAY3I 02y adzYSNI GNBYyRa F2N STFTFSOGABS YI NJ
these industries is the raw thitself, hence protecting the data from foreign and unauthorised

agents.

The idea of security systems for 10T is nothing new. Still, it does propose a few limitations compared

to traditional security architectures as the developers are severely limited to the processing power

within these devices. Consequently, the needligihtweightciphers to encrypt communication is
ySOSaalNEd ¢KAA NBASIFNODK FAYa (2 SyONRLI GKS L2¢
automatically change the encryptiaipherkey and the password required to connect a client to a

server, hencenaking itpolymorphic.

Industry and research are interconnected and coupled, two sides of the same coin. That without
research, the industry will become stagnaamd unable to innovate and expand, whereas, on the
20KSNJ aARS 2F (GKS O2Ay: Al R2S&a y2i KI @S (GKS AyC

without industry research.

1.2Theory of Operations
Before any terms of aims and objectives are drawn, there needs to be a clear understanding of how

the lightweightpolymorphic system would ideally work. The design and idea of the polymorphic
security system, like most engineering solutions for world problems, takes inspiration from the most
aged engineer who is nature herselih particular, looking at how the immursystem (adaptive

immune responses and innate immune respoféhS]) in the human body. How the immune

system fights foreign agents (e.g. viruses and diseases) can be modified (updated for lack of a better

term) to combat new viruses and infections through vaccines.
CKAA aeadsSyQa FdzyRIEIYSydl t ywhérdeMiie séréer add/client a S NS NJ
communicate in an encrypted mannérhe encryption key is in the ledger (similar to blockchain

technologies) and shared with authorised clients. Authorised clients are approved depending on

various factorssuch as checkingitfs on the block list, having the correct credentials, and the
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Figure 11: TopDown Overview
Within the Approved Client List Proceflags can be raised if ordyithorised clients can connect to

the server. The Wi details automatically change if the server detects any foreign clients trying to

connect. Please refer teigurel.2, which shows how clients are approved.
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Figurel.2: The procestr how clients are approved
All authorised clients have the same ledger. This ledger contains two variables as, eldjadisare
inside an array. The first object is the-Widetails (password), and the second object includes the

encryption key to which the client and server communicate. Please reféigtoel .3 to visually
aK2g GKS f SRISNRaA LINRPOSaao
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the server, a signal (trigger) is sent between the server and client to successfully apply the change

between one polymorphic form to another (A B).

The signal (trigger) is a message which contains a number (randomly chosen) that corresponds to an

element in the array (ledger) that has the new-Widetails and Encryption Key; this will be its new

polymorphic form. Please refer feigurel4> ¢ KA OK &aK2ga GKS aSNBSNna f
Senttoall
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Figurel.4: Client Connection Logic
¢tKSNBE NB> K26SOSNE &a2YS Ftlga Ay GKAa aeadasSyrT

of sync and no longer have the proper signal (trigger); therefore, it cannot connect to the server. The

second problem igvith New clients who are not on the approved client list and those associated

with clients who areno longer in sync, which reverts to the first problem. Problem one is solved by

having timelimited WiFi details, which, once joined, give the current signal to bring the client back

into sync.

To solve problem two, the server administrator can only accomplish this by updating the server's

approved client list bphysically inputting it intahe server. Once added, the client needs to be

synced, whichiesolves the problem

20

2 3

[j



In addition to addressing security challenges through polymorphic mechanisms, the proposed
system also recognises the critical need for energy efficiency in resoanstrained I0T devices.
Traditional 10T security frameworks often overlook the signifiéapact of encryption processes on
battery consumption, particularly when devices are deployed in remote or inaccessible
environments where energy availability is limited. To overcome this limitation, the framework
integrates a novel Adaptive Amoeba Bajt€urve Mapping Management System (AABCMS),
inspired by the adaptive behaviours of biological organisms under energy stress. The AABCMS
dynamically monitors regime battery performance and system load, adjusting device operational
modes including sleep states and encryption method selectioroptimise energy usage without
compromising security. This integration of enegyyare decisiormaking within the security
architecture represents a fundamental departure from conventional static approaches ierud\di

addresses the dual challenge of security and sustainability in 10T systems.

1.3 Aims and Objectives
The aim of this research is to design, implement, and rigorously evaluate a noviektiied,

lightweight polymorphic security system specifically tailored for Internet of Things (IoT)
environments. The system is grounded in principles from immunolodyadaptive energy
management It isengineered to provide resilient, energyvare protection against evolving
cybersecurity threats, while remaining feasible for reairld deployment on poweconstrained
embedded deviceshe aims and objectives of thissearch closely follow the system overview as

the bio-inspiredlightweightpolymorphicsecuritysystem for loT needs to achieve:

9 To architect and implement a modular cliesgrver security framework for loT devices,
utilising polymorphic encryption strategies that adapt in real time to resource constraints.

1 To model and simulate biologically inspired security resparniselsiding detection,
rejection, and memorybased on principles from immunology.

1 To develop a synchronised, lightweight shared ledger mechanism for dynamic credential
management across networked devices.

1 To design and integrate the Adaptive Amoeba Battery Curve Mapping Management System
(AABCMS) for rediime optimisation of device sleep modes, encryption selection, and
battery health monitoring.

1 To quantitatively benchmark and compare multiple lightweight encryption schemes on both
high-power and lowpower embedded platforms.

9 To validate the robustness and resilience of the system through scelpasied
experimental testing, including simulations of desynchronisation, session expiration, low

battery operation, and security breach responses.
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1.4 Research Contribution For The Engineering Community
There are several research contributions to the engineering community regarding IoT security,

Intrusion DetectionPolymorphic Engines, viruses and worms. However, there is a gap, a sort of
goldilocks zonewhereby dightweightsystem for an 10T network can act in a polymorphic way to
change and adapt accordingly when an unauthorised client connects. Nonetheless, there are some

suitable papers from which this researcéin definitelyavail and learn.

Gt 2f @Y2NLIKAO ! f 32 NA(KY [6fFcuseso@wepasdilFsdclirity foxtHe S t NB (i S C
shared dynamic weldeveloping a language called JavaScript. The JavaScript code does not compile

as they have to bexecutedby the web browsers even if it is uncompiled. Therefore, it results in the

source code presented into bytes or binary codes, making data extraction from JavaScript somewhat
vulnerable without additional encryption. This study develops an algorithm usagdtymorphic
BANHZASEQ NBFSNBYOS RSaraday G2 YI | SndaWepsbaged Sy ONE LI
AYF2NXYIEGA2Y aSOdz2NARGe aeaidSyYo apdnSpolniodaicdategks & (0 NB y 3 (
using a reference design system to make random encryptions on a JavaScripa¥éebsystem.

This detection system allows the security systemtoatlways be running in the background and

only employsencryption when necessartherefore, saving resources of the weérver until it is

necessary. However, weaknesses do arise; this is lightaeightsystem as the welserver (even

though they lave intensive processing power) must do live encryption. This research paper will

incorporate this research into the responsive encryption that only reacts when it detects suspicious

flags.

658aA3y FREKS] §& GSEOKI y3IS | £ 32 NRA ( K[¥]propbsgassaR 2y (i K
new polymorphiaiphermethod created by C.B. Roellgen in 2004 opened up a whole new area for

the study of irregular symmetrical cryptography theory as an asymmetijghaéralgorithm. The
polymorphiccipheris characteristic of randomness; the newly proposed method uses a Pseudo

random Number Generator to construct the polymorphic virtudld®. The polymorphicipher

RSAAIYQa LIzN1}2aS YI1Sa GKS aSaaAirzy (Seéa AYYdzyS i
polymorphic key exchange algibhm based on the session key exchange protocol. However,

similarly to the previous research is resountensive with the Pseudoandom Number Generator,

and the design cost of the agreement is hifhe authorconcentratel on low powered systems with

a lightweightpolymetric algorithm for this proposed research.

G2SoLJ IS 9YONRBLIGAZ2Y . I aSR 2 y[8]LoRkS idty @AELIKGHIMLWE G { ON
code encryption based on polymorphic JavaScript prograrmieh can transmute and defend
GKSYaSt @Sa tA1S LRtEBY2NLIKAO GANHzZSaAD ¢KS aiddzRe Q3
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and polymorphic JavaScript programs are difficult to be cracked. Therefore, the webpage content is
LINPGSOGSR® ¢KAa aildzRéeQa aidNBy3Ildk Aa GKIG GKS
permutation, and check digits to enhance the security effect. Howekie system can crack by

using a JavaScript debugger to show the memory locations of when and where the Polymorphic
JavaScript Algorithm is activated. In this proposed researchyasdd and not a webased system;
therefore, software debugging would leballenging to reverse engineer, especially using a logic

analyser.

Overall, the proposed research will add to the contributed knowledge by developigigtaeight
polymorphic system on an loT device that can detect when a new client connects to thefeerver
authorisation from a predetermined database traithorisesclients. Once the server has identified

the unauthorised client, it will reset the shared SSID password and share the randomly chosen new
password to the trusted authorised clients. Additionally, communication between the server and
authorised clients isncrypted. Therefore, if the unauthorised client manages to collect some

communication data, it will not be compromised or used to reverse the system.

Thelatter chapters of this research paper will pay closer attention to a broad spectrum of research
papers. To cover a considerable breadth of related tqpinalysed to see what has previoubben
accomplished, what is adaptable to this research and what this research paper can contribute and

oboldly go where nfperson]has gone before ®

1.5 Overview of The Thesis
This thesis is systematically structured to present the development, implementation, and evaluation

of the Biclnspired Lightweight Polymorphic Security System for IoT Devices. The seven main
chapters, along with comprehensive appendices, progressivelye glaé reader through the
research problem, conceptual foundation, technical design, and experimental validation of the

proposed system.

Chapter One introduces the thesis, presenting the motivation behind the research, the theoretical
underpinnings inspired by biological immunology, and the technical rationale for a polymorphic and
lightweight security system. It outlines the core aims abgectives, as well as the broader
significance of the research to the engineering community, particularly within the contexts of

embedded systems and cybersecurity.

Chapter Two provides an extensive literature review, covering the historical development and state
of-the-art research in the Internet of Things (I0T), network security, cryptography, and
polymorphism. This chapter also introduces battery management gireégfor IoT and evaluates

related studies in these areas. It lays the theoretical groundwork by identifying existing gaps in
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integrating security with adaptive energy managemenkey motivation for the development of this

thesis.

Chapter Three offers the technical and theoretical background necessary to contextualise the
research. It surveyi®Thardware platforms, the evolution of cloud computing, the fundamentals of
cryptography, the biological mechanisms of immunity, and blockchain concepts and introduces the
conceptual linkage between brainwave modulatienergy adaptatiorandbio-inspired

communication networks such as mycelium systgassablishing the interdisciplinary basis for the

proposed system.

Chapter Four outlines the core framework of the proposed system, detailing the Approved Clients

List Process (ACLP), Client Connection Logic (CCL), Ledger Process (LP), Adaptive Amoeba Complexity
(AAC), and the novel Adaptive Amoeba Battery Curve Mappamplyfement System (AABCMS). This

chapter discusses the binspired parallels and system logic in detail, supported by-legél

architecture diagrams.

Chapter Five transitions from conceptual design to practical implementation. It details the full
deployment of the system on a custom ESB32development board, and includes the construction
of clientserver architecture, implementation of multiple lightight and block cipher encryption
methods, secure communication logic, session handling, and the integration of AABCMS. Code

shippets and mathematical models are used to demonstrate key system functions.

Chapter Six presents the testing and refinement process. It evaluates encryption efficiency through
cycle and power analysis on both ESB32and ATMEGA328P platforms. It further assesses the
auto-detection, auteejection, and trigger mechanisms by simirgtvarious attack and

synchronisation scenarios. The full system is tested across multiple sceiralioding session

handling during lowpower states and desynchronisation recovery via honeypot mechanisms.
5S01FAf SR NBadzZ a JLiverdess)sachrityakdponeroptithiSarion dapakiBiesLJ2 y &
Chapter Seven concludes the thesis by synthesising the key findings, reflecting on the personal and
technical journey of the research, and proposing directions for future work. It explores how the

system may be extended through Al integration, pgsantumcryptography, decentralised ledgers,

and biologicallyinspired models for nexgeneration cybeiphysical security.

Finally, the Appendices provide detailed schematics of the hardware, complete implementation
code, test data, and supplementary tables and diagrams. These materials support the

reproducibility, transparency, and practical applicability of the research.
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2.0Chapter Two: Literature Review
Chapter two will cover various topics that encompass this research. It spans from the Internet of

Things (IoT) devices, Security Systems within networks and the ideology of polymorphism from the

aspect of a changing system. To further understand how eagilc indits subtopics are related to

2yS FTY20KSNJ YR K2g GKS& O2dA R O02ffl02NIFriSd | yRS
researchers have contributed to the overall industry would further develop knowledge for this

research.

2.1 TopiHistory and Development
2.1.1 Internet of Things

2.1.1.1 Brief History of the Internet of Things
0T (nternetof Thing3 is a term coined in 1999 by Kevin Ashton, who is a British technology pioneer

who cofounded the AutelD Centreat the Massachusetts Institute of Technology (M®])A general
SELX FylLdA2y F2NIL2¢s | O0O2NRAYy3 (2 alOYayasSeszs Ara
physical objectdrom roadways to pacemakerare linked through wired and wireless networks,

z
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However, due to loT being a relatively new industry, there is no universally comprehensive definition
as various industries adopt loT for their unique needs. Therefore, they may label 10T as something
else. For example, Intel originally called it the Endmetiinternet, whereas Cisco preferred the term
Internet of Everything (IoE). Various industries also use other texsihey all have slightly different

meanings, such as:

Industry 4.0

Pervasive Computing

Smart Systems

Intelligent Systems

M2M (Machineto-Maching Communication
Industrial Internet of Thing@loT)

Web of ThinggWoT)

=A =/ =4 =4 4 -4 -

Industry 4.0also known as the Fourth Industrial Revolution, emphasises the industrial practices of
implementing technology through automation, as well as its-reatld applications, including

Virtual Reality (VRAugmented Reality (ARYlixed Reality MR), and 3D printing. This approach and
the term itself originated in 2011 from the German government to incorporate ateiginology

strategy that implements the computerisation of manufactufitj.
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Pervasive computing is therecursor to 10T, as it establishes principles for a connected world,
primarily targetinghe telecommunicationgndustryfor mobile communications. Nonetheless,
Pervasive computing fundamentals follow loT methodologies sude@ntralisation

diversification, connectivity, and simplidity2].

Both Smart Systems and Intelligent Systems are intertwined as they focus on how systems interact
with the physicahumanfacingside that has dynamic physical and social environments. For
example, assistive robotics, medical care, education, entertainment, visual surveiliadce,

biometric human identification.

Machineto-Machine (M2M) communication allows communication between other devices through
a network system, either wired avireless via an IP network system. M2M sets the foundation for

Industrial Internetof Things (lofand Industry 4.0.

Lastly, the Web of Things (WoT) represents a conceptual and architectural evolution of the 10T by
extending its integration directly into the web ecosystem. While 10T is primarily concerned with

connecting devices through embedded sensors and network pod$othe Web of Things focuses on
standardising the interaction with these devices using established web protocols such as HTTP,
WebSockets, and RESTful APIs. Thisogatric approach aims to simplify the interoperability of

heterogeneous systemsbymgkd ¢ G KAy 3&d¢é¢ | O0SaaAroftS FyR Yyl 3Stc

interfaces.

Technically, WoT introduces the concept of Thing Descriptions (TDs), which serve as metadata
models that describe the capabilities, properties, and communication endpoints of loT devices.
These TDs are typically written in JSKNand aligned with semanticeb technologies, allowing
machines to interpret and reason about device behaviour automatically. As a result, WoT supports
not only humancentric interactions but also machisie-machine interactions within a webased

framework.

For example, a smart thermostat in a WoT environment may expose its temperature sensor,
operating range, and control functions via a RESTful interface. These capabilities can then be
accessed from any compatible application or device using standard wedcphs, eliminating the

need for proprietary software stacks or middleware.

In summary, the Web of Things builds upon the Internet of Things by leveraging the web as a
unifying medium for connecting, describing, and interacting with smart devices. Its emphasis on
open standards, semantic modelling, and resotsesed architecturesontributes significantly to

the scalability and maintainability of largeale 0T deployments.
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2.1.1.2 Generic LH€ycle for loT Devices
Every product has a life cycle from the initial development phase to its growth, maturity and decline.

To understand how businesses are implementing loT devicesitiest needsto be an
understandng ofthe generic life cycle for 10T devices. There are five main stages (Please refer to
Figure2.1 General Life Cycle for loT Devidesthe loT product life cycle: (Re)Construction,

Deployment, Growth, Manage, and Decommission/Recycle.

Decommision/Recycle Deployment

Figure 21: General Life Cycle for loT Devices

The first stage (Re)Construction begins with constructing the device hardware and sotiware

reconstructing hardware components and updating softwéike security and firmwaif@3]. This

a0l 35SQa RS@OSt2LIYSyid SyoO2YLJl daSa GKS &ALISOATAOI GAZ
as the product must consider the enge and life cycle. Some of the things to consider are what

type of data this device will gather, designing the appropriate circuit to allow external sensors

powering the device, and implementing and testing the product to determine if the specification is

accomplished.

The second stage, Deployment, is a multipart process that requires the production/manufacturing
and installation of the device. Due to the yearly cost reduction of manufacturing sensors, the ability
to massproduce these 10T devicésrelatively cheap. In the first part of this stage, the devices are
massproduced. Each loT device is given a unique ID or unique universal ID (UUID), and the initial
software with anoverthe-air (OTA)programming ability can also include certificates or encryption
keyg414]. The second part is the physical installation of the 0T devidbgiinenvironment, such as

buildings vehicles, and equipment. The installation may include factors for powering the dasiife
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the device is in a building with electricity, and it can be connected directly to the electrical network.
An |oT device is placed somewhere remote or mglikke a weather station, whicheeds a mobile

power source and debuggirfigatureswith limited humanintervention. Geolocation might be
implemented to track the device and find the device; for example, if a weather stigtion

implemented in the desert and an intense sand storm may have displaced the sensor or damaged it,

human intervention is requiredbtrepair it.

The second stage directly influences the third stage, growth, which utilises the product by pairing
the sensor with the control server to verify communication streams. After the pairing is successful,
the device is registered as a connected device initld,fand data communication to the server
begins. The importance of registering connected devices is to keep track of what devices are active

and ensure legitimacy.

The fourth stage, Manage, is about monitoring, maintaining, and updating the IoT devices. The
central server that enables remote monitoring of connected devices includes operating status,
battery level, configuration settingand software version. Additionally, theonfiguration of the
alertsdetermineswhether the loT product is working as expectedf any suspicious activity occurs.
For examplesuppose the IoT device is a pafta BotNet. In that case, it will transnaib enormous
amount of data, whih can raise an alert to the central serverésetthe device to its factory

settings, therefore, no longer infected with the malware. Another common type of alert is examining
the transmitted data to see if it is erroneous. One of the advantages of IoT devices is their ability to
be mobile. However, thisosesa challenge for updatings the manufacturer cannot recall all the
products to update. The solution is to haweerthe-air (OTA) updates to allow the connected device
to be remotely updated, coigured, and recalibratedOTA is also the primary solution for
maintenance operations if the device can be repaired with software; otherwise, physical activity is

considered.

The fifth and last stage of the cycle is decommissioning/recycling. At the end of the 10T device life
cycle, the need for significant upgrades to more recent hardware, or the end of gathering a
particular dataset, is apparenthesecure removal of the connected device from its platform for
decommissioning is set forth. In addition to decommissioning the connection and permissions
between 10T devices and servers, they are revoked through securely unpairing the loT1dégvice
Decommissioning is achieved through a final software update. The IoT device is physically removed
from the environment to protect the environment by recycljmgndto prevent dataloss and data

theft. Since 2018 (an updated version of the 2013 regulation of the same name), the regulation for

waste electrical and electronic equipment (WEEE) requires manufactureamnttuct or outsource
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electronic recycling and waste recovery in a safe and environmentally responsible meonaver,
for recycling IoT systems (if not obsolete), most devices and sensomdmsigned to create new

models, thereby savinfyiture project costs.

2.1’.1;3 The'PresAent to the Eutur? o X o )
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[15]. Theaverage price in 2005 was $1,8@mpared to 2020, the cost was $0.38, which is a 49.4%

decrease in price. Please deigure2.2for a cost trends graph from 2004 to 2020.

Average cost of loT sensor

$1.50
2004 average cost: $1.30
$1.25
$1.00
$0.75
$0.50

$0.25 2020 average cost forecast. $0.38

$0.00
pAV [z 2006 2008 2010 2012 pA 2016 pA L 2020

Figure2.2: Average cost of IoT senseiBakenfrom the 2019 Manufacturing Trends Report by Microsoft
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design specifications. Thuhe accelerated rate at which the digital and physicaltseoming ever

more interconnected. For example, to name a couple of types of 10T applications would be:

1 Applications within commercial 19@&s the Transport industry uses monitoring systems for
trains and vehicle communication to avoid traffic in smart and electronic cars. Additionally,
the Healthcare industry, using Pacemakers and automated insulin pumps.

1 Consumer IoT is more apparent as it includes home applications such as a smart fridge,
personal assistance like Alexa or Google Home. Wearable technologies commuiiticate

smartphone via an applicatipsuch as a smartwatch.
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1 The sector of military, government or intelligence agencies could use 10T through
surveillance and facial recognition to track and digitally follow suspects. Implementation of
biometrics for combat training téurther understandhow a subject reacts to a specific
scenario.

1 Smart agriculture, control systems, and industbigl datafor statistical evaluation all come
under the industrial 10T. Especially within the agricultural industries, there is a need to
expand to feed thevorld'sgrowing population without taking too much space araingan
ecological footprint. Due to this demand, more inraty farms (or vertical farms) are
operating closer to the seller and growing plants in a more closed and controlled
environment, therefore, resulting in saving costs for pestigidemsport andstorage

1 Lastly, the notion of smart citieshich comes under infrastructure Ipdnables an

ecosystem for interconnected devices and services.

The questiorthat arises from the lowcost adaptability and the highBdaptable implementations of
IoT devices iBlowmany IoT devices are there? What aisersspendingon 10T devices? Which

industries are adopting loT?

Table 1showsthe number ofinstalled 10T devices from 2018 to 2020, then an estimate for 2021 and

2025.

Tablel: loT Devices Installed Worldwjil6]

Year Number of Devices Worldwide (in Billions
2018 7

2019 26.66

2020 31

2021 35*

2025 >75*

FHgure 2.3showsa forecast of endiserspendingon 0T solutions worldwide from 2017 to 2025. The
L2¢ AYRdAzZAGNE GNBFOKSR mnn o0AfftAzy R2ffl NA AY
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Figure2.3: Global 10T endser spending worldwide 202025[17]

2.1.2 Network Security Systems through Encryption and Cryptography

2.1.2.1 Basic Network Systems
Before delinginto the security side of networking, encryptioand cryptography, one needs to

understandhow network systems are structured and organised. The structure layers are the basis
for the Open Systems Interconnection (OSI) and Transmission Control Protocol/Internet Protocol
(TCP/IP) models.

This chaptewill briefly discuss the differences and similarities between the OSI and TCP/IP
reference models and then discuss each of the layers in more delsdlse se€&igure2.4, which

showsa basic outline of the layers betwedéme OSI and TCP/IP models.
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7 Application
6 Presentation Application
5 Session
4 Transport (Host-to-Host) Transport
3 Network Internet
2 Data Link Network Interface
1 Physical (Hardware)
OSI Model TCP/IP Model

Figure2.4: Layers of the OSI and TCP/IP mode#ken from [Charles M. Kozierok]

There are a few differences betwe#re OSI and TCP/IP reference models; for example, the OSI

model has seven individual layers (vertical approach) at its face value. In contrast, the TCP/IP has

four (horizontal); this is mainly because the TCP/IP model is a pretdeoted standard. For

exampe, the Hypertext Transfer Protocol (HTTP) is in the application layer, and Transmission Control
Protocol (TCP) and User Datagram Protocol (UDP) are in the transport layer. The OSI model is more
logical anctonceptudlyo 8 SR 2y Sl OK fF&@SNRa FdzyOlAz2ylftAGASad
concepts protocols, interfaces, and services that help standardise motherboards, routers, switches,

and other hardware. In contrast, TCP/IP helps establish a connection between different types of

computers.

However, the similarities of the two are that both reference modilsde datainto packets, and
each packet may take a unique route from the source to the-eset destination. Another similarity
is that the layers are compatible with each other. The physical layer and the data link layer of the OSI

model and the TCP/IP modsrrespond. The same goes for both the network and transport layers.
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Thedifferences and similarities between the lay&i@ve been discussed previoudhut what are

their functionalities?

Starting from the bottom, the physical layleasthe critical responsibilities of signalling and
encoding. Therefore, physically transmitting the data through electrical or light signals sent between
local devicesas the data type handled by this layer is in bits. The physical layer is where the

hardware specifications, topology and design of the entire netvbadin

The datalink layer focuses on lo¥evel data messages between local devices; these local devices are
directly connected nodes that perform node-node data transferwhere the data ipackagednto

frames. The Datdink layer has the responsibilities of media access control (MAC), data framing and
handling the frames, logical link control (LLC), error detection, handling, addressing, and defining the

previous physical link layer requirements.

The Network layer handles data types of datagrams and packets; it is responsible for receiving
FNI YSa FTNRY (KS LINBGA2dza RFEGlF €Ayl flFr@SN®W ¢KS
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addressing, routing, datagram encapsulation, fragmentationr@adsembly, error handling, and
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Managing the delivery and the error checking of the data packets is the main factor of the transport

layer. The data type handles datagrams and segments in the transport ésyeifunctions as a

multiplexer and demultiplexer, providimrocesslevel addressing, connections, segmentation and

NBl daSvyofex 01y26fSRISYSYyda FyR NBUNIYAYAAAAZ2Y A
the communication between software processeach as TCP and UDP.

The Session layer is responsible for session establishment, management and termination, as it

controls the communications between different computers and machines. The data type that the

session layer handlés sessions, as the scope of this layer focuses on sessions between local or

remote devicessuch as sockets or NetBIOS.

The presentation layer (sometimes also called the syntax layer) is responsible for data translation,
compression, and encryption. The data type handled in this layer is encoded user data in the scope
of application data representations. A few examplestahdard protocols and technologi@s this

layer areSSL and MIME.

Lastly, there is the application layer, whereby the -@rs@r interacts directly with the software
application, and it handles the user data and application data. The standard protocols and

technologies used in this layer are DNS, SNMP, HTTP, TelnetHER? abd more.
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2.1.2.2 Networl&curity with Encryption and Cryptography
The fundamental nature of encryption derives from the need to communicate and send messages

back and forth securely. As technology is a tree that branches new inventions to birth instead of
miraculously spawning into existence, the history of encryptione®from linguistics. Linguistics is

¢the scientific study of languages, how they evolve amedstructured [18].

The simplest form of encryption in the linguistic field is when two individuals in a group of people
have a private conversation by whispering, as this form of communicatsstise to a small area of

effect of hearing.

Another example is when two people speak another language that is not the commonly spoken
tongue for that country, te respicere post tergum? Most readers of this research paper may not
know the sentence; hencé is secure only fothosewho know, although due to the existence of

online translators, deciphering the unknown language is not a challenge.

Throughout history, encryption has evolved; the dias remained the samé& communicate with
the intended recipient securely. However, the methodology changed and became more complicated

due to the volume of data that needed to lsecuredfaster; this demanded tothe study of

cryptography.

oCryptography is the scienfat] of keeping secreéd19], especially in telecommunications, is
necessary when communicating over any unsecured devices and platforms; this includes any
networks including the internetas the internet is a network of networks. There are five main

functions cryptography has to offé&:

9 Privacy and confidentiality: Ensuring that no one can read the message except the intended
receiver. Therefore, informatiothat only the intended person can access
1 Authentication identifies who the sender and receieee,as well as the origin and
destination of the information
1 Integrity is the method of assuring the receiver that the received message hheeot
altered in any way from the original
1 The implementation of nomepudiation to prove that the sender was the originator of the
sent message
1 Key exchange is the method by which crypto lkegshared between the receiver and the

sender.

Before cryptographyall datastarted with unencrypted data, which refers to plaintext. The plaintext

isencrypted intociphettext, which will, in turn, be decrypted back into usable plaintext using a key.
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The encryption and decrypticare based upon the type of cryptography scheme employed and

some form of a key, this proceisswritten as:

Equation 21: GeneraEquation forEncryption and Decryption
6 0
0 O
P = plaintext, C eiphettext, E = the encryption method, D = the decryption method, and k = the key
[9]

There are three types of algorithms for cryptography:

W Symmetric Key Cryptography or Secret Key Cryptography:adssgecryptographic
keyfor both encryption of plaintext and decryption of ciphertext.

w Asymmetric Key Cryptography or Public Key Cryptography (PKC): Uses one key for
encryption and another for decryption

w Hash Functions or Hash Key Cryptography: Has no key within the algorithm but uses a

fixedHlength calculatedased on theplain text.

2.1.2.3 Symmetric Key Cryptography (SKC)
Symmetric Key Cryptography (SK€8s duplicate cryptographic keys for both encrypiidn

plaintext and decryption of ciphertext. Once the encrypted text is received, the receiver applies the

same key to decrypt the message and recover the original plaintext.

With this cryptography, both the sender and the receiver must have the same key: the secret. The
most considerable difficulty with this approach is the distribution of the key. Symmetric key

cryptography schemes are categorised into either stregphels or blockciphers.

Streamciphers are a type of symmetrikey cipherthat continually converts a byte of the plain text

to encrypted data. Streamiphers come in several variatiorslf-synchronisingtreamciphers

calculate each bit in the keystream as a function of the previous n bisal#io called self

synchronising because the decryption process can stay synchronised with the encryption process by

knowing the length of the it keystream.

One problem is error propagation; a misplaced/unsynchronised bit in transmission will result in an

absent bit at the receiving side, resulting in a separate message when decrypting the text. An

essential feature of synchronous streaiphers is that they assure ontiie confidentialty of data

but not its integrity. An active attacker can flip thipheii SEG1 Qa oA GaxX 6KAOK O2y@Sh
corresponding plaintext bits. To prevent active attacks, one needs a message authentication code
(MAC)[20]
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Synchronous streartipheis generate the keystream independent of the message stream but use
the same keystream generation function at sender and receiver. At the same time, stijglaems
do not propagate transmission errors. However, due to being periodic, the keystream will eventually

repeat, and any errorwill be overridden.

A blockcipherencrypts one fixegize block of data at a time. A blagkheris a given plaintext block
that will always encrypt to the same ciphertext when using the same key, whereas the same

plaintext will encrypt to the different ciphertext in a streatipher.

Blockciphers can operate in several modes: Electronic Codeb@igterBlockChainingCipher

Feedback, Output Feedback, and Control Mode.

TheElectronic Codebook (ECB) mode uses the secret key to encrypt the plaintext block to form a
ciphettext block. It is the simplest operation model as the plain text mesgadwidedinto 64-bit

blocks, and each block is encrypted independetulit uses the same key for the encryption
processWhen transmitting a single bit error, ECB could result in a mistake for the entire decrypted
plaintext. It is susceptible to brute force attacks, deletion and insertion attacks due to the lack of

diffusion. The formu is as follows, andflowchart is provided ifrigure 2.5

Equation2.2: Electronic Codebook (ECB) Encryption Equation
6 600D

Equation2.3: Electronic Codebook (ECB) Decryption Equation
0 60006

C=ciphettext, P= plaintext,CIPR(X)= the forwardcipherfunction, CIPH «(X)= Inversecipher
function, K= the secret key, ands the sequence of the data from left to rig2l]
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ECB Encryption

ECB Decryption

PLAINTEXT CIPHERTEXT
INPUT BLOCK INPUT BLOCK
CIPH, CIPH ",
OUTPUT BLOCK OUTPUT BLOCK
CIPHERTEXT PLAINTEXT
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CipherBlock Chaining (CBC) adds a feedback loop for cryptography. CBC is achieved by first
encrypting the plaintext using an X@©iRherin the initialisation vector, then its encrypted again

using a key, and this output is XOR also into another key and so on. This chaining destroys any
sequential patterning and is protected against brute force, deletion and insertion attacks; however,
a sngle bit error in theciphettext will still cause the entire block to produce the wrong plaintékte

flowchartin Figure 2.6 follows the formula for CBC.
Equation2.4: Cipher Block Chaining (CBC) Encryption Equation
6 6000 s 0d
6 60008 6
Equation2.5: Cipher Block Chaining (CBC) Decryption Equation
0 60006 § O

60006 § 6

C2

C=ciphettext, P = plaintext,CIPH(X)= the forwardcipherfunction, CIPH «(X)= Inversecipher
function, K= the secret keyj,is the second data of the sequence from left to rightis the first data
from the sequenceXs Ybitwise exclusiveORof two strings X and Y must be of the same lentjth,

is the Initialisation vectof21]
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CipherFeedback (CFB) mode is a bloigherimplementation as a seynchronising streamipher.

This bloclcipheris very similar to CBC but performed in reverse. The reversal single bit error in the

ciphettext affects both this block and the following orf@lease refer td-igure 2.7or the flowchart

and the defined formula for CFB mode follows:

Equation2.6: Cipher Feedback (CFB) Encryption Equation

Equation2.7: Cipher Feedback (CFB) Decryption Equation
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C=ciphettext, P= plaintext,CIPK(X)= the forwardcipherfunction, CIPH «(X)= Inversecipher
function, K= the secret keyj,is the second data of the sequence from left to rightis the first data
from the sequenceXs Ybitwise exclusivéORof two strings X and Y must be of the same lenlyth,

is the Initialisation vectod,is the input blockl.SBs the Least Significant BMSBis the Most
Significant BitX|Yis the concatenation of X andlyis the block size in bitsjis the number of bits in

a data segment, an@is the output,#is the segment of a blodk1]
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Output Feedback (OFB) mode is a bloipkerimplementation conceptually like a synchronous
streamcipher. OFB prevents the plaintext block from generating the saiplertext block by using
a feedback system to generate the keystream independently of botliffteertext bitstreams and
plaintext. The singkbit error inthe ciphertext would only produce a single bit error in the

decrypted textPlease refer td-igure 2.8or the flowchart.

Equation2.8: Output Feedback (OFB) Encryption Equation
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Equation2.9: Output Feedback (OFB) Decryption Equation
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C=ciphetext, P= plaintext,CIPK(X)= the forwardcipherfunction,j is the second data of the
sequence from left to right; Is the first data from the sequence from the InpME Y bitwise
exclusiveORof two strings X and Y must be of the same lenbjtlis the Initialisation vectoll,is the
input block,MSBis the Most Significant BiQ is the output,P" last block of the plain text is the
number of data blocks or data segments in the plaintext, aigithe number of bits in the last

plaintext or ciphertext block21]
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Counter (CTR) mode operates on the blocks as a stogamerand serves on the individual block like
ECB. However, CTR uses various key inputs to unique blocks to prevent thepdatext from
occurring. Additionally, each block of ciphertext has a specific location within the encrypted

message. Then, CTR mode allows blocks to be processed in parallel, therefore offering performance
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advantages when parallel processing and multiple processors are available. It is not susceptible to

9/

Equation2.10: Counter (CTR) Mode Encryption Equation
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Equation2.11: Counter (CTR) Mode Decryption Equation

C=ciphetext, P= plaintext,CIPH(X)= the forwardcipherfunction,j is the second data of the
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Q a-foraeNaétién, and insertion attackBlease refer tdrigure 2.9or the flowchart.

sequence from left to rightXs Y bitwise exclusiveéDRof two strings X and Y must be of the same

length,MSBis the Most Significant BiQis the output,P last block of the plain text)is the number

of data blocks or data segments in the plaintext, dnslthe counter block21]
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2.1.2.4 Public key cryptography (PKC)
Public key cryptography (PKC) was first publicisetio76 at Stanford University by Professor Martin

Hellman and graduate student Whitfield Diffie. PKC depends on mathematical functions that are

Srae G2 O02YLMziSzI odzi GKS 2LISNI GA2YQa AYOBSNES 620
one-way process|22] In essence, PKC uses keys, Public keys that can be shared widely and a Private
158 GKIFG A& 2yfe (1yz2ey (2 (GKS 26ySNXW ¢KSNBEF2NBZ
YSaal 38y o6dzi GKS YSaal3aSoa RSONPrivdiekeyy Aa I OKAS@GS
2.1.2.5 Cryptographic Hash Function (CHF)

/ NBELJG23ANF LIKAO | aK CdzyOQlA2y o/1 C0O Aa F YFOGKSYI GA
arbitrary size to a string of bits of a fixed size (this is called the hash)aantinction. One of the

vital properties of CHF is that the output of the presenust look random; thisdetermined by a

series of behaviours and conditions that the CHF must satisfy:

w First preimage resistance: Essentially, given an arbitrary hash code, it is computationally
impossible to find an input that the hash function maps to that hash code-\iane
function).

w Second preimage resistance: Like the first preimage resistance as given input to the hash
function, it would be computationally impaossible to find a second input that provides
the same hash code.

W Collision resistance: When a hash function is collisi@istant, it is computationally
impossible to find two inputs that give the same hash code.

W Indistinguishable from random: A hash function is indistinguishable from a random
process if an attacker cannot tell the difference between the hash function and a
function chosen entirely at random from all the tasks with the same input/output
characteritics as the hash function. A hash function can only be indistinguishable from

random if there is a kef23]

Due to the CHF properties of looking random, the slightest change of a letter in a word would result

in drastic changes in the output result.
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2.1.3 Polymorphism
Polymorphism has multiple denotations according to the various industries and fields. For this

research, both the information technology industry and the biological fielccvaispollinate, as

human immunology translates to a novel security system for 10T devices.

Ly o0A2f 23853 LldbadntmudikienetcYaridtian whidh Sesults in the occurrence of

several different forms or types of individual among the members of a single sfiztiefhese

variations do not alter the individuals into ssbecies from the original. An example would be the

different blood types in humans and the smooth graduation of heights among the human

population. Please note that if there are many polymorphicatans within a species, it can persist

over many generations, especially if the variation is advantageous in natural selection. Therefore,

a2YS LREEY2NLKAO GFNRIFGA2Yy O2ddZ R 06S I R@FydGl 3S2dz

Humans have an innate and adaptive immunity in terms of immunology. Innate immunity responds
and recognises generic targets on foreign agents (pathogens), whereas adaptive immunity
NEO23IyAasSa aLiSrantofly Gendiatetldcepioss thdrdave/airtually unlimited
recognition repertoirg25]. There are two different types of adaptive immunity called humoral
immunity and celimediated immunity, and please s&ggure 2.10or a visual representation. The
properties of adaptive immune responses apecificity,diversity,memory, clonal expansion,

specialisationcontractionand homeostasis, and nonreactivity of 4&lf

Table2: Properties of adaptive immune responses according to Functions and Disorders of the immurf2]system

Feature Function

Specificity To ensure the targeted foreign agents (antiggget the appropriate
responses

Diversity To have a large variety of responses for a large variety of antigens

Memory To know which response was the most effeciiveprotectingagainst
future exposureo the same foreign agent

Clonal expansion Increases the number of antigapecific lymphocyteésrom a small

number of naive lymphocytesallowingfor a higher concentration
response as more cells are aware of the antigen

Specialisation Specialisation gives the ability to generate a more specific defence ag
different microbes and antigens
Contraction and The ability to respond to an unknown or newly encountered antigen

homeostasis
Nonreactivity of self | Not to harm the host during the response to an antigen.

L Any type of toxin or foregin substance that induces a immune response in the body.
2B Lymphocytes produce proteins called antibodies which mediates an humoral immunity response.
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Figure2.10: Types of adaptive immunitymage taken frorf2]

To translate and reverse engineer the biology of adaptive immunity into the focus of cybersecurity,
there needs to be &reakdowncomparison okach of these features to the next best thing in the
cybersecurity industry. Specificity ensures the targeted antigens get the correct redpomse

antivirus programs, and they scan files and code to see if it has a similar signature to known malware
and viruses. If a known virus is detected, then the directed response will quarantine the file and then
delete the prograrnf26].

The function of diversity, memory and specialisation isatieptiveA Y Ydzy S a8 aiSyQa | 0Af

respond to different antigens and remember which responses are most responsive and efficient. In a
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nutshell, this is also known as a threat database in the cybersecurity field. The threat database aims

to log current virus events with their signatures and rejpelse virusegrom computer systems.

Jf2ylf SELIyaArzy Aa GKS | RI LI A @ So ah xciveaiGs. Fore 4 G S Y Q3

an electronic system to imitate clonal expansion, each device needs to be within an interconnected
network like a mesh network, server and client or other connected topologies to allow the data of
threatsto be shared with all connected devices. The advantage of having all connected devices
aware of a virus in the system is to reduce its spread and take appropriate measures according to

pre-written protocals.

Usually, an infected machine is isolated and quarantined from the rest of the system to avoid
malware from reproducing and spreadirtopping this spreais the main feature of the

contraction and homeostasis function, which aims to respond to unknown or newly encountered
antigens. The difficulty with unknown viruses with minimal data would be the severity of the issue
they pose to any given systermherefore, the best approach is to contain the virus and then study it

as a signature to see if any othes®ms have the same virus.

Lastly, the ability to be nonreactive to oneself during the response to an antigen is a crucial
application in any security system. Suppose an interconnected systern as a server witlmany
clients,is infected. In that case, the best approach, depending on the severity of the issue, might
limit communication streams to neimfected clients to avoid further spread and thenreamotely

factory reset the infected clients to a previous image of the system that does not have a virus.
Additionally, suppose scheduled backup is a commonality within a system. In that case, the
recovery of the most recent backup that does not have the virus is the best option to restore the

Ot ASyiQa FdzyOilAzylftAade FyR S2S00G (KS aeadsSvyQa
For programmers and engineers alike, adaptive immunity seems like an intrusion detection system
with a database for known security risks. The detection of a foreign agent that correlates to a known
security risk can thehe subject to a specifically targeted response. It is also relatively common to
block known incoming threats by either allowing specific sites, applications or communication

streams or blocklisting threats known to the host/organisation.

Polymorphism within computer science and programming comes from the notion of type theory,
which is a system that every term has a type that defines the operations, meanings and how it
performg27]. An example of type theory in programming is when a name (variable) might denote
different instances of many different classes as long as they have a common superclass. Therefore,

any object denoted by the same variable can respond to a standard seeddtams differently. The
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expected output through various operations; this type of polymorphism is called inclusion

polymorphisnj28].

Another primary class of polymorphism is ad hoc polymorphism, described by S{2@hesho

stated that symbols used in programmijrsgich as plus (+¢ould also be defined to mean different

things. This concept is also known as overloadgjectoriented programming languages like C++

could declare functions having the same names, as long as they have different invocations. For
examplethere couldexisti 6 2 Fdzy OGA2ya o6l faz2 1yz2é6y a YSGiK2RaA
whereby one of these functions could return an integer by taking in two integer variables

parametersand addinghe integer value (2+2 will return 4). However, the other function called with

the same name can return a string by taking in two string variables from the parameter and

concatenatingi KS @I f dzSa a | NBGdzZNYy adl adSYSyd o0aKStf23¢

Lastly, parametric polymorphism allows a data type or a function to be written generically;
therefore, it can handle values uniformly without depending on their data[8@e Handling values
uniformly allows the language to be more expressive while maintaining the complete static type

safety to prevent type errors.

Nonetheless, polymorphism within the cybersecurity field is an amalgamation of both how biological
viruses mutate and the different classes of polymorphism. In cybersecurity, polymorphic \drases

a selfreplicating piece of code that uses a polymorphic engine (also caftegdation engine) to

mutate while keeping the algorithmic output result intact. There are two ways a polymorphic engine
works either encrypting the code by using a cypteemake it harder for antivirus systems to detect

the signatureof the virus through the cod®r by using an obfuscation technique to prevent
tampering, reverse engineering, and detection of its true purpose.

¢KAAd NBASINOK FAYa G2 LINRPRdzOS | &aSOdNAGeé &aegadasSy
deterring and deceiving invasive unauthorised clients using polymorphic techniques such as
inclusion, ad hoc, and parametric polymorphism to protect approveshidiwithin the network

system. The next chapter will propose a framework for how a polymorphic security system is
implemented on commercial 10T devices, therefore tackling intrusive attacks and working within
YAONRO2YUNREESNEQ fAYAGSR LINRPOSaaAy3a LI2sSN®

Furthermore, the Adaptive Amoeba Battery Curve Mapping Management System (AABCMS) draws
conceptual inspiration not only from immunology but also from neurophysiology. In biological
organisms, particularly in the human brain, different states of activiégyciwaracterised by varying

frequencies of brain waves: Beta waves dominate during active thinking and stress, while Delta
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waves are predominant during deep sleep. Similarly, the AABCMS dynamically transitions the loT
device between higiprocessing (active) and lepower (sleep) states based on rdathe battery

health predictions. This parallels how biological systems coasarergy during periods of low

activity and expend more resources during critical functional demands. Suaispiced adaptation
enables 10T devices to maximise operational longevity while ensuring readiness to respond when

necessary, thereby offeringreovel paradigm for batteraware security systems.

2.1.4 Battery Management in IoT Security Systems
Despite extensive research into 10T security protocols, comparatively limited attention has been

given to the intersection of battery management and secure communication frameworks in loT
environments. Existing lightweight cryptographic approaches, wiptenised for computational
efficiency[31]. Oftenfail to account for the dynamic energy profiles of devices operating under
variable loads and environmental conditions. Studies su¢BZ$ighlight that energyaware
communication protocols have been proposed independently of security considerations, yet
comprehensive frameworks that synchronise cryptographic adaptability with battery curve
monitoring remain scarce. This gap motivates teeaelopment of the Adaptive Amoeba Battery
Curve Mapping Management System (AABCMS), which uniquely combintsechattery health
prediction, adaptive encryption strength selection, and sleep cycle optimisation to maintain the
operational longevity andecurity resilience of 0T devices. By integrating power management
directly into the core security model, this system extends beyond conventional designs that treat

energy management and cybersecurity as isolated concerns.

While traditional 0T energy management strategies often focus solely on static sleep intervals or
power gating techniques, the Adaptive Amoeba Battery Curve Mapping Management System
(AABCMS) advances the paradigm by drawing conceptual inspiration fotogital neural systems.

In particular, human brainwave activity provides a relevant analogue: different cognitive and
physiological states are associated with distinct electrical patterns. Beta wawg)(H2) dominate
during active thought, stress, amuloblemsolving, associated with heightened glucose consumption
and energy deman{B3], whereas Delta waves (@4 Hz) predominate during deep sleep phases,

associated with significant energy conservation and restord@dh

The AABCMS dynamically transitions 10T devices betweefphighssing active modes and low

power sleep states according to re@he battery health predictions. This mirrors how biological
systems strategically allocate energy, upregulating activity durigh cognitive load and

downregulating it during rest. In the context of 10T systems, such dynamic adaptation allows devices
not merely to conserve battery life but to operate with biologitilé resilience, maintaining

operational readiness during dgal demands while minimising unnecessary energy expenditure
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during idle periods. By integrating binspired adaptive behaviour, the AABCMS ensures optimised
longevity without compromising functional responsiveness, positioning it as a novel contribution to

energyaware security system design.

2.2 Focus on Research and Evaluating Studies
This sukchapter aims to go over a few related studies to discuss their findings, appreciate their

contributions, and see how they can benefit this thesis.

G ¢ NIB&n: A fadightweightO2 y A Sy d dza | £ 32 NRA {3F]proppedNd neveway tb LILI A O

implement blockchain on low processing power devices such as 0T devices. The main reason
blockchain is challenging to implement on 10T platforms is the expensive computational power
required for the validation and consensus algamthwhich would cause significant transaction

delays between clients. This paper, written by Ali Dorri and Raja Jurdak, proposes a scalable tree
chain for fast blockchain installation that introduces two randomisation levels in the validator. One

of the rardomisation levels are in the transaction lewghere the validator of each transaction is
selected randomly based on the most significant characters of the hash function output (known as
consensus code), and the other in the blockchain level where the validator is randomly allocated to a
particular cssensus code based on the hash of their public key. The authors also implemented the
tree-OKIF AYy G2 62N] 6AGK LI NXffStf OKFAYy ONIyOKSarT
transactions are in an individukgldger. The paper gives a novel solution for blockchain within 10T

platforms that will allowlow-power processors to perform blockchain interactions.

Additionally, due to the blockchain implementation, there were a few security benefits against
attacks, such as a denial of service attack. The denial of service attack (DOS) as the validators in the
network monitors the cumulative number of transactiorengrated within a particular consensus

code range and the number of such transactions. If this threshold is surpassed, the validators will
choose a new validator for the corresponding consensus code. HignecBOS was ineffective for

this tree-chain appr@ach. A treechain approach would prove fruitful for tHegghtweightpolymorphic
security system as it integrates a shared ledger between the server and client to share
predetermined encryption keys and passwords for approved clients while being effagturest

common attacks like DOS.

Effy Raja Naru et al. wrote a paper to review redegittweightcryptography in I0[B6]. Though a
short paper, the table of comparison betwebghtweightcryptography related works in 10T is
beneficial as it gives pros and cons for each technique used. However, the paper does argue
challenge that all of theskightweightcryptography techniques have in common, which is the

physical security for I0T. The notion of physical security and hardware trojans is a common threat
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against loT devices; therefore, some protection against these types of attacks is considered in this

thesis, especially in the testing phase.

foan £

SANBOGE & NBfFGISR (2 @S ALEANBSAA 2 dead SINELSERHENIu6E & NERRANJ N
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hardware modules by collecting micaschitectue information to analyse prevailing software level

threats and vulnerabilities. Some of the hardwdr@sed methods include a runtime miero

architectural event monitor, sidehannel information, trusted platform modules, and a security

aware design. This&zgR& Q& Y2aid SEOAGAY3I AyidiSaNridrazy A& GKS
which allows cryptographic keys tied to specific platform measurements anoraiectedfrom

disclosure to any untrusted hardware components, processes, or software. Such hardware

AYLX SYSyGlFadA2y A& Yl ydzZFlF OGdzNBER o0& (B3enidIABRMA S& f A €
with their TrustZone chiB9] that can be incorporatethto existing modules during the

development phase.

CdNI KSNJ SELX 2NAY3I KINRgLFNB NBftl GSR adzoa2aS0dGaz N
2T KIFENRgFINB ¢NR2Fyay | adzNdDgives mviRalle irisighd intd Howi 1 O S NI
hardware trojans were executed in variostagesof the product lifecycle. There are five stages

within the supply chain: design, synthesis and verification, fabrication, testing, and distribution,

where the attackers have opportunities to attack. In the design phase, attackdrsyse design

team attackers) can use flexible methods to implement any malicious function and create a side
challenge/covert communication channel leakage. In the synthesis and verificatian gtag

attackers will be 3PIP vendor attackers who implement malicious funatid@hdlexibility by

modifying the IP design at the RTL netlist or other specification levels. Fabrication stage attackers try

to change the netlist in the layout or modify the manufacturing process. During the testing phase,

the attackers directly modify the R ¢ I NB G NRB 2l yQa RSGISOGA2Yy NBadzZ Ga
mislead the detection results. Lastly, in the distribution phase, the reversgineering a chip to

pirate the design or directly replace it with a trojan inserted version during the transportation.

Designing with a vision for the future helps devices be in service for loagére device can be

dzLJAN} RSR GKNRAzZAK &2FGs+FNB YR Y2RATASPase®d | RRAY S
ONBLIG23INI LIKE TF2NJ L2¢ AY[QLAKEAD {0 HX 6 6 DMNRNBY 1 NBt BB
IoT platforms could implement lattieeased cryptography. In order to implement lattibased

cryptography in an loT platform, there are a few challenges. One of the challenges is communication

bandwidth, as most embeddeprocessors are memoigonstrained, therefore only suited for minor
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securityparameters such as loT applicatiomgth limited transmission bandwidth (through V).
Security strength often balances performance and secuaiyany bruteforce cryptanalytic efforts
require more computational resourcgacreasingly for the required search on a blogkersuch as
AES&128 and other similaciphers. However, the tradeff between performance and the required
security is generally less desirable dughe associated overhead. This paper gives an excellent
overview of what IoT devices are lacking. However, it does afandora’'dox to a more

significant impact on quantum computing and its ability to crack modern security systems with ease.

One of the challenging issues in 10T devices is the tampering of firmware, as it is challenging to
RSGSOG IyR NBO2@SNJI FNRY (KS (I YLIS NKaBed fihwde g 1 NBE & ¢
GSNRATFAOI GAZ2Y aeéai&Nrofogedd nevebtockéhgh@ise NBat&wrification

system that used a shared palette (ledger) to check the devices to see any firmware tampering have

been made. The palette comprises the block header, which encompasses the block hash, block size,
blockversion, previous block hash, time, difficulty, and nonce. The palette also has another module

called the verification information, verifying the device model, firmware version, verifier, and

identification. Having theskunctionsin the palette allowst6 o6f 2 O1 OKF Ay (2 (y2¢ (K
version when the structure of the palette changes. It can also verify the device through a universally

unique identifier and check and verify its firmware.

5dz28§ (G2 L2¢ RSOAOSa | yR ail2N) 3S Q athefshel¥sblitihRared 2 Y Lddzi |
resource contained on these devices and therefore not recommended for security implementation.

¢ KS LI LIS-Random &lBnteR Generator and Hash FunctarEmbedded

a A ONEP LINI4E] fuds dosthN\aEsdlution to overcome this problem by implementiiggtweight

techniques for efficient Pseud@andom Number Generator and Hash function to reduce memory
consumption and accelerate performance. The reason behind using a psaodiom number

generator is to build and generate harder to break keys and other secretnedeas on embedded

processors. This paper does propose a relatively efficient way to harden existing security methods

such as AES by implementing a psetaltdom number generatorhierefore, not too much change

needs to occur on the broader system for integration.

dLightweightCryptography Algorithms for resourcenstrained IoT devices: A Review, Comparison
YR wSaS | N K[44hid Anlexbeliedrydpér th& frévides a holistic view and compares
variouslightweightcryptography algorithms that are available in the market. The critical common
challenges with conventional 10T based cryptography are limited memory (RAM, ROM, and
registers), limited computational power, the small surface area of the device, lower paever

(no battery power with RFID tags), and rdale operations. The way this paper compares the
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different cryptography algorithms is by three characteristfsysical, which is the physical area,
memory and battery power. Performance, which determines the computing power (latency and
throughput); lastly, the security characteristic measutesminimum security strength in bits,
attack models, and sidehannel and fauitnjection attacks. With these various parameters, the
thesis can benefit by paying closer attention to what is valued inpdgi®r'scomparisons of

different lightweightcryptography algorithms.

There is a comprehensive and detailed thought for what type of 10T devices should be implemented

AY Fy L2¢ LIXFTGF2NY Ay lyeé L2¢ aeadSy RS@St2LIVSy
End, MiddleEnd, Higi® y R L 2 ¢[45R Th@wa® Beild@T devices are classified are as follows:

Lowend devices (such as at ATTINY85) are classified as having less than 50kB of RAM, less than
250kB of Flash, devices that do not support an RTOS to devices with RTOS, communication protocols
rangefrom gateway communicatiodightweightprotocols such as Constrained Application Protocol
(CoAP), and communication protocols such as HTTP. Lastly, security vulnerabilities whereby data is
compromised, causing a medium to a high threat. Midgtel device (like the ESP8266 and ESP32)

provide more outstanding features and processing capabilities such as more RAM, Flash, higher clock
speeds, and various communication protocols likeRyBluetooth and Bluetooth Low Energy (BLE).
Highend devices (RaspberBi, PandaBoard, HummingBoard, and more) typically are diogled

computers with powerful processing units and plenty of RAM to provide a graphical user interface or
even the ability to run custom operating systems like Windows 10 loT, Ubuntu, LinuRaapHerry

OS. The main reason why this study is essential for this 10T development is that it helps developers

to decide which board to use for a particular functionality. Such as if there is a requirement to gather

air pollution data in a given environyfell = G KSNB A & y QiénddevigeaStiey are2  dza S |
more expensive for scaling up, instead of using a middkig device would prove fruitful as they

have enough processing power and a communication protocol to gather the data and send it to a

serve.
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3.0 Chapter Three: Background

Chapter three covers the history and theory of operations on the various topics prevalent in this

research, such as loT boards, Cloud compu@ngptographyimmunology and blockchain.

3.1 Current 10T boards
There are thousands of 10T boards in the market that use various microprocessors and expansion

modules to enable connectivity. However, when looking for the correct 10T board for a project, the
consumer must first understand the project requirements anerntind an appropriate board to

continue development for either personal use or a client. Typically when researching the appropriate
board for an loT based project, there are a couple of things to keep in iieain hardware

selection criteria are sumarised in Table ®r different features and why they are essential when

designing an loT product.

Table3: Key features of 0T devices that contribute to the design of an l0T device

Feature Reasoning
Clock Speed | The clock speed is how fast the data is transferred between the microproce
and between the microprocessor and memory, which must be
synchronised46]

The importance is that the faster the clock speed, the higher the power
consumption; therefore, for mobile loT devices, it is critical to lower and slo
down the clock speed to improve the battery lifetime.

A similar approach is also achieved by using deep sleep/sleep modes.

Power Most loT devices are connected directly to a constant power source. Howe
Consumption | it is increasingly common to find more loT devices that are mobile and batt
powered.

There are many aspects that contribute to power consumption, from clock
speed, the microprocessor, type of connectivity, sleep modes, effective
programming (e.g. how many cycles it takes to do specific functions), and t
number of connected sensors.

Connectivity | How does the loT board transfer data between all points of the ecosystem?
Does it use shoftange communication such as Bluetooth Classic, Bluetooth
Low Energy (BLE), or Radio Frequency ldentification (RFID)?

Mid-range communication traditionally falls under ¥ but Zigbee, MQTT an
other mesh protocols for home automation are also common.

For longrange communication, it is typical to use Low Power Wide Area
Networks (LPWANS) like N&T, LTEV, LoRa, Sigfox, and cellular connection
Communication| What communication protocols (I/O interfacing) does the microprocessor u
UART, USART, USB, 12C, SPI, CAN, and so on are crucial as some senso
only transfer data using specific protocols.

The common loT manufacturers are usually vesthblished manufacturers who typically sell the
same microcontrollers to different board designers who make specific selling points. The common

manufacturers for IoT microcontrollers afd&RMwith their Cortex seridd7], [48], [49] Atmel with
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their AVR processdi0], Espressifs leading the charge for the all in one 10T ¢Bild, Nordic
Semiconductor$s2], and Broadcoi®3].

3.2 History of Cloud Technologies

LY | LAGKE YIYyySNE Of 2dzR O2YLJziAy3 OFy ©6S RSaONR
elastic TSy 6f SR OF LI 6 At AGASa FNBE RSt AJIMBHOwdver, I & SN
I Y2NB 02y0OAasS RSTFAYAGAZ2Y 2F Of 2dzR O02YLJziAy 3 FNE
form of distributed computing that introduces utilisation models for remotely provisioning scalable

YR YSI adzNB[55]. Cliid@dpNiddisindtéa new technology, as the idea was primarily
developed to be a military mainframe in the 1950s to connect computer terminals across an internal

matrix and have a decentralised storage technology. The term cloud computing was bpthed

Compag company in an internal document in 199, was popularised by Amazon.com after it

released its Elastic Compute Cloud in 200 evolution of cloud computing is depicted-igures

3.1and3.2

Figure3.1: Early Timeline of Cloud Computiitaken from BC&tfps://www.bcs.org/contenthub/history-of-the-
cloud/)[56]

Figure3.2: Current Timeline of Cloud Computirigaken from BC&tfps://www.bcs.org/contenthub/history-of-the-

cloud/)[56]

The National Institute of Standards and Technology (NIST) made three models fecabopating
providers Infrastructureas a Service (laaS), Platform as a Service (PaaS), and Software as a Service
(Saas)57]
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laaSpr Infrastructure as a Service, is the lowest level in the network infrastructure, encompassing

physical computing resources, scaling, backups, security, memory, partitioningncadAt the

laasS level, a hypervisor will run all the virtual machines as guests within a cloud operating system.
Therefore, it can support large numbers of virtual machines and allows the users to scale up and

down according to their usage and demandSThb L { ¢ RSFAYAGA2Yy F2NJ LI I { A2
to provision pocessing, storage, networks, and other fundamental computing resources where the
consumer [can] deploy and run arbitrary software, which can include operating systems and

I LILX A O57]Hbv@eyed the users are not in control of the underlying cloud infrastructure, and

they only control the operating system, storage, deployment applicationshawmdlimited control

over networking components.

PaaS offer the consumers a development environment to the application developers to deploy unto
the cloud infrastructure, either consumereated or acquired applications created using

programming languages, libraries, services, and tools supported lnjahe provider.

Cloud providers manage the infrastructure and platform that runs the application/ software for

Saas, allowing the consumers to gain accefisetapplication software and databases. The NIST
RSTAYAGAZY Aad G¢KS OFLIOoAtAGE LINRPOARSR (2 GKS Oz
2y | Of 2 dzR [5vphEtNan hHeiabidesSai taedgls various client deviegker through a

web browser, programming interface, or a thin client interface.

Cloud infrastructure is the collection of hardware and software which enables the five essential
characteristics of cloud computing, shown in Tabl&he cloud infrastructure contains both the
physical and abstract layers (in that ordas the abstraction layer sits on top of the physical layer).
The physical layer consists of the hardware resources essential for the cloud service, such as the
server, network components and storage. The abstraction layer consists of the software deployed

across the physad layer, which gives thaoud its characteristics
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Table4: Essential Characteristics of Cloud Comp(Bifig

Essential Characteristics of Cloud Computing

Characteristics Definition

Ondemand sekservice A consumer can unilaterally provision
computing capabilities, such as server time a
network storage, as needed automatically
without requiring human interaction with each
service provider.

Broad network access Capabilities are available over the network ar
accessed through standard mechanisms that
promote use by heterogeneous thin or thick
client platforms (e.g., mobile phones, tablets,
laptops, and workstations).

Resource pooling ¢KS LINEOGARSNRA O2 YLl
to serve multiple consumers using a multi
tenant model, with different physical and
virtual resources dynamically assigned and
reassigned according to consumer demand.
There is a sense of location independente
that the customer generally has no control or
knowledge over the exact location of the
provided resourceshut may be able to specify
location at a higher level of abstraction (e.g.,
country, state, or datacenter). Examples of
resources include storagprocessing, memory
and network bandwidth.

Rapid elasticity Capabilities can be elastically provisioned an
released, in some cases automatically, to sc3
rapidly outward and inward commensurate
with demand. To the consumer, the capabiliti
available for provisioning often appear
unlimited and can be appropriateéd any
guantity at any time.

Measured service Cloud systems automatically control and
optimise resource use by leveraging a meteri
capability (usually paper-use) at some level o
abstraction appropriate to the type of service
(e.g., storage, processing, bandwidth, and
active user accounts). Resgerusage can be
monitored, controlled, and reported, providing
transparency for both the provider and
consumer of the utilised service

55



3.3 Cryptography
Cryptography, fundamentally, is the science of encoding and decoding information to maintain

confidentiality, integrity, and authenticity in communication systgB®]. Historically, cryptography
dates back to ancient timewith primitive encryption techniques, such as the Caesar cipher, used
predominantly in secure military communicatiof@®]. Modern cryptographic methods are broadly
categorised as symmetrkey cryptography, asymmetrkey cryptography, and cryptographic hash
functions[60]. In symmetric cryptography,singleprivate key is shared betweedhe sender and
receiver to encrypt and decrypt data, offering computational simplicity and speed. However, the
challenge with symmetric encryption ligssecure key distribution and managemdgi].

Asymmetric cryptography, conversely, employs a pair of keys (public and private), eliminating the
key distribution dilemma by openly distributing the public key, yet requiring significantly greater

computational resources due to its algorithmic complegi@O].

In the context of the Internet of Things (loT), conventional cryptographic algorjttesigned

primarily for traditional computing environmentsften become computationally prohibitive due to
hardware limitations and stringent power constraif@2]. Consequently, lightweight cryptography

has emerged as a pivotal domain specifically tailored for resecmostrained devices prevalent

within 10T ecosystems. Lightweight cryptographic algorithms are optimised to operate efficiently on
limited hardware Jow memory footprints, and minimal processing power while providing a
satisfactory security threshold suitable for most 10T applicat[68% Notable lightweight encryption
algorithms include SPECK and SIMON, both block cipher algorithms developed by the United States
National Security Agency (NSA) to ensure robust security while reducing computational overhead on
constrained devicefs4]. Such lightweight algorithms effectively balance between cryptographic
strength and resource efficiency, enabling integration into microcontrdiéesed IoT devices such as

ESP32 and ATMEGA328P, as demonstrated in this thesis.

Adaptive cryptography further extends the concept of lightweight cryptography by dynamically
adjusting cryptographic strategies in response to evolving environmental conditions, threat
landscapes, and resource availabi[$]. This dynamic adaptability is critical for 10T devices, given
their exposure to varying operational contexts and constrained battery resources. Adaptive
cryptographic methods assess devapecific parametersuch as battery voltage, processor cycles,
and available memorip select the optimal encryption method that ensures security without
exceeding energy budgel86]. This methodology parallels biological systems, notably the adaptive
immune system, which dynamically adjusts defensive strategies in response to varying pathogen

threats[67].
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In the presented Bidnspired Lightweight Polymorphic Security System for 0T devices, adaptive
cryptography is embedded within the Adaptive Amoeba Complexity subsystem, where encryption
strength dynamically varies depending upon riiale device batterydvels and processor

constraints. When the battery level is high, computationally robust block cipher algorithms, such as
SPECK and SIMON, can be implemented to maximise security. Conversely, as battery power
decreases, computationally simpler encryptionthms, such as XOR, Caesar cipher, or ROT13, are
selected to conserve energy resources while still maintaining baseline encryption standards. Thus,
the system ensures an optimal traadf between security strength and power consumption,
underpinning both perational efficiency and security resilience within resodigeted 0T

environments.

3.4 Immunology
Immunology is the branch of biomedical science concerned with the study of the immune system, its

physiological functioning in health, and its malfunctions in disease states. At its core, the immune
system is a highly dynamic, adaptive, and decentralisddiork that protects the organism against
pathogenic threats by distinguishing between self and-selfi entitieg[67]. This selective and rapid
response capability forms the fundamental biological inspiration for the design of tHe&ived

LightweightPolymorphic Security System for 10T devices presented in this thesis.

The immune system is traditionally divided into two major branches: the innate immune system and

the adaptive immune systefi®8]. The innate immune system provides the first line of defence,

characterised by nospecific, immediate responses against invading organisms. Mechanisms such as
macrophage phagocytosis, neutrophil activation, and natural killer (NKineelilated cytotoxiity
NELINBASYyd AyylaS AYYdzy A G &6RBy&antiadt,ihe addpiive ThBiyh& NI £ A & S
system demonstrates specificity and memory, capable of tailoring immune responses to particular

antigens via the generation of antigepecific B and T lymphocytg®)]. A hallmark of adaptive

immunity is immunological memory, whereby previous encounters with pathogens are

"remembered," allowing for faster and stronger responses upon subsequent exposures.

Drawing inspiration from these biological principles, the proposed polymorphic I0T security
framework emulates key immune system functionalities. Adétection of clients mirrors innate
immune surveillance, wherein every incoming client connection isliapssessed against a
predefined list of approved clients (analogous to the immune system's recognition -ainsigjéns).
Clients that falil initial authentication undergo a secondary scrutiny process analogous to antigen
presentation and adaptive immuretivation. If identified as foreign or untrustworthy, the system

initiates an auteejection response akin to the cytotoxic response mounted against pathogens.
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Furthermore, the shared ledger mechanism within the security system is comparable to
immunological memory, maintaining a dynamic record of approved credentials to enable swift
reacquisition of trusted clients and facilitate prompt defence against desynied or rogue

agents.

At a molecular level, biological immune systems employ receptor diversity and mutational
adaptability to counter evolving pathogenic thre§fd]. Similarly, the polymorphic security system
dynamically alters encryption methods, session identifiers, and access credentials upon detecting
anomalous behaviour. This process ensures that even if an attacker compromises one instance of
the security envionment, future iterations become increasingly difficult to predict or penetrate,
reflecting the adaptive immune system's principle of clonal expansion and somatic hypermutation
[72].

In mathematical terms, the diversity generated by the immune system can be conceptualised by
calculating the possible combinations of antigen receptor genes through combinatorial joining and
junctional diversity, estimated to be in the order of 10121@1@?) unique receptorg73].

Analogously, in the proposed system, the dynamic rekeying process ensures a large cryptographic
search space, increasing exponentially with each adaptive response cycle and significantly enhancing
system resilience. The polymorphic transformation of gption methodologies can be expressed

mathematically as:

Equation3.1: GeneraFormula forPolymorphic Transformation of Encryption Methodologies
Y QY HO
Where"Y represents the updated session environmé, is the existing session structure, and

'O is a dynamically selected encryption transformation function from a set of polymorphic

candidates.

The adaptive mechanisms of the immune system serve as an elegant and efficient model for
cybersecurity in highly dynamic and resoummnstrained environments such as the 10T. By applying
immunological principles of detection, ejection, and memory to thgieeering of 10T security, this
research bridges interdisciplinary concepts and presents a novel framework for achieving

autonomous, energefficient, and resilient security architectures.

3.5 Blockchain
Blockchain technology is a decentralised and distributed ledger system designed to record

transactions securely, transparently, and immutably across a network of participaijtsnitially
conceptualised as the foundational architecture behind Bitcoin by Nakafi@éjpBlockchain has

since evolved into a powerful genetalirpose framework applicable to a wide range of domains,
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including finance, healthcare, supply chain management, and, increasingly, cybersecurity for

Internet of Things ([§ environments.

At its core, blockchain operates by aggregating transactions into blocks, which are then
cryptographically linked to form a continuous chain. Each block contains a cryptographic hash of the
previous block, a timestamp, and transaction data. The chainirgharésm ensures the integrity

and immutability of the historical record: altering any single block retroactively would require the

alteration of all subsequent blocks, an endeavour computationally infeasible for large nefw6tks

The consensus protocols employed within blockchain systems, such as Proof of Work (PoW) or Proof

of Stake (PoS), serve as trust mechanisms among otherwise untrusted diififieEhese consensus
algorithms guarantee that all participants reach agreement on the state of the ledger without the

YSSR F2NJ I OSYyidN}fAaSR ldzikK2NARGés (Kdza Syl ofAy3
resilience can be represented throuBlyzantine Fault Tolerance (BFT), wheesgstemof 3000

nodesremains reliable ifewerthan 1000 (p to onethird) of the nodes are compromisd@8].

In the context of this thesis, the principles of blockchain have inspired the design of the Shared
Ledger Process (SLP) within the-BipiredLightweightPolymorphic Security System for l1oT

devices. The ledger maintains synchronised, targsdent records of authorised clients, their
credentials, encryption methods, and session histories. Much like blockchain hodes maintain a copy
of the distributed ledgeto ensure consensus and detect anomalies, each client device synchronises
its local ledger upon carection or after a detected security event, ensuring consistency and

integrity across the network.

The dynamic update and propagation of security credentials through the shared ledger can be

formally modelled as:

Equation3.2: General Formula fdbynamic Update and Propagation of Security Credentials through Shared Ledgers

0 00 " 6
whered  represents the new ledger stat8, is the previous ledger entry, is the new client
credential data, andOdenotes a cryptographic hash function ensuring data integrity. This approach
ensures that any tampering or desynchronisation becomes immediately apparent, akin to the

cryptographic immutability principle in blockchain systems.

Moreover, just as blockchain systems possess the ability to fork asghi@hronise in the event of
network partitions or attacks, the proposed framework includes a desynchronisation detection and
recovery mechanism via the Adaptive Honeypot Responsasksavhere legitimate clients lose

synchronisation (e.g., through power failure or malicious interference), the system transitions into a
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controlled honeypot environment, allowing only verified UUIDs to retrieve updated ledger data

while isolating potential threats.

The lightweight nature of the proposed shared ledger, tailored for resecorstrained |0T devices,
represents a crucial departure from traditional blockchains, which typically involve high
computational and storage overhead. By optimising the ledgeriento essential security
information and using efficient hagdbased authentication rather than full consensus protocols, the

system balances security, performance, and energy efficiency.

¢tKS O2yOSLJidzZf LI NIEtEStAAY 06S0G6SSy o6ft201O0KIFAYQ&
framework presented herein thus provides a robust, scalable, and resilient foundation for

autonomous, sethealing IoT security systems in heterogeneous envienms)

3.6 Adaptive Energy Management: Inspiration from Neural Dynamics
As l0T devices become increasingly ubiquitous in critical applications, from healthcare monitoring to

industrial control systems, the demand for optimised energy management alongside robust security
has intensified. Traditional battery management systeatsi§ predominantly on voltage monitoring
and simple lowpower state transition$79]. However, these approaches often lack integration with
the security frameworks of devices, leading to inefficiencies where cryptographic operations drain

battery reserves unpredictab[{0].

The Adaptive Amoeba Battery Curve Mapping Management System (AABCMS) developed in this
research addresses this limitation by fusing battery health prediction, dynamic energy mapping, and
adaptive sleep modes with retime security communication protocol¥hrough techniques such as
guadratic curve fitting to battery voltage profiles and dynamic adjustment of encryption complexity
based on available energy reserves, AABCMS offers a biologically inspired, fully integrated model.
This ensures not only the gangation of device lifespan but also sustained operational integrity

under stringent energy constraints, a necessity for the next generation of resilient 10T deployments.

The energy management techniques employed by the AABCMS mirror biological neural systems,
where operational modes adaptively shift between higergy consumption (e.g., Beta wave
activity during cognitive stress) and leemergy conservation (e.g., Deltaave activity during deep

sleep), aligning technological adaptation with proven biological efficiency m{gigls

The development of the Adaptive Amoeba Battery Curve Mapping Management System (AABCMS) is
informed not only by immunological models but also by the adaptive energy dynamics observed in

biological neural systems. During periods of intense cognitive agtivimans exhibit Beta wave
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patterns, indicative of increased energy utilisation, while during states of rest or sleep, Delta wave

patterns emerge, associated with reduced energy consumfBigin[34]

In parallel, the AABCMS enables 10T devices to dynamically adapt their operational modes according
to available energy resources, actively shifting between processiagsive and energgonserving
states. This biologically inspired approach ensuresdieaices operatenaximally efficiently,

analogous to biological systems' prioritisegergy expenditure according to functional demand.
Consequently, the AABCMS extends theibspired framework beyond immunology into broader
biological adaptive strategée reinforcing the holistic bimimetic underpinnings of the system.

Please see the table below for therceptual diagram showing parallels between brain wave states
and the Adaptive Amoeba Battery Curve Mapping Management System (AABCMS). Both systems
dynamically adapt energy expenditure according to operational demands, ensuring survival and
functional lorgevity. In the neural system, different brainwave frequencies correspond to cognitive
loads, while in the AABCMS, varying operational modes are teddersed on redime battery

health estimations.

Table5: Conceptual diagram showing parallels between brain wave states and the Adaptive Amoeba Battery Curve
Mapping Management System (AABCMS).

Comparison between Brain Energy Adaptation and lIoT Adaptive Amoeba Battery Curve
Management
Biological Neural System IoT Adaptive System (AABCMS)
High Cognitive Load (Beta Waves; 1| Active Processing Mode (ESP32 full power, secure
30 Hz) communication)
Moderate Activity (Alpha Waves¢82 | Light Sleep Mode (moderate power conservation, fast
Hz) wake-ups)
Low Activity / Drowsiness (Theta Deep Sleep Mode (aggressive power saving, longer w
Waves, 47 Hz) intervals)
Deep Sleep (Delta Waves, §45Hz) ULP (UltrdLow Power) Mode (battery preservation,
minimal operation)

3.7 BioInspired Communication Networks: Mycelium Systems
In addition to immune system paradigms and blockchain architectures, biological networks such as

mycelium offer compelling models for adaptive, decentralised communication. Mycelium networks,
formed by underground fungal hyphae, exhibit sophisticated resedistribution, threat detection,
and environmental responsiveness without reliance on a centralised command structure. This
decentralised sensing and signalling is facilitated through electrochemical gradients and molecular
exchanges that parallel, inipciple, how distributed I0T devices might coordinate authentication,

threat detection, and energy conservati¢de].
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In recent studies, mycelium networks have been shown to exhibit patterns of electrical spiking
behaviour reminiscent of neuronal or computatiorségnalling83]. Such properties suggest that
future iterations of bieinspired loT frameworks could draw upon mycelial strategies for optimising
communication efficiency under conditions of environmental uncertainty or infrastructural
instability. The selhealing and edundancy features inherent in fungal networks could provide
useful heuristics for designing resilient IoT systems operating in hostile or resoamstrained

settings.

Thus, just as the Adaptive Amoeba Battery Curve Mapping Management System dynamically
reallocates energy based on available resources, a mycdatisppired model might further enhance
system resilience through localised decisinaking, distributed threatignalling, and adaptive load
balancingTable 6compares key features acrosmlogicalanalogiesunderliningthe broader

potential of crosdisciplinary biomimicry in advancing the design of future intelligent systems.

Table6: Comparative Features of Binspired Communication Systems

Comparison between Immune Systems, Blockchain, and Mycelium Networks fotrBiaired

Communication

Feature

Immune System

Blockchain

Mycelium Network

Architecture

Distributed, adaptive

Distributed, consensus
driven

Distributed,
decentralised

Communication
Method

Cytokine signalling,
antigen presentation

Cryptographic validation
block propagation

Electrochemical
signalling, nutrient
transfer

Threat Detection

Foreign pathogen
recognition

Transaction tampering
detection

Environmental hazard
sensing

Response to Threal

Rapid, targeted
immune response

Forking or invalidating
chains

Redirecting resources,
avoiding threats

Memory
Functionality

Immunological
memory (e.g.,
memory Fcells)

Immutable ledger of
historical transactions

Longterm memory via
persistent hyphal
structures

Fault Tolerance

High, redundant
detection pathways

High, redundancy
through multiple nodes

Extremely high,
regenerative growth
patterns

Energy Efficiency

Contextdependent
(can be costly)

Moderate (depends on
consensus mechanism)

Highly efficient resource
distribution

SelfHealing

Replacement of
damaged cells

Chain recovery via
honest nodes

Regrowth of broken
hyphae, rerouting
signals
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4.0 Chapter Four: Framework

4.1 Introduction
Chapter four proposes how tHeghtweightpolymorphic security system would work and details

S OK adzoNRdziAySQa ©lsi¢ha ariusicn detediSnito detgtRanyuBappikogeR a
clients, ashared ledger for all approved clients, and the ability to change encryption keys and
passwords. Additionally, this framework also introduces a novel adaptive amoeba baiteey

mapping management system that any mobile 0T system can use.

A quick overview of the security system is as follows: the security system has a server that an
approved client can connect to using the SSID of the server and a password. Once connected, the
server will give the approved client a ledger shared betweeapgtoved clients. The

communication between the server and the client is encrypted using a shared encryption key. This
ledger shared a twalimensional array containing new passwords to allow the client to connect to
the server and new encryption keys tecsire communication between client and server. If the

server detects an unauthorised client trying to connect to the system, the server will send out a
trigger to all approved clients. The trigger contains a number that corresponds to an element in the
two-dimensional array. Therefore, all of the clients and the server change to the new password and
a new encryption key, resulting in the unapproved client not knowing the new password or

encryption keys.

Looking baclat the previous chaptetthe humanimmune systentan detect foreign agents by using

a known threat databasendif those known threats are detected, an immune response is activated.

In cybersecurity, this is called a blocklist. In an 0T platform, the manufacturer or the person who is

the system administrator would know threamberof I0T clients that would be connected to the

server. Therefore, instead of using a blocklist to reject any known incoming threats, using an allow

list only to alloncommunication between the known I0T clients is a more straightforward approach.

Hence, having an allow list approach covers how to detect any unapproved clients. However,
adzLl2asS |y dzyl LIWINB@SR Ot ASyd YrylF3aSa G2 3ASG Aydz
In that casethe trigger activates, allowing all approved clients to change to the new password and
encryption key. This detection of unapproved clients (pathogens) is the immune response for this

polymorphic security system.

The nature of the shared ledger comes from blockchain technolaigigh, in summary, is a growing
list of records that is resistant to modification of its data and is distributed via a network through

internal node communication. The ledger for this security system follows the same characteristics as
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the list of recordscomprised of passwords and new encryption keys shared between all clients and

the server.

Once all clients have the ledger, the clients will only read the ledger when the trigger is activated.
The trigger is only activated when the server detects an unauthorised @digping to connect to

the network, meaning that the unauthorised client may have the initial password for the network.
Since this unapproved client is not on the allow list, then the trigger is activated. The trigger is
composed of an integer that relays the nextraknt in the ledger array with new passwords and
encryption keysHenceforth all clients receive the trigger and change to the new password and

encryption key accordingly.

In this chapter, the framework visualisation for the polymorphic security system to better
dzy RSNR Gl YR SIFOK FdzyOliAz2yQa AyLdzi | yR 2dziLlzi Aa

These stages are as follows:

Server and client model with a petr-peer node communication
The approved client list for the allowed list

Intrusion Detection

Shared ledger

Encrypted communication between client and server

=A =/ =2 =4 4 =

Synchronised reform from the ledger

Please see the following page for the Framework Ovenkiure 4.1 below will be referenced
throughout the rest of the chapter to explore the various stages stated above. Some functions are
highlighted in blue in the figure, denoting that they are a part of the adaptive amoeba complexity.
The blue functiongndicatethat these systems can increase or decrease complexity depending on

the hardware used.
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Figure4.1: Framework for the BimspiredLightweightpolymorphic security system for 10T devices
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4.2 Approved Clients List Process (ACLP)
The beginning of the client journey starts with a new connection. The approved client list is the first

line of defence against any unapproved clients. Additionally, the approved client list also acts as a
RADIUS Server. The new client connection flowstimé incoming connection function, where it is

given a session ID that is nogpeating and norsequential. Once given the session ID, the process

then checks if the client has the correct credentials to connect to the server. The framework checks if

the incoming client is on the block list and raises a flag if true. The purpose of the block list is to protect
against deniabf-service attacks. If the credentials are incorrect, then there is no connection
established between the incoming client and thewaar If the credentials are valid, the server will

check if the fladnas beerraised to see if there was a false positive or a false negative (the raised flag
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using an iterator (a search function) with the approved UUID addresses. The iterator function will
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back to the properties of adaptive immune responste ACLP deeply reflects features such as
specificity, diversity, memory and specialisation.

4.3 Client Connection Logic (CCL)

The return output from the approved client list becomes an input variable to the client connection
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connected client is on the UUID address list),ithi®nsidered a successful connection, and the server

gives a copy of the ledger with the element location for the current password and encryption key. At

this stage, the client and the server have successfully connected and can communicate with other
ciSyda FyR GKS aSNBSN gKSy ySOSaalNEB® /2y iGNl NA g
implication is that the current server credentials are compromised, and this unapproved client knows
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the block list, and a trigger (composed from a random number generator) is sent to all approved
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element correspondig to the trigger value. The primary purpose of CCL is to reflect features of
adaptive immunitysuch as nonreactivity to self and contraction and homeostasis

4.4 Ledger Process (LP)

The ledger only shared between approved clientspntains a database comprised of a two
dimensional list, the password to connect to the server-RiVeredentials) and the encryption key

required to deipherthe communication stream between client to client (node and pepeer
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to reconnect with the new credentials to the server. As a result, all the unapdralients get

automatically rejected from theystem as they do not have the newly updated credentials. When the
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clients attempt reconnection after the trigger is activated, a thvegy handshake is performed, the

server sends a synchronisation, the client syncs to the server synchronisation and acknowledges it
GKSYy GKS aSNBSNI I O1ly2¢f SRISA (KS-waphan®hakeQss | Oy
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However,suppose the threavay handshake is unsuccessful (the server did not acknowledge the

client). In that casethe client is reverted to an incoming connection to doubleeck if it is in the

approved client list and if it is, it will get a copy of the ledger, and if it is not, it will be rejected. LP
reflects adaptive immunity functions such as contraction anchéostasis and clonal expansion.
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communication) to add additional security against data theft and intrusion, such as anrtza:

middle attack or listening or probing intrusions.

4.5 The Adaptive Amoeba Complexity (AAC)
The Adaptive Amoeba Complexity (AAC) is a dynamic memory configuration system that changes the

complexity of various elements of the framework to best suit the processing power of the hardware
on which it is running. There are three main adaptive compéiwithin this framework; please see
Figure 17 above, highlighted in blue. After a successful connection to the server is established, a
copy of the ledger is given to the client, and the server will run a simple diagnostic check on the

connected deviced procure three specific information:

1. Processor Type and Bit Architectyas this information can often be obtained from
predefined macros or registers specific to each microcontroller family.

2. Memory Usaggewhich can be determined by reading specific registers or using system
functions provided by the microcontroller's SDK.

3. Processing Powgwhich is more complex, but basic metrics like CPU usage can be

estimated.

The result of these three pieces of information will directly reflect which encrypted communication
protocol will be used, for example, one of the microprocessors that is connected might bbkitan 8
processor that uses 35% of the memory (SRAM) and 40®afwdth this information it would be

best to implement a lower process intensive encrypted communication stream to make sure the loT
device is not drawing too much current resulting in poorer battery life or a memory overflow error

due to a large encryptin key.

There are three implementations of the AAC in this framework: the first is Encrypted
Communication, which dynamically changes according to the diagnostic check; the second is the

ACLP, which is updated whenever new devices are added, or the blockpidaied; and lastly
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within the LP with the dynamic ledger for credentials and encryption keys. Depending on the
network system topology, the AAC can be either set up universally between the server and client, or
it can be individually set up between the broker and clieasssome brokers may have more

connected clients or clients with more processing power than other brokers.

4.6 Adaptive Amoeba Batteryi@e Mapping Management System
The primary purpose of the battery mapping system is to intelligently manage the power

consumption of an IoT device by accurately predicting the battery's remaining capacity. This is
achieved through continuous monitoring of the battery voltage, dynamioegion of battery

health, and adaptive adjustment of the device's operation modes to maximise battery life while
maintaining functionality. By predicting battery percentage and adapting power usage based-on real
time data, the system ensures that the ld@vice can operate efficiently over extended periods,

even in powefconstrained environments.

In 0T systems (especially mobile), devices are often deployed in remote or diffi@adtess

locations where frequent battery replacement or recharging is not feasible. In some cases, remote
IoT devices are connected to solar panels or other formseasfrgenergy to power the system,
whereby power management and battery management are crucial to ensure maximum efficiency.

These devices must operate efficiently for extended periods on limited power reserves.

Therefore, this Adaptive Amoeba Battenyr@ Mapping Management System ensures enhanced
energy efficiency by accurately predicting battery levels and dynamically adjusting the device's sleep
modes as the system conserves energy, allowing the device to operate for longer periods without
intervention. The system adjusts sleep intervals based on both battery percentage and health.
Healthier batteries allow for shorter sleep intervals, enabling more frequent updates, while

degraded batteries are managed morenservatively, extending their operational life. This helps
conserve energy and extend the battery life, which is critical for I0T devices operating in the field for
long durations without maintenance. The system ensures operational reliability as thee davri

continue functioning in lowpoower modes even as the battery depletes, preventing unexpected
shutdowns and maintaining service continuity. This is particularly important in applications such as
environmental monitoring, where consistent data collectiis crucial. Lastlyhe system also
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preventive maintenanceOperators can anticipate when a battery will need replacement or

recharging, thus minimising downtime and ensuring continuous operation.

The novelty of this battery mapping system lies in its adaptive and predictive capabilities through

datadriven adaptation, dynamic sleep management, araircular buffer for data retention. Unlike
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traditional fixed mapping systems that use a static relationship between voltage and battery
percentage, this system continuously collects data and refines its predictions over time. The system
becomes more accurate and personalised to the specific bagteharacteristics by storing and
analysing past data. The system predicts battery life and uses that prediction to manage the device's
operation modes dynamically. This is akin to a biological system where energy usage is optimised
based on available reseces, ensuring that critical functions are maintained even under constrained
power conditions. The system employs a circular buffer to manage data storage in EEPROM,
dynamically overwriting the oldest data points. This ensures that the most relevanisdatained

while optimising memory usage and extending the lifespan of the EEPROM without the risk of
memory overflow. This approach balances data retention with memory constraints, making it

suitable for resourcdimited loT devices.

Initially, the battery mapping system operates using a predefined battery curve that estimates the
relationship between voltage and battery percentage. This curve is based on typical battery
discharge characteristics and provides a reasonable starting fasimanaging power. As the

system operates, it collects reaforld data points (voltage and corresponding estimated
percentages). It refines its predictions through Aorear interpolation to more accurately predict
battery percentage based on voltageadings. This approach reflects the Aarear discharge
characteristics of batteries, offering a more precise estimation compared to linear models. The
system estimates the battery's overall health and uses this information to inform power
management desions. This feature allows the system to trigger maintenance alerts when the
battery is nearing the end of its life, ensuring timely interventions. This approach mimics biological
systems, where organisms continuously gather information from their enviemimnd adjust their

behaviour to optimise survival and resource use.

The system begins by measuring the battery voltage through an ADC and applying an initial mapping
function to estimate the battery percentage. This initial mapping acts as a baseline, similar to how an
organism might assess its energy reserves at the efaxtday. As the system collects more data

over time, it shifts from relying on the initial mapping to using a more refined;linear

interpolation model. This process mirrors how biological systems adapt and refine their energy
management strategies lsad on experience and re@me conditions. The system dynamically

adjusts its operation modes (e.qg., light sleep, deep sleep,-ldwgpoower mode) based on the

predicted battery percentage and health. This adaptive behaviour is analogous to how organisms
modulate their activity levels in response to energy availability, conserving energy during times of

scarcity while maintaining essential functions.
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Figure4.2: Block diagram for Adaptive Amoeba Battenn@ Mapping Management System

The block diagram for the Adaptive Amoeba Battaryw€ Mapping Management System is shown

in Figure4.2. The battery management system begins with the ADC Measurement block, which
reads the current battery voltage through tiealogueto-DigitalConverter (ADC). The ADC

converts the analogue battery voltage into a digital value that the microcontroller can process. This
voltage is a critical input for the subsequent steps in the system. Once the battery voltage is

measured, the system evaluateh@ther sufficient historical data is stored to predict the battery
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percentage accurately. If enough data is available, the system stores the new measurement data. If

not, the system moves to the Initial Mapping block.

In the Initial Mapping block, the system relies on a predefined voltageercentage mapping to
estimate the battery percentage, especially when there is insufficient data for more accurate
predictions. This initial mapping provides a starting point far battery status estimation until more
refined data can be gathered. After completing the initial mapping, the system stores the estimated

data and proceeds to the Prediction block.

The Data Storage block plays a crucial role in this system. The newly measured voltage and its
corresponding battery percentage are stored in a circular buffer. This storage method ensures that
the system retains the most recent data points without excagdnemory limits by replacing the
oldest data when the buffer is full. With the data securely stored, the system moves to the
Prediction block, which uses linear interpolation or other predictive methods to refine the battery
percentage estimate based ohd stored data. As the system gathers more data, this step becomes

increasingly accurate.

After the prediction is made, the system checks whether the predicted battery percentage is greater
than or equal to 75%. If the battery percentage is 75% or higher, the system continues with regular
reaktime operation, avoiding any sleep mode to mainthifi functionality. However, if the battery
percentage is below 75%, the system proceeds to the Decision (Sleep Mode) block, determining the

appropriate sleep mode to conserve energy.

In the Decision (Sleep Mode) block, the system selects one of three sleep modes based on the
predicted battery percentage: Light Sleep for battery levels between 50% and 75%, Deep Sleep for
levels between 25% and 50%, and Ultav Power Sleep (ULP) fovdds below 25%. These sleep
modes vary in the degree of power conservation and responsiveness, with ULP being the most
energyefficient but least responsive. After selecting the sleep mode, the system continues to the

Collect Data block.

During the Collect Data phase, the system continues to gather and store data on battery voltage and
other parameters, even while in sleep mode. This ongoing data collection is essential for refining
future predictions and ensuring that the system remainswaate over time. Once the data is

collected, it is sent to a remote server in the Send Data and Diagnostics to Server block. This
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battery health can be trackeadlver time.
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In cases where the system is in ULP mode, it may stop collecting and storing new data to conserve
power, instead relying on the data already stored in EEPROM. Maintenance might be required If the
system has no recharging capabilities and the battery remeheritically low level. The system sends

all stored data, and the server sends an acknowledgement request for maintenance. If no
maintenance is performed and the battery continues to deplete, the system will enter the
Hibernation block. This final stemgures that the device remains protected and conserves as much

power as possible until the battery can be recharged or replaced.

A key innovation of the Adaptive Amoeba Battery Curve Mapping Management System (AABCMS)
lies in its dynamic selection of encryption methods based ontiew battery availability. This
mechanism, termed the Adaptive Encryption Engine, enables the systadaptively shift between
lightweight and more complex cryptographic schemes depending on energy constraints. The
decision process is inspired by the metabolic prioritisation observed in biological organisms, where

the immune system modulates its intetysbased on physiological reserves.

When energy is scarce, only minimal response mechanisms are engaged; when energy is abundant,
the full spectrum of immunological defence is deployed. In parallel, this system utilesspeedicted

battery percentagéO to map to a corresponding encryption methodas follows:

Equationd.1: Mapping for Encryption and Battery Percentages
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This mapping is directly implemented within the system firmware (see Appendix 16), enabling real
time responsiveness to energy states. Through this mechanism, the framework not only preserves

battery life but also ensures an optimal balance between compal load and data security.
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4.7 The Framework In Practice
The BielnspiredLightweightPolymorphic Security System for loT Devices is desipn@dnage

connections and secure communications in an loT environment dynamitafiyrors biological
immune system functions such as specificity, memory, and adaptability. It ensures that only
approved clients can communicate with the server while dynamically adjusting its behaviour based

on the capabilities of the hardware in use.
The system is divided into several key components:

91 Approved Clients List Process (ACLP): This is the first tiefeote It checks if a connecting
client is approved by comparing its UUID against a list of approved UUIDs. If the client is not
approved, the connection is denied, and the credentials are added to a block list if
necessary.

9 Client Connection Logic (CCL): This logic handles the connection of approved clients. It
ensures that only clients with the correct credentials and UUIDs can connect and receive the
necessary ledger information for secure communication.

9 Ledger Process (LP): The ledger is a dynamically updated list shared among approved clients.
It contains the credentials and encryption keys required for secure communication. The
ledger is updated and shared only with approved clients.

1 Adaptive Amoeba Complexity (AAC): This component dynamically adjusts the encryption
protocols and other system parameters based on the hardware capabilities of the connected
devices, ensuring that the system remains efficient and secure regardless ahite'd

processing power.

Depending on the use case scenario, an lIoT network system comes in various shapes, sizes and
power requirements. Typically, an loT network will always have a client responsible for some form of
environmental measurement or interaction. The client colletdta and either temporarily stores it
locally for edge processing or uploads it to a server for-teng storage. In most applications, the

client collects sensor data and then directly sends it to the server for further processing fosend

applicatims. SeeFigure 4.3
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Figure4.3: Generic loT Client Responsibilities

The server is responsible for lotgrm storing, processing data and maintaining client updates. In
smaller topologies, the server receives the data from the client to process and display the
information. Refer toFigure4.4. In more extensive topologies and applications, it is common for the
server also to have a broker (or router) that manages the clients. An example of this is when there
are more clients than the server can handle directly, as it could unintentionally eaDeaial of

Service due to thamount of data the server has to process. Therefore, having a broker alleviates
the server's processing and distributes it. An alternative is to have a distributed system which has

both responsibilities for the client and the server.
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Figure4.4: Generic 0T Server Responsibilities

The BieinspiredLightweightPolymorphic Security System Framework is best described as a multi
layered cell wall that performs various checks before allowing a new connection to enter. To help

visualise this process, the following figures describe the framework as a new clienttonne
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Figure4.5: Visualisation of Incoming new connection

InFigure4.5, a new connection occurs, requesting the Universally Unique Identifier (UUID) and

creating a norrepeating and norsequential session ID within this process. In this figure, the cell

wall contains the server, broker, clients, and the shared ledger, vduiotains the SSID and
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Implementing noArepeating and norsequential session IDs significantly enhances the security and

integrity of web applications. These session IDs are crucial in preventing session hijacking and

session fixation attacks by making it difficult for attackerguess or infer valid session IDs through

brute force or other methods. Additionally, they obscure patterns that attackers could exploit, thus
improving confidentiality. The uniqueness of A@peating session IDs avoids collisions, ensuring

each sessiois distinct and secure.

This practice also aligns with regulatory and compliance standards such as OWASP and GDPR,
reducing the risk of penalties and enhancing the organisation's security posture. Furthermore, non
repeating session IDs offer protection against replay attacksdyepting the reuse of session IDs.

To effectively implement these IDs, cryptographically secure random number generators are used
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(see the implementation chapter), sufficient length and complexity are ensured, session IDs are

securely stored and transmitted, and periodic rotation is considered.
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Figure4.6: Visualisation of session block list check
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can continue to the next stage, and the flag remains false; if the session ID is on the block list, then
the flag is set to true. During the testing stages (seetdisting chapter), some connections were
flagged up not because of bad actors but because of resyncing multiple times; due to this, there was
extra implementation to check if the flag was raised and then to confirm a false positive or a false

negative.
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Figure4.7: Visualisation of the credentials check

InFigure4.7, the SSID and password credentials are checked. This stage is a precursor to see if there
are any compromised credentials. If the new connection is successful, it will then move into the next

stage if the credentials are incorrect, then the system will disconnect from the new connection.
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Figure4.8: Visualisation of the flag checker

Figure4.8 examines whether the flag has been raised. If the credentials are validated, the server
verifies the flag status to determine the occurrence of false positives or false negatives, which may
arise due to failed synchronisation attempts. In the case ofse fpositive, the session block list is
updated, allowing the new connection to retry the process. Conversely, if a false negative is detected
and the new connection fails the credentials check, the connection is rejected. However, if a false
negative is detected and the credentials check is passed, the approved UUID triggers the immune

response.
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Figure4.9: Visualisation of the Approved Client (UUID) List

Figure4.9illustrates the process of verifying the UUID against the approved client list. The new
connection must provide the UUID, which is then compared to the approved client list, yielding a
boolean result. If the result is true, the client is permitted to pésssugh the cell wall and register

as a new client. Conversely, if the result is false, the immune response is activated, indicating that
the new connection has bypassed the block list and successfully provided valid credentials,

suggesting thathe credentials have been compromised. Upon raising the flag, the session ID and
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the compromised credentials are updated in the block list and the ledger. Subsequently, a trigger is
sent to the shared ledger, prompting all approved clients to adopt the new credentials and
encryption key, necessitating their reconnection. During thaecpss, the unauthorised new

connection is rejected from the system and automatically added to the session block list.
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Figure4.10: Visualisation of a successful integration of a new connection

Figured.10illustrates the successful integration of a new connection following approval from the
authorised client list. Upon acceptance, depending on the network topology employed, the server or
other clients will disseminate the shared ledger to the new cligns. important to note that the

SSID, password, and encryption key remain unchanged, as no security breach or compromise has
been detected or flagged. This process can be adapted to alter the SSID, password, and encryption
keys either after eachew connection or after a predetermined number of connections have been

established with a broker (or server, depending on the topology).

The BielnspiredLightweightPolymorphic Security System for loT devices dynamically manages

connections and ensures secure network communication. The system begins with the Approved
Clients List Process (ACLP), where incoming connections are checked against a list of approved
UUIDsIf the client is approved, the connection is allowed, and the system proceeds to the Client

Connection Logic (CCL). Here, the client is provided with the necessary credentials and encryption
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keys stored in the ledger, allowing for secure communication. The ledger itself is managed by the
Ledger Process (LP), which updates and distributes the ledger to all approved clients as needed.
Finally, the Adaptive Amoeba Complexity (AAC) ensures thatytstem's complexity and encryption

protocols are dynamically adjusted based on the hardware capabilities of the connected devices,

ensuring optimal performance and security.

This system reflects the adaptive nature of biological immune systems, with features such as
specificity, memory, and adaptability. The system is designed to be resilient, secure, and efficient,
making it weHsuited for use in 0T environments where resoeiconstraints and security are

paramount.
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5.0 Chapter Five: From Theory to Practice (Implementation)

5.1 Introduction
This chapter aims to explore the logical representations and workings from the previous framework

chapter to develop mathematical formulas and the corresponding programming logic needed for
implementation. Every implementation will be written in C duetsoprogramming efficiency, and
the hardware used is a custom development board made with an ESPpocessor, which can be

found in Appendix 2.

The systentomprisesan 0T clienserver architecture designed for secure, efficient, and adaptive
communication between IoT devices. The server manages multiple client sessions, ensures secure
communication through encryption, and adapts to varying battery levels of lo€edev he key
components of the system include secure session management, adaptive power management, and

encrypted data transmission, all integrated into a shared ledgesyochronisation

5.2 Basic Client and Server on 0T Devices
The serveclient system implemented on the custom development board made with an ES®P32

chip is designed to enable wireless communication between two devices oveFanatwork. The
server is responsible for listening to incoming connections, praogssient requests, and sending
appropriate responses. Conversely, the client initiates a connection to the server, sends a request,
and then processes the server's response. This system is typical in 0T applications where multiple
devices need to commucate with one another over a local network or the internet. Please see the
complete code attached in Appendix 3, as it will be continuously referenced throughout this sub

chapter.

The serverclient system described here involves two ESB83Zhips: one configured as a server and
the other as a client. Typically, the server wobikchosted on dedicated hardware, but for this
implementation, it is essential to see how this system works with limited resources. This system
allows the client to connect to the server over aM/inetwork, exchange data, and receive a
response. The commudation protocol used here is based on TCP/IP, specifically HTTP over port 80,

a standard setup for Iigweight web servers on loT devices.

On the servesside operation, the WiFi connection is initialised as the server first connects td-a Wi

network using the provided SSID and password:

Equation5.1: Server WiFi Initialisation
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clients will use it to connect to the server. Once connected to th&-Mthe server initialises a Wi

server object on port 80, which is the default port for HTTP communication:
Equation5.2: Server WiFi Port
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The server then begins listening for incoming client connections:

Equation5.3: Server Initialisation
YQiI &XTIQ0s
To listen for client connections, the server enters a loop that continuously checks for incoming client

connections. If a client connects, the server establishes a communication channel with the client:
Equation5.4: Server Checking for Client Connections
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Upon connection, the server reads the incoming data from the client line by line:

Equation5.5: Server Reading Incomi@jientData
Owo w a AOOQ
The server processes the data, and if it detects an HTTP request (indicated by a blank line), it sends

an HTTP response back to the client:

Equation5.6: Sending HTTP Response from Server to Client

6 o "D &WYDY
The response includes a simple HTML page, which the client will display if it is capable of rendering
HTML. After sending the response, the server allows the client some time to receive the data and
then closes the connection. This ensures that resourced$raed and the server is ready to handle
new connections:
Equation5.7: Closing Client Connections
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On the client side, the client also begins by connecting to the sardé Wétwork as the server:

Equation5.8: Client WiFinitialisation
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in the communication process. The client attempts to establish a connection with the server using

the server's IP address (Server_IP) and port 80:

Equation5.9: Client Connecting with Server IP and Port
6 EE QuMAEEDE & ¢ WOBIVME T o
If the connection is successful, the client is ready to send and receive data. The client sends a string

of data to the server, which could represent a request or some other information:

Equation5.10: Client Sending Data to Server

00 HNOALO O
In this example, the string "The quick brown fox jumps over the lazy dog
1234567890!@#$%"&*() -=[]{}|;":,.-<>/?An\t" is sent to the server as it includes aliphanumeric
characters with a new line and tab blanked space. The client then waits for a response from the

server. The response is read line by line:

Equation5.11: Client Awaiting for Server Response
YQi né ediddamn RO QYo 1 BADBYE 0 Qa
The client processes and displays this response, which, in this case, is an HTML page sent by the
ASNBSNY 52 y2iS G\l OFYyKS tGI2NNRSI RS yNRISENIF 86 nES5 A
return to the beginning of the current line without advancing downward. After receiving the
response, the client closes the connection to free up resources. The client is programmed to
periodically reonnect to the server every 10 seconds, allowing it to send new requests or data and
receive updated responses. $hansures ongoing communication between the client and the server,

which can be helpful in applications requiring regular updates.

Overall, the serveclient system can be represented mathematically by the following sequence of

events:

Equation5.12: Server IP Assignment

YQI UADi 0" Q@D QWA | 0 ET Q
Equation5.13: Client IP Assignment

6 & "QOH o VBN QYA | VET Q
Equation5.14: ServerPortListening

YE OQMDT &I 0 OE o
Equation5.15 Client Connection Attempt
66 ¢t QOMAFEDE & ¢ WOD Al ¢ 1 0
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Equation5.16: Data Transmission (Client to Server)
00O ©
Equation5.17: Data Reception and Response (Server to Client)
YQi né€e@Mo ®
00 OO neEei Q
Equation5.18: Connection Termination
00 d 6N
The serveclient system on the ESRE3 chip operates through a welkkfined sequence of
connection, communication, and disconnection. The server initialises and continuously listens for
incoming connections while the client attempts to connect, sends,dad processes the server's
responses. This system allows réale data exchange over a Wi network, making it suitable for
various loT applications such as remote monitoring, control systems, and simpleaset
interfaces. The mathematical expremss captured the communication flow's essence, illustrating
the process from both the server's and client's perspectives. The periodic reconnection mechanism
implemented in the client ensures that communication remains active ana+gate, which is

crucial for maintaining the functionality and reliability of the system in a dynamic environment.

5.3 Adaptive Encryption Methods (Adaptive Amoeba Complexity)
The adaptive encryption system is designed to dynamically choose between different encryption

algorithms and configurations based on the available memory and the specific hardware platform
detected. Depending on the resources at hand, the system can dbptaylightweight and more
complex encryption schemes, ensuring optimal security and performance on the-E3R88 other
microcontroller architectures. The system leverages-kmetiwn cryptographic algorithms, including
XOR encryption, Caesapher, ROI3, and the more sophisticated SPECK and SIMONdijdeks.

For the complete documentation of the code, please refer to Appendix 3.

Upon system initialisation and hardware detection, the system first measures the available memory

on the microcontroller:

Equation5.19: Measuring Available Memory

O 0 O QICABHEQD W@ QQD Qaéi o
The system then identifies the specific microcontroller architecture (e.g., ESP32, STM32, Arduino
AVR, etc.). This detection allows the system to make informed decisions about which encryption
algorithms to deploy based on the capabilities and constrahthe hardware. For example, if an
ESP33X53 chip is detected with more than 10,000 bytes of free memory, the system will opt for more

robust encryption schemes, such as the t6configurations of SPECK and SIMON. If less memory
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is available, the system will downgrade to #28versions of these algorithms or choose more

straightforward encryption methods, such as XOR or ROT13.

The system supports several encryption algorithms, each with specific computational requirements

and security properties:

Each XOR Encryption operation byte of the input data is XORed with a constant key (OxAA). This is a
simple yet fast method of encryption that requires minimal computational resources. The XOR

operation is repeated for each byte in the data string:

Equation5.20: Encryption for XOR with Constant Key
0t O WH GO OO B O O
Caesacipher is a classical encryption method where each alphabetical character in the input data is

shifted by a fixed number of positions (in this case, three positions). This method is suitable for

environments with minimal resources:

Equation5.21: Encryption for Caesar withFixed Number of Positions
0¢ Ol DGO O GwoldRQ @H ¢ Qe § "QQI Qo
ROT13 is a specific case of the Caeipaier, where the shift is fixed at 13 positions. This is a

lightweight, symmetric encryption technique where applying the algorithm twice returns the original

text:
Equation5.22: Encryption foROT13
0f Ol OEDDG OO O OwoldD QI Powa ¢ Qe U 'QQI Qo
SPECK and SIMON Bldpkers are modern lightweight block ciphers designed for constrained
environments. SPECK and SIMON perform a series of rounds (22 forl2BEGH 32 for SIMON
128, with more rounds for the 25Bit versions) of bitwise operations, additions, and rotations
Equation5.23: SPECK and SIMON General Equation for Bitwise Operations, Additions, and Rotations
0w W s o csS w
Here,wandware the halves of the plaintext block, afts the subkey for that round. The number
of roundsi is determined by the key size, with larger keys requiring more rounds to achieve greater
security.
Equation5.24: ForEachRoundIn SPECK
® 0 p Y O psOH & p 0%
Equation5.25: For Each Round BIMON

W 0w p psSw po w p p§
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The system's adaptability is rooted in its ability to choose the most appropriate encryption algorithm
based on the current memory availability. If sufficient memory is available, the system opts for the
more robust 256bit versions of SPECK or SIMON, whiovide a higher level of security due to
increased key size and number of rounds. In contrast, if memory is constrained, the system selects
the 128bit versions or even falls back to simpler algorithms like XOR, Gagsar, or ROT13, which

are less scure but more efficient.

The choice of encryption method can be expressed as a function of available m@emory

Equation5.26: Choice of Encryption Method Based on Available Memory
YOO O@YO) gh oQ® prmmowmwd Qi
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This decision process ensures that the system remains operational and secure regardless of the
specific constraints imposed by the hardware. The system monitors the time taken to perform each

encryption method by capturing the start and end time in micausels:

Equation5.27: Monitoring Time Taken for Each Encryption

YO QDD i 0Oi
This measurement allows the system to evaluate the efficiency of each encryption algorithm in real
time, providing insights into the tradeffs between security and performance. The timing

information can be crucial for applications where encryption stteramd speed are critical factors.

The adaptive encryption system on the ESB3Zhip (which can be applied to any processor)
exemplifies a flexible and efficient approach to securing data in resaxgestrained environments.

The system balances security needs with computational effigiegalynamically selecting the
encryption method based on available memory and hardware capabilities. This adaptability makes it
particularly wellsuited for 10T devices, where resources are often limited, and security requirements
vary widely depending otine application. The mathematical expressions used to describe the
encryption processes provide a clear framework for understanding how the system operates,

ensuring that it can be optimised and extended as needed.

Building upon the theoretical model described in Chapter 4, the firmware implementation integrates
an ifelse cascade that evaluates the current battery percentage and dynamically assigns the
encryption method to be used in the outgoing transmission prec&his method assignment is

stored withini 6 ¢ 1 'Q'Q INAEQRI N o' W&dsbsequently executed during the

N: 0l w6 0Q®IicalnThiaparoach ensures seamless runtime adaptability with minimal

computational overhead.
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For example, when batteryPercentage falls below 15%, the system automatically defaults to XOR
encryption. As battery reserves increase, progressively more complex methaesar, ROT13,
SPECK, and finally SIM@M: employed. This design aligns with the Amo#tspired adaptability
principle of the system, dynamically morphing cryptographic behaviour to align with physiological

(electrical) capacityPlease refer tdigure5.1.

if (batteryPercentage < 15.0)

{
storedLedger[@].encryptionMethod "XOR";

}
else if (batteryPercentage < 30.0)

{
storedLedger[@].encryptionMethod = "Caesar";

}
else if (batteryPercentage < 50.0)

{

storedLedger[@].encryptionMethod = "ROT13";

}
else if (batteryPercentage < 75.0)

{
storedLedger[@].encryptionMethod "SPECK";

}

else

{
storedLedger[@].encryptionMethod "SIMON";

}

Serial.println("Selected Encryption Method: " + storedlLedger[@].encryptionMethod);

client.println("EncryptionMode: + storedlLedger[@].encryptionMethod);

Figureb.1: Dynamic Encryption Mode SelectBmbedded and Automated within tiielaptive Amoeba Battery Curve
Mapping Management System C
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5.4 Encryption between Client and Server Communication Streams
Lightweight encryption is a critical component in resoucoastrained environments such as loT

devices. It aims to provide adequate security while minimising computational overhead and power
consumption. The ESPE3 chip, being a powerful yet constrairmitrocontroller, benefits from

such approaches, especially when deployed in a etienter architecture. The goal here is to

encrypt and decrypt data transmitted between the client and server using lightweight encryption

techniques, ensuring data confidgality without significant performance penalties.

On the client side, the operation is split into three stages: the preparation and encryption of the

data, the transmission to the server, and the receiving and decrypting of the server response. During
the data preparation and encryption stage, the clipntpares the data it intends to send to the

server. This data could be a simple message or sensor readings from an IoT device. A lightweight

encryption algorithm, such as XOR encryption or a simple Ceipéar, is applied to the data:

Equation5.28: General Encryption with Data and Key Variables
0¢ O ®N 0 QOO @dd @ H VR
For XOR encryption, each byte of the data is XORed with a key:
Equation5.29: GeneralXORENcryption with Data and Key Variables
0¢ @i On 6Q WS L Q®
For a Caesanipher, each character in the data is shifted by a fixed number of positions in the

alphabet.

The second stage is the transmission to the se@®the encrypted data is then transmitted to the

server over a TCP/IP connection:

Equation5.30: Client Sending Encrypted Data to Server Over TCP/IP

60 TNNOAE Ol WIPOOD
Lastly, in the receiving and decrypting server response, the client waits for a response from the
server, which is typically also encrypted. Upon receiving the encrypted response, the client decrypts

it using the same algorithm and key used for encryption:

Equation5.31: Server Decrypting Response From Client

0061 GARNAE VM OF i GHNROQ it
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The servesside operations are as follows: receiving and decrypting client data, processing data and
generating a response, and sending the encrypted response. The server receives the encrypted data

from the client:

Equation5.32: Receiving Encrypted Data from Client
0t 01 OPHOBYQI 8 WOQQL Q
The server then decrypts this data using the corresponding lightweight decryption algorithm:
Equation5.33: LightweightDecryptingReceivedata from Client
0QQI OPOHOWOQOI O di PGB w
After decrypting the data, the server processes it as needed. This could involve logging the data,

triggering a control action, or generating a response. The server then encrypts the response using

the same lightweight encryption algorithm:

Equation5.34: ServeiGenerating_ightweightErcrypted Response
0¢ Ol OAYRONE E0EAT FRO ) SLED O
Lastly, the encrypted response is sent back to the client:

Equation5.35: Server Sending Encrypted Response

YQI E@MEAE O oY®RNQE LT Q
Blockcipherencryption provides a higher level of security compared to lightweight encryption
techniques. It operates on fixesize blocks of data and uses complex key schedules and multiple
rounds of encryption to ensure data security. In this system, algorithm$SHECK or SIMON may be

used, which are designed for resourcenstrained environments but still provide robust encryption.

For both lightweight and bloakiphers, the client and server operations remain the same as the

client side. The operation is split into three stages: the preparation and encryption of the data, the
transmission to the server, and the receiving and decrypting of the server response. The clien
prepares the data and breaks it into blocks of a fixed size (e.g., 64 bits or 128 bits). Each block of data

is encrypted using a blodipheralgorithm such as SPECK or SIMON:
Equation5.36: ClientPreparationfor Encryption Block Size
6P WQWE O By 6 HIMO VD VTN Q6 a Q
The encryption process involves multiple rounds of operations (e.g., XOR, rotatébsdition)

with subkeys derived from the main key.

At the second stage, the encrypted blocks are concatenated and sent to the server as a single

encrypted message:
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Equation5.37: Client Concatenating Encrypted Blocks
6 aCNNIAE i WHh RON GQQ
Lastly, the client receives the encrypted response from the server, which is also structured in blocks.

Each block is decrypted using the corresponding decryption process:

Equation5.38: Client Decrying Blocks into Paintext
00008 QOO G d ORI OHNXNEQ6 a'Q
The servesside operations are as follows: receiving and decrypting client data, processing data and

generating a response, and sending the encrypted response. The server receives the encrypted

message from the client, which is composed of multiple eneg/itiocks:

Equation5.39: ServeReceivindvultiple Encrypted Blocks
0¢ Ol OoHh RO ORI 8 WO'QQL Q
The server decrypts each block using the blipkerdecryption process:

Equation5.40: ServeDecryptingMultiple Encrypted Blocks
08008 0QOOI G d ORI OBDHNNEQO a'Q
Secondlythe server processes the decrypted data and prepares a response. This response is then

encrypted in blocks using the blocipherencryption:

Equation5.41: Server Preparing and Encrypting Response
6 R 0OQME Ol by 6 HMO'QEM VAENQs6 & Q
Lastly, the encrypted response blocks are concatenated and sent back to the client:

Equation5.42: Server Sending Encryptedsponse
YQI ' MEAE O1 oY RNQEET Q
The mathematical foundation lies in the operations applied to the data during encryption and
decryption in both the lightweight and blockpherencryption systems. The lightweight encryption
methods, such as XOR or Caeaspher, involve simple arithmetic operations that can be expressed
as:
Equation5.43: General Arithmetic Operations for XOR and Caesar
0t O OH OOWW GO OB Q0 'Y
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For blockciphers like SPECK or SIMON, the encryption of each block can be represented as:
Equation5.44: General BlocRepresentatiofior SPECK and SIMON
6 ORI 0QWE QI Y 6 BED Qe VardN' Q6 a Q
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Where the encryption block function involves multiple rounds of operations, including bitwise shifts,

rotations, and modular addition:

Equation5.45: Block Functions with Multiple Rounds of Operations
w w p Y 0 psTQ
® ©® p 0%
Given the appropriate key, these operations ensure thatdipdertext is a highly secure and non

reversible transformation of the plaintext.

The adaptive encryption system implemented on the ESE32hip provides a flexible and secure
communication method between a client and server. By selecting the appropriate encryption

method that is lightweight for resoureeonstrained scenarios and bl@iphers for more secure
communication, the system balances security and performance according to the available resources
and the application's needs. The mathematical expressions involved in the encryption and
decryption processes highlight the systemlslity to securely handle data in various contexts,

ensuring confidentiality and integrity in clieserver communications.

5.5 Readingnd Sending Sensor Data via Encryption Communication Streams
Before exploring how the encrypted communication streams witrdge needsto be an

understandingof how the system handles different scenariggéhen a new client connects to the

server for the first time, the following sequence of operations occiession ID Generation initiates

as the server generates a new session ID and sends it to the client. The client sends identification to
the server, including its UUID, session ID, and processing power information. Server Verification
occurs when the serveverifies whether the client's UUID is approved. If approved, the server marks
the session as active and sends the client's encryption method and necessary credentials. Data
Transmission as the client encrypts the sensor data using the specified encryptiondnagith sends

it to the server. The server decrypts the data and confirms the successful receipt.

For a returning client, the process is similar but more streamliBedsion ID Validatiarhecks if he
client sends the previously received sessioanDits UUID. The server checks if the session is valid
and the client has reconnected after any ledger updaResinitialgation occurs as the client receives
the latest ledger information without generating a new session ID if the session ID is stillalid

client can then resumeesgularoperation.

Lastly, if a client with an unapproved UUID attempts to connect to the server, the connection is
immediately blockedby stopping communication and marking the session as compromised. No

further data is exchanged.
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The core functionality of this system revolves around securely transmitting sensor data between the
client and serverBefore transmission, the data is encrypted using one of several encryption

methods (XOR, Caesar, ROT13, SPECK, SIMON), depending on the device's processing power.

The sensor data preparation occurs he tlient gathers sensor data that needs to be sent to the

server. In this case, the sensor data is represented as a;qitease sedigures.2

sensorData[] = "The quick brown fox jumps over the lazy dog 1234567890!@#$%"&* ()_+-=[1{}|;":,.<>/2\n\t";
Figure5.2: Implementation oSensor Data Preparation C

The sensor data is encrypted using a specified encryption method, which could be XOR, Caesar,
ROT13, SPECK, or SIMD&pending on thédaptive Encryption Methodsrovided by theAdaptive
Amoeba ComplexityThe client uses the encryption key provided by the server to perform the
encryption. For instance, using the SPECK encryphierdspeckExpandand éspeckEncryptDecrygt

functions handle the key scheduling amlcryption processess shown irFigure 5.3

else if (method == "SPECK")

uint32_t key_schedule H

uint32_t key_words = {0x01020304, 0x85060708, Ox090AOBOC, OxODOEOF1e};
speckExpand(key words, key_ schedule, g

uint32_t block[2];

memcpy(block, data, 8);

speckEncryptDecrypt(block, key_schedule,

memcpy(data, block, 8);

Figure5.3: Implementation of SPEE&Kcryption Process C

After encryption, the client transmits the encrypted data over the network to the seagshownin

Figure 4.

client.println(sensorData);

Figure5.4: Implementation of the Data Transmission Process for Secure Sensor Data Exchange in Embedded C.

Upon receiving the data, the server decrypts it using the same method araskég client, which

allows the server t@rocesshe decrypted sensor dafasshownin Figure 5.

String sensorData = client.readStringUntil('\n');
encryptDecryptData(&sensorData[@], ledger[currentLedgerIndex].encryptionMethod, ledger[currentLedgerIndex].encryptionKey);

Serial.println("Received Decrypted Sensor Data: " + sensorData);
client.println("Sensor data received and decrypted successfully.");

Figure5.5: Implementation of th®ecryption at the Servérocess in C
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Mathematically, the encryption process can be represented as:

Equation5.46: Standard Model of Encryption

Where
0 isthe ciphettext (encrypted data).
0 isthe plaintext (original sensor data).

'O isthe encryption function with key .

5.6 ApprovedClient List Process
When a new device attempts to connect to the server, the client initiates a connection by sending its

UUID and processing power details. The server generates a session ID and verifies the UUID against a
list of approved UUIDs. If the UUID is approved seémesion ID is stored along with other session

details. The server then sends the appropriate encryption method, SSID, and password to the client,
enabling it to connect securely. The client, in turn, encrypts its sensor data using the provided

encryption nethod and key before sending it to the server.

The client uses the stored session ID testablish communication with the server for a returning
connection The server checks thalidity and expiration of the session IDisvalid, the client
continues its operations withoueinitialisingthe session. The server updates any necessary

credentials, and the client resumes its normal operation, including sending encrypted sensor data.

If an unapproved device attempts to connect, the semetects that the UUID is not on the
approved list. The server then blocks the session and refuses further communication. The

unapproved client cannatonnect or send data.

The Approved Client List Process ensures that only authenticated and approved devices can
communicate with the server. Each client is identified by a UUID (Universally Unique ldentifier), and
its approval status is checked during each connection attefiip. use of a session ID provides
flexibility and security. The session ID is generated dynamically during each connection and is only
valid for a specific session, reducing the risk of replay attacks. Additionally, it allows for session
expiration managema, where a session can be invalidated after a certain period of inactivity or
upon detecting suspiciousehaviour Although MAC addresses are unique identifiers for network
devices, they are static and can be spoofed. Using a MAC address alone would make the system
vulnerable to spoofing attacks, where anauthoriseddevice could impersonate an approved

device.
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The server maintains a list of approved clients identified by UUIDs. Upon a connection request, the
server checks whether the client's UUID is in the approved list. If the UUID is approved, the server
generates a session ID for that client, which servestasnporary identifier for managing the

session securely. The use of a session ID instead of a MAC address is crucial for enhancing security
because MAC addresses are static and can be spoofed, while session IDs are dynamic and unique for

each session.

Mathematical Expression: L&t"Y@D be theclient's UUIDand ™Y YD be the set of approved UUIDs.
The server checky ™Y@ N "YTYQ. If true, the server proceeds to generate a sessiQisID as
Y'O0'0Q¢ Qi ®O Q" YQThis $@5stofdD is then stored and associated with the client's UUID.

The figure below shows the implementation of the UUID and SessioR|H3se se€igure 5.6

String generateSessionID()

{
String sessionID = "";
for (int i = @; i < 16; i++)
{
sessionID += String(random(@, 16), HEX);

v
J

return sessionID;

bool isSessionApproved(String sessionID, String clientUUID)

for (int i = @; i < sessionCount; i++)
7
L

if (sessions[i].sessionID == sessionID && sessions[i].clientUUID == clientUUID && sessions[i].approved
return true;

1
J

return f:

bool isUUIDApproved(String uuid)

for (int i = @; i < approvedUUIDCount;
{

if (approvedUUIDs[i] == uuid

return true;

1
J

return f:

Figure5.6: Implementation ofApproved Client List Proc&Ssnerating and Approving UUID and Session ID functions in C
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5.7 Client Connection Logic
The client connection logic is designed to manage the connection lifecycle effectivedydering

factors like session handling, session expiration, and battery management. The server generates a
session ID for each connection, which is used to authenticate and maintain the session. The session
expiration time is dynamically adjusted based on thentlebattery status. If the battery level is

low, the client can enter different sleep modes, and the server adjusts the session expiration time

accordingly.

Within sssionhandling each client session is associated with a unique session ID generated by the
server. The server tracks the session's validity and expiraii®@implemented ifrigure 5.7the

server dynamically sets session expiration times based on battery status.

Equation5.47: Formulating Session Expiration Time
[ Qi i Q& & Onn Ql @diIGE@EGAY®G IQQE ¢ 001 OO QE &

for (int i = @; i < sessionCount; i++)
r
L

if (sessions[i].approved && millis() > sessions[i].sessionExpirationTime && !sessions[i].isSleeping

Serial.println("Session ID " + sessions[i].sessionID + " expired due to inactivity.");

handleCompromisedCredentials(sessions[i].sessionID, sessions[i].clientUUID);

Figure5.7: Implements theClient Connection Lodimm the server to set session expiration time in C

If the session expires or the client goes into sleep mode, the session is marked as ifiaetive.
Battery Managemensystem works ashe client's battery management systeoontinuously

monitors the battery voltageand adjusts the device's operation mode to conserve power:

Equation5.48: Formulating Battery Percentage
OMOO0Q ©iQl VDME & &AQ
where™QU ¢ a 0 ce[€xents the battery curve mapping function. This function is further explored

in the Adaptive Amoeba Batteryu@se Mapping Management System

Depending on the battery percentage, the client enters different sleep modes to conserve energy:

Equation5.49: Formulating Sleep Duration

[ GQQN 061 VOO EEE Q1 MOROGAT O Q1 OQE 0 &QQ
where"Qt determines the sleep duration based on battery health and remaining capacity. The
dynamicsessionmanagemenbperates i the client entersanysleep mods, the server is informed,
and the session expiration time is adjusted accordingly. The session resumes seamlessly when the

client wakes up and reconnecRlease se€igure 5.8or the code implementation.
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if (batteryPercentage < 10.0)

{
sendLowBatteryAlert();

storeBatteryData(voltage, batteryPercentage);

enterAdaptiveSleepMode(batteryPercentage, batteryHealth);

Figure5.8: Implementation of théattery management system adapts the cliefit&havioubased orthe battery
percentagefunction in C

5.8 Shared Ledger Process
The shared ledger process ensures that both the server and client masgtathronisedlata

regarding the network credentials and encryption methods. The server sends updated ledger

information to the client, and the client updates its stored ledger accordifgigMathematical
Expression: Ldi represent the server's ledger ard represent the client's ledger.

Synchronisatioensures:

Equation5.50: General Expression for ShatestigerProcess
b ND

Where0 is updated to matchy . Fgure5.9represents the clienslide ledger update.

for ( i 9; i < 5; i++)
{

storedLedger[i].ssid = client.readStringUntil('\n");
storedLedger|[i].password = client.readStringUntil('\n");
[i].

storedLedger encryptionKey = client.readStringUntil('\n");

storedLedger[i].encryptionMethod = client.readStringUntil("\n"’
storedLedgerCount++;

Figure5.9: Implementation ofClientside ledger updatéunction in C

Fgure5.10below shows the serveside ledger notification function.

)3
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notifyApprovedClients()
{

for (int 1 = @; 1 < sessionCount; i++)

if (sessions[i].approved && sessions[i].clientConnection.connected()

sessions[i].clientConnection.println("Ledger Update");
sessions[i].clientConnection.println(currentLedgerIndex);
sessions[i].clientConnection.println(ledger|currentlLedgerIndex
sessions[i].clientConnection.println(ledger|currentLedgerIndex
sessions[i].clientConnection.println(ledger|currentlLedgerIndex
sessions[i].clientConnection.println(ledger|currentLedgerIndex

ssid);

password) ;
encryptionKey);
encryptionMethod);

Ila
IE
Ila
I|a

Figure5.10: Implementation of theexverside ledger notificatiofunction in C
5.9 Implementation of Polymorphic Security
Polymorphic security within the BimspiredLightweightPolymorphic Security System for loT
devices is engineered to provide a dynamic and adaptive approach to securing loT communication.
This system emulates the adaptive and responsive characteristics of biological immune systems,
offering a robust mechanisfior addressing various security threats, suctuaguthorisedaccess,
desynchronisedtates, and compromised clients. By continuously varying encryption methods,
session handling strategies auntilisinga shared ledger system, this security architecture ensures

that the IoT network remains resilient against both known and emerging threats.

The loT security system closely parallels the core functionalities of the biological immune system.

The autedetection system, much like immune cells detecting pathogens, allows the server to

distinguish between approved, unapproved, atesynchronisedlients. In a similar vein, the auto

ejection system acts as a defensive measure, rejecting and disconnecting unapproved or
O2YLINRYAASR Of ASyidas YA NNRMAIgmEthréats. AddkionMgaheES & e a i Sy
trigger ledger system functions angously to immunological memory, ensuring that all approved

clients remain aligned with the same security protocols, thereby maintaining a cohesive and secure

network environment.

Both system&mphasisdhe importance of maintaining a secure and stable environment through
dynamic adaptation to new threats, ensuring consistent communication among trusted entities, and

promptly addressing any potential security breaches.
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5.9.1 Auto-detection (Immune Surveillance)
The autedetection system within this security framework functions similarly to the immune

system's ability toecogniseand differentiate between self and neself entities. In this context, the
server continuously monitors incoming connections and determines whether a client is approved,

unapproved, or deynchronisedased on predefined criteria.

Approved clients are those with UUIDs that match the entries irtéipprovedUUIDslist. When an
approved client attempts to connect, the server verifies the UUID and checks the session ID to

determine if the client is in sync with the current state of the shared ledger.

Unapproved clients are immediately identified by the server when their UUID does not match any
entry in thedapprovedUUIDslist. These clients are denied access and disconnected to prevent any

potential security breach.

Desynchronisedlients are those whose stored credentials (SSID and password) do not match the
current state of the server's ledger. The server detects this by comparing the incoming client data
with the active ledger entry. If a mismatch is found, the server consttierslientdesynchronised

Please refer td-igure5.11for the desynchronisation function.

void checkDesynchronization(WiFiClient &client, String clientUUID)

{
for (int i = @; i < approvedUUIDCount; i++)
{

if (approvedUUIDs[i] == clientUUID && !uuidConnected[i]

String clientSSID = client.readStringUntil('\n');
String clientPassword = client.readStringUntil('\n');

if (clientSSID != ledger[currentledgerIndex].ssid || clientPassword != ledger[currentlLedgerIndex].password)

{
Serial.println("Desync detected for UUID: " + clientUUID);
client.println("Error: Desync detected. Please reconnect.");
client.stop();
return;

}

uuidConnected[i] = true;

Serial.println("UUID " + clientUUID + " connected successfully.");

Figure5.11: Implementation to check for any approved client desynchronisation function in C

In this system, the server reads the incoming client data and compares it with the expected data in
the ledger. If the client data does not matchdesynchronisatiorrror is triggered, and the client is

instructed to reconnect.
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The mathematical representation of the approved client list is as follbetSY “Y@ be the UUID of
the connecting client, and €Y "Yarepresent the set of approved UUIDs in the system. The

detection logic can be represented as:

Equation5.51: Client Status Detection Logic
dANi 0 gEYY®DN YYD
YO QAo i YEON N1 £ Q@YD e "YYW
0Qi W& OQ@WY™CD Gi § ‘&1 YO di | Q& i
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current valid entry in the server's ledger.

5.9.2 Auto-ejection (Immune Response)
The autoeejection system is akin to the immune system's mechanism of eliminating foreign or

harmful entities. This system ensures that any unapproved or compromised clients are automatically
disconnected from the network, maintaining the integrity and séguwf the loT environment.

Approved clients remain connected as long as they comply with the session management rules, such
as maintainingynchronisatiorwith the server's ledger and responding within the session expiration
time. These clients are autoatically ejected as soon as they are detect®dce their unapproved

status is confirmed, the server does not allow them to communicate furfbesynchroniseclients

are either instructed to reconnect (if approved kigsynchroniseflor are ejected from the network

if their desynchronisatiowannot be resolved?lease se€&igure 5.12
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d handleCompromisedCredentials(String sessionID, String clientUUID)

for (int 1 = @; i < sessionCount; i++)

if (sessions[i].sessionID == sessionID && sessions[i].clientUUID == clientUUID

Serial.println("Session ID + sessionID + marked as compromised.");

sessions[i].approved = false;
currentlLedgerIndex = (currentLedgerIndex + 1) % 5;

updateServerCredentials();
notifyApprovedClients();
startHoneypot();

break;

1
J

for (int i = @; 1 < sessionCount; i++)

sessions[i].reconnected = fa

N
J

Serial.println("All sessions marked as needing reconnection.");

}

Figure5.12: Implementation of the auto ejection system through the handle compromised credentials function in C

In this implementation, when a session is marked as compromised, the client is effectively ejected by
invalidating the session and updating the server's credentials. The system also notifies all approved

clients of the update and may activate the honeypmhandle anydesynchronisedlients.

The mathematical representation of the auto ejection system is as follo#SYO represent the

session state at timé. The ejection logic can be expressed as:

Equation5.52: Auto Ejection Logic System
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5.9.3Trigger Ledger (Memory Response)
The shared ledger serves as a collective memory within the network, ensuring all approved clients
operate under consistent security credentials. This system is comparable to the immune system's
memory cells, which retain information about previously endeued pathogens for faster response
upon reexposure.The ledger acts as a source of truth for approved cligmsviding upto-date
credentials and encryption keys that ensure secure communication. Upon any update to the ledger,
all approved clients armotified, and the ledger isynchronisedcross the network. Unapproved
clientscannot accesthe ledger andtherefore,cannotsynchroniseor communicate securely with

the network.Desynchronisealients rely on the ledger teesynchroniseheir credentials. If a client
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isdesynchronisegdthe server may provide updated credentials or prompt the client to reconnect

with the correct information.

notifyApprovedClients()
{

for ( i =0; i < sessionCount; i++)
,I'

if (sessions[i].approved && sessions[i].clientConnection.connected()

sessions[i].clientConnection.println("Ledger Update");
sessions[i].clientConnection.println(currentLedgerIndex);
sessions[i].clientConnection.println(ledger|currentLedgerIndex].ssid);

sessions[i].clientConnection.println(ledger|currentLedgerIndex].password);
sessions[i].clientConnection.println(ledger[currentLedgerIndex].encryptionkKey);
sessions[i].clientConnection.println(ledger[currentLedgerIndex].encryptionMethod);

Figure5.13: Implementation of the trigger for the ledger function in C
The server pushes ledger updates to all connected and approved clients, ensuring they have the
latest credentials and encryption method&ease se€&igure 5.13The ledgesynchronisatiorcan be

mathematicallyexpressed as:

Equation5.53: Ledger Synchronisation
00 p 00 b
WhereD 0 represents the ledger state #he time 0andw Urepresents the change (update) to the

ledger. All approved clients receive this update, represented as:

Equation5.54: Updating All Approved Clients
0@ p 0Q°

Where6 "Q representsthe credential state fothe client”Cat time 6, andew Us the ledger update.

5.10 Adaptive Amoeba Batte@urveMapping Management System
InFigure4.2, the block diagram for the Adaptive Amoeba Batteayv@ Mapping Management

System encapsulates the detailed workings of the battery management system, from initial voltage
measurement through adaptive sleep mode selection and eventual hiberndfttis ensures
efficient power usage and extended operational life for 10T devices. First, it is crucial to break down

the key processes to program this system for implementation.

Firstly,there needsto be a conversion cdnanalogueto-digital converter (ADC) reading to a

corresponding voltage value:
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Equation5.55: Formulation for Voltage Battery Mapping
® G o od oot didw T
TheADC valués the raw reading from the ADC pin (0 to 4095 for it 2ADC)w is the

battery voltage in millivolts. When programming the formula in C, pleasé&ggee 5.14

uint32_t getBatteryVoltage()
{

adcValue = analogRead( )8

uint32_t voltage = map(adcValue, 9, 4095, @, 5000);
return voltage;

}

Figure5.14: Implementation of the Battery Voltage function in C

Secondlythe initial battery percentage mapping can provide an initial estimate of the battery

percentage based on the voltage, which can be represented as a piecewise function:

Equation5.56: Estimation of Batter{Percentage
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When programming this piecewise function in C, pleaseFsgare 5.15

initialMapBatteryCurve(uint32_t voltage)

if (voltage > 4200)

return 16.0;
else if (voltage > 4060)

return 75.0 + (voltage - 4000) * 0.25;
else if (voltage > 3800)

return 50.0 + (voltage - 38@6) * 0.125;
else if (voltage > 3600)

return 25.09 + (voltage - 3600) * ©.125;
else if (voltage > 3400)

return (voltage - 3408) * 0.125;
else

return 0.0;

Figure5.15: Implementation of the initial battery percentage mapping piecewise function in C

The next feature is to store the battery data using a circular buffer with a dynamic EEPROM

management approach to store the battery voltage and corresponding percentage:
Equation5.57: Circular Buffer With Dynamic EEPROM Management
QOO0 QI GO b O
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The oldest data will be overwritten if the buffer reaches its maximum capacity. Pleagégsee

5.16for the function represented irC.

storeBatteryData(uint32 t voltage, percentage)

if (dataPointsCount <

i
L

batteryData|dataPointsCount].voltage = voltage;
batteryData|dataPointsCount]|.percentage = percentage;
dataPointsCount++;

}

else

{

i=1; 1< ;3 i++

batteryData[i - 1] = batteryData[i];

batteryData - 1].voltage = voltage;
batteryData - 1|.percentage = percentage;

EEPROM.put(0©, batteryData);
EEPROM. put( batteryData), dataPointsCount);
EEPROM. commit();

Figure5.16: Implementation of the Storing Battery Data function in C
Once the battery data is stored, it can be loaded from the EEPROM anytime the data needs to be

used, especially in the next feature, which will be used to predict the battery percentage. The system

uses noHdinear interpolation for a more accurate battepgrcentage prediction:

Equation5.58: NontLinear Interpolation for BatterlpercentagePrediction

- W CTTT
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Wherew is normalised between 3400mV and 4200mV. The normalised value is squared to
apply a quadratic mapping, resulting in a Aorear curve that better reflects typical battery

discharge behaviour. Please deéigure 5.17or the function represented in C

nonLinearInterpolation(uint32 t voltage)

voltageNormalized = ( )(voltage - 3480) / (4200 - 3400);
return pow(voltageNormalized, 2) * 100.0;

}

Figure5.17: Implementation of the Predicting Battery Percentage usingn-linear interpolation function in C

Additionally, this system looks at the battery health based on the voltage once the system is fully

charged or what it reads as its maximum voltage:

Equation5.59: Formulation for Battery Health
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Where'™O is the battery health factor, ranging from 0.1 (poor health) to 1.0 (excellent health).

Please se€igure 5.8 for the function represented in C

estimateBatteryHealth(uint32 t voltage)

if (voltage > 4200)
return 1.0;

else if (voltage > 4000)
return ©.75;

else if (voltage > 3800)
return 0.5;

else if (voltage > 3600)
return 0.25;

else

return 0.1;

Figure5.18: Implementation of the predictive battery health function in C
Lastly, the implementation of the adaptive sleep mode duration based on the battery percentage

and health, which can be easily configurable depending on the desired threshold levels:
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Equation5.60: Formulation for Adaptive Sleep Modes
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Which can be represented by the following functiorHigure 5.19.

enterAdaptiveSleepMode( batteryPercentage, batteryHealth)

uint64_t sleepDuration;

if (batteryPercentage > 75.0)

Serial.println("Battery sufficient, normal operation.");
sleepDuration = 10606000;

else if (batteryPercentage > 50.9)

Serial.println("Entering light sleep mode.");
sleepDuration = batteryHealth * 20000000;
esp_sleep_enable_timer_wakeup(sleepDuration);
esp_light sleep_start();

}

else if (batteryPercentage > 25.9)

{
Serial.println("Entering deep sleep mode.");
sleepDuration = batteryHealth * 40000000;
esp_sleep enable timer wakeup(sleepDuration);
esp_deep_sleep_start();

else

{
Serial.println("Entering ULP mode, maximizing battery life.");
sleepDuration = batteryHealth * 60000000;
esp_sleep_enable_timer_wakeup(sleepDuration);

esp_deep_sleep_start();

Figureb.19: Implementation othe sleep mode function in C

Do note that the difference between deep sleep and ulow power mode is that the time in
microseconds can also be adapted to wake up only after certain other conditions are met, such as
waking on LAN for connected devices or only waking up when the@isdata is significantly

different. With every loop cycle, the system performs the following:

1 Measure the current battery voltage AOmMOd wa 6Q
f  Predict the current battery percentage Using either the initial map or nelmear

interpolation from stored data.

1 Estimates the battery healtl®
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1 Store the voltage and predicted percentage in EEPROM.

f Dynamically adjusts the device's operation mode based on andO
determining”Y

91 Enter the appropriate sleep mode if needed.

1 Loops back after the delay or other normal operations for the next reading and adjustment.

Overall, the code systematically adjusts the power management of an IoT device by mapping the
ADC voltage reading to a battery percentage, refining the prediction throughimesr

interpolation, and dynamically managing sleep durations based on batealyh
Equation5.61: General Formulatisfor PowerManagement
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Where"Qrepresents the initial mapping and ndimear interpolation functionsQrepresents the
battery health estimation functioriQrepresents the function determining adaptive sleep duration
based orD andO . This process ensures that the device adapts its power
consumption based on redime battery data, continuously refining its understanding of the
battery's discharge curve through data collection and interpolation. PleasAmaendix 14or the

complete documentation of the Adaptive Amoeba Batteiyw@ Mapping Management System.

The encryption switching logic embedded within the AABCMS serves not only as aspeiner
technique but also as a security modulation system. As lighter algorithms are more susceptible to
attack, their use is reserved strictly for l@mergy conditions Were computational economy is
prioritised over resilience. Conversely, in highergy states, algorithms such as SPECK and SIMON
offer superior cryptographic robustness, mirroring the strategic deployment of full immune
responses in organisms under strebis hierarchical cryptographic adaptation embodies a form of

bio-inspired polymorphic security behaviour.
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6.0 Chapter Six: Testing and Refinement

The preceding chapter demonstrated the full implementation of theibgpiredlightweight

polymorphic security system for 10T devices, both through C programming and the corresponding
mathematical models. This chapter is dedicated to the comprehensive testing and refinement of the
system, focusing on elucidating the reasoning behind key deésigisions. It presents a systematic

evaluation of the system's performance across diverse operational scenarios, offeringeptiin

analysis of its framework and responsiveness to varying conditions. Special attention is given to

assessing the efficiep@nd functionality of critical subsystems, with a particular focus on the

Adaptive Amoeba Battery Curve Mapping Management System. Power analysis tools are employed

G2 NAI2NRdzAt & SEIF YAYS (K SoptimisationdindescoriBgtS NHe 02 y & dzy
effectiveness and resilience in environments constrained by power. The primary testing will be

conducted using the ESRS3 development boat 32bit microcontroller (detailed in Appendix,3)

with comparative analysis against a lowgrade 8bit ATMEGA328 microcontroller, demonstrating

GKS &deaidsSyQa FFTRIFELIXiFoAfAGeY SFFAOASyOes FyR 2@SNI
configurations.

The control should be established before going into the different subchapters to test different

aspects of the framework. The control is how the microcontroller operates with a simple algorithm

that uses the serial to print a statement every secdBaseline power consumptidior each device

is demonstrated ifHgure 6.1, whichshows that the ESP323 has an average current draw of

47.4mA at 3.7V with 176mW.
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Figure6.1: Otii Power Analysis Demonstrating Baseline Power Consumption for the ESR88ning the Control
Algorithm.

Fgure 6.2 showsthat the ATMEGA328P has an average current draw of 1.35mA at 3.7V with
4.99mW.

Figure6.2: Otii Power Analysis Demonstrating Baseline Power Consumption famTtMEGA328P
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6.1 Testing the Efficiency of Encryption Methods Implemented
The following subchapter will test the different encryption methods used in this framework and

measure the number of cycles and power it takes to complete both encryption and decryption
algorithms. The testing will be done for ESIS®(running at 240MHand ATMEGA328P (running at
16MHz) processoit® seeand have a comparativéifference between &it and 32bit processors.

Please refer tdA\ppendix B, Cycle Testinfpr Encryption Methods

6.1.1 Cycle Testing XOR Encryption
ESP3253 XOR cycle encryption testing shows that the time taken in microseconu® éé 1460

cycles taken to complete this; pleaseedtgure6.3.

XOR Encryption:

Time taken (microseconds): 6
Cycles taken: 1460

Figure6.3: ESP3&3 XOR cycle testing serial print output

In comparison, the ATMEGA328P cycle encryption testing shows that the time taken in

microseconds is §5 and 960 cyclegetaken to complete this; please s&égure 4.

XOR Encryption:

Time taken (microseconds): 60
Cycles taken: 960

Figure6.4: ATMEGA328P XOR cycle testing serial print output

The difference in cycle counts for the XOR encryption between the ESP32 and ATMEGA328P
microcontrollers, despite the time difference, can be attributed to the underlying architecture of

these processors, the clock speed, and how they handle instructions.

The ESP32 typically operates at a much higher clock speed (up to 240TRBHATMEGA328P, on

the other hand, has a lower clock speed (typically 16 MHigher clock speed means the ESP32
completes each instruction faster (in terms of time), but it might also involve additional cycles due to
how the architecture handlespecifictasks, especially in microcontroller designs with more complex

instruction sets.

The ESP32 uses the Tensilica Xtensa architecture, which is more complex than the AVR architecture
used in the ATMEGA328P. As a result, even though the ESP32 has a higher clock speed and may take

less time for individual operations, the cycles needed facH instructions, such as XOR, could be
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more due to the complexity of the processing or how instructions are decoded and exelruted.
contrast, the ATMEGA328P has a simpler architecture (ARRBSC), where instructions like XOR
are likely implemented more directly in fewer cycles, even though the overall processing speed is

slower.

The ESP32 is a dwadre processor and has a deeper pipeline than the ATMEGA328P. This means

that while it can run more operations simultaneously, certain simple operations like XOR encryption

might involve more overhead due to how the pipeline or multicore system is managed, leading to
morecyclesTKS | ¢a9D! onyt Uda &aAYLX SNI RSaAdy NBadzZ Ga Ay

time, as it has less overhead.

The cycles are calculated based on the number of clock ticks required to execute the instruction.

Mathematically, for a simple XOR instruction:

Equation6.1: Calculation for Clock Ticks requiredet@cutdnstruction for XOR
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Thus, even though the ESP32 has more cycles (1460) for the XOR encryption, its higher clock speed
compensates for this, making the total time much lower (6 ps) compared to the ATMEGA328P (60

Us).

6.1.2 Cycle Testing Cae€&apher
ESP323 Caesar cycle encryption testing shows that the time taken in microsecong@sSisaB@

6779 cycles are required to complete this; pleaseSgere 65.

Caesar Cipher:

Time taken (microseconds): 33
Cycles taken: 6779

Figure6.5: ESP353 Caesar cycle testing serial print output

In comparison, the ATMEGA328P cycle encryption testing shows that the time taken in

microseconds is 7246 and 115284 cycles to complete this; pleaseFigere 66.
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Caesar Cipher:

Time taken (microseconds): 724
Cycles taken: 11584

Figure6.6: ATMEGA328P Casear cycle testing serial print output

As the encryption methods are getting more compliere is a cleadisparity between the it

and 32bit processors.

6.1.3 Cycle Testing ROT13 Encryption
ESP3253 Caesar cycle encryption testing shows that the time taken in microsecon@iSisaB8l

6779 cycles are required to complete this; pleaseEgere 67.

ROT13 Encryption:
Time taken (microseconds): 33
Cycles taken: 6779

Figure6.7: ESP353 ROT13 cycle testing serial print output

In comparison, the ATMEGA328P ROT13 cycle encryption testing shows that the time taken in

microseconds is 7165 and 11456 cycles to complete this; pleaseFsgare 63.

ROT13 Encryption:

Time taken (microseconds): 716
Cycles taken: 11456

Figure6.8: ATMEGA328P ROT13 cycle testing serial print output

The reason for both the Caesapherand ROT13 encryption methods taking the same time and

cycles on the ESP32 is that these two encryption algorithms are very similar in terms of their
fundamental operations. Both Caesé@pherand ROT13 are shiftphers, where the primary

operation is shifting each letter in the plaintext by a specific number of positions in the alphabet.
ROT13 is a specific case of the Caeigdnerwhere the shift is always 13 positions, meaning that

every letter is shifted by exacthalf of the alphabet's lengttCaesacipheruses a variable shift

(which can be any number of positions), but when the shift is set to 13, it behaves exactly like
ROT13In the code, both encryption methods involve shifting the characters of the input string

based on the encryption key. For ROT13, the key is fixed at 13, while for Caesar, the key can be any

number.
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Both algorithmgerform a characteby-character shift within the alphabet, and this shift operation
is computationally very simple, involving omly arithmetic operation (addition or subtraction). In
terms of actual computation, shifting by 13 positions in ROT13 and shifting by-defserd

number in Caesaripherwill take an identical number of operations, especially since the range of

shifts in the alphabet (26 letters) is small and uniform.

Regarding code structure, the Caesar and ROT13 functions you are using likely share much of the
same logic, with the only difference being the input shift value (13 for ROT13 and a variable for
Caesar). Since the ESP32 executes nearly identical instsigtiboth cases, the time taken and the

number of cycles consumed are the same.

This similarity in performance is less noticeable on the ATMEGA328P due to differences in
processing speed and architecture between thRiIBATMEGAS328P and the-8& ESP32. However,
on the faster and more powerful ESP32, these lightweight operationf$irfighietters) run so

efficiently that the time difference becomes negligible.
Both the Caesar and ROT13 methods can be mathematically described as:

For a letterd in the alphabet, wheré v 858 Fto , the Caesar cipher shiftsby a keyQ

Equation6.2: Caesar Shifting
0 0 VL aeEQoO
For ROT13, the shitbis always fixed to 13:

Equation6.3: ROT13 Shifting

0 0 poGeqQo
In both cases, the primary operation is the modular arithmetic involved in shifting the letters, which
takes the same number of computational cycles for both Caesar and ROT13 because the difference
lies only in the value € not in the complexity of the operations. Thus, on the ESP32, the Caesar
cipherwith a shift of 13 is identical to ROT13 in terms of execution, which explains why they show

the exact cycle count and execution time.

6.1.4 Cycle Testing SPECK Encryption
ESP3253 SPECK cycle encryption testing shows that the time taken in microseconds, iar®

13130 cycles are required to complete this; pleasefSgare 69.
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SPECK Encryption:

Time taken (microseconds): 59
Cycles taken: 13130

Figure6.9: ESP3E53SPECK cycle testing serial print output

In comparison, the ATMEGA328P SPECK cycle encryption testing shows that the time taken in

microseconds isS and 64 cycles to complete this; please Bigere 610.

SPECK Encryption:

Time taken (microseconds): 4
Cycles taken: 64

Figure6.10: ATMEGA328P SPECK cycle testing serial print output

There is aliscrepancy between the time taken for the SPECK encryption between the ESP32 and the
ATMEGA328Rvhichcould indeed be linked to processing limitations or errors on the ATMEGA328P
The ESP32 is a-Bi microcontroller that operates at higher clock speeds (up to 240 MHz). Its larger
register size and faster clock rate give it the ability to handle more complex operations, like
encryption algorithms, much more efficientlfhe ATMEGA328P, on the other hand, is-it 8
microcontroller typically perating at around 16 MHz. It has a smaller register sizeaatmver clock

rate, which means that operations involving larger data sets (such as encryption) require significantly

more cycles to complete.

The SPECK algorithm is designed to be lightweight, but it still involves a sequence of bit shifts,
additions, and XOR operations ort32 blocks. For a 3Bit microcontroller (like the ESP32), such
operations can be executed natively without breaking théoavn into smaller chunk©n the
ATMEGA328P, however, theseldifoperations need to be broken down into multiple smalleniB
operations. This results in a much higher number of cycles for each operation, even though the

overall complexity of the alg@ghm remains the same.

Given the significantly lower clock speed and reduced computational power of the ATMEGA328P,

GKS £ 32NRAGKY YAIKG y20 68 NHzyyAy3I 2LIAYIEfed L
or mismanaged due to the lack of processing resources, leéaliagesult that seems artificially

"faster" because the operation is incomplete or incorrectly execuidus could explain why the

ATMEGA328P result shows a much shorter time (59 microseconds), even ihaogld be

expectedto take much longer based on its processing power.
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For the ESP32, the measured cycles (13130) reflect the actual time and complexity of the encryption
process. This number of cycles seems appropriate for a lightweight encryption algorithm running on

a 32bit platform at a high clock spee@®n the ATMEGA328P, the reported cycles (64) suggest a

significant issue in either measurement or execution. Given the reduced processing power, the

cycles should be much higher. This points to a potential problem with how the encryption algorithm

is beinghandled by the ricrocontroller, likely related to either resource exhaustion or inaccurate
measurementTherefore, due to its complexity, there is likely an issue with the ATMEGA328P's

handling of the SPECK encryptidihe SPECK algorithm was likely either prematurely interrupted or
AYyO2NNBOGte SESOdziSR: tSIFRAy3 (G2 | 0edtsS O2dzyid
actual complexity. This could indicate that the ATMEGA328P might not be suitabéntting such

encryption tasks without significamiptimisationor simplified alternatives.

6.1.4 Cycle Testing SIMON Encryption
ESP3253 SIMON cycle encryption testing shows that the time taken in microseconqeSisail

6419 cycles are required to complete this; pleaselSigere 611.

SIMON Encryption:

Time taken (microseconds): 32
Cycles taken: 6419

Figure6.11: ESP3Z53SIMONcycle testing serial print output

In comparison, the ATMEGA328P SPECK cycle encryption testing shows that the time taken in

microseconds is|8 and 128 cycles to complete this; please Sgeare 612.

SIMON Encryption:

Time taken (microseconds): 8
Cycles taken: 128

Figure6.12. ATMEGA3288IMON cycle testing serial print output

The ATMEGA328P's lower cycle count could suggest that it is not running the full encryption
algorithm. The low time (8 ps) and cycle count (128) compared to the ESP@E2 us and 6419
cycles) implies that the ATMEGA328P may be prematurely finishimcitgpdion process, possibly
due to an issue with how it is handling the SIMON algorithihe ATMEGA328P is aibi8
microcontroller with a 1ébit address space, while the ESFRis a 3bit microcontroller. In

general, a 3bit processor like the ESR® should be able to handle larger blocks of data (e.g., 32

bit blocks in encryption) more efficiently, as it is nativebimisedfor such operations. However,
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the ATMEGA328P might be facing challenges in managing this, leading to unexpected completion of
the algorithm without performing all intended stepbhe ATMEGA328P has a relatively lower clock
frequency (16 MHz) compared to the ESE®(up to 240 MHz), and while both systems should

report cycle counts based on their respective CPU speeds, the large gap suggests either incorrect

cycle measurement on hATMEGA328P or a logic error in how the encryption process is executed.

SIMON and SPECK are both lightweigptiers, but they still require multiple rounds of bitwise
operations. A misinterpretation or early termination of those rounds on the ATMEGA328P might
result in artificially low cycle count$he ATMEGA328P uses an AVR architecture with fewer
instructions per cycle compared to the more powerful Xtensa architecture on the ESR8ich

could result in the ATMEGA328P skipping or simplifying operations.

6.2 Detailed Analysis and Interpretation of Adaptive Amoeba Battery Curve Mapping

Management System Performance
This sukchapter uses the power analysis tool Otii to see the current, voltage, and power

consumption of each encryption method tested in the previous-cudpter (XOR, Caesar, ROT13,
SPECK, and SIMON). The code remains the same as bafosith longer delays within the loops,

making it easier to analyse the different selections, as showigiare 613.

void loop()

Serial.println("Starting Loop");
delay(56000);

xor_encryption();

delay(1000);

caesar_cipher();
delay(16€0);

rotl3_encryption();
delay(16060);

speck_encryption();
delay(16060);

simon_encryption();
delay(1600);

Serial.println("Finished Loop");
delay(5000);
Serial.println("");

Figure6.13: Modified code for the encryption cycle testing for easy selection picking per method

The data collected using the Otti power analysis toolkit provides compelling insights into the

performance and energy efficiency of various encryption schemes implemented as part of-the Bio
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InspiredLightweightPolymorphic Security System for 0T Devices. This anailgsisnts a detailed
comparative analysis of encryption methods implemented within thelBspired Lightweight
Polymorphic Security System, focusing on their execution on two microcontrollers: the-ES P32
bit) and the ATMEGA328P-1§8). The analysisvaluates time efficiency, cycle consumption, power
draw, and energy usage. These factors are critical in understanding how the Adaptive Amoeba
Battery Curve Mapping Managemefystem(AABCMSJynamically optimises energy usage in
resourceconstrained environment$lease see the table beldar the comparative resultsChis
performance is benchmarked quantitatively against standard lightweiggihiers as detailed iTable
7. See Table 7 and Appendix 17 for full quantitative benchmarking against standard lightweight

encryption schemes.

Table7: Encryption Performance Comparison

Encryption Power Performance Summary

Encryption ESP32 Timei)| ESP32 Cyc )ESPSZ Avg |[ESP32 Avg |ESP32 Ener(ATMEGA328|ATMEGA32{ATMEGA328P AYATMEGA328P AYATMEGA328
Method Sower (mW)Current (mA)(uJ) Time (uS)  |Cycles Power (mW) Current (mA) Energy (W)
Idel (Control)N/A N/A 227 49.7 N/A N/A 8.12 2.17

XOR 3 514 230 50.6 690 60 960 11 2.93 660
Caesar 17| 3941 231 50.6 3927 728 11649 10.9 2.92 7935
ROT13 17| 3941 231 50.8 3927 724 11584 10.8 2.89 7819
SPECK 51 12183 232 50.9 11832 4 64| 11 2.92 44
SIMON 19 4515 231 50.8 4389 8 128 10.9 2.91 87

The ESP32 consistently demonstrates faster execution times and higher energy demands across most
encryption tasks. For example, the XOR encryption method completes in 3us on the ESP32 (514 cycles),
whereas the same operation takes 60us on the ATMEGA3ZBP cfg:les). However, due to the
9{toHQad KAIKSNI 2LISNI GAy3 FNBIjdSSyOeé IyR Od2NNByid R
for XOR is 690uJ on the ESP32 versus just 660uJ on the ATMEGA328P.

In contrast, bloclciphermethods such as SPECK highlight a compelling anomaly. Despite the ESP32
taking 51us (12,183 cycles), the ATMEGA328P records just 4us (64 cycles), which isdikefigcan
ofunderY S| 8 dzNBR SESOdziaAz2y RdzS (2 GKS ! ¢a9D! Q& £ AYA
artefacts This discrepancy results in a dramatic difference in calculated energy: 11,832uJ on the ESP32
versus only 44uJ on the ATMEGA328P. Such outliers underscore the need for methodological caution

when interpretng lowlevel timing on constrained hardware.

The ROT13 and Caesar methods yield identical performance on the ESP32 (17us and 3,941 cycles each),
which is expected because ROT13 is mathematically a Gapkarwith a fixed shift of 13 positions.

This redundancy in implementation explains the matching cycle counts and energy costs (3,927uJ
each). On the ATMEGA328P, ROT13 and Caesar also exhibit close timing and energy profiles
(728us/11648 cycles vs. 724us/1158¢4les), affirming functional parity across platforms.

Time ) is a direct metric of responsiveness. ESP32, operating at a significantly higher frequency (~240

MHz vs. 16 MHz), exhibits lower latencies across all methods. This supports its suitability for latency
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sensitive tasksout at the expense of higher instantaneous power draw. ATMEGA328P, while slower,

is advantageous in ultfeow-power scenarios due to its lower baseline power consumption.

Cycle countd) reflects instruction throughput:

Equation6.4: Cycle Count for Instruction Throughput

6 0
where"Qs the CPU clock frequency, the proportionality confirms measurement integrity except in the
SPECK and SIMON tests on the ATMEGA328P, where exceptionally low cycle counts suggest
misaligned measurement windows or computational pipeline misreads. Theseadies merit repeat

testing using oscilloscopeiggered time markers or more granular profiling tools.

Power () in milliwatts and current@ milliamps, it directly affectsattery drain. Despite the ESP32's
efficiency in reducing time, it operates at nearly 20x the power draw of the ATMEGAS328P. This
necessitates intelligent sleewake cycles to avoid rapid battery depletion, precisely what the AABCMS

is designed to handle.

Energy Q) is calculated by:

Equation6.5: General Formulation for Calculating Energy

O 0 o
Where P is in milliwatts and t in microseconds (converted appropriately to seconds), energy
O2yadzYLIiA2y RANBOGE®RE ljdzZ yGAFASE GKS 2LISNI GA2Y I §
offsets its shorter execution time, whereas the ATMEGA328P ashémergy frugality through slower

but less poweiintensive operations.

The AABCMS is designed to respond dynamically to battery voltage and computational demand. Using
sensor data, it adjusts operational modes (normal, light sleep, deep sleep, or ULP) based on thresholds
derived from power usage. For instance, during CaesdrROT13 operations, if battery healthdis

50%, the system may opt for light sleep ppsbcessing due to moderate energy usage. Conversely,
after SPECK operations on the ESP32, which consume over 11 mJ per execution, the system may

enforce deep sleep oohger sleep durations to prevent premature battery depletion.

This adaptive behaviour can be modelled by a threshold function:

Equation6.6: Formulation for Adaptive Sleep Mode Functions
01 aOaQQ pal
O OYA QQRQ® O 1d v
0QOW QAR QO O puaov
YO O QA p1uvo

Yo QIXENQQ
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This logienables dynamic scheduling and intelligent power management tailored to the

computational and energy characteristics of each encryption fEs&.comparative testing reveals

that while ESP32 delivers speed, it does so at a significant energy cost, especially foiphlerck

methods like SPECK and SIMON. The ATMEGA328P, though slower, is remarkably efficient in power
constrained environments. These findings validate the need for the AABCMS to dynamically adjust
device behaviour based on encryption workload and battery met8cgh adaptive mechanisms are

not only effective in prolonging device lifespan but also critical in making cryptogrédplgeaure

IoT systems viable in realorld, powersensitive deployments.

6.3 Testing the Auto Detection System (ADS)
Initially, when implementing the ADS, the technique ubbdC (Media Access Contratjdresses

but was changed to UUI@niversally Unique IdentifiersThe length and complexity ofdUJID is

128 bits long and is represented as ac3racter hexadecimal string-@84-4-12 format). There are
¢ possible UUID&hereasa MAC addresss 48 bits long and is represented as ach2racter
hexadecimal string (6 bytes). There gre possible MAC addresselherefore, mathematically, a
much larger keyspace for UUID which increases security as UUID keyspacess@ p Tt
whereasthe MAC keyspace c& p 1 possible combinationd he larger the keyspace, the

harder it is for an attacker to "brutéorce"” or guess the correct identifier.

For bruteforcing a MAC address, In this testing scenario, if an attacker can make one pifipn (

guesses per second (1GHz Processing speed):

Equation6.7: Formulation for Brute Forcing MAC at 1GHz
vy g, 7y SR 7o, R\ 0T [74 c > v ., T s [ 3 [ v
YQ&0DT 6001 wd0 p_n cUYmnmmQwe ¢ 68 TQO Wi

For bruteforcing a UUID, if an attacker can make one billm) guesses per second (1GHz

Processing speed):
Equation6.8: Formulation for Vrute Forcing UUID at 1GHz
N\ g~ LN e~ Ty r“n"i"i‘?’"-c P S G Py
Y'Qaooi 60 mmooﬁ pTi Qweé € Qi
This is an astronomically large number of seconds, far beyond the age of the universe, which is

approximatelyp 1 seconds. Therefore, brutidrcing a UUID is practically impossible with today's

technology.

From a higHevel privacy and security view, MAC addresses are hardware identifienethain
constant unless manually changed (MAC spoofing). They are often broadcast in network

environments (such as Vi discovery) and can be used to track devices persistently. Attackers who
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obtain a MAC address may use it to identify a device in different environmdA€. addresses are
primarily used in lowefevel networking protocols like Ethernet and-¥i They are unique @

device's network interfacbut are not designed to provide security features or encryption.

UUIDs can be dynamically generated in software and change over time or during sessions, improving
privacy. They are not tied to hardware and are not typidalbadcastin the same way as MAC
addresses. UUIDs can alsodustomisedand scoped to different use cases, adding more flexibility

for securing communication&lUIDs are widely used acrossriousapplications, including

databases, APls, and security systems, to provide unigue identification across multiple platforms and
use cases. They are more fla@e for use in session management, security protocols, and

environments where devices need to rotate identifiers to enhance security.

Therefore, the decision to use UUIDs instead of MAC addresske keyspace for UUIDs is
exponentially larger than that for MAC addresses, making UUIDs much harder to guess -or brute
force.UUIDs can be dynamically generated and are not tied to hardware, enhancing privacy. MAC
addresses, on the other hand, are fixed for a device's network interface and can be used to track
devices. UUIDs are better suited for session management in seqesignss, as they can be rotated

or invalidated easily. UUIDs are reoversatile and widely used in various software applications
beyond just network communicatiotdUIDs provide stronger security, privacy, and flexibility
compared to MAC addresses, making them a better choice for 10T systems where unique

identification and session management are crucial.

The Auto Detection System (ADS) is the first line of defence in tHagjivedLightweight

Polymorphic Security System I0TRS @A OS&a > YANNRNAY3I (GKS AyyFrdS AYY
function. Much like how immune cells patrol the boaientifying pathogens via molecular patterns,

the ADS continuously monitors incoming client connections to classify them as approved,

unapproved, or desynced. This process is executed during the initial handshake between the client

and server, where thelient's UUID, mpcessing capability, and session ID are verified.
From the serveside implementation:

if (isUUIDApproved(clientuulID)) {
if (lisSessionApproved(receivedSessionID, clientUUID)) {

}
}

¢KAZ (2370 NBF(SO0G4 GKS a8 a-arfigenrdcoghiod)Swareonly 6 KA G St

clients prelisted as approved UUIDs can proceed. If a UUlBrecognisedthe system classifies it
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as a foreign agent and invokes the agjection process. Furthermore, if a UUID is valid but the

session ID is invalid or missing, the system classifies the client as desynced.

Mathematically, this detection logic can be modelled as:

Equation6.9: ADS Detection Logic
6N Rl ¢ WUWOO ~ "YQi i Q¢ ¢ 00
0 0%Y 0Qi ©&BYWOO ~ "YQi | Q¢ ¢ 00
e Of R QYo
Where' isthe set of all preapproved UUIDs. This system supports-teaé surveillance and
adapts dynamically as new clients attempt to connect, ensuring only legitimate agents are

authorisedinto the ecosystem.

6.4 Testing the Auto Ejection System (AES)
¢CKS 1dzi2z 9280iGA2y {@&aidsSy o6!9{0 FdzyOlrzya Lyl fz3z

response, which identifies and eliminates threats such as infected or malicious cells. Once a client is
detected as unapproved or desynced, the AES activelyinates the session and purges the
associated credentials. This ensures the integrity and security of the network by preventing further

attempts from unauthorised sources.
In the server code:

if (lisUUIDApproved(clientUUID)) {
client.printin("Session ID blocked or compromised");
client.stop();

}

And for sessiodesynchronisation

if (clientSSID != ledger[currentLedgerindex].ssid || clientPassword !=
ledger[currentLedgerindex].password) {
client.printin("Error: Desync detected. Please reconnect.");
client.stop();

}

These snippets demonstrate that any deviation from the expected UUID list or ledger credentials
triggers immediate rejection. The AES is crucial for maintaining zero tolerance toward rogue devices

and serves as the enforcement mechanism for the ADS'sfelaien decisions.

In formal terms, the ejection policy can be modelled as a binary response:

Equation6.10: Ejection Policy Binary Response

0 p QWYOO " 0Qi w&d
T £®RI VR Q
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WhereO implies forced disconnection. The system thus misgmithe attack surface by

ejecting any actor not conforming to security expectations.

6.5 Testing the Trigger System (Hormonal Response) and Shared Ledger (Blockchain)

Change of Security Credentials
The Trigger and Shared Ledger System operates as-telmngmmunological memory. Upon

identification of a compromised client (e.g., a UUID attempting a connection with forged credentials
or anexpired session), the system does not merely eject the eritiigitiates a triggered response.
This includes generating new credentials and broadcasting them to all approved clients via the

Shared Ledger mechanism.
Implemented in the server code:

currentLedgerindex = (currentLedgerindex + 1) % 5;
updateServerCredentials();
notifyApprovedClients();

This logic reflects an active defence model, where detection of an anomaly triggers the propagation
of new cryptographic materials to the network. Clients theratghenticate using updated keys and

credentials, minimising the potential fallout of compramiand realigning network security.

LetO érepresent the current ledger index. When a compromise is detected:

Equation6.11: Ledger Indexing Logic
0 0 pa¢ga@
Where0 is the total number of available ledger entrighis modulubasedrotation ensures

circular cycling through prdefined secure states. Clients that fail teakgn with the updated

ledger are classified as signchronisedind reenter the detectiorejection cycle.

Biologically, this process is analogous to clonal selection and immunological memory formation,
where antigen exposure triggers an adaptive, systemic response that reshapes the immune

repertoire and maintains lorterm protection.

6.6 Full System Testing
The full system testing involves reviewing the system in detail, considering the client and server code

provided, to see how it handles different scenarios, such as new, returning, and unapproved
connections. I'll go through each scenario and identify @otgntial issues, then suggest and
implement corrections as necessamhis section presents a comprehensive evaluation of the Bio
InspiredLightweightPolymorphic Security System for 0T Devices under a variety efostl

operational scenarios. Thedgoa 2 ¥ G KA & OKFLIWGSNI Aa G2 @QFtARIFIGS (K
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adaptability through scenaribased testing. Particular emphasis is placed on the integration of
encryption streams, powesware reconnections, session expiration, desynchronisation recovery,
and the dynamic behaviour of the Adaptive Amoeba Battery Cutagpihg Management System
(AABCMS).

6.61 Scenario 1: New Connection
TheClientSide actiongfirstly, start astie client attempts to connect to the server using stored

ledger credentials. If unsuccessful, it tries to connect to the honeypot SSID as a fallback.
successfully connecting to the server, the client receives a session ID, encryption method, and the
AaSNISNDa (TReRIBE AdRsBrisdr dataiedcrypts it using the provided encryption

method, and sends it to the server.

On the server sidehe server generates a session ID for the new connecfibie. server checks if the
Of ASyidQa !!'L5 A& FLILNRBGSR® LF | LIINRPPGSRI Al aiz2NE
to the client.The server decrypts and validates the sensor data received and checks whether all

approved clients have reconnected, potentially stopping the honeypot if necessary.

Potential edge case issuéfthe client fails to connect to the Wi (either with stored credentials or
the honeypot), it might repeatedly attempt to reconnect, consuming significant resourbes.
server needs to manage the dynamic session expiration effectively to avoid prematurely ending a

valid session.

When a new client connects to the server for the first time, the server initiates a secure handshake
by generating a unique session ID, transmitting it to the client, and requesting identification details,
including the UUID and device capabilities. Upeceiving these parameters, the server performs a
UUID verification through the isUUIDApproved(uuid) function and, if approved, generates and stores

a new session recordPlease seEigure 614.
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1 handleNewConnection(WiFiClient client)

String sessionID = generateSessionID();
client.println(sessionID);

String clientInfo = client.readStringUntil('\n");
String clientUUID = client.readStringUntil('\n");
String receivedSessionID = client.readStringUntil('\n");

String encryptionMethod = ledger[currentlLedgerIndex].encryptionMethod;
client.println(encryptionMethod);

if (isUUIDApproved(clientUUID))

if (!isSessionApproved(receivedSessionID, clientUUID)

sessions[sessionCount].sessionID = sessionID;
sessions[sessionCount].clientUUID = clientUUID;
sessions[sessionCount].approved = true;
sessions[sessionCount].clientConnection = client;
sessions[sessionCount].reconnected
sessions[sessionCount].sessionExpirationTime = millis() + 60000;
sessionCount++;

Serial.println("Session ID " + sessionID + " for UUID " + clientUUID + " connected.");

checkDesynchronization(client, clientUUID);

client.println("Connection Successful");
Figure6.14: Function fohandleNewConnectioon the server side to accept new connections.

It is essential to note the followirlines of code:

String sessionlD = generateSessionID();
sessions[sessionCount].sessionID = sessionID;
sessions[sessionCount].clientUUID = clientUUID;

As a result, the client granted access to the shared security ledger containing the current SSID,
password, encryption method, and encryption key. The following code transmits these details
securely:
client.printin(ledger[currentLedgerindex].ssid);
client.printin(ledger[currentLedgerindex].password);
client.printin(ledger[currentLedgerindex].encryptionKey);
client.printin(ledger[currentLedgerindex].encryptionMethod);
Subsequently, the client encrypts its sensor data string using the assigned encryption algorithm (e.g.,
XOR, Caesar, ROT13, SPECK, or SIMON) and transmits it to the server, which decrypts and logs the

result. This transaction confirms a successful secab®arding process.

Mathematically, this session handshake process is denoted by:
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Equation6.12: Session Handshake Process
YOO QYTY®BiD
Where"Y"0Oi®the dynamically generated session identifier, and tt is the timestamp, ensuring

unigqueness per session.

6.6.2 Scenario 2: Returning Connection
On theclient side the actionsare smilar to a new connectigrthe client attempts to connect using

stored credentialsUpon reconnecting, the client sends its session ID to the server to verify the
connection.Returning clients use their stored session ID and ledger credentials to reconnect. If the
session is still valid and the UUID is approved, the server allows the connection without

reinitialisation

TheServerSide actiondirst verifythe session ID against stored sessions. If valid, the server
continues the session without reinitialisatiofihe server updates the session's expiration time,

keeping it active for another period.

Potential edge case issuesuld arisefithe session expires while the client slegipe server might

treat the client as a new connection, leading to unnecessary reinitialisattonsession expiration
YSOKIYyAAdY A& aSyaArAildagsS G2 GKS OftASyidQa atSSLI Y2F
be marked as compromised. However, the system is designed to addgnhynically extending the

session expiration timehen the client enters sleep mode.

When a previously connected client reestablishes communication, it transmits its stored session 1D

and UUID. The server crogarifies these via:

if (isSessionApproved(receivedSessionID, clientUUID))

If valid and not expired, the session is resumed without requiring full reinitialisation. The client is
synchronised with the latest ledger credentials, unless there has been a recent séiggéyed
update. This mechanism greatly improves efficienegiuces redundant transmissions, and supports

device mobility and energgware sleep cycles.
The dynamic session validation logic incorporates timeouts via:

if (millis() > sessions]i].sessionExpirationTime)
Thisensures that stale or inactive sessions are invalidated, maintaining security integrity across

asynchronous reconnections.
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6.6.3 Scenario 3: Unapproved Connection

¢tKS ASNIISN)I NB2SOia (GKS O02yySOilAizy AT I OtASydQa

as compromised, and no further interaction occurs. A Potential Issue is that unapproved clients
might attempt repeated connections, but the serveradust enough to detect and handle these
attempts without disrupting approved clientd.a client attempts to connect with a UUID not found

in the approved UUID lisapprovedUUIDs]] the system immediately blocks the session:

if (lisUUIDApproved(clientUUID)) {
client.printin("Session ID blocked or compromised");
client.stop();

}
No credentials or ledger entries are transmitted, and the session is never created. This behaviour
models a strict whitelist security architecture, essential for preventing intrusions or spoofing attacks.

The UUIBbased identification process is both crggtaphically robust and dynamically verifiable.

The rejection logic is equivalent to the Boolean condition:

Equation6.13: Rejection Logic for UUID

QWY00!
€I VLQ Q
Where' Denotesthe approved UUID set.

6.6.4 Scenario 4. Session Handling During Sleep Mode
In powerconstrained conditions, the client enters light sleep, deep sleep, or ULP (Ultra Low Power)

mode, as determined by the Adaptive Amoeba Battery Curve Mapping Management System.
Depending on the predicted battery health and remaining energy, theisyselects the optimal

sleep strategy to conserve resourc@dease seEigure 615.
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d enterAdaptiveSleepMode(f1l batteryPercentage, float batteryHealth)

uint64 t sleepDuration;

if (batteryPercentage > 75.90)

Serial.println("Battery sufficient, normal operation.");
sleepDuration = 10000000;

\
J

else if (batteryPercentage > 50.0)

Serial.println("Entering light sleep mode.");
sleepDuration = batteryHealth * 20006000;
esp_sleep_enable_timer_wakeup(sleepDuration);
esp_light sleep start();

}
else if (batteryPercentage > 25.0)

Serial.println("Entering deep sleep mode.");
sleepDuration = batteryHealth * 40006000;
esp_sleep_enable_timer_wakeup(sleepDuration);
esp_deep_sleep start();

}

else

{
Serial.println("Entering ULP mode, maximizing battery life.");
sleepDuration = batteryHealth * 600060000;
esp_sleep_enable_timer_wakeup(sleepDuration);

esp_deep_sleep start();

Figure6.15: Function forenterAdaptiveSleepModen theclient side

Upon waking, the client attempts to reconnect using its previously stored session ID. If the session
has expired due to prolonged inactivity or timeouts on the server, the session is invalidatethe

client is prompted to reinitialise.

Additionally, to prevent premature disconnection of valid but sleeping clients, the server tracks the

isSleepinglag per session and refrains from marking such sessions as expired:

if (sessions[i].approved && millis() > sessions]i].sessionExpirationTime
&& Isessiong]i].isSleeping) {
handleCompromisedCredentials(...);

}
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This dynamic sleepware session management ensures maximum operational uptime and system

resilience, especially for batteggowered loT clients.

One of the critical challenges in energynstrained environmentssuch as 10T deployments,

maintaining secure communication states while devices periodically entepdaver or sleep

modes. Within the BignspiredLightweightPolymorphic Security System for 0T Devices, session
persistenceand ¢ dzi KSY GAOF GA2y €23A0 INB AydSttAaasSyidte O
and operational context. This is particularly essential for platforms like the ESR3ghich utite

light sleep and deepetp to prolong battery life while maintaining necessary network awareness

and response readiness.

The Adaptive Amoeba Battery Curve Mapping Management System determines the optimal sleep
mode for the device, ranging from normal operation to light, deep, or dtivapower (ULP) states,
based on reatime voltage readings and battery health estimatiobgon entering sleep, the client
device disconnects from Wi, potentially breaking its session with the server. To resolve this
without compromising session integrity or requiring a full restart of communication logic, the
framework maintains a persistéclient profile through the shared ledger system and dynamic

session management.

The key mechanism of session restoration is observed inghaectToWiFiWithStoredLedgeaf)d
handleLedgerUpdatefj dzy Oli A2y ad® ¢ KSaS FdzyOiAz2ya NBteée 2y GKS
SSID, password, encryption key, and encryption method, as previously received from the server and
stored locally. Upon waking from sleep, the device executes a routinetteahpts to reconnect

using the latest ledger entry.

if (connectToWiFiWithStoredLedger() && client.connect(host, port)) {
Serial.printin("Reconnected to server using ledger credentials");

}

else {
Serial.printin("Failed to reconnect to server"),
handleDesync();

}

In cases where the server has updated the ledger (e.g., due to a security breach or credential
NRGFIGA2Y 0 yR GKS Ot ASydQa ad2NBR ONBRSyGAFfa N
handleDesync dzy Ol A2y GKSYy AYyAGAIFIGSa I aS0OdzaNE NBO2yySO
allowing the client to present its UUID, validate itself as an approved device, and receive the

updated ledger credentials:

client.printin(uuid); // Send UUID via honeypot
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storedLedger[i].ssid = client.readStringUntil{;
storedLedger[i].password = client.readStringUhiil};
storedLedger[i].encryptionKey = client.readStringUmti){’
storedLedger[i].encryptionMethod = client.readStringUhtil)(;

This logic ensures that session recovery is autonomous and that security is not sacrificed for power
conservation. Importantly, the system mimics biological resilience mechanisms, akin to immune
memory and reactivation upon antigen exposure. The clientleh similarly to a memory B cell
retaining knowledge of past interactions andengaging upon r@xposure (wakeup), either by
reasserting its identity (UUID and session ID) or by realigning itself through the updated security

credentials (ledger rotadin).

Mathematically, the reconnection process can be described as:

Equation6.14: Reconnection Logic
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Where'Y pimplies successful reconnection’™Mf 11, Thedesync pathway is initiated:

Equation6.15: Desync Pathway Logic
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The strategic importance of this approach lies in its minimal disruption to ongoing operations. Even
when the client enters a prolonged sleep mode to conserve energy, the system guarantees eventual
reintegration into the secure communication network, assogthe client remains approved. This
ensures that both energy and security domains are harmonised, fulfilling the core aim of this
research: an adaptable, resilient, and lightweight polymorphic security system inspired by biological

principles.

During extended lowpower conditions, the Adaptive Encryption Engine plays a pivotal role in
preserving communication functionality while minimising energy draw. In these instancesp#iw
encryption methods (e.g., XOR, Caesar) are favoured, ensuriniptitaveight data transactions
may still occur even under severe energy constraints. As battery levels recover during periodic
recharging or deep sleep recovery, higisénength encryption is progressively reinstated without

manual intervention.
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6.65 Scenaric: Desynchronisation and Honeypot Response
If a client reconnects using outdated credentials (SSID or password), desynchronisation is detected

through:

if (clientSSID != ledger[currentLedgerindex].ssid || clientPassword !=
ledger[currentLedgerindex].password)

Upon detection, the client is rejected, and a desync message is issued:

client.printin("Error: Desync detected. Please reconnect.");
client.stop();

Simultaneously, the server transitions to honeypot mode via:

WiFi.softAP("Honeypot_SSID", "Honeypot_Password");

Approved clients are notified of the updated credentials via the notifyApprovedClients() function,
and thestartHoneypot(mechanism ensures @gnchronisear malicious clients are lured away

without access to real data or operations.

6.6.6 Summary and Implications
Thecompletesystem testing affirms that the BiaspiredLightweightPolymorphic Security System

successfully detects, authenticates, encrypts, synchronises, and manages client connections
dynamically. The incorporation of UUHased authentication, dynamic session ID handling; real

time ledger propagation, and sleggvaresession preservation collectively enhances the resilience

and security of loT communications. The design directly reflects biological immune system principles
such as memory, detection, rejection, and adaptation. The inclusion of the Adaptive Amoelry Batte
Curve Mapping Management System ensures that all operations, including encryption and
communication, are responsive to energy availability, making the system suitable fetelomg

deployment in constrained environments.
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7.0 ChapteSeven ConclusionReflection, Future Work
The preceding chapters have detailed the conceptualisation, design, implementation, and validation

of a novel security framework tailored for Internet of Things (IoT) devices: thim&ored
LightweightPolymorphic Security System. Central to this work has been the translation of biological
principles, particularly from immunology and neurobiology, into robust computational mechanisms

that address critical challenges in 10T security and energy management

This final chapter consolidates the primary research contributions, reflects upon the broader
implications of the work, and identifies prospective pathways for future development and
enhancement. In doing so, it reaffirms the essential role thatitpiration, adaptive systems, and
polymorphic methodologies will play in securing the next generation of embedded and distributed

technologies.

7.1 Summary of Research Contributions
This research has successfully introduced a bespoke security framework designed for the stringent

constraints of loT environments, characterised by limited processing capabilities, volatile network
conditions, and finite power supplies. The BigpiredLightweightPolymorphic Security System

integrates three fundamental components:

Firstly, the Approved Clients List Process (ACLP), the Client Connection Logic (CCL), and the Ledger
Process (LP) collectively form the core of a dynamic session and credential management system.
These mechanisms enable the adaptive authentication, manigoand revocation of client access

based on reatime behaviours, mirroring biological immune responses in identifying and neutralising

foreign agents.

Secondly, this work proposes and implements the Adaptive Amoeba Battery Curve Mapping
Management System (AABCMS), an innovative subsystem inspired by the adaptive energy regulation
observed in living organisms. This system dynamically monitors battemhhesddicts energy

reserves through redime curve mapping, and adaptively alters device behaviogtuding

encryption complexity and connection intervais optimise longevity without sacrificing security.

Thirdly, the research presents empirical validation through rigorous testing on ctmidnESP32
S3 development boards and comparative analyses using an ATMEGA328P microcontroller.
Comprehensive testing scenarios, encompassing approved, unapprovedesyritdronised clients,

demonstrated the framework's resilience, adaptability, and lightweight operational footprint.

The originality of this thesis lies not only in the technical implementations but in the seamless

integration of concepts across biology, cybersecurity, embedded engineering, and systems
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optimisation, offering a multidisciplinary approach to contemporary challenges. Moreover, this
research contributes to the academic community by providing a scalable and adaptable framework
that can be expanded for future advances in Artificial Intelligef#d), Large Language Models

(LLMs), and posquantum cryptography domains.

7.2 Personal Reflection on the Research Journey
The genesis and evolution of this research have been shaped not merely by theoretical exploration

but by lived experience and adaptive problemiving in the face of both technical and personal
challengesilnitially, the focus of this thesis was solely the conceptualisation and implementation of a
bio-inspired polymorphic security system for 10T devices. However, the realities of hardware
experimentation, prolonged field testing, and unforeseen system vulnerabilégiesaled a deeper,

more intricate requiement: the necessity of energgdaptive intelligence as an inherent component

of security design.

The development of the Adaptive Amoeba Battery Curve Mapping Management System (AABCMS)
emerged organically from these pressures. It was during the critical phases of hardware deployment
and debuggingat a time when the researcher's health constraints imposed physical limitations on

the research processhat a profound parallel between biological adaptation and technological
resilience became apparent. Just as organisms under duress conserve energy and prioritise essential
functions, so too must embeddexystems under energy scarcity adaptively modulate their

operations to sustain core security processes without risking total failure.

This realisation necessitated a pivot in the research framework, expanding the initial scope to
integrate dynamic power management as a fitkdss citizen of the security architecture. The
research thus evolved into an exercise not only in system sechrityin system survivadlrawing

deeper from immunological and neurobiological principles than initially envisaged.

This research journey has further underscored the fundamentally interdisciplinary nature of
addressing realvorld technological challenges. While the foundations in embedded systems,
cryptography, and network security provided a basis, progress was osjbpmthrough the

integration of insights from biology, energy systems engineering, and even psychological models of
adaptive behaviourConsequently, this project has fostered a personal intellectual transformation:
embracing complexity not as an obsttb be simplified away, but as a living feature of resilient

systems to be modelled, mirrored, and managed.

Moreover, the challenges encountered during periods of personal illpassloxically becama
critical source of innovation. Constraints on energy, cognition, and time mirrored the constraints

facing loT devices in the field, offering an authentic, embodied understanding of what it means to
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engineer for resilience. The resulting framewdslo-inspired, adaptive, polymorphic, and
lightweight, is not merely a theoretical construct but a product of necessity forged through the real

constraints and adversities experienced throughout the doctoral journey.

In reflection, this research stands atestament to the principle that the best engineering, like the
most enduring life forms, is shaped not in ideal conditions but through persistent adaptation under
duress. It is hoped that this thesis not only contributes meaningfully to the academicdfelds
cybersecurity, 10T engineering, and spired computatiorbut also serves as a living example of

resilience in research practice itself.

7.3 Future Work
While the bicinspiredlightweightpolymorphic security system for 10T devices, complemented by

the Adaptive Amoeba Battery Curve Mapping Management System (AABCMS), demonstrates
substantial efficacy in addressing critical security and energy management challenges, several

promising avenus for future research and development emerge.

First, a deeper integration of machine learning (ML) and artificial intelligence (Al) techniques
LINBaSyida +y 2LIRNIdzyAdGe G2 SyKFyoOS GKS aegaidsSvyQa
relies on deterministic triggers such as session validdddures, desynchronisation events, and

voltage thresholdsfuture iterations could employ reinforcement learning (RL) models to

dynamically optimise sleep cycles, encryption method selection, and ledger updates based on

predictive models of client behawio and environmental conditions. For example, employing Q

Learning or Deep Q Networks (DQN) could allow devices to learn optimal security strategies in

response to adversarial behaviour or fluctuating network health over time.

Secondly, the integration of the proposed security framework with Large Language Models (LLMs),
such as transformebased architectures, offers intriguing possibilities. LLMs could be utilised not
only for anomaly detection based on traffic analysis ankiaysour modelling, but also to assist in

the autonomous negotiation of new security protocols between deviftetering a form of

emergent, decentralised "immune response” across heterogeneous loT networks. Sudhiveriv
adaptations could extend the mitiple of bieinspired polymorphism beyond encryption variability

to encompass redime security policy evolution.

Furthermore, the looming reality of quantum computing necessitates a critical future enhancement:
guantumresilient encryption. While lightweight blockpheis such as SPECK and SIMON provide

efficiency in current embedded contexts, they are unlikely to withstand attacks from quantum
FROSNBFNASA f SOSNIFIAYy3d {K2NR& FfA2NRAGKY 2NJ DNB @8

suite to incorporate postjuartum cryptographic (PQC) primitives, such as Lattieged encryption
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(e.g., Kyber, NTRU) or hasased signature schemes (e.g., XMSS), will be essential. Here, adaptive
battery management remains crucial, as PQC algorithms tend to impose substantial computational

and memory overheads, which must be carefully managed withinstrained loT devices.

Additionally, expansion into multayered shared ledgers offers potential enhancements. While the
current shared ledger operates as a distributed memory for synchronisation of security credentials,
future systems could incorporate blockchdike decentrdisation with lightweight consensus

protocols (e.g., Practical Byzantine Fault Tolerance (PBFT) or-basgtkDirected Acyclic Graphs
(DAGS)) to further harden the system against sipglt failures and targeted attacks.
Mathematically, ledger operatits could be optimised to maintaih p lookup times andi & € £Q

update complexities, ensuring scalability even with increased device populations.

Another promising direction concerns the application of the security framework #elbiironic
systems and wearable medical 10T devices, where both energy constraints and security risks are
amplified. In such contexts, drawing even closer analogiesolodical systemdor example,

modelling shared ledger updates after hormonal signalling cascades or implementing quorum
sensing mechanisms for collective decisiaking among 10T clustersould yield architectures that

are both robust and organicallyaable.

Finally, from an engineering perspectiamotable opportunity for enhancement lies in the

integration of a Hardware Abstraction Layer (HAL) into thelf&piredLightweightPolymorphic
Security System for 10T Devices. A HAL constitutes a critical intermediary software layer that
standardisesnteraction between the application framework and the underlying hardware. Rather
than relying directly on microcontrollespecific function calls, such as analogRead(), WiFi.begin(), or
EEPROMpecific methods, theystem would interface through abstracted functions that are

implemented differently depending on the hardware platform.

For example, a generic function readBatteryVoltage() could internally map to analogRead() on an
ESP32 platform, but to a different ADC reading mechanism on an ARM-Ui@r@xRISE
microcontroller. Similarly, connectToWiFi() could abstract away thereiftes in network stack

initialisation across different wireless chipsets.

Mathematically, the couplin@between the software framework and the underlying hardware can

be described as:

Equation7.1: Software Application of HAL
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Where,0 represents direct coupling when hardwaseecific code is embedded throughout the
application,6  represents the coupling once a HAL is implemented, and idgally©® T,

achieving maximum portability.

Introducing a HAL would thus decrease system rigidity and facilitate seamless migration across
diverse embedded platforms. This approach would also align with modern engineering practices in
scalable 10T system design, where longevity, adaptability, ardiMasie-agnostic development are
prioritised. Moreover, in the context of securityitical systems, a HAL allows for easier auditing,

updating, and certification processes as hardware layers evolve.

Therefore, integrating a properly layered HAL constitutes an important refinement direction,

strengthening the robustness and future resilience of the proposed security framework.

In summary, the bignspiredlightweightpolymorphic security system presented herein lays a
powerful foundation. Future work extending its intelligence, resilience, and adaptability through
ML/AI integration, quantum security readiness, decentralised ledgers, and further biologically
informed mechanisms offers a rich research agenda poised to advance the frontiers of both

cybersecurity and embedded systems engineering.

7.4 Chapter Summary
This chapter has presented a comprehensive synthesis of the research findings, explored the

broader implications of the work, and outlined significant directions for future advancement.
Through the implementation of the bimspiredlightweightpolymorphic security system for 10T
devices, supported by the Adaptive Amoeba Battery Curve Mapping Management System
(AABCMS), this thesis demonstrates a novel and highly adaptive approach to securing resource

constrained environments.

The Future Work section identified key opportunities to enhance the system's intelligence and
resilience by integrating machine learning, leveraging large language models fomeal
adaptation, and preparing for the emerging threats posed by quantumpeiimg. Furthermore, it
proposed the expansion of the shared ledger architecture towards decentralised, biolagically

inspired consensus models to strengthen synchronisation and trust within distributed l0T networks.

The personal reflection provided insight into the organic development of the AABCMS, highlighting
how the research journey itself mirrored the adaptive and-sedfulating principles central to both
biological systems and the proposed security framewolle &xperience of overcoming technical

and personal challenges reinforced the broader thesis theme: that flexibility, resilience, and constant

adaptation are essential in both engineered and natural systems.
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In uniting principles from embedded systems, cybersecurity, cryptography, biology, and
immunology, this research makes a significant contribution to the interdisciplinary development of
secure loT infrastructures. The Bitspired methodology offers a roBuparadigm capable of

evolving alongside the rapidly changing technological landscape, ensuring that IoT systems can

remain secure, energgfficient, and sustainable in the face of emerging threats.

This concluding chapter will finalise the thesis by reflecting on the core achievements, evaluating the
limitations of the current framework, and offering overarching closing remarks regarding the impact

and legacy of this research within the broader acadamit engineering communities.
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AppendidO: Introduction

The appendices presented in this thesis provide comprehensive supplementary documentation to
support the main body of research. They are intended to ensure the reproducibility, transparency,
and practical applicability of the developed Bnspired Lightweght Polymorphic Security System for
IoT Devices. The appendices are systematically organised to include detailed hardware schematics,
source code listings for both server and client implementations, mathematical models, full
benchmarking data for encryjn algorithms, and supporting technical tables. Each appendix is
referenced at relevant points throughout the thesis, atginclusion enables independent

verification of the research findings, facilitates further development by the research community, and
enhances the pedagogical value for engineers, students, and practitioners. This structure reflects a
commitment to open seintific practice, ensuring that every critical aspect of the systérom

design and implementation to reaforld testing can be inépendently assessed, extended, or
adapted for related applications.
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2.2PCB; Gerber Layers
2.2.1BoardOutline

FigureAppendix2.2: PCB Gerber Layer for the Bo&xdline
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2.2.2Bottom Layer
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FigureAppendix2.3: PCBGerber layer for the Bottorayer
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2.2.3BottomPasteMaskLayer

FigureAppendix2.4: PCB Gerber Layer for tBettom Paste Mask Layer
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2.2.4BottomSilkLayer
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FigureAppendix 5: PCB Gerber Layer for tBettom Silk Layer
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2.2.5Bottom SolderMaskLayer

FigureAppendix : PCB Gerber Layer for tBettom Solder Mask Layer
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2.2.6Document

FigureAppendix2.7: PCB Gerber Layer for tBecument
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2.2.7Hole

FigureAppendix B: PCB Gerber Layer for thHele
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2.2.7Innerl- GND
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FigureAppendix 2D: PCB Gerber Layer for tmerl- GND
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2.2.8Inner2-VCC
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FigureAppendix 2L0: PCB Gerber Layer for thaer2- VCC
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2.2.9Multi-Layer
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FigureAppendix 2L1: PCB Gerber Layer for thilti-Layer
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2.2.10TopLayer
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FigureAppendix2.12: PCB Gerber Layer for thiep Layer
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2.2.11TopPasteMaskLayer

FigureAppendix2.13: PCB Gerber Layer for thep Paste Mask Layer
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2.2.12TopSilkLayer
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FigureAppendix2.14: PCB Gerber Layer for tlep Silk Layer



2.2.13TopSolderMaskLayer

FigureAppendix2.15: PCB Gerber Layer for thep Solder Mask Layer
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2.2.14GERBER View
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FigureAppendix2.16: PCB Gerber Layer for tB&RBER View
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2.2152D Photo View
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FigureAppendix 217: PCB Gerber Layer for tAB Photo View
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2.3BoMc Bill of Materials

Table8: Bill of Materials For Custom Development Board
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2.41mplementation Process

FigureAppendix2.18: Implementation Process
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