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Abstract

This paper presents fine-grained Field Programmable Gate Arrays (FPGA) architectures
for the Advanced Encryption Standard (AES) MixColumns and InvMixColumns transfor-
mations, targeting improved performance and resource utilization. The proposed method
reformulates these operations as boolean functions directly mapped onto FPGA Lookup-
Table (LuT) primitives, replacing conventional xor-based arithmetic with memory-level
computation. A custom MATLAB-R2019a-based pre-synthesis optimization algorithm
performs algebraic simplification and shared subexpression extraction at the polynomial
level of Galois Field GF(28), reducing redundant logic memory. This architecture, LuT-level
optimization minimizes the delay of the complex InvMixColumns stage and narrows the
delay gap between encryption (1.305 ns) and decryption (1.854 ns), resulting in a more
balanced and power-efficient AES pipeline. Hardware implementation on a Xilinx Virtex-
5 FPGA confirms the efficiency of the design, demonstrating competitive performance
compared to state-of-the-art FPGA realizations. Its fast performance and minimal hard-
ware requirements make it well suited for real-time secure communication systems and
embedded platforms with limited resources that need reliable bidirectional data processing.

Keywords: AES; Rijndael stages; MixColumns/InvMixColumns; LuT-based optimization;
Galois Field GF(28); FPGA

1. Introduction
With the proliferation of secure digital communication, cryptographic algorithms have

become fundamental in protecting sensitive information in a wide range of applications,
from personal data storage to enterprise-level networking and embedded systems [1–3].
Among these, AES has emerged as the most widely adopted symmetric encryption al-
gorithm due to its strong security guaranties, standardized structure, and suitability for
both software and hardware implementations. However, as demand for real-time en-
cryption increases in constrained environments such as Internet of Things (IoT) devices,
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mobile platforms, and low-power embedded systems, there is a growing need to opti-
mize cryptographic algorithms for performance, power efficiency, and minimal hardware
resources [4–6].

The implementation of the AES algorithm on FPGAs is motivated by the combination
of parallelism, deterministic timing, and hardware-level flexibility offered by these devices.
Unlike general-purpose processors, which rely on sequential instruction execution, FPGAs
enable concurrent realization of AES transformations, leading to higher throughput and
reduced latency [7,8]. Furthermore, the deterministic execution and energy efficiency of
FPGA-based designs are essential for applications operating under strict timing or power
constraints, particularly in embedded and IoT systems [9].

From a security perspective, implementing AES directly in reconfigurable hardware
reduces exposure to software-based attacks and enables dynamic reconfiguration of encryp-
tion cores without modifying the overall architecture [10–12]. Nevertheless, FPGA-based
implementations remain vulnerable to physical and side-channel attacks. Power analy-
sis, electromagnetic (EM) emission monitoring, and fault injection attacks can exploit the
deterministic and parallel nature of FPGA execution to extract secret keys or disrupt opera-
tions [13,14]. Additionally, since FPGA resources such as LuTs and routing channels are
shared among logic blocks, attackers may exploit information leakage caused by resource
contention or timing variations. Countermeasures such as runtime reconfiguration and
masking techniques can mitigate these threats but often introduce trade-offs in area, latency,
and power [15,16]. Consequently, while FPGA implementations offer significant perfor-
mance and flexibility benefits, careful attention to side-channel resistance, fault resilience,
and secure synthesis is essential for robust AES deployment in practical systems.

Since the selection of AES by the National Institute of Standards and Technology
(NIST), it has remained a central focus of research aiming to improve execution performance,
reduce power consumption, and minimize hardware area [17]. Many of these enhance-
ments have been achieved using architectural techniques such as pipelining and parallelism.
AES encryption and decryption operate in sequential rounds—ranging from 10 to 14 de-
pending on the key size—each composed of four main operations: ShiftRow/InvShiftRow,
MixColumns/InvMixColumns, SubByte/InvSubByte, and AddRoundKey. Among these,
the MixColumns operation in encryption and its counterpart InvMixColumns in decryption
are the most complex and computationally intensive. Consequently, they represent critical
performance bottlenecks in the AES data path [18].

1.1. Research Background and Related Works

The MixColumns and InvMixColumns transformations in AES are matrix multipli-
cations over GF(28), defined by fixed matrices in the standard [19]. Because the InvMix-
Columns matrix contains higher numerical coefficients, decryption typically incurs greater
computational complexity and latency than encryption [20]. Although these operations are
essential for achieving strong data diffusion by randomizing the AES state columns, they
are also among the most power and resource-demanding components of the algorithm,
making their optimization a key design objective [21].

Over the past decade, many studies have explored ways to optimize MixColumns
and InvMixColumns on FPGAs, aiming to improve throughput, reduce area, and balance
encryption and decryption complexity. Early designs often used simple matrix-based or
HDL implementations, which limited access to FPGA-specific features. More recent work
has applied advanced techniques such as pipelining, composite field arithmetic, and LuT
optimization to increase performance and reduce resource usage.

At first, MixColumns and InvMixColumns were implemented as separate hardware
blocks. Later research introduced shared-resource designs that reused logic between both
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transformations, reducing circuit area and redundant computation [18]. Other approaches
improved speed through byte-level operations, matrix decomposition, and common subex-
pression elimination [22]. LuT–based designs also reduced computation time but required
more area [23]. Several FPGA-oriented studies proposed low-power solutions using decom-
position, precomputation, and parallelism to make AES more energy efficient [21]. Some
works further merged both transformations into a single hardware module or restructured
InvMixColumns to reuse MixColumns logic, saving additional resources [24,25].

Building on these methods, newer architectures focused on pipelining and fine-grained
logic optimization. For example, Rupanagudi et al. [26] optimized MixColumns and S-
box stages through datapath restructuring and fine-grained pipelining, achieving about
1.4× faster performance and significant area reduction on Xilinx Artix-7 devices (Xilinx
Inc., San Jose, CA, USA). Madhavapandian and MaruthuPandi [27] proposed a modified
MixColumns design based on gate replacement and resource sharing for Virtex FPGAs.
Their hybrid hardware–software approach demonstrated high operating frequencies and
good scalability for network security applications. Prayitno et al. [28] compared Galois
Field and LuTs implementations, reporting that their LuT-based MixColumns design used
only 28 slice LuTs with a delay of 2.236 ns, while the InvMixColumns required 214 LuTs
and 2.7 ns delay. Similarly, Kumar et al. [29] developed an MPPRM-based AES architecture
that avoids LuTs in SubBytes/InvSubBytes and integrates MixColumns/InvMixColumns
in a high-throughput subpipelined structure. Their Virtex-5 implementation reached about
733 MHz with a delay of 2.095 ns, showing efficient resource utilization across several
FPGA families. Despite these improvements, most implementations still rely on high-level
synthesis (HLS) and macro-level pipelining, which limits fine-grained control over FPGA
resources and low-level boolean optimization.

1.2. Research Gap and Research Question

LuT-based optimization is a common strategy for accelerating cryptographic hardware
on FPGAs. In this approach, complex arithmetic operations are reformulated as compact
boolean functions mapped directly onto the device’s native LuTs, reducing logic depth and
intermediate computations. This enables single-cycle evaluation of precomputed outputs,
improving latency and throughput while efficiently leveraging FPGA parallelism. Since
LuT sizes and architectures vary across FPGA families and synthesis behavior depends
heavily on the toolchain, such low-level HDL implementations are naturally device-specific.
Nevertheless, porting to another FPGA remains feasible with minor adjustments to accom-
modate the target LuT architecture.

Despite an extensive body of work on AES MixColumns and InvMixColumns imple-
mentations for FPGAs, three recurrent gaps remain. First, many high-performance designs
focus on macro-level improvements such as pipelining, parallel datapaths, or composite-
field arithmetic, while low-level LuT primitive mapping and boolean-level algebraic sim-
plification receive comparatively little systematic treatment; therefore there is limited
empirical evidence linking pre-synthesis algebraic reductions directly to post-place-and-
route LuT/slice and timing outcomes. Second, existing resource-sharing strategies typically
treat MixColumns and InvMixColumns separately or rely on ad hoc heuristics to identify
common subexpressions, reducing the opportunity for systematic, automated LuT consoli-
dation across all output bits. Third, cross-paper comparisons are frequently confounded by
differing FPGA families, synthesis/place-and-route tool versions, and timing constraints,
making it difficult to determine whether reported benefits stem from algorithmic improve-
ments or platform/tool differences. This work addresses these gaps by (a) expressing Mix-
Columns/InvMixColumns outputs as explicit boolean functions targeted to LuT5/LuT6
primitives, (b) applying an automated pre-synthesis pass to extract and collapse shared
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subexpressions into LuT-sized input groups, and (c) reporting detailed LuT/slice counts
and combinational-delay measurements on a single Xilinx Virtex-5 baseline to enable more
direct comparison.

Research question: To what extent can boolean-level, LuT-centric algebraic simplifi-
cation combined with automated shared-subexpression extraction reduce LuT usage and
narrow the encryption/decryption delay gap for AES MixColumns/InvMixColumns on
modern Xilinx FPGAs, while preserving practical one- or two-cycle pipeline trade-offs?

1.3. Research Contribution

In this work, we present a hardware-oriented optimization of the MixColumns and
InvMixColumns transformations, targeting improved performance and reduced area on
Xilinx Virtex-5 FPGAs. The proposed approach minimizes the delay gap between encryp-
tion and decryption by exploiting the low-level capabilities of FPGA LuTs and introducing
algorithmic optimizations prior to logic synthesis. Main contributions of this work are
summarized as follows:

• MixColumns and InvMixColumns are redesigned as boolean functions mapped di-
rectly to FPGA LuTs (LuT5/LuT6), replacing xor-based arithmetic with faster and
efficient LuT-based computation. This fine-grained LuT-level design, combining
algebraic and synthesis optimization, achieves higher efficiency than standard auto-
mated synthesis.

• The proposed design lowers the delay of the complex InvMixColumns operation and
reduces the gap between encryption (1.305 ns) and decryption (1.854 ns), resulting
in a more balanced and energy-efficient AES pipeline. Such balance is especially
valuable in real-time communication and secure networking systems, where matched
encryption and decryption speeds ensure steady throughput and low latency.

• A custom MATLAB-based algorithm performs algebraic simplification and shared
subexpression extraction at the polynomial level of GF(28), automatically merging
redundant LuTs blocks. This reduces LuT usage from 110 × 4 to 72 × 4, achieving
about 35% area reduction compared to standard synthesis flows.

• The complete design was implemented and tested on a Xilinx Virtex-5 FPGA. The hard-
ware results confirm superior performance and resource efficiency.

The rest of this paper is organized as follows: Section 2 provides an overview of
the AES algorithm discusses arithmetic operations in the GF(28) used in AES. Section 3
introduces several low-level optimization strategies for computing the MixColumns and
InvMixColumns matrix products. Section 4 presents hardware implementation results on
the Xilinx Virtex-5 FPGA along with comparative analysis. Section 5 addresses the ethical
considerations. Finally, Section 6 concludes the paper.

2. Preliminaries
2.1. Advanced Encryption Standard

AES is a symmetric block cipher that operates on 128-bit data blocks and employs
secret keys of 128, 192, or 256 bits, corresponding to 10, 12, and 14 encryption rounds,
respectively [30]. Renowned for its robustness and efficiency, AES is widely implemented
across various applications, including router networks, wireless communication systems
such as smart meters, and Smart Cards.

Let us now focus on the case of AES with a 128-bit key, as the other cases (AES-192 and
AES-256) are similar except for the number of rounds. The plaintext is divided into 128-bit
blocks, and each block, along with the encryption key, is transformed into a matrix format.
These resulting matrices are square, consisting of 16 elements represented in hexadecimal
format, where each element contains one byte. These matrices are referred to as State (for
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the plaintext) and Key (for the encryption key). Figure 1 illustrates the functional diagram
of a single AES round.

Figure 1. Functional diagram of an AES encryption round.

The algorithm begins with an initial AddRoundKey operation using the encryption
key (128 bits), followed by 9 standard rounds, each consisting of four operations: SubBytes,
ShiftRows, MixColumns, and AddRoundKey. The final round omits the MixColumns
operation. Each round uses its own key, generated through a process called Key Expansion.
These keys are either precomputed or calculated at the start of the AES.

The details of the four operations are as follows:

1. SubBytes: This is a substitution in the GF(28), where each byte is replaced by an-
other byte from a specific invertible substitution table, the SBox. This nonlinear
transformation accounts for 75% of AES’s security [30].

2. ShiftRows: This is a transposition step where each element of the State matrix is
cyclically shifted to the left by a specific number of columns. Row 0 is not shifted,
Row 1 is shifted by 1 byte, Row 2 by 2 bytes, and Row 3 by 3 bytes.

3. MixColumns: This is the most complex operation and requires the most computation
in the encryption/decryption process. It involves column-wise matrix multiplication
in the GF(28), resulting in significant computational complexity. This transformation
contributes 15% to AES’s security [30].

4. AddRoundKey: This involves the exclusive addition (xor) of each byte in the State
matrix with the corresponding byte in a round key RoundKey[i] in the GF(28).

In what follows, we focus on the MixColumns and InvMixColumns operations, which
are central to this work. We will begin by introducing the arithmetic of the GF(28), which
is extensively used in the AES and specifically in the targeted operations of this work.

2.2. AES Arithmetic: Galois Field

AES is a byte-oriented encryption algorithm, where each byte consists of 8 bits. The val-
ues of these bytes are interpreted as elements in the GF(28), a finite field that enables
operations like addition and multiplication to be defined over 256 elements. Each element
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in GF(28) can be algebraically represented as a polynomial of degree less than or equal to 7
with binary coefficients [31]. A byte b can be expressed in multiple representations:

• Binary form: b = {b7, b6, b5, b4, b3, b2, b1, b0}.
• Polynomial form: b(x) = b7x7 + b6x6 + b5x5 + b4x4 + b3x3 + b2x2 + b1x + b0, with

bi ∈ {0, 1}.
• Hexadecimal form: Two-digit hexadecimal values in {00, 01, . . . , FF}.

In this field, addition corresponds to a bitwise xor operation between two bytes,
with “00” as the additive identity. Multiplication, however, is more complex; it involves
multiplying the corresponding polynomials and reducing the result modulo an irreducible
polynomial of degree 8. This reduction ensures the result remains within the 8-bit limit.

The irreducible polynomial used in AES is defined shown in Equation (1).

M(x) = x8 + x4 + x3 + x + 1 (hexadecimal: 0x11B) (1)

This polynomial cannot be factored into lower-degree polynomials over GF(2), which
ensures the field’s algebraic structure remains intact.

AES matrix operations such as MixColumns and InvMixColumns rely heavily on
multiplications in GF(28) using predefined constant matrices. These matrices are:

MixColumns matrix =


02 03 01 01
01 02 03 01
01 01 02 03
03 01 01 02

 and InvMixColumns matrix =


0e 0b 0d 09
09 0e 0b 0d
0d 09 0e 0b
0b 0d 09 0e

 (2)

The MixColumns operation involves computing the product of a state column vector
with the MixColumns matrix. Similarly, InvMixColumns performs the reverse transforma-
tion. These matrix multiplications correspond to solving systems of equations where each
output byte Si is computed as:

S0 = ({02} ∗ E0)⊕ ({03} ∗ E1)⊕ E2 ⊕ E3

S1 = E0 ⊕ ({02} ∗ E1)⊕ ({03} ∗ E2)⊕ E3

S2 = E0 ⊕ E1 ⊕ ({02} ∗ E2)⊕ ({03} ∗ E3)

S3 = ({03} ∗ E0)⊕ E1 ⊕ E2 ⊕ ({02} ∗ E3)

(3)


S′

0 = ({0e} ∗ E0)⊕ ({0b} ∗ E1)⊕ ({0d} ∗ E2)⊕ ({09} ∗ E3)

S′
1 = ({09} ∗ E0)⊕ ({0e} ∗ E1)⊕ ({0b} ∗ E2)⊕ ({0d} ∗ E3)

S′
2 = ({0d} ∗ E0)⊕ ({09} ∗ E1)⊕ ({0e} ∗ E2)⊕ ({0b} ∗ E3)

S′
3 = ({0b} ∗ E0)⊕ ({0d} ∗ E1)⊕ ({09} ∗ E2)⊕ ({0e} ∗ E3)

(4)

From these equations, it is evident that the core operations required for MixColumns
and InvMixColumns are multiplications by constants in GF(28) and xor additions.

To implement these multiplications efficiently in hardware, the AES defines specific
functions like xtime_x(), where x represents a constant multiplier (e.g., 02, 03, 09, 0B). Let
B be an arbitrary element in GF(28), represented as a polynomial:

B(x) = b7x7 + b6x6 + b5x5 + b4x4 + b3x3 + b2x2 + b1x + b0 (5)

2.2.1. Multiplication by {02} in GF(28) – xtime_2()

The function xtime_2() multiplies B(x) by x (i.e., by {02}) and reduces the result
modulo M(x). This corresponds to a left bit shift followed by a conditional xor with 0x1B if
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the most significant bit (MSB) is 1. The corresponding hardware implementation, depicted
in Figure 2, uses 3 xor gates with a critical path (CP) of 1.

Figure 2. Multiplier by {02} in GF(28) (xtime_2()).

2.2.2. Multiplication by {03} in GF(28) – xtime_3()

The function xtime_3() is implemented as

xtime_3() = xtime_2()(B)⊕ B (6)

which means multiplying by {02} and then xoring (adding) the original byte. This requires
9 xor gates with a CP of 2, as illustrated in Figure 3.

Figure 3. Multiplier by {03} in GF(28) (xtime_3()).

By generalizing this methodology and composing multiple xtime_x() functions,
more complex multiplications (e.g., by {09}, {0B}, {0D}, {0E}) used in InvMixColumns
can be efficiently implemented. Table 1 summarizes the logic gate complexity and CP
delay for each multiplication constant used in the MixColumns and InvMixColumns
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operations. As shown, the most computationally expensive multiplication is xtime_0E(),
which requires 16 xor gates and exhibits a CP of 3.

Table 1. Xor gate count and CP for each xtime_k() function.

Multiplication Number of Xor Gates Critical Path (CP)

xtime_02() 3 1

xtime_03() 9 2

xtime_04() 5 2

xtime_08() 7 2

xtime_09() 13 2

xtime_0B() 16 3

xtime_0C() 12 3

xtime_0D() 16 3

xtime_0E() 16 3

3. Proposed Optimization of MixColumns and InvMixColumns
The main goal of this section is to optimize the MixColumns and InvMixColumns op-

erations to enhance AES hardware performance. Since InvMixColumns involves more com-
plex Galois Field multiplications, it typically incurs higher latency than MixColumns. There-
fore, reducing this delay gap is essential to achieve balanced encryption and decryption
throughput, particularly in real-time communication and secure networking applications.

The proposed approach exploits the native hardware resources of Xilinx FPGAs—spec-
ifically LuTs to efficiently implement both operations. Each LuT acts as a small truth
table that stores precomputed logic outputs for all possible input combinations, replacing
complex gate-level computations with a single memory access. This results in notable
speed improvements, especially for repetitive AES transformations.

The LuT6 component, which is a 26-bit memory addressed by 6 bits and returns
a single output bit, was selected for this implementation. By expressing each output bit of
the MixColumns and InvMixColumns transformations as a boolean function of input bits,
these functions can be directly mapped to LuTs.

3.1. Optimized Implementation of MixColumns

MixColumns processes four 8-bit input vectors {E0, E1, E2, E3} to produce four 8-bit
outputs {S0, S1, S2, S3}. Using Equation (3), the logical expression for each bit of S0 can be
derived. For example, the boolean logic for each bit of S0 can be derived, as illustrated in
Equation (7).

S0(0) = E0(7)⊕ E1(0)⊕ E1(7)⊕ E2(0)⊕ E3(0)

S0(1) = E0(0)⊕ E0(7)⊕ E1(0)⊕ E1(1)⊕ E1(7)⊕ E2(1)⊕ E3(1)

S0(2) = E0(1)⊕ E1(1)⊕ E1(2)⊕ E2(2)⊕ E3(2)

S0(3) = E0(2)⊕ E0(7)⊕ E1(2)⊕ E1(3)⊕ E1(7)⊕ E2(3)⊕ E3(3)

S0(4) = E0(3)⊕ E0(7)⊕ E1(3)⊕ E1(4)⊕ E1(7)⊕ E2(4)⊕ E3(4)

S0(5) = E0(4)⊕ E1(4)⊕ E1(5)⊕ E2(5)⊕ E3(5)

S0(6) = E0(5)⊕ E1(5)⊕ E1(6)⊕ E2(6)⊕ E3(6)

S0(7) = E0(6)⊕ E1(6)⊕ E1(7)⊕ E2(7)⊕ E3(7)

(7)
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Bits such as S0(0), S0(2), S0(5), S0(6), S0(7) are derived from five inputs and can be
directly mapped onto a LuT5. Other bits, such as S0(1), S0(3), S0(4), require seven inputs
and need to be optimized or approximated using shared logic or multi-LuT configurations.
Figure 4 illustrates a sample implementation of S0(0) and S0(1) using LuTs. This imple-
mentation requires only one clock cycle per MixColumns transformation, as each output is
retrieved via a single memory access.

Figure 4. Hardware implementation of S0(0) and S0(1) using LuTs for the MixColumns.

3.2. Optimized Implementation of InvMixColumns

The InvMixColumns operation, due to its heavier polynomial multipliers (e.g., {0e},
{0b}, etc.), is more complex than MixColumns. However, a similar LuT-based approach can
be applied to optimize its execution. Starting from the boolean expressions derived from
Equation (4), each output byte S′

0 can be represented as a function of the input bits.

S′
0(0) = (E0(7)⊕ E1(0)⊕ E1(7)⊕ E2(0)⊕ E3(0))⊕ (E0(6))⊕ E2(6)))⊕ (E0(5)⊕ E2(5)⊕ E1(5)⊕ E3(5))

S′
0(1) = (E0(0)⊕ E1(0)⊕ E1(1)⊕ E1(7)⊕ E2(1)⊕ E3(1))⊕ E2(7)⊕ (E1(6)⊕ E3(6)⊕ E0(5)⊕ E2(5)

⊕E1(5)⊕ E3(5))

S′
0(2) = (E0(1)⊕ E1(1)⊕ E1(2)⊕ E2(2)⊕ E3(2))⊕ ((E0(0)⊕ E2(0))⊕ (E0(6)⊕ E2(6)⊕ E1(7)⊕ E3(7)

⊕E1(6)⊕ E3(6)))

S′
0(3) = (E0(2)⊕ E1(2)⊕ E1(3)⊕ E2(3)⊕ E3(3))⊕ ((E0(1)⊕ E2(1)⊕ E0(6)⊕ E2(6))⊕ (E0(0)⊕ E2(0)

⊕E2(7)⊕ E1(0)⊕ E3(0)⊕ E3(7)⊕ E0(5)⊕ E2(5)⊕ E1(5)⊕ E3(5)))

S′
0(4) = (E0(3)⊕ E1(3)⊕ E1(4)⊕ E2(4)⊕ E3(4)⊕ E1(7))⊕ ((E0(2)⊕ E2(2)⊕ E2(7))⊕ (E0(1)⊕ E2(1)

⊕E1(1)⊕ E3(1)⊕ E1(6)⊕ E3(6)⊕ E0(5)⊕ E2(5)⊕ E1(5)⊕ E3(5)))

S′
0(5) = (E0(4)⊕ E1(4)⊕ E1(5)⊕ E2(5)⊕ E3(5))⊕ ((E0(3)⊕ E2(3))⊕ (E0(2)⊕ E2(2)⊕ (E0(6)⊕ E2(6)

⊕E1(2)⊕ E1(7)⊕ E3(2)⊕ E3(7)⊕ E1(6)⊕ E3(6)))

S′
0(6) = (E0(5)⊕ E1(5)⊕ E1(6)⊕ E2(6)⊕ E3(6))⊕ ((E0(4)⊕ E2(4))⊕ (E0(3)⊕ E0(7)⊕ (E2(3)⊕ E2(7)

⊕E1(3)⊕ E1(7)⊕ E3(3)⊕ E3(7)))

S′
0(7) = (E0(6)⊕ E1(6)⊕ E1(7)⊕ E2(7)⊕ E3(7))⊕ ((E0(5)⊕ E2(5))⊕ (E0(4)⊕ E2(4)⊕ E1(4)⊕ E3(4)))

(8)

The proposed implementation theoretically requires only one clock cycle for the Mix-
Columns operation, as each output can be retrieved through a single memory access. This
design approach proves even more beneficial for the InvMixColumns operation, which
is typically more complex due to heavier arithmetic in GF(28). To realize this optimiza-
tion, an architecture was constructed using xor logic gates, similar to the MixColumns
implementation. Each output bit was expressed as a boolean function of the corresponding
input bits. For example, the output byte S′

0 is described using the set of equations given in
Equation (8).
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Ultimately, four such systems are generated—one for each output byte—and can be
implemented similarly to the MixColumns process. Initially, the complete implementation
required approximately 110 × 4 LuTs. However, further analysis revealed that several logic
expressions shared common inputs, allowing for optimization through logic reuse.

To exploit this, the architecture was reformulated as a matrix multiplication prob-
lem, called M. A 32 × 32 binary matrix, composed of zeros and ones, was used to
represent the relationship between input bits {E0(0), E0(1), . . . , E3(7)} and output bits
{S0(0), S0(1), . . . , S3(7)}. This setup transformed the hardware design into a combinatorial
optimization task.

The MATLAB-based optimization aims to reduce the number of 6-input Look-Up
Tables (LuTs) needed for the InvMixColumns transformation by identifying redundant
logic and reusing common input signals across multiple outputs. The algorithm begins
with a 32 × 32 binary matrix, as shown in Figure 5, representing the transformation and
an empty list to store the optimized LuTs. It then iteratively processes the outputs that
still need to be mapped. In each step, it examines the matrix columns, selects the six most
influential input bits, and creates a LuT for them. If no outputs can be mapped with this
selection, the algorithm tries the next best combination. Once a LuT is generated, its outputs
are removed from the remaining list. This process continues until all outputs are assigned,
and the algorithm finally returns the optimized LuTs along with the total number used.
Algorithm 1 shows the pseudocode for MATLAB-based InvMixColumns optimization.

Figure 5. Matrix M.
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Algorithm 1 Pseudocode: MATLAB-Based LuT Optimization of InvMixColumns

1: Start with M {32 × 32} binary matrix and a LuT6 inputs
2: Initialize an empty list called optimized_LuTs
3: Consider all output bits of M as remaining_outputs
4: While there are still remaining_outputs do the following steps:
5: Compute M columns into remaining_outputs and sort them.
6: Select top 6 inputs and find outputs depending on them.
7: If no outputs match, try the next top 6-input combination.
8: Create LuT with selected inputs and map outputs; add to optimized_LuTs.
9: Remove all mapped outputs from remaining_outputs.

10: Repeat until all outputs are mapped to LuTs.
11: Return optimized_LuTs and total LuTs used.

Through this automated optimization, the total number of LuTs was reduced from
110 × 4 to 72 × 4, significantly improving area efficiency. The final InvMixColumns im-
plementation requires only two clock cycles, corresponding to two memory access stages,
as illustrated in Figure 6.

Figure 6. Hardware implementation of S′
0(0) and S′

0(1) using LuTs for the InvMixColumns.

4. Implementation and Result Analysis
The proposed architectures were implemented on a Xilinx Virtex-5 Genesys FPGA

using the ISE Design Suite (version 14.7). The hardware was described in VHDL at the
LuT level, and its functionality was verified through ISim simulations. The operating
frequencies shown in Table 2 correspond to the maximum values obtained after the place-
and-route stage, under default timing constraints. A 100 MHz clock frequency was used to
ensure fair comparison with previous FPGA-based implementations. Both post-synthesis
and post-routing analyses were performed to confirm the accuracy of the frequency and
delay results.

Table 2. Comparison of results from MixColumns and InvMixColumns implementations.

Ref. Platform
Freq.

Architecture
MixColumns InvMixColumns

MHz Slices LuTs Times (ns) Slices LuTs Times (ns)

Our Virtex-5 100
xor 12 42 1.266 30 82 2.233

LuTs 12 44 1.305 21 73 1.854

[27] Virtex-6 315.806 HW 38 152 1.762 - - -

[28] MATLAB-FPGA - HW - 28 2.236 - 214 2.7

[26] Artix-7 - HW 32 128 1.478 79 316 2.084
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The Virtex-5 Genesys FPGA is a high-performance, reconfigurable platform based on
65 nm CMOS technology, providing high logic density, speed, and energy efficiency. It is
built around CLBs containing LuTs and flip-flops, which allow efficient implementation of
complex digital operations such as cryptographic transformations. The device also includes
DSP48E slices, Block RAMs, and Clock Management Tiles (CMTs) for fast arithmetic
processing and stable timing. The Genesys board offers multiple I/O interfaces—DDR2
memory, USB, Ethernet, and VGA—making it well suited for both research and prototype
development. Supported by the Xilinx ISE Design Suite, it enables complete synthesis,
simulation, and timing analysis.

In this work, two hardware architectures were designed for the MixColumns and
InvMixColumns operations. The first, unoptimized, is based on xor gates, as defined by
Equations (3) and (4). The second, optimized, uses LuT-based implementations, as shown
in Figures 4 and 6.

Table 2 presents a detailed comparison between the proposed MixColumns and In-
vMixColumns implementations and several representative FPGA-based designs reported
in the literature. The comparison focuses on three primary criteria: propagation delay (ns),
resource utilization (slices and LuTs), and target FPGA platform.

The proposed MixColumns design achieves a propagation delay of 1.305 ns using
44 LuTs on a Virtex-5 FPGA, outperforming the implementation of Rupanagudi et al. [26]
(1.478 ns) and showing significant improvement over those of Prayitno et al. [28] (2.236 ns)
and Madhavapandian et al. [27] (1.762 ns). Although our system operates at a lower test
frequency (100 MHz versus 315.8 MHz in [27]), it achieves a shorter combinational delay
thanks to its compact boolean formulation and optimized LuT mapping.

For InvMixColumns, which generally presents higher computational complexity,
the proposed LuT-optimized design achieves a delay of 1.854 ns, outperforming [28]
(2.7 ns) and [26] (2.084 ns). The reduced timing discrepancy between MixColumns and
InvMixColumns (1.305 ns vs. 1.854 ns) leads to a more balanced AES pipeline, improving
throughput consistency and minimizing decryption latency overhead.

From an area perspective, the proposed architecture demonstrates notable resource
efficiency. The MixColumns transformation requires only 44 LuTs and 12 slices, compared
to 128 LuTs and 32 slices in [26] and 152 LuTs and 38 slices in [27]. Likewise, the InvMix-
Columns implementation occupies just 73 LuTs and 21 slices, representing a reduction of
more than 60% relative to previous designs such as [28] (214 LuTs) and [26] (316 LuTs).
These results confirm the effectiveness of the LuT-level decomposition and algebraic sim-
plification strategy, which together minimize logic depth and hardware footprint.

Unlike earlier approaches that rely on the direct synthesis of high-level HDL or matrix-
multiplication modules, the proposed design performs algorithmic-level optimization prior
to synthesis. AES MixColumns transformations are expressed as boolean systems and
implemented directly using FPGA-native LuT primitives, ensuring reduced logic depth,
balanced routing, and lower power dissipation.

Overall, when delay, area, and architectural balance are considered together, the pro-
posed implementation achieves the most favorable trade-off among the referenced works.
It combines low latency and compact area with consistent encryption and decryption
performance, making it highly suitable for embedded and reconfigurable cryptographic
accelerators where both speed and area efficiency are essential.

To further illustrate this comparison, execution time and area utilization were analyzed,
as summarized in Table 2 and depicted in Figure 7. The results clearly show that the LuT-
based design outperforms the xor-based one, especially for the InvMixColumns operation.
This performance advantage increases with the number of variables involved in each output
equation. Figure 7 demonstrates that as the variable count grows, the differences in delay
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and area between the two architectures become more pronounced, confirming that the
LuT-based approach effectively narrows the execution-time gap between MixColumns and
InvMixColumns, thereby aligning decryption performance more closely with encryption
in the AES algorithm. Comparative results analysis with related works is summarized
in Table 3.

Figure 7. Comparison between our architectures in terms of execution time and occupied area.

Table 3. Comparison of proposed approach with related works.

Ref. Platform Approach Key Reported Results (Delay/LuTs/Slices)

Our Work Virtex-5 LuT-level boolean mapping + Pre-synthesis Mix: 1.305 ns, 44 LuTs, 12 slices. Inv: 1.854 ns, 73 LuTs,
21 slices.

[26] Artix-7 Datapath restructuring, fine pipelining Mix: 1.478 ns, 128 LuTs, 32 slices; Inv: 2.084 ns, 316 LuTs.
[27] Virtex-6 Gate replacement and resource sharing Mix: 1.762 ns, 152 LuTs, 38 slices.
[28] MATLAB Direct GF(28) vs. LuT comparisons Mix: 2.236 ns, 28 LuTs; Inv: 2.7 ns, 214 LuTs.
[29] Virtex-5 MPPRM-based architecture, subpipelined High freq (reported ≈ 733 MHz), delay ≈ 2.095 ns.

5. Ethical Considerations
This work presents a hardware-focused optimization of AES MixColumns and InvMix-

Columns for Xilinx Virtex-5 FPGAs. By redesigning these operations as boolean functions
mapped directly to LuT5/LuT6 and replacing xor-based arithmetic with LuT-based compu-
tation, the approach reduces the decryption delay and narrows the encryption–decryption
gap, creating a more balanced AES pipeline. A MATLAB-based algorithm further sim-
plifies the design and cuts LuT usage by ≈ 35%. FPGA implementation confirms faster
performance and lower resource use, making it suitable for real-time secure applications.

6. Conclusions
This work presented optimized hardware architectures for the AES MixColumns and

InvMixColumns transformations using a fine-grained LuT-based decomposition. The pro-
posed designs improve both speed and area efficiency on Xilinx Virtex-5 FPGAs while
significantly reducing the delay gap between encryption and decryption—especially for
the more complex InvMixColumns operation. By mapping boolean equations directly onto
FPGA LuT primitives, the implementation achieves competitive performance compared to
existing designs.

Although the current work targets AES-128, the proposed architectures are easily scal-
able to AES-192 and AES-256, since the MixColumns and InvMixColumns transformations
are identical across all key sizes. Extending the design to longer keys mainly increases area
and latency proportionally to the number of rounds.

While the evaluation in this study was limited to the Virtex-5 platform, the proposed
architectures are inherently compatible with newer FPGA families such as Artix-7, Zynq,
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and UltraScale. This compatibility stems from the fact that the design exclusively relies on
FPGA-native LuTs and combinational boolean logic, without depending on device-specific
hard blocks. The underlying logic and mapping methodology are therefore portable
across different Xilinx FPGA generations, ensuring similar synthesis and routing behavior.
Synthesis results on more recent FPGA families will be investigated in future work to
further validate this portability.

Furthermore, although power analysis was not performed in the current study, it
represents an important direction for future work, particularly for embedded and IoT
applications where energy efficiency is critical. Future research will include detailed
power modeling, adaptive optimization, and AI-assisted design exploration. Additionally,
integrating the proposed modules into a complete AES pipeline and validating them in
real-time secure communication systems will further demonstrate their practical value.
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