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Synchronisation, Optimisation, and Adaptation of
Machine Learning Techniques for Computer Vision

in Cyber-Physical Systems: A Comprehensive
Analysis

Kai Hung Tang, Mohamed Chahine Ghanem *, Pawel Gasiorowski, Vassil Vassilev, Karim Ouazzane

Abstract—Cyber-Physical Systems (CPS) seamlessly integrate
computers, networks, and physical devices, enabling machines to
communicate, process data, and respond to real-world conditions
in real time. By bridging the digital and physical worlds,
CPS ensures operations that are efficient, safe, innovative, and
controllable. As smart cities and autonomous machines become
more prevalent, understanding CPS is crucial for driving future
progress. Recent advancements in edge computing, AI-driven
vision, and collaborative systems have significantly enhanced
CPS capabilities. synchronisation, optimisation, and adaptation
are intricate processes that impact CPS performance across
different domains. Therefore, identifying emerging trends and
uncovering research gaps is essential to highlight areas that
require further investigation and improvement. This systematic
review and analysis aims to offer a unique point to researchers
and facilitates this process by allowing researchers to benchmark
and compare various techniques, evaluate their effectiveness, and
establish best practices. It provides evidence-based insights into
optimal strategies for implementation while addressing potential
trade-offs in performance, resource usage, and reliability. Ad-
ditionally, such reviews help identify widely accepted standards
and frameworks, contributing to the development of standardised
approaches.

Index Terms—Machine Learning; Computer Vision; Cyber-
Physical Systems; CPS; Adaptation; Synchronisation; Optimisa-
tion.

I. INTRODUCTION

A. Context and Importance

This paper focuses on the integration of machine learning
(ML) techniques with computer vision (CV) to address the
evolving demands of cyber-physical systems (CPS). CPS,
which combines computational and physical processes, is
increasingly dependent on Computer Vision (CV) for real-
time perception and decision-making. These systems span
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various applications, including autonomous vehicles, smart
grids, industrial automation, healthcare devices, and intelligent
transportation networks. The real-time capabilities provided by
CV enable CPS to interpret complex visual data from their
environment, facilitating tasks such as object detection, scene
understanding, and adaptive control.

However, synchronising and optimising ML models for such
applications remains a critical challenge, given CPS’s dynamic
and resource-constrained nature. Key issues include ensuring
low-latency processing, maintaining accuracy under varying
operational conditions, and efficiently managing computa-
tional resources, particularly in embedded or edge-computing
scenarios. Furthermore, CPS often operates in unpredictable
and sometimes harsh environments, requiring robust ML mod-
els that handle noisy or incomplete data without compromising
performance.

Another dimension of the challenge involves the continuous
adaptation of ML algorithms to evolving data patterns and
system behaviours. CPS needs adaptive learning strategies to
update models in real-time or near-real-time. This demands
advanced techniques such as incremental learning, transfer
learning, and federated learning, which allow models to evolve
based on new information without the need for complete
retraining from scratch.

This paper explores these multifaceted challenges, review-
ing recent advancements and identifying key areas for future
research. By addressing these issues, we aim to pave the way
for more efficient, reliable, and adaptable ML-integrated CV
solutions in next-generation CPSs.

B. Problem Statement

Despite advancements in ML and CV, their deployment in
CPS faces several challenges:

1) Synchronisation issues due to heterogeneous hardware
and real-time constraints. CPS environments often con-
sist of diverse hardware components. Ensuring seamless
integration and real-time data processing across these
heterogeneous platforms is complex. Synchronisation be-
comes particularly challenging when multiple sensors and
processing units work together to provide a coherent
and timely response. Variations in processing power, data
transfer rates, and latency can lead to discrepancies or
delays undermining the system’s overall performance.
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Addressing these issues requires sophisticated algorithms
and synchronisation protocols that can harmonise the op-
eration of different hardware components while meeting
stringent real-time constraints.

2) Optimisation difficulties related to balancing accuracy
and computational efficiency. ML models, particularly
deep learning architectures, often demand substantial
computational resources to achieve high accuracy. In
CPS, where real-time decision-making is crucial, strik-
ing a balance between model performance and com-
putational efficiency is essential. Resource-constrained
environments, such as embedded systems or edge devices,
may not have the capacity to run large models or handle
intensive computations. Therefore, optimising models to
deliver accurate predictions without overloading system
resources is a significant challenge. Techniques such as
model pruning, quantisation, and knowledge distillation
are commonly explored, but implementing them effec-
tively without compromising performance remains an
ongoing area of research.

3) Adaptation requirements to ensure robust performance
across varying environments and tasks. CPS often oper-
ates in dynamic and unpredictable environments where
conditions can change rapidly. For instance, an au-
tonomous vehicle must adapt to different weather condi-
tions, lighting variations, and traffic scenarios. Similarly,
industrial CPS must handle fluctuations in sensor data and
operational conditions. ML models trained in controlled
settings may struggle to maintain accuracy when faced
with such variability. This necessitates adaptive learning
strategies and robust models capable of generalising
across different tasks and environments. Techniques such
as transfer learning, online learning, and domain adapta-
tion are crucial, but integrating them into CPS without
causing disruptions or requiring constant retraining poses
significant challenges.

Addressing these challenges is essential for the effective
deployment of ML for CV in CPS, ensuring these systems can
operate reliably, efficiently, and safely in real-world applica-
tions. This paper explores potential solutions and innovations
aimed at overcoming these hurdles, paving the way for more
resilient and adaptable CPS architectures.

C. Objectives

We aim to synthesize existing research on ML techniques
for CV in CPS. This involves examining a wide range
of methodologies, including traditional approaches, advanced
deep learning architectures, and other methods, to understand
their applications, strengths, and limitations. The review will
cover various CV tasks relevant to CPS, such as object
detection, image classification, semantic segmentation, and
anomaly detection. By analysing existing literature, we in-
tend to highlight the most effective strategies, key mile-
stones, and technological advancements that have shaped
this interdisciplinary field. This synthesis will serve as a
foundation for understanding how ML-driven CV solutions
contribute to enhancing the functionality and reliability of

CPS across different domains, including autonomous vehi-
cles, smart manufacturing, and healthcare systems. Despite
significant progress, this review seeks to identify and analyse
existing gaps related to synchronisation, optimisation, and
adaptation. In terms of synchronisation, we will examine the
complexities of integrating heterogeneous hardware compo-
nents and maintaining real-time performance across diverse
CPS platforms. For optimisation, we will explore the trade-
offs between computational efficiency and model accuracy,
particularly in resource-constrained environments. Regarding
adaptation, we aim to uncover the limitations of current ML
models in handling dynamic and unpredictable environments,
where robust performance is essential. By systematically iden-
tifying these gaps, we hope to provide a clearer picture of the
unresolved issues that need to be addressed to enable more
effective and reliable ML-CV integration in CPS.

This review will propose future directions for research and
development in this interdisciplinary domain. The recommen-
dations will focus on key areas such as developing more
efficient and adaptable algorithms, enhancing real-time syn-
chronisation frameworks, and designing robust models capable
of operating under varying conditions. Additionally, we will
highlight the importance of interdisciplinary collaboration and
domain-specific experts in addressing these complex chal-
lenges holistically. Emerging trends, such as edge computing,
federated learning, and hybrid models combining symbolic
reasoning with neural networks, will also be discussed as
potential avenues for innovation. By outlining these future
directions, we aim to inspire further research and development
efforts, ultimately contributing to the evolution of smarter,
more efficient, and resilient CPSs.

D. Structure

The remainder of this article is organised as follows:
Chapter 2 outlines the systematic review process. Chapter
3 provides foundational knowledge on ML, CV, and CPS.
Chapter 4 synthesises key findings and identifies emerging
themes. Chapter 5 evaluates current research and explores
future opportunities. Finally, Chapter 6 offers practical insights
and Chapter 7 summarises the significance of the study. The
structure of this article is illustrated in Figure 1.

II. METHODOLOGY

A. Systematic Review Framework

The review follows a systematic framework, adhering to the
Preferred Reporting Items for Systematic Reviews and Meta-
Analyses (PRISMA) [1] guidelines, ensuring a thorough and
transparent evaluation of the relevant literature. The PRISMA
framework involves several critical steps, including developing
a detailed research protocol, conducting comprehensive and
reproducible literature searches across multiple databases, and
applying predefined inclusion and exclusion criteria for study
selection.

By adhering to these guidelines, the review minimises bias
and enhances reliability. The methodology involves a two-
phase screening process (title/abstract and full-text reviews)
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Fig. 1: Structure of the Article
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conducted by independent reviewers, and discrepancies re-
solved by consensus. Data extraction is performed using stan-
dardised forms to capture key study characteristics, findings,
and quality assessments. In addition, a PRISMA flow diagram
is presented to visually illustrate the search process, the
number of studies identified, screened, and included, as well
as the reasons for exclusions.

This systematic approach ensures comprehensive coverage
of the literature and facilitates transparency and replicability,
enabling other researchers to validate and build upon the
findings.

B. Search Strategy

When conducting academic research, we have used multiple
scholarly databases can ensure comprehensive coverage of
relevant literature. Databases like IEEE Xplore, SpringerLink,
Scopus, and Google Scholar provide unique advantages for
finding peer-reviewed articles and conference papers.

For the search process, the following keywords have been
used: Machine Learning, Computer Vision in Cyber-Physical
Systems, synchronisation in Machine Learning, and optimi-
sation and Adaptation of Computer Vision Algorithms. Start
by entering keywords into title/abstract and then into full-text
reviewers, we combine the keywords with AND or OR to
explore related works and access citations.

To consider the most recent works in the field, the search
period is limited between 2010 and 2024. However, in some
cases, it was necessary to use older preliminary references
to get an overview of all the basic notions and fully cover
the study’s topic. Only papers on ML for CV, emphasising
studies addressing synchronisation, optimisation, or adaptation
in CPS have been considered. Inclusion criteria focused on
peer-reviewed publications from 2010 to 2023, emphasising
studies addressing synchronisation, optimisation, or adaptation
in CPS.

C. Selection Process

Initially, keywords were entered into the title and abstract
search fields to identify articles directly addressing the core
research topics. Following this preliminary screening, full-text
reviews were conducted to assess the relevance and depth of
the selected works concerning our research objectives. Boolean
operators such as AND and OR were used to combine these
keywords, allowing us to refine searches, link interconnected
concepts, and identify relevant citations more effectively. By
strategically utilising comprehensive databases and systemati-
cally enhancing search methodologies, we aimed to construct a
robust overview of the current research landscape, highlighting
existing gaps and opportunities for future exploration.

To assess the quality and relevance of the studies, we utilised
established metrics such as citation impact and methodological
rigour. Additionally, we assigned a qualitative score ranging
from 0 to 5 to evaluate how effectively each study addressed
our research questions. A score of 5 indicated a strong
alignment between the study’s research question and ours,
without suggesting duplication. This scoring system provided
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Fig. 2: Distribution of the publications between 2015 and 2024

a structured framework for systematically evaluating the rele-
vance and comprehensiveness of each study within the context
of our research objectives.

The temporal distribution of the selected articles, shown in
Figure 2, reveals a notable upward trend, with a significant
surge in publications over the last two years. This trend
underscores the growing interest and rapid acceleration in
research focusing on ML algorithms for CV applications
within CPS.

D. Data Extraction

Data extraction involved identifying and recording key data
points critical to our studies for CV applications in CPS. The
first data category focused on ML models and architectures
utilised, including specific algorithms, frameworks, and design
patterns employed in the selected articles. This information
was vital for understanding the underlying computational
approaches and their suitability for CPS applications. Another
important area of focus was the synchronisation strategies
between ML algorithms and CPS hardware. This encompassed
methods to ensure smooth integration and coordination be-
tween the computational components of ML systems and
the physical processes controlled by CPS. Details included
timing mechanisms, communication protocols, and any co-
design considerations.

We also extracted information on optimisation techniques
for resource-constrained environments, emphasising strategies
used to adapt ML operations for hardware with limited com-
putational power, energy, or memory. These data points pro-
vided insights into practical implementations where resource
efficiency was a critical constraint.

Lastly, we gathered data on adaptation methods for dy-
namic operational contexts, which included techniques used
to modify or retrain ML models in response to changing
environmental conditions or system demands. This category
highlighted how studies addressed the challenges of real-time
adaptability and resilience in CPS applications. The search
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Fig. 3: Papers Search and Review Flowchart

article flow chart is shown in Figure 3. The literature selection
process is shown in Figure 4.

Collectively, these data points formed a comprehensive basis
to analyse trends, innovations, and gaps in CV application to
CPS, allowing for a robust evaluation of current methodologies
and their implications.

III. BACKGROUND

A. Overview of Cyber-physical Systems (CPS) and Computer
Vision (CV)

CPSs integrate computing elements with physical processes
to enable real-time monitoring and control. These systems
bridge the physical and digital worlds, driving advancements in
smart grids, autonomous vehicles, industrial automation, and
healthcare. Figure 5 illustrates CPS application domains.

The core components of CPS include:
• Sensors: collect data from the physical environment,

converting real-world information into digital signals.
Examples include temperature sensors, cameras, LIDAR,
GPS, and accelerometers. In CPS, sensors play a vital
role in:
– Monitoring environmental conditions (e.g., in smart

buildings).
– Detecting anomalies in industrial processes.

Fig. 4: PRISMA Flowchart Diagram of Literature Selection
Process

– Providing input for control decisions in autonomous
vehicles.

• Actuators: perform actions based on decisions made by
the computational units, transforming digital commands
into physical actions. They can control various devices,
such as motors, valves, or robotic arms. Key functions
include:
– Adjusting machinery operations in manufacturing.
– Steering autonomous vehicles based on sensor data.
– Regulating power distribution in smart grids.

• Computational Units: process sensor data, run control
algorithms, and send commands to actuators. They can
range from embedded microcontrollers to powerful cloud-
based systems. Functions include:
– Real-time data analysis.
– Running predictive models to anticipate system be-

haviours.
– Ensuring system security and reliability through robust

software protocols.
Recent advancements in edge computing, AI-driven vision,

and collaborative systems continue to extend CPS capabilities.
The functioning of CPS is grounded in real-time data from the
physical environment to guide decision-making and actions.
CV enhances CPS in the ways below:

1) Perception and Sensing: CV acts as the "eyes" of CPS,
gathering visual data through cameras and sensors. It is critical
for autonomous vehicles, drones, and industrial robots, where
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Fig. 5: CPS Domaines and Applications

vision algorithms extract features for object recognition, mo-
tion detection, depth estimation, and tracking to have real-time
scene understanding. An example application in autonomous
vehicles is that CV detects pedestrians, vehicles, traffic signals,
and road conditions to provide inputs for the control system.

2) Real-time Monitoring and Feedback: CPS relies on real-
time feedback from the physical environment to function
efficiently. Computer vision (CV) facilitates this by capturing
and interpreting visual data in real-time, enabling systems to
dynamically adjust their actions or decisions based on changes
in their surroundings. One of the defining features of CPS
is its real-time operation. In industrial environments, robots
continuously monitor production, identify flaws, optimise per-
formance, and anticipate potential issues to prevent malfunc-
tions. This minimises human intervention while enhancing
production speed. Similarly, CPS-enabled drones navigate and
avoid obstacles during deliveries, while smart home systems
automatically adjust lighting and temperature in response to
current conditions.

3) Autonomy and Decision Making: CPSs harness CV,
AI, and ML to enable autonomous decision-making. Vision
systems analyse large volumes of visual data, identify patterns,
and make independent decisions without human interven-
tion. For example, drones use vision-based navigation to au-
tonomously avoid obstacles and inspect critical infrastructure
such as bridges and power lines. In healthcare, CPS sup-
ports continuous patient monitoring through wearable devices,

robotic surgical tools, and advanced prosthetics, delivering ac-
curate and timely medical care. Similarly, smart grids optimise
energy efficiency by monitoring consumption and distributing
power more effectively, reducing waste and improving overall
resource management.

4) Safety and Surveillance: CV plays a vital role in safety
and security, particularly in smart cities and industries. Vision-
based systems can detect objects, identify faces or license
plates, and trigger alarms in response to suspicious activity.
Vision-enabled surveillance systems in smart grids monitor
critical infrastructure for breaches or abnormalities caused by
intrusions or equipment malfunctions. Self-driving cars also
depend on CPS to process vast amounts of data in real time,
enabling split-second decisions that enhance road safety.

5) Human-machine Interfaces: CV enables human-
machine interfaces by interpreting human gestures, motions,
or expressions, allowing systems to interact with humans
in real time. It is widely used in smart gadgets, healthcare,
and robotics. In healthcare, vision systems track patient
movements or facial expressions to monitor health conditions
or assist in physical therapy.

B. Machine Learning Techniques in CV

The following section explores commonly used ML models
in CV, highlighting their architectures, functionalities, and
applications:
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Fig. 6: Schematic diagram of a basic CNN architecture [2]

1) Convolutional Neural Networks (CNNs) for Image
Recognition: CNNs are cornerstones in computer vision,
designed specifically to handle grid-like data such as images.
Inspired by the human visual cortex, CNNs use a series of
convolutional layers to automatically and adaptively learn spa-
tial hierarchies of features from input images. These networks
apply filters (kernels) that slide over the image, detecting
patterns such as edges, textures, and complex objects at
different layers. CNNs are widely used for tasks such as image
classification, object detection, and semantic segmentation. A
schematic diagram of a basic CNN architecture is shown in
Figure 6 and key components of CNNs include:

• Convolutional Layers: These layers apply convolution
operations to the input image, using filters (or kernels)
to detect various features such as edges, textures, and
patterns.

• Activation Functions: After convolution, activation func-
tions are applied to introduce non-linearity, helping the
network learn more complex patterns.

• Pooling Layers: These layers reduce the dimensionality
of feature maps, preserving essential information while
minimising computational load and making the network
more robust to variations in input.

• Fully Connected Layers: After several convolutional and
pooling layers, these layers combine the features to make
predictions or classifications.

• Output Layer: The final layer usually uses a softmax
activation function to produce a probability distribution
over the possible classes, allowing the network to make
a prediction.

2) Recurrent Neural Networks (RNNs) for Sequential Data
Processing: While primarily designed for sequential or time-
series data, RNNs have found applications in computer vision,
particularly in tasks involving sequences of images or video
data. RNNs are unique in their ability to process sequences
by maintaining a hidden state that captures information about
previous elements in the sequence. This makes them effective
for modelling temporal dependencies, making them useful for
tasks like stock price prediction and weathering forecasting.
By analysing frames sequentially, RNNs can be used for
tasks like action recognition in videos. For instance, they can
process sequences of video frames to recognise activities (e.g.,
walking, running) or generate textual descriptions for images.

Figure 7 illustrates the variants of RNNs [3], accompanied

Fig. 7: Basic structure of the a) LSTM and b) GRU neural
networks. [3]

by their descriptions below:
• Long Short-Term Memory (LSTM): is a type of RNN

designed to address the vanishing gradient problem, al-
lowing them to capture long-term dependencies more
effectively.

• Gated Recurrent Unit (GRU): are a simplified version
of LSTMs that also help mitigate the vanishing gradient
problem while being computationally more efficient.

3) Transformer-Based Architectures for Advanced Feature
Extraction: Transformers, initially developed for natural lan-
guage processing (NLP), have transformed deep learning with
their attention mechanisms, enabling models to capture global
relationships within input sequences. In computer vision, ar-
chitectures such as the Vision Transformer (ViT) apply these
principles to image data, offering robust feature extraction and
representation capabilities. A view of the model is shown in
Figure 8 [4]. Transformer-based models perform exceptionally
well in tasks like image classification, object detection, and
segmentation. Their core concepts include the self-attention
mechanism and patch embedding. The self-attention mech-
anism allows models to assess the importance of different
image regions, capturing long-range dependencies and con-
textual relationships. Patch embedding converts an image into
a sequence of fixed-size patches, analogous to word tokens in
NLP.

C. Challenges in Synchronisation, Optimisation, and Adapta-
tion

Numerous applications [5], such as driverless cars, smart
cities, healthcare monitoring, industrial automation, and
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Fig. 8: A Vision Transformer Model [4]

robotics, become possible when CV and CPS are integrated.
However, this integration has several significant challenges,
especially when it comes to synchronising and optimising ma-
chine learning algorithms. These challenges are the following:

1) Synchronisation Challenges: CPS requires synchronisa-
tion since it involves several subsystems operating in real-time,
frequently in dispersed contexts. The following difficulties
arise while integrating a CV with CPS:

• Real-time Data Fusion: CV systems process visual data
alongside other sensors like LiDAR, RADAR, and ac-
celerometers. Poor decision-making may result from sys-
tem lags or timestamp misalignments.

• Latency in Decision Making: The processing of deep
learning-based CV algorithms is time-consuming, mak-
ing real-time synchronisation with CPS controls essen-
tial. Delays can compromise safety in systems like au-
tonomous vehicles and drones.

• Distributed Processing: Coordinating CV tasks among
nodes in a distributed CPS network is challenging, partic-
ularly while handling time-sensitive communications and
preserving system dependability.

2) Optimisation Challenges: Efficient CV algorithms are
crucial for real-world CPS applications, but optimising them
poses significant hurdles, including:

• Resource Constraints: Memory and processing power on
CPS devices, particularly edge devices, are frequently
constrained. Because deep learning models require many
resources, optimising them within these limitations might
be challenging.

• Model Efficiency: Techniques like model compression
and pruning are necessary to reduce the size and complex-
ity of neural networks for tasks such as object detection
and recognition on resource-constrained edge devices.

• Real-time optimisation: There is a trade-off between time
performance and accuracy, particularly challenging for
low-latency applications like autonomous navigation.

• Communication Bandwidth: In distributed CPS, effi-
ciently transmitting high-dimensional CV data requires

methods such as video compression and local processing
using edge computing.

3) Adaptation Challenges: CPS adopts flexible and adapt-
able CV algorithms under dynamic environments. Key chal-
lenges are the following:

• Dynamic Environments: CV algorithms must adapt con-
tinuously to changing conditions, such as variations in
lighting, weather, and the presence of new obstacles,
unlike static conditions.

• Transfer Learning and Domain Adaptation: It is challeng-
ing to adapt pre-trained models to new environments with
minimal retraining, such as when autonomous vehicles
move from urban to rural areas.

• Online Learning and Incremental Updates: CPS requires
real-time model updates without requiring full retraining,
which is computationally costly, due to continuous data
streaming.

• Handling Uncertainty and Noise: To ensure accurate
decision-making for managing noisy, incomplete, or un-
certain sensor data, the method should be robust.

The relevant techniques and methods identified in the ref-
erences to address these challenges are summarized in Table
I.

IV. RESULTS AND ANALYSIS

A. Key Findings

1) CNN: CNN plays a dominant role in CV applications
within CPS due to its specialized design for image analysis.
Its layered architecture is highly effective at automatically
learning patterns, features, and spatial hierarchies from images.
This capability makes CNN exceptionally well-suited for
image classification and object detection tasks.

CNN consists of several essential components: convolu-
tional layers, which extract local features and spatial hierar-
chies; pooling layers, which perform downsampling to reduce
dimensionality; and fully connected layers, which aggregate
global features and enable decision-making. To integrate these
elements, CNN uses flattening to convert the outputs of con-
volutional and pooling layers into a one-dimensional vector,
serving as input for the fully connected layers. The architecture
prioritizes parameter sharing, enabling efficient processing of
visual data.

Owing to its innovative design, CNN has become instru-
mental in advancing image processing. They are especially
powerful in visual understanding because of their ability to
extract and process spatial features. Its impact extends beyond
image processing to object detection, image classification,
and semantic segmentation tasks. In CPS which integrates
computational algorithms with physical processes, CNN pro-
vides the robust perception capabilities necessary for effective
environmental interaction, solidifying its role as a cornerstone
of modern CV. Table II illustrates recent CNN techniques for
CV applications.

Recent advancements in object detection and image classifi-
cations have focused heavily on different approaches, Region-
Based Convolutional Neural Networks (R-CNN), Residual
Networks (ResNet) and You Only Look Once (YOLO). These
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Challenges Reference Techniques/Methods
Real-time Data Fusion [6] A hybrid framework integrating an FCNx and an EKF

[7] Known templates method, using predefined patterns; An information-theoretic approach.
[8] LFF YOLO Network
[9] The digital twin architecture integrates the different modules.
[10] Multi-sensor fusion algorithms

Latency in Decision Making [8] LFF YOLO Network
[9] The publish-subscribe pattern architecture
[11] Parallel Algorithm for Multitarget Tracking
[12] Coordinate transformation or homography to map 2D face coordinates onto the 3D space

Distributed Processing [6] A hybrid framework integrating an FCNx and an EKF
[?] A distributed motion control system for reconfigurable manufacturing systems

Resource Constraints [13] Compressed MobileNet V3 Architecture
[14] Key optimisation techniques including distributed optimisation algorithms, gradient compression

Model Efficiency [15] Pruning: Removes unimportant connections; Quantisation: Huffman Coding: weight sharing
[10] Dynamic power management; Efficient algorithms; Hardware optimisation

Real-time optimisation [16] A hyperheuristic multi-objective evolutionary search method
[17] CNN for mobile computer vision systems
[14] Federated learning and neuromorphic computing

Communication Bandwidth [14] Communication-efficient algorithms, including Ring All Reduce and decentralized training methods
[10] Open communication protocols

Dynamic Environments [18] A physical-virtual interactive parallel light fields collection method
Transfer Learning and Domain
Adaptation

[19] Neural style transfer and GAN

[20] ResADM: a transfer-learning-based attack detection method
Online Learning and Incremental
Updates

[21] Model-Agnostic Meta-Learning and Conditional Neural Processes

Handling Uncertainty and Noise [22] Ensemble model

TABLE I: Relevant works that attempted to address Synchronisation, Optimisation and Adaptation challenges

methods are often benchmarked against datasets like Microsoft
COCO and ImageNet [35].

R-CNN is a two-stage object detection model. It generates
around 2,000 region proposals per image, resizes each, and
processes them through separate networks for feature extrac-
tion and classification [35]. To improve efficiency, regions with
significant overlap are discarded, keeping only the highest-
scoring classified regions. However, this approach is compu-
tationally intensive. To address this, Fast R-CNN and Faster
R-CNN were developed to streamline the process, reducing
processing time and improving accuracy.

Mask R-CNN, an extension of Faster R-CNN, adds a
branch for instance segmentation, enabling the prediction of
both bounding boxes and segmentation masks. This versatility
allows it to handle tasks beyond object detection, such as
human pose estimation while maintaining a relatively low
computational overhead. Mask R-CNN operates at about 5
frames per second (fps) and is adaptable for other applications
with minimal effort [27].

ResNet is a CNN architecture designed for feature ex-
traction and image classification, with a primary focus on
training deep neural networks efficiently without performance
degradation, such as vanishing gradients. It employs residual
learning with skip connections, enabling gradients to flow
directly through the network. This innovation makes very deep
networks, such as ResNet-50 and ResNet-101, both trainable
and efficient. ResNet is widely used for tasks like image
classification, image segmentation, and object detection, often
serving as a backbone in detection models.

YOLO is a single-stage detector optimised for speed, mak-
ing it ideal for real-time object detection. Unlike R-CNN,
YOLO processes the entire image in a single pass through one
network, generating fewer than 100 bounding box predictions
per image [35]. Although faster, YOLO tends to have a higher
localisation error than R-CNN but produces fewer background
false positives.

Several enhanced versions of the YOLO architecture, in-
cluding YOLOv2, YOLOv3, YOLOv4, and YOLOv5, have
been introduced to improve accuracy while retaining the high
speed required for real-time applications. Though generally
less accurate than Faster R-CNN, these versions are fast
enough to meet the demands of real-time systems such as
self-driving cars [36].

Other models, such as the Single Shot Multibox Detec-
tor (SSD), have been proposed as alternatives to YOLO,
offering improvements in the network’s backbone structure
[28]. Simultaneously, innovations like focal loss have been
introduced to replace traditional loss functions, enhancing
detection accuracy.

2) Federated Learning: Federated Learning (FL) holds
significant promise for synchronising distributed CPS nodes
because it trains models across multiple devices while keeping
data localized. This approach enhances privacy and minimises
the need for centralized data storage, a critical advantage for
sensitive applications.

CPS typically operates through a network of distributed
devices, such as sensors, actuators, and edge devices, spread
across various physical locations. FL enables these devices
to collaboratively train a shared model without centralising
data. By aggregating model updates instead of raw data, FL
supports decentralized architectures, aligning models across
nodes while maintaining data privacy.

Given that CPS involves distributed components requiring
seamless coordination, FL provides a privacy-preserving and
decentralized mechanism to synchronize these components
effectively. This ensures synchronized decision-making and
consistent behaviour across the entire CPS network. FL also
facilitates continuous learning, allowing devices to locally
update models and periodically synchronize them. Such capa-
bilities are crucial for real-time applications like autonomous
vehicles and industrial robotics.
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Reference CNN Techniques / Models Key Contributions Main Tasks / Application Domains Major Limitations
[23] U-Net architecture, Diffusion models,

Optical flow estimation, Image-to-image
models, and Frame interpolation

It manages imperfections in flow esti-
mation effectively and decoupled edit
propagate design

Local edits and short-video creation Dependence on the first frame and strug-
gle with highly complex or rapid mo-
tions

[24] ResNet, Dense Networks (DenseNet),
Generative Adversarial Networks
(GANs) and Multi-scale Networks

Advancing techniques Video object detection for medical
imaging, surveillance, and autonomous
driving

Artificial degradation may not apply to
real-world situations.

[6] Fully convolution neural network
(FCNx) for classification tasks and
ResNet for feature extraction

Hybrid multi-sensor fusion uses
encoder-decoder FCNx with extended
Kalman Filter for environmental
perception.

Environmental perception for
autonomous driving

Significant computational resources

[25] CNNs various model compression tech-
niques

Comprehensive review Mobile devices, edge computing, IoT
and embedded systems

A trade-off between computation and
performance

[17] CNNs on TensorFlow and TensorRT
platforms via parallelism

Comprehensive Latency Analysis,
Novel Measurement Techniques,
optimisation Strategies, and Latency-
Throughput Trade-Offs

Reducing latency in cloud gaming, op-
timising AR and VR delay applications
and strategies to object detection and
recognition models

Sensor Dependency and significant
computational resources

[26] Sparse Polynomial Regression and
Energy-Precision Ratio (EPR)

Predictive Framework: NeuralPower Mobile Devices, Data Centres, and em-
bedded systems

Specific GPU platforms and may not
generalize well to all hardware configu-
rations

[27] Mask R-CNN: Extends Faster R-CNN,
Region of Interest (RoI) Align, FCNs
for the mask prediction

Instance Segmentation, accuracy im-
provements in pose estimations

Object Detection and Segmentation, hu-
man pose estimations, AR applications

Significant computational resources,
performance depending on specific
applications and datasets

[28] Single Shot MultiBox Detector (SSD),
uses of default boxes and multiscale
feature maps in detecting objects

Unified framework: SSD for real-time
detection

real-time object detection for
autonomous driving, embedded
systems, and AR applications

Significant computational resources, not
well performance on very small objects

[29] DEtection TRansformer (DETR): Com-
bines a common CNN backbone with a
transformer architecture.

End-to-End Object Detection and Bipar-
tite Matching Loss

Object Detection in various applica-
tions: autonomous driving, surveillance,
and robotics.; and Panoptic Segmenta-
tion

Significant computational resources, not
well performance on very small objects

[30] Pre-trained CNN model for image
extraction and Truncated Gradient
Confidence-Weighted (TGCW) Model
for online classification

Improved accuracy and efficiency by
noise handling

Image classification in medical imaging
and personal credit evaluation

Significant computational resources and
noise sensitivity

[9] Preprocessing step using OpenCV,
YOLOv5 for real-time object detection

Integrated Framework for precise posi-
tion estimation and error levels below
1 degree and 3D rendering of vehicles
and their surroundings in digital twin
visualisation

Accurate position estimations inaccuracies in varying lighting or oc-
clusion scenarios

[31] 3D Coordinate Mapping and Hybrid Re-
ality Integration

Development of a Hybrid Reality-Based
Driving Testing Environment

Autonomous Driving Development and
extends to Internet of Vehicles

Reducing stability in higher frequency
and incomplete real-world testing

[18] Parallel light field platform, a data-
driven approach for self-occlusion and
inconsistency in viewpoints, colmap for
offline re-construction

Improvements in PSNR (Peak Signal-
to-Noise Ratio) and SSIM (Structural
Similarity Index Measure) metrics.

Applications requiring accurate 3D
modelling and relighting, such as virtual
reality, game development, and visual
effects

Variations in colour temperature affect-
ing 3D reconstruction and low-quality
reconstruction models

[32] Adaptive LFV coding and future inte-
gration with decentralized deep learning

balancing computation and communica-
tion latency to optimize performance

Enabling realistic digital twins, VR, AR
and IoT-driven applications

Processing in off-line, not well perform-
ing in dynamic lighting conditions and
occlusions

[33] Integration of Yolov7 for human pose
estimation and the DeepFace pre-trained
model for age, gender, and race estima-
tion

While Yolov7 performed well, the
DeepFace model fell short in accuracy

The task of estimating human height
from a single full-body image

Inaccurate performance in the DeepFace
model and only single image input

[34] EmoFusioNet, a deep fusion-based
model

EmoFusioNet uses stacked and late fu-
sion methods to ensure a color-neutral
ER system, achieving high accuracy

A real-time facial emotion-based secu-
rity

Underperformance for very dark-
skinned individuals due to poor
resolution of CMOS cameras

TABLE II: A Table for CNN Techniques of Computer Vision Applications

FL offers several advantages for CV applications in CPS
[37]. The following are some key advantages.

• Privacy Preservation: FL retains data on local devices,
sharing only model updates. This safeguards sensitive
visual data, such as surveillance footage or medical
records, addressing significant privacy concerns.

• Scalability: FL efficiently handles large-scale distributed
systems, making it ideal for extensive CPS networks with
numerous devices.

• Reduced Latency: Local data processing and updates
minimise communication overhead and latency compared
to centralized training methods.

• Heterogeneity Handling: FL can leverage adaptive ag-
gregation techniques and personalized models to address
the heterogeneity among nodes, ensuring synchronisation
is maintained even in diverse and resource-imbalanced
environments.

• Robustness and Adaptability: FL supports continuous
learning and adapts to new data, enhancing the robustness
of models in dynamic environments.

FL has two synchronisation techniques [38]. They are the
following.

• Synchronous FL: All nodes synchronize their updates
simultaneously, which can be challenging due to varying
computational capabilities and network conditions.

• Asynchronous FL: Nodes update the model indepen-
dently, offering more flexibility and efficiency but po-
tentially leading to stale updates.

FL faces several challenges that researchers are actively
working to address. Here are some of the key challenges.

• Non-IID Data: Data from different nodes may not be
identically distributed, which can affect model perfor-
mance. Techniques like data augmentation and domain
adaptation can help mitigate this issue. [39]
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• Communication Overhead: Efficient communication pro-
tocols and compression techniques are essential to reduce
the bandwidth required for model updates. [37]

• Model Heterogeneity: Different devices may have vary-
ing computational capabilities. Federated learning frame-
works need to account for this by using adaptive algo-
rithms that can handle heterogeneous environments. [37]

FL plays a pivotal role in CPS synchronisation by facilitat-
ing decentralized collaboration, real-time adaptation, preserva-
tion of privacy, and scalability. It enables distributed devices
to collaboratively train and synchronize models, effectively
addressing CPS-specific challenges. This ensures efficient,
reliable, and privacy-conscious coordination in modern smart
systems.

3) Meta-learning: Meta-learning in CV focuses on training
models that can quickly adapt to new visual tasks with
minimal data, computational effort, and dynamic scenarios.
This is particularly useful in CV applications where tasks vary
widely and data is scarce. Meta-learning techniques enable CV
models to excel at tasks with very little labelled data, such
as identifying new object classes from just a few examples.
Meta-learned models can extract broadly applicable features,
enabling rapid adaptation across diverse visual domains.

Meta-learning offers several techniques in the field of CV.
Here are some key techniques.

• Prototypical Networks: These networks address the prob-
lem of few-shot classification by enabling generalisation
to new classes with only a few examples per class. They
learn a metric space where classification is based on
distances to class prototype representations. They offer
a simpler inductive bias compared to other few-shot
learning methods, producing excellent results with limited
data. [40]

• Siamese Networks: These networks consist of twin neural
networks that share parameters and weights. They are
trained to maximize the distance between dissimilar pairs
and minimise the distance between similar pairs. which
consists of twin networks with shared weights trained to
map similar observations close together in feature space
and dissimilar ones farther apart. Experiments on cross-
domain datasets demonstrate the network’s ability to
handle forgery across various languages and handwriting
styles. [41]

• Model-Agnostic Meta-Learning (MAML): The MAML
algorithm is compatible with any model trained by gra-
dient descent, applicable to tasks such as classification,
regression, and reinforcement learning. The objective
is to train a model on diverse tasks to generalize to
new tasks with minimal training samples. This method
optimises model parameters to enable rapid adaptation
with just a few gradient steps on new tasks, making the
model easy to fine-tune. MAML achieves state-of-the-
art performance on few-shot image classification bench-
marks, delivers strong results in few-shot regression, and
accelerates fine-tuning in policy gradient reinforcement
learning. [42]

• Memory-augmented models: These models, such as Neu-
ral Turing Machines (NTMs), can enhance the efficient

incorporation of new information without relearning their
parameters by quickly encoding and retrieving new in-
formation. They can quickly assimilate data and predict
accurately with only a few samples. Santoro et al., 2016
[43] introduce a novel method for accessing external
memory that focuses on memory content, eliminating
the dependence on location-based mechanisms used in
previous approaches.

Meta-learning offers several advantages in the field of CV.
The following are some key benefits.

• Fast Adaptation: Meta-learning enables models to quickly
adapt to new tasks with minimal data. It is critical for
dynamic applications, such as autonomous vehicles or
drones operating in changing environments.

• Data Efficiency: By leveraging prior knowledge from
related tasks, meta-learning reduces the need for extensive
training data. This efficiency is crucial in applications like
medical imaging, where annotated data is often scarce.

• Cross-Domain Learning: Meta-learning helps models
generalize better across different tasks and domains. That
facilitates adaptation across domains, such as transfer-
ring knowledge from medical imaging to aerial imagery.
Google Vizier includes features such as transfer learning,
which allow models to use knowledge from previously
optimised tasks to accelerate and enhance the optimisa-
tion of new ones [44].

• Personalisation: Meta-learning adapts models to individ-
ual preferences or environments, such as tailoring AR
applications for unique users.

Meta-learning has numerous applications in CV to improve
model performance and adaptability across various tasks. Here
are some prominent examples.

• Image Classification: Meta-learning algorithms can
quickly adapt to classify new categories of images with
minimal data, and quickly recognize unseen classes in
few-shot or zero-shot settings.

• Object Detection and Tracking: By leveraging prior
knowledge, meta-learning models can enhance object
detection and tracking capabilities, making them more
robust to variations in the visual environment.

• Image Segmentation: Meta-learning can improve the per-
formance of image segmentation tasks, where the goal is
to partition an image into meaningful segments. This is
particularly useful in medical imaging and autonomous
driving.

• Facial Recognition: Meta-learning techniques can be used
to develop facial recognition systems that adapt quickly to
new faces with limited training data, enhancing security
and personalisation applications.

• Pose Estimation: Meta-learning can be applied to pose
estimation tasks, where the model needs to predict the
pose of objects or humans in images. This is useful in
the fields of robotics and augmented reality.

• Scene Understanding: Meta-learning allows CV systems
to interpret new or unseen scenes for applications such
as navigation or augmented reality (AR).
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Meta-learning in CV faces several challenges that re-
searchers are actively striving to overcome. Here are some
notable challenges.

• Scalability: Meta-learning algorithms often struggle with
scalability when applied to large-scale datasets and high-
dimensional data typical for CV tasks. Efficiently scaling
these algorithms while maintaining performance is a
significant challenge.

• Generalisation: Ensuring that meta-learning models gen-
eralize well across a wide range of tasks and domains
is difficult. Models trained on specific tasks may not
perform well on unseen tasks, highlighting the need for
better generalisation techniques.

• Computational Complexity: Meta-learning methods can
be computationally intensive, requiring significant re-
sources for training and adaptation. This complexity can
limit their practical application, especially in resource-
constrained environments.

• Data Efficiency: When meta-learning aims to be data-
efficient, achieving this in practice can be challenging.
Models often require a careful balance between lever-
aging prior knowledge and adapting to new data with
minimal samples.

• Task Diversity: The diversity of tasks used during meta-
training is crucial for the model’s ability to generalize.
However, creating a sufficiently diverse set of tasks that
accurately represent real-world scenarios is challenging.

• Optimisation Stability: Ensuring stable and efficient opti-
misation during the meta-training phase is another chal-
lenge. Meta-learning models can be sensitive to hyperpa-
rameters and the choice of optimisation algorithms.

• Interpretability: Meta-learning models, especially those
based on deep learning, can be difficult to interpret.
Understanding how these models make decisions and
adapt to new tasks is important for trust and transparency.

B. Themes and Categories

1) Synchronisation Strategies: Synchronisation refers to
aligning the timing and interaction between various subsys-
tems, sensors, and actuators within a CPS. In the context of
ML-based computer vision, a list of synchronisation strategies
is the following:

• Timestamping: Timestamping involves attaching precise
time metadata to each data packet as it is generated,
enabling the alignment and correlation of data streams
from heterogeneous sources. Yang and Kupferschmidt
[45] implement timestamp synchronisation specifically
for video and audio signals, demonstrating its effec-
tiveness. This approach is typically simpler and less
computationally intensive compared to more complex
synchronisation methods.

• Sensor Fusion: This technique is widely used in em-
bedded systems to integrate data from multiple sensors,
providing a more accurate and reliable representation of
the environment. It is commonly applied in areas such as
autonomous vehicles, robotics, and wearable devices. [?]

introduce a real-time hybrid multi-sensor fusion frame-
work that combines data from cameras, LiDAR, and
radar to enhance environment perception tasks, including
road segmentation, obstacle detection, and tracking. The
framework employs a Fully Convolutional Neural Net-
work (FCN) for road detection and an Extended Kalman
Filter (EKF) for state estimation. Designed to be cost-
effective, lightweight, modular, and robust, the approach
achieves real-time efficiency while delivering superior
performance in road segmentation, obstacle detection, and
tracking. Evaluated on 3,000 scenes and real vehicles, it
outperforms existing benchmark models.
Moreover, Robyns et al. [9] demonstrate how to commu-
nicate from the physical system to the digital twin for vi-
sualising the industrial operation by using Unreal Engine.
The digital twin features a modular architecture based
on the publish-subscribe pattern, enabling the integration
of multiple data processing modules from heterogeneous
data streams.

• Real-time task scheduling: This technique involves or-
chestrating machine learning and computer vision tasks to
ensure timely and reliable operations. CPS applications,
such as autonomous vehicles, robotics, and smart manu-
facturing, demand low-latency, high-accuracy processing
while operating under strict deadlines and resource con-
straints as illustrated in Figure 9.
Inside the figure, it is often hard to neatly separate some
machine learning techniques or technologies into just one
category: Synchronisation, Optimisation, or Adaptation.
Many methods operate across multiple dimensions simul-
taneously, especially as systems become more complex,
distributed, and real-time.

• The Interplay Between Synchronisation, Optimisation,
and Adaptation: This is pivotal for the seamless operation
of ML-based CV in CPS.
– Synchronisation and Optimisation: Efficient synchroni-

sation reduces redundant computations and data trans-
missions, thereby optimising resource usage.

– Synchronisation and Adaptation: Timely synchronized
data streams enable models to adapt quickly to envi-
ronmental changes, enhancing responsiveness.

– Optimisation and Adaptation: Optimized models with
reduced complexity facilitate faster adaptation to new
data, ensuring real-time performance.

By integrating these components, CPS can achieve higher
levels of autonomy, efficiency, and resilience, essential for
applications like autonomous vehicles, smart manufactur-
ing, and intelligent surveillance.
Techniques like federated learning in [46] have grown
in scope, adopting strategies from all three areas. [46]
proposed a reinforcement learning-based federated train-
ing scheme for object detection that involves synchro-
nisation through the edge server’s use of a shared Q-
table, which coordinates and accelerates policy decisions
across multiple mobile devices. This approach optimizes
device selection and training data management to bal-
ance energy consumption, detection accuracy, and latency
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while reducing communication overhead in mobile edge
computing. Additionally, the scheme adapts dynamically
to varying channel conditions, prior training results, and
the presence of jamming attacks by adjusting training
policies on each device. This adaptability enhances the
robustness and effectiveness of computer vision model
training in challenging, real-world environments.
Hu et al. [47] propose a framework to enhance the
efficiency of AI-based perception systems in applications
like autonomous drones and vehicles. The framework
focuses on prioritising the processing of critical image re-
gions, such as foreground objects, while de-emphasising
less significant background areas. This strategy optimizes
the use of limited computational resources. The study
leverages real LiDAR measurements for rapid image seg-
mentation, enabling the identification of critical regions
without requiring a perfect sensor. By resizing images,
the framework balances accuracy and execution time, of-
fering a flexible approach to handling less important input
areas. This method avoids the extremes of full-resolution
processing or completely discarding data. Experiments
are conducted on an AI-embedded platform with real-
world driving data to validate the framework’s practicality
and efficiency.

2) Optimisation Approaches: Balancing computational ef-
ficiency and accuracy is a critical challenge when applying
ML techniques to CV within CPS. CPS systems are often
constrained by limited computational resources (such as low-
power embedded devices), real-time processing requirements,
and the need for high accuracy in tasks like object detection,
tracking, segmentation, and decision-making. Below are sev-
eral optimisation approaches that can help strike a balance
between these competing demands:

• Model Compression Techniques: Techniques [25] such
as pruning, quantisation, knowledge distillation, low-rank
factorisation, and transfer learning are applied to reduce
the size of deep learning models without sacrificing
significant performance. This is particularly critical for
edge devices and CPS with limited hardware resources
[48] and [13].
– Pruning: Reducing the number of neurons or connec-

tions in a neural network by removing weights that
have little influence on the output. This decreases the
size of the model, making it computationally more
efficient without significantly sacrificing accuracy.

– Quantisation: Reducing the precision of the weights
and activations in the model, from 32-bit floating-point
to 8-bit integer or even binary. This leads to reduced
memory footprint and faster computation, especially on
specialised hardware (like FPGAs and GPUs).

– Deep compression: Han, Mao, and Dally [15] introduce
"deep compression", a three-stage pipeline (pruning,
quantisation, and Huffman coding) designed to reduce
the storage and computational demands of neural net-
works, enabling deployment on resource-constrained
embedded systems. Pruning removes unnecessary con-
nections, reducing the number of connections by 9×

to 13×. Quantisation enforces weight sharing, reducing
the representation of each connection from 32 bits to as
few as 5 bits. Huffman coding further compresses the
quantised weights. Experiments on AlexNet showed a
35× reduction in weight storage, with VGG-16 and
LeNet achieving 49× and 39× reductions, respectively,
while maintaining accuracy. This compression enables
these networks to fit into the on-chip SRAM cache,
significantly reducing energy consumption compared
to off-chip DRAM access. The approach enhances
the feasibility of deploying complex neural networks
in mobile applications by addressing storage, energy
efficiency, and download bandwidth constraints.

– Knowledge Distillation: A process where a smaller,
less complex "student" model learns to approximate
the outputs of a larger, more complex "teacher" model.
This can yield a more computationally efficient model
with a similar accuracy. Hinton, Vinyals, and Dean
[49] demonstrate the effectiveness of distillation, suc-
cessfully transferring knowledge from ensembles or
highly regularised large models into a smaller model.
On MNIST, this method works well even when the
distilled model’s training set lacks examples of cer-
tain classes. For deep acoustic models, such as those
used in Android voice search, nearly all performance
gains from ensembles can be distilled into a single,
similarly sized neural net, making deployment more
practical. For very large neural networks, performance
can be further improved by training specialist models
that handle highly confusable class clusters. However,
distilling the knowledge from these specialists back
into a single large model remains an open challenge.
This approach highlights the potential of distillation
to balance performance and efficiency in machine
learning systems.

– Low-rank factorisation - This reduces the number of
parameters in deep learning models by approximating
weight matrices with lower-rank matrices. This tech-
nique helps compress models and speed up training
and inference. Cai et al. [50] propose a joint function
optimisation framework to integrate low-rank matrix
factorisation and a linear compression function into a
unified optimisation approach, designed to reduce the
number of parameters in DNNs, computational and
storage costs, while preserving or enhancing model
accuracy.

– Transfer learning is a machine learning method that
involves reusing a model trained on one task to solve
a related task. This approach allows the model to
leverage its prior knowledge, enabling it to learn new
tasks effectively even with limited data. In CPS appli-
cations, transfer learning minimises the need for ex-
tensive manual labelling by transferring insights from
similar domains. By utilising models pre-trained on
large-scale datasets (e.g., ImageNet) as a foundation,
transfer learning avoids the need for training from
scratch. Fine-tuning only a few layers enables CPS
systems to adapt quickly to new tasks or environments,
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Fig. 9: Framework for Synchronisation, Optimisation and Adaptation in Computer Vision in CPS

significantly reducing computational costs.
– Lightweight Architectures: Use specialised architec-

tures designed for efficiency while maintaining good
accuracy. These include models like MobileNet and
EfficientNet, which are designed to run efficiently on
resource-constrained devices.

Bird et al. [16] explore unsupervised transfer learning
between Electroencephalography (EEG) and Electromyo-
graphy (EMG) using both MLP and CNN approaches.
The models were trained with fixed hyperparameters
and a limited set of network topologies determined
through a multi-objective evolutionary search. Identical
mathematical features were extracted to ensure com-
patibility between the networks. Their research demon-
strates the application of cross-domain transfer learning
in human-machine interaction systems, significantly re-
ducing computational costs compared to training models
from scratch.
– MobileNet is a class of efficient models designed for

mobile and embedded vision applications. Howard et
al. [51] utilise a streamlined architecture with depth-
wise separable convolutions to create lightweight deep
neural networks. Two global hyperparameters are intro-
duced to balance latency and accuracy, enabling model
customisation based on application constraints. Exten-
sive experiments show that MobileNets perform well
compared to other popular models on ImageNet clas-
sification. Their effectiveness is demonstrated across
diverse applications, including object detection, fine-

grain classification, face attribute analysis, and large-
scale geo-localisation.

– EfficientNets are a family of CNNs designed to achieve
high accuracy with significantly improved computa-
tional efficiency. They were introduced as a solution
to the challenge of scaling CNNs while balancing
resource usage and performance. Tan and Li [52]
propose a compound scaling method, a simple and
effective approach for systematically scaling up a base-
line CNN while maintaining efficiency under resource
constraints. Using this method, the EfficientNet mod-
els achieve state-of-the-art accuracy with significantly
fewer parameters and FLOPS, and high performance
on both ImageNet and five transfer learning datasets,
demonstrating their scalability and efficiency.

• Hardware Acceleration and optimisation: The method of-
ten involves leveraging parallelism (e.g., through graphics
processing units (GPUs) or specialised hardware like ten-
sor processing units (TPUs)) or optimising the inference
pipeline to speed up processing as illustrated in Figure
10.
Since 2015, distributed-memory architectures with GPU
acceleration have become the standard for machine learn-
ing workloads due to their growing computational de-
mands [48]. Maier et al. [11] depicts a GPU implemen-
tation of the parallel auction algorithm, optimised for both
open computing language (OpenCL) and compute unified
device architecture (CUDA) environments, which reduces
memory usage and increases speed compared to previous
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Fig. 10: A Overview of the Proposed Framework.

implementations, making it ideal for embedded systems
with large problem sizes. Experimental results across two
GPUs and six datasets show a best-case speedup of 1.7x,
with an average speedup of 1.24x across platforms. Addi-
tionally, this approach meets strict real-time requirements,
especially for large-scale problems, as demonstrated in
sensor-based sorting applications. However, optimisation
is further constrained by fixed initial parameters, such as
GPU architecture or model accuracy, limiting flexibility
for future adjustments. Different GPUs deliver varied
performance depending on factors such aslike batch size
and execution context. Achieving optimal performance
requires careful balancing trade-offs between accuracy,
throughput, and latency [17].
To illustrate the trade-off between accuracy, latency,
and throughput, we refer to the SNN performance with
different time steps (T) with VGG16 on CIFAR-10 in
[53]. Figure 11 shown in [53] shows the relationship
between SNN accuracy and sparsity across various time

window sizes for training the network for 100 epochs
with a learning rate 1e-2. The figure demonstrates that
increasing the time window size from 4 to 8 enhances
the model’s accuracy. A larger T allows neurons more
time to integrate input spikes, leading to more precise
outputs. This improvement in accuracy comes at the
cost of increased latency, as the model requires more
time steps to process each input. As latency increases
with larger T values, throughput decreases. This inverse
relationship means that while the model’s accuracy in-
creases, it processes fewer inputs in the same amount
of time, which limits its usefulness in real-time appli-
cations. As a result, increasing T improves accuracy,
latency, and energy consumption; enhancing sparsity can
mitigate energy costs but may affect accuracy. Therefore,
optimising SNNs involves carefully tuning T and sparsity
to meet specific application requirements for accuracy,
throughput, and latency.

• Data Augmentation: Data augmentation involves apply-
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Fig. 11: SNN performance with different T with VGG16 on
CIFAR-10 [53]

ing various transformations (such as rotation, scaling,
and cropping) to the training dataset, thereby artificially
expanding its size and diversity. This approach helps
enhance the performance of smaller models. In many real-
world scenarios, collecting sufficient training data can
be challenging. Data augmentation [54] addresses this
issue by increasing the volume, quality, and variety of the
training data. Techniques for augmentation include deep
learning-based strategies, feature-level modifications, and
meta-learning approaches, as well as data synthesis meth-
ods using 3D graphics modelling, neural rendering, and
generative adversarial networks (GANs).
– Deeply Learned Augmentation Strategies: These tech-

niques use deep learning models to generate augmenta-
tions automatically, improving the diversity and quality
of the data. Neural networks are employed to create
realistic data variations, thus enhancing the model’s
robustness.

– Feature-level Augmentation: This method modifies
specific features of the data, rather than the raw image
itself. Common operations include changing attributes
like contrast, brightness, or texture. Such adjustments
can improve the model’s ability to generalise across
different scenarios.

– Meta-learning-based Augmentation: Meta-learning ap-
proaches focus on learning how to generate useful
augmentations based on the characteristics of the data.
These methods aim to optimise the augmentation strat-
egy itself, improving the model’s learning efficiency
across various tasks.

– Data Synthesis Methods: These involve generating syn-
thetic data through techniques like 3D graphics mod-
elling. This approach creates realistic data variations,
which is particularly useful for simulating rare or hard-
to-capture events in real-world scenarios.

– Neural Rendering: This technique uses neural networks
to generate images from 3D models or abstract repre-
sentations, producing realistic augmentations that can

improve the diversity and realism of the training data.
– Generative Adversarial Networks (GANs): GANs are

employed to create synthetic data by training two
competing networks—the generator and the discrim-
inator. The generator produces new images, while the
discriminator evaluates their authenticity. GANs can
generate highly realistic augmentations, significantly
boosting the dataset’s diversity.

• Edge Computing: This paradigm involves moving com-
putational tasks closer to the data source, such as on
embedded devices at the network’s edge. By processing
data locally, edge computing reduces the latency associ-
ated with transmitting data to and from remote servers,
enabling real-time responses critical for applications like
autonomous navigation and real-time surveillance. This
approach also conserves bandwidth and enhances data
privacy. Significant improvements in latency and through-
put have been observed when deploying trained networks
on mobile devices and remote servers [17].
Deng et al. [55] expand the scope of edge computing
by integrating it with AI into a concept called Edge
Intelligence, categorized into AI for Edge and AI on
Edge:
– AI for Edge: Utilizes AI technologies to address key

challenges in edge computing, such as optimising re-
source allocation, reducing latency, and managing data
efficiently.

– AI on Edge: Focuses on performing the entire AI life-
cycle, including model training and inference, directly
on edge devices.

In distributed learning, the model is trained collabora-
tively across multiple edge devices, with only model
updates—rather than raw data—being transmitted to a
central server. This approach reduces communication
bandwidth requirements and enhances data privacy. Tron
and Vidal [56] demonstrate the application of distributed
computer vision algorithms, highlighting that the stor-
age requirements at each node depend solely on local
data and remain constant irrespective of the number of
cameras involved. For accelerating deep learning training,
integrating distributed architectures with techniques such
as gradient compression and adaptive learning rates is
essential [14].

3) Adaptation Mechanisms: CPSs often operate in dynamic
and unpredictable environments. Machine learning models
must be adaptable to new conditions or evolving system
requirements. Here are key adaptation mechanisms to ensure
robust performance:

• Data-driven Adaptation: This approach involves lever-
aging data to enable models or systems to adjust and
optimise their performance in response to dynamic con-
ditions or specific challenges. In Shen et al.’s studies [18],
the parallel light field platform supports the collection of
realistic datasets that capture diverse lighting conditions,
material properties, and geometric details. These datasets
empower data-driven adaptation by providing models
with inputs that closely mimic real-world scenarios, en-



17

suring robust generalisation across varying environments.
To handle self-occlusion, the conditional visibility mod-
ule adopts a data-driven strategy, dynamically computing
visibility along rays based on input viewpoints. Instead
of relying on predefined rules, the module learns and
predicts visibility directly from data, enabling it to adapt
effectively to diverse viewing conditions. Moreover, data-
driven techniques are applied to address specular reflec-
tion challenges and depth inconsistencies, showcasing the
system’s capability to adapt to complexities arising from
changing viewpoints. These adaptations, powered by data,
enhance the model’s ability to adjust predictions under
varying environmental and geometric conditions.
Another example is presented in Kaur et al.’s article [19],
where data augmentation techniques are used to generate
variations in the dataset, allowing models to learn from
a wide range of scenarios. This helps models adapt to
unseen conditions during inference. The techniques dis-
cussed include Geometric Transformations, Photometric
Transformations, Random Occlusion, and Deep Learning-
based Approaches. The choice of augmentation methods
depends on the nature of the dataset, the problem domain,
and the number of training samples available for each
class.

• Online Learning: This approach involves continuously
updating a model with new labelled or pseudo-labelled
data collected during deployment. In machine learning,
models must learn and adapt in real time as fresh data
becomes available. This is especially crucial in CPS
where the system must adjust to changes such as varying
lighting conditions for cameras or evolving cybersecu-
rity threats. Implementing online learning in production
environments typically requires several steps: debugging
offline, continuous model evaluation, managing data drift,
performing regular offline retraining, using efficient algo-
rithms, ensuring data quality, having a rollback plan, and
applying incremental updates [21].
For online learning, Hu et al. [30] introduce the pre-
trained Truncated Gradient Confidence-weighted (Pt-
TGCW) model, which combines offline and online learn-
ing techniques for tasks like image classification. This
model highlights the effectiveness of incremental learning
approaches. Additionally, Lu et al. [57] propose Passive-
Aggressive Active (PAA) learning algorithms, which
update models using misclassified instances and lever-
age correctly classified examples with low confidence.
Their methods enhance performance across various online
learning tasks, including binary and multi-class classifi-
cation.

• Transfer Learning: This approach involves leveraging pre-
trained models on large datasets and fine-tuning them for
specific tasks, utilising existing knowledge to improve
robustness. In CPS, models trained on one dataset may
need to be adapted to different environments or contexts.
TL enables this adaptation by fine-tuning pre-trained
models with smaller, task-specific datasets, making it
easier to adjust models to new situations. This is particu-
larly important in CPS, where models must be trained in

one context and then applied to another. For instance,
Wang et al. [20] propose a transfer-learning approach
for detecting attacks in CPS using a Residual Network
(ResNet). Their method refines source model parameters
through an intentional sampling technique, constructing
distinct sample sets for each class and extracting relevant
features from attack behaviours. This approach results in
a robust network capable of accurately detecting attacks
across different CPS environments.

• Ensemble Methods: The method combines multiple mod-
els to enhance prediction accuracy and reliability, ad-
dressing the weaknesses of individual models. The en-
semble model proposed by Tahir et al. [22] incorpo-
rates diverse architectures (MobileNetV2, Vgg16, Incep-
tionV3, and ResNet50), each capable of adapting to
different features or patterns within the dataset. These
models may excel in recognising distinct aspects of the
data, and their combination allows the system to handle
a wider range of scenarios and data variations, such
as differences in X-ray image quality or fracture types.
By aggregating predictions from multiple models, the
ensemble approach adapts to changes in data quality and
characteristics, improving robustness and generalisation.
This is particularly important when working with medical
datasets like Mura-v1.1, where data can vary in terms of
noise, resolution, and imaging conditions. Preprocessing
techniques such as histogram equalisation and feature
extraction using Global Average Pooling further support
adaptation, helping the model adjust to variations in
image quality. These methods ensure that the model
can effectively handle different input characteristics. The
combination of diverse architectures and preprocessing
techniques in the ensemble model enhances its adaptabil-
ity, robustness, and accuracy, which is crucial for reliable
performance in the complex and variable field of medical
image analysis.

• Adversarial Training: This technique enhances the
model’s robustness by making it more resistant to small,
intentional perturbations in the input data that could
otherwise lead to misclassifications. By generating ad-
versarial examples [58] and incorporating them into the
training process, the model learns to recognize and cor-
rectly classify inputs that would typically confuse it, thus
improving its generalisation capability. This approach
provides insights into how neural networks can adapt to
better resist adversarial perturbations, ultimately strength-
ening their robustness. By using adversarial examples
during training, the model becomes more adaptable to a
wider range of input variations, making it more resilient
and capable of generalising effectively across different
datasets, architectures, and training conditions.
Another example [59] involves handling adversarial
perturbations through randomized smoothing, which
strengthens a model’s robustness against adversarial at-
tacks by adding Gaussian noise to the input data. This
technique ensures the model is "certifiably robust" to
adversarial perturbations, enabling it to maintain reli-
able performance even when confronted with modified
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inputs. Training the model with both original and noise-
augmented data enhances its capacity to generalize across
varied conditions, including adversarial scenarios. This
adaptation process equips the model to handle a broader
range of input variations, increasing its resilience to
unforeseen changes in data distribution. As a formal adap-
tation technique, randomized smoothing ensures stability
and high performance, even under adversarial conditions.
By incorporating noise during training, this method sig-
nificantly bolsters the model’s ability to manage adver-
sarial inputs, enhancing its robustness and generalisation
in challenging environments.

• Federated Learning: In distributed CPS, where devices are
spread across different locations (e.g., smart cities, indus-
trial IoT), FL allows individual devices to train models
locally and share updates, improving model performance
across the system without centralising sensitive data.
In Himeur’s article [37], FL is used to distribute com-
putational tasks across multiple clients, alleviating the
load on central servers and enabling collaborative ma-
chine learning while ensuring data privacy. FL employs
various aggregation methods, such as averaging, Progres-
sive Fourier, and FedGKT while incorporating privacy-
preserving technologies like Secure Multi-Party Com-
putation (MPC), differential privacy, and homomorphic
encryption to safeguard sensitive information. Despite its
advantages, FL in Computer Vision (CV) encounters sev-
eral challenges, including high communication overhead,
diverse device capabilities, and issues related to non-IID
(non-independent and identically distributed) data, com-
plicating model training and performance consistency.
To lower resource constraints, Jiang et al. [60] introduce a
Federated Local Differential Privacy scheme, named Fed-
MPS (Federated Model Parameter Selection). Fed-MPS
employs a parameter selection algorithm based on update
direction consistency to address the limited resource issue
in CPS environments. This method selectively extracts
parameters that improve model accuracy during training
while simultaneously reducing communication overhead.

C. A Practical Case Study - A Smart Surveillance System

1) Motivation: This subsection reviews a proposed frame-
work that captures the evolution and current capabilities of a
modern surveillance system designed to monitor environments
in real time for security, safety, and operational intelligence.
These systems are increasingly deployed across a variety of
domains, including public spaces, transportation hubs, indus-
trial facilities, and smart cities. In the context of this study, the
focus is on an open car park with approximately 50 parking
spaces within a university. For such a system to function
effectively and ethically, it must address a range of technical,
operational, and societal challenges. [61]:

• Real-Time Distributed Architectures: Modern surveil-
lance often requires rapid decision making in multiple
locations. Low-latency data collection, real-time process-
ing, and communication in a distributed system require
robust coordination between edge devices, cloud infras-

tructure, and control units, especially under bandwidth
and resource constraints.

• Awareness and Intelligence: Surveillance systems must
move beyond passive monitoring to active interpreta-
tion of scenes. This includes contextual understanding,
anomaly detection, and behaviour prediction using AI and
ML. The challenge lies in integrating these intelligent ca-
pabilities without overwhelming computational resources
or compromising privacy.

• Video Analysis Limitations: Traditional video analytics
struggles in low-light conditions, high-speed scenarios,
or scenes with occlusions and noise. They also often rely
heavily on high-bandwidth video streams. Overcoming
these issues requires more adaptive sensing techniques,
such as event-based cameras or multimodal sensor fusion.

• Energy Efficiency in Remote Sensors: Designing energy-
efficient sensing, computation, and communication pro-
tocols is essential for sustained deployment without fre-
quent maintenance.

• Scalability: As surveillance networks grow in size and
complexity, maintaining consistent performance, data in-
tegrity, and manageability becomes increasingly difficult.
Scalable architectures must support the seamless inte-
gration of new sensors, load balancing, and adaptive
processing without introducing bottlenecks.
Referring to Figure 8, the optical detection system com-
prises event cameras, RGB cameras, and LiDAR, which
form a complementary multimodal sensing strategy. Each
sensor modality contributes distinct, non-overlapping in-
formation. For example, RGB cameras capture rich color
details, LiDAR provides precise spatial depth, and event
cameras offer a high temporal resolution. When these
data streams are effectively fused, they significantly en-
hance the robustness and accuracy of perception systems,
particularly in challenging conditions such as complete
darkness or heavy rain.

2) Physical Entities:

• RGB Cameras are the core of a visual monitoring sys-
tem. Its clear and easily understood images are helpful,
especially those with high resolution and fast frame
rates. However, its performance drops significantly in
challenging situations like nighttime, rain, fog, or snow.

• Event Cameras are bio-inspired sensors that detect bright-
ness changes asynchronously at each pixel. Each pixel op-
erates independently, continuously monitoring the scene
and triggering an event whenever the brightness change
exceeds a predefined threshold. This results in a con-
tinuous stream of events, providing a dynamic, sparse
representation of visual information [62]. Compared to
conventional cameras, event-based sensors offer several
advantages, including high temporal resolution, wide dy-
namic range, low latency, low power consumption, and
reduced motion blur—beneficial for tasks such as object
reconstruction, segmentation, and recognition [63], [64],
[62], [65].
However, event cameras can be sensitive to noise, es-
pecially in low-light situations. In fast-changing scenes,
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they can produce a very high number of events, leading
to large data loads. Snowflakes or raindrops can create
many false events, making it hard to detect real moving
objects [66].

• LiDAR (Light Detection and Ranging) is a sensing
technology that uses laser pulses to measure distance
and create detailed 3D maps of the environment. When
combined with cameras in surveillance systems, LiDAR
adds precise depth information to the colour and detail
that cameras provide. This combination improves how we
see, understand, and respond to what’s happening in an
area.
The main benefits of using LiDAR with cameras are as
follows [67]:
– Better 3D awareness: LiDAR accurately measures

depth, helping build a clear 3D map. When combined
with camera images, this gives a more complete pic-
ture, making it easier to detect and understand what’s
in the scene.

– Improved Object Recognition: By using both LiDAR’s
shape and distance data along with a camera’s visual
detail, it becomes easier to tell different objects apart
and reduce false alarms.

– Works in the Dark and Bad Weather: LiDAR doesn’t
rely on light, so it works well at night or in dark areas.
It also performs better than cameras in fog, smoke, or
rain.

– Smart Alerts: LiDAR can be used to set up virtual
fences or tripwires. If something crosses them, the
system can send an alert automatically.

However, in low-visibility conditions, such as fog, LiDAR
measurements degrade more than those from regular
cameras because the laser pulses travel twice the distance,
increasing the chances of scattering and attenuation.

• Computer Systems: A system can leverage parallelism
through graphics GPU/TPU/optimising for both OpenCL
and CUDA environments to reduce memory usage and
increase speed, making it ideal for embedded systems.
[48], [11] The operating system used is Ubuntu 24.04
LTS with the popular deep learning framework PyTorch.

• Outputs: Visualisation screens

3) Cyber World:
• Data Fusion and Synchronisation

– RGB camera-LiDAR calibration: The calibration is
achieved by identifying the extrinsic parameters that
maximize the mutual information between the two
modalities. This optimisation can be carried out using
standard tools in SciPy [66].

– Event camera-LiDAR calibration: [68] proposed a
novel method to calibrate the extrinsic parameters
between a dyad of an event camera and a LiDAR
without the need for a calibration board or other
equipment. From the event camera, edges are obtained
by accumulating events over time and applying edge
detection filters. From LiDAR, geometric edge features
are extracted by identifying sharp changes in depth
(e.g., using surface normals or curvature). The method

matches the edge features across the two modalities
(event images and LiDAR projections) based on spa-
tial alignment. The objective is to find the extrinsic
parameters that best align the edges of both sensors.

– Extrinsic calibration: While the RGB-LiDAR and
event-LiDAR calibrations can be performed separately,
an additional constraint is introduced to enforce con-
sistency by incorporating the extrinsic transformation
between the event camera and the RGB camera. This
transformation is obtained through standard stereo cali-
bration techniques, such as those available in OpenCV.
By using a checkerboard visible in both cameras’ fields
of view, we estimate their relative pose by minimising
the reprojection error. The resulting extrinsic are then
applied as a constraint in a joint mutual information
(MI) optimisation framework, where we aim to maxi-
mize the MI between the aligned sensor data [66].

– RGB Cameras: [69] proposed a novel subframe syn-
chronisation technique for multicamera systems by
interpolating between frames, allowing the system to
estimate what a camera would have captured at any
precise point in time, even between actual recorded
frames. This ensures much tighter temporal alignment
across cameras, which is critical for applications like
3D reconstruction, motion capture, and scientific anal-
ysis of fast phenomena.

– Synchronisation: LiDAR is synced using PTP with
software timestamping. Similarly, the RGB camera is
programmed to be a PTP slave and additionally sends
a trigger signal to the event camera at the start of data
acquisition. The event camera receives the synthetic
event from the RGB camera, which marks at the start
time [66].

• Architecture: The proposed architecture is shown in Fig-
ure 12.
– MobileNetV3: It serves as a robust and efficient

backbone architecture for the surveillance system. Its
lightweight design, incorporating depthwise separa-
ble convolutions and NAS, makes it highly suitable
for real-time inference on edge devices [70]. When
integrated with SSD, MobileNetV3 enhances object
detection by combining its high-level feature extraction
with SSD’s fast, one-shot bounding box prediction,
ensuring speed and accuracy [71], [72].

– Real-time Pixel-wise Estimation Flow (RPEFlow): To
support reliable object tracking across video frames,
RPEFlow is integrated into the detection pipeline
because it provides dense motion vectors that help
maintain object identity through occlusions or rapid
movements, enabling consistent object association and
precise motion trajectory estimation [73].

– Contextual Understanding and Enhancement Network
(CUE-Net): It is employed for anomaly detection,
leveraging spatial appearance and temporal motion
cues. It receives fused inputs from MobileNetV3-
SSD detections and RPEFlow’s motion stream to de-
tect irregular behaviours such as sudden movements,
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Fig. 12: Proposed Architecture Design

crowding, or violent actions. Its ability to process
spatiotemporal features enables real-time recognition
of abnormal activities, enhancing situational awareness
and proactive threat response [71].

– SSD: The bounding boxes produced by SSD un-
dergo post-processing via a Kalman filter bank. This
lightweight and efficient tracker predicts future ob-
ject positions based on motion dynamics, manages
occlusions and missed detections through probabilistic
estimation, and reduces false positives, resulting in
smoother and more reliable object tracking [72].

• Optimisation
– MobileNetV3: It incorporates several key optimisations

to enhance performance in resource-constrained envi-
ronments. It utilizes depthwise separable convolutions
to significantly reduce computational load, squeeze-
and-excitation (SE) modules to recalibrate channel-
wise feature importance, and NAS to balance accuracy
and latency effectively for real-time applications [70].
RPEFlow contributes by generating dense optical flow
through real-time pixel-wise motion estimation, opti-
mized for the temporal domain. It is designed for low-
latency execution on edge devices, requiring minimal
computational resources due to its reduced parameter
footprint [73].

– SSD: It enhances object detection by dividing the input
image into a grid and applying multiscale default an-

chor boxes to capture objects of various sizes. Through
its convolutional layers, SSD predicts both the object
class and its bounding box location in a single forward
pass, ensuring fast detection [72].

– Kalman filter: It optimizes the tracking algorithm by
predicting future positions of detected objects based on
their velocity and motion patterns. It also helps reduce
false positives and maintain accurate object tracking,
especially during occlusion or brief detection failures
[73].
Additionally, a scalable edge-to-cloud architecture al-
lows models to run efficiently on edge devices for real-
time operation while leveraging cloud resources for
periodic retraining and long-term performance optimi-
sation.

• Adaptation
– MobileNetV3 + SSD: MobileNetV3 can be pre-trained

on large-scale general-purpose datasets and subse-
quently fine-tuned using domain-specific surveillance
footage to improve object recognition accuracy within
targeted environments. The model supports dynamic
input scaling and incremental retraining, enabling it to
adapt over time to new object classes, evolving visual
patterns, or changing surveillance contexts. When com-
bined with the SSD, MobileNetV3 supports adaptive
object detection by leveraging SSD’s default anchor
boxes at multiple scales and aspect ratios, effectively
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identifying objects of various sizes in complex scenes
[72]. SSD’s performance can be further refined through
feedback loops or active learning mechanisms, allow-
ing the system to improve detection accuracy with
minimal manual supervision.

– RPEFlow: It plays a crucial role in motion analysis
by providing real-time, frame-wise dense optical flow,
which is particularly useful in scenarios involving
variable lighting, occlusions, or low visibility [73]. Its
adaptive capability ensures robust motion estimation
and consistent object tracking even under dynamic en-
vironmental changes. In parallel, CUE-Net is designed
for anomaly detection, learning appearance features
and motion dynamics to identify irregular or suspicious
behaviours in surveillance footage. It employs weakly
supervised learning, minimising the need for extensive
labelled datasets, and supports domain adaptation to
maintain performance across different surveillance set-
tings.
At the system level, machine learning adaptation is
further enhanced through sensor fusion strategies. In-
puts from RGB cameras, LiDAR, and event-based sen-
sors are dynamically weighted based on environmental
conditions [73]. For example, LiDAR and event data
during nighttime or in low-light situations are highly
preferable. Temporal adaptation is also implemented,
with the system learning behavioural baselines over
time and adjusting anomaly detection thresholds ac-
cordingly.

4) Evaluation Metrics: Despite the growing interest in
applying ML to CV within CPS, there is currently no stan-
dardized procedure universally accepted for evaluating such
models. This absence of standardization presents significant
challenges in objectively assessing and comparing ML-based
surveillance systems within CPS contexts. In response to the
design criteria outlined in our motivation, we propose a multi-
faceted evaluation framework tailored to ML-based surveil-
lance systems, with a particular focus on their integration into
CPS environments. This approach is informed by reviewing
some relevant articles [74], [75], [76], [77], [78], and is
intended to provide a structured basis for a comprehensive
and consistent assessment.

• Object and anomaly detections: To evaluate these detec-
tion capabilities of the CV, we utilize a set of standard-
ized quantitative metrics in conjunction with benchmark
datasets such as MS COCO and OpenImages. The core
evaluation metrics are as follows: [79], [80]
– Precision: It measures how many of the predicted

positive detections (e.g. detected objects) are correct.
It is defined as:

Precision =
True Positives (TP)

TP + False Positives (FP)

High precision indicates a low false positive rate.
In surveillance, this means fewer false alarms from
incorrectly detected objects.

– Recall: It quantifies how many of the actual positives
are correctly detected by the model. It is defined as:

Recall =
TP

TP + False Negatives (FP)

High recall ensures the system misses as few real
objects as possible.

– F1-Score: It is the harmonic mean of precision and
recall, balancing both metrics:

F1 = 2 x
Precision x Recall
Precision + Recall

It is especially useful when there is an uneven class
distribution or when both false positives and false
negatives are important.

– Accuracy: It shows how well the model performs. It is
defined as:

Accuracy =
TP + TN

TP + TN + FP + FN
– Intersection over Union (IOU): It is used to measure

the overlap between a predicted bounding box and the
ground truth box:

IoU =
Area of Overlap
Area of Union

A higher IoU value means the prediction is more
accurate. In evaluation, a threshold (>0.5) is often
defined as a "correct" detection.

– Mean Average Precision (mAP): It summarises the
precision-recall curve across different IoU thresholds
and object classes. It is computed as:

mAP =
1
N

𝑁∑︁
𝑖=1

𝐴𝑃𝑖

It reflects both the localisation and classification per-
formance of an object detection system.

• System-level performance
– Latency Measurement: Latency is defined as the time

elapsed between the acquisition of an input (e.g., an
image, video frame, or event stream) and the generation
of the corresponding system output (such as object
detection, anomaly alert, or visual feedback). It is a
critical metric for evaluating the responsiveness of real-
time surveillance systems. Latency can be measured in
two main ways: End-to-end latency, which captures the
total time from sensor input to final system output; and
component-level latency, which isolates the processing
time of individual modules (e.g., sensor capture, pre-
processing, inference, and output rendering). Accurate
measurement of both types helps identify bottlenecks
and optimize system performance [70].

– Processing Speed: Processing speed refers to the rate
at which the surveillance system can handle input data,
typically measured in frames per second (FPS) for
image and video streams or points per second for
point cloud data. This metric indicates the system’s
capacity to maintain real-time operation under varying
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workloads. [81] demonstrated a comparative imple-
mentation of processing speed in different perception
models, highlighting its importance in evaluating real-
time performance for safety-critical applications such
as autonomous driving and surveillance.

– Throughput: It refers to the total volume of data that the
surveillance system can process per second. Reflects
the overall data handling capacity of the system under
operational conditions. [73] demonstrated throughput-
aware optimisation for multisensor systems.

• Scalability: It refers to the system’s capacity to sustain ac-
ceptable performance as deployment parameters expand,
such as the number of integrated sensors, the size of
the monitored area, the volume of concurrently tracked
objects, or increasing computational demands.
– Sensor Scalability: To assess sensor scalability, we

progressively increase the number of input sources
(ranging from 2 to 20 cameras or LiDAR units) and
measure key performance indicators such as system
latency, frame rate (frames per second), and throughput
under each configuration. This evaluation reveals the
system’s capability to handle additional sensory input
without significant degradation in performance.

– Network Scalability: It is evaluated by monitoring
the system bandwidth usage as the data transmission
scales of the sensor. Tools such as NetHogs can be
used to analyze real-time bandwidth consumption as
demonstrated in [82].

• Robustness: It assesses the system’s ability to sustain
functional performance under adverse or variable condi-
tions, such as poor lighting, sensor degradation, network
interruptions, or adversarial inputs.
– Synchronisation Robustness: It is primarily designed to

test the synchronisation between two video sequences.
The method aims to calculate a matching score be-
tween 0 and 1 for each pair of frames from two
videos, creating a matching matrix (Matching Frame)
and (Delay Estimation) using the matching matrix to
estimate the delay between the video sequences by
analyzing the pattern of highest matching scores across
frames in [83].

– Corruption Robustness: To enhance resilience against
visual corruptions, two augmentation strategies are ap-
plied: (1) replacing each training image with a stylized
version; and (2) augmenting the dataset by including
stylized variants alongside the original images. This
approach, shown to improve robustness in object de-
tection tasks, follows the methodology outlined in [84]
and [76].

– Robust Perception Under Adverse Conditions: To eval-
uate perception robustness in challenging environments
(e.g. rain, fog, and low lighting), the following pro-
cedures in [85] are adopted: (1) Data Augmentation
via Unpaired Image-to-Image (I2I) Synthesis; (2) Two-
Branch Architecture Design: Implement a generalized
two-branch network that processes both the original
and the I2I-enhanced images; (3) Comparative Anal-

ysis: Conduct a comprehensive performance analysis
across three configurations—image enhancement only,
augmentation only, and the combined two-branch ar-
chitecture—to assess their effectiveness in improving
robust perception.

• Security Evaluation: It involves a comprehensive assess-
ment of how effectively the system safeguards against
unauthorized access, data breaches, and malicious ma-
nipulation.
– Physical Security Measures: It is the first line of de-

fence and includes robust housing for sensors, cables,
and computing infrastructure to protect them from
environmental factors and tampering. Access control
must be enforced through controlled physical access
zones, complemented by visible signage to deter unau-
thorized entry and ensure clear surveillance coverage.

– Data Protection and Privacy: The system must im-
plement role-based access control to restrict sensitive
data access to authorized personnel only. Multifactor
authentication adds an essential layer of security for
system access. Sensitive data should be securely stored,
managed according to defined retention policies, and
deleted when no longer needed. To protect the in-
tegrity and confidentiality of data in transit, end-to-
end encryption should be adopted across video streams,
sensor data, and command signals. Audit logs should
be maintained and regularly reviewed to detect and
respond to unauthorized access attempts.

V. DISCUSSIONS

A. Critical Evaluation

1) Increased Focus on Real-Time Performance:
• Synchronisation of Data Streams

– Time Synchronisation: Accurate time synchronisation
with stringent latency is essential for real-time CV
applications in CPS, where multiple sensors, devices,
and processing units must operate cohesively. The
Flooding Time Synchronisation Protocol (FTSP) [86]
is designed for distributed environments in real-time,
aiming to minimise synchronisation errors between
multiple nodes and achieve tighter timing accuracy.
However, this approach can introduce significant com-
munication overhead, leading to network congestion
and increased energy consumption.
To address these challenges, [12] demonstrates that an
event-based consensus clock synchronisation scheme
incorporating a low pass filter and a novel event-
triggered mechanism can effectively reduce commu-
nication overhead. Furthermore, [87] explores various
asynchronous time synchronisation protocols across
different applications to improve FTSP scalability,
adaptability, latency, and accuracy.
Moreover, integrating FTSP with techniques such as
data compression, prediction algorithms, and data ag-
gregation, can further improve its efficiency [88].
For wired connection networks, IEEE 1588 Precision
Time Protocol (PTP) is specifically designed for high-
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precision synchronisation in industrial automation and
robotics. [89] demonstrates that a multi-domain PTP
system design can effectively mitigate network faults,
ensuring reliable real-time control.
For lightweight synchronisation algorithms in CPS
applications, the Collaborative Siamese Network
(CoSiNeT) is a state-of-the-art method for handling
network packet delay variations in industrial envi-
ronments with constrained hardware and software re-
sources [90].

– Real-time Data Fusion: [6] demonstrates that a fusion
framework combining FCNx with EKF provides a cost-
effective, lightweight, modular, and robust solution for
real-time road detection, including road segmentation,
obstacle detection, and tracking in autonomous vehi-
cles equipped with LiDAR, camera, and radar sensors.
In industrial applications such as recycling, mining,
and food processing, the auction algorithm [11] out-
performs traditional multi-target tracking methods for
sensor-based sorting.

– Edge Computing: Recent advancements in edge com-
puting focus on processing data locally to reduce
latency and enhance real-time inference. However,
operations across distributed nodes can lead to in-
consistencies due to time drift. To address this, time
synchronisation-aware edge-end collaborative network
routing management (TSA-RM) in [91] optimizes rout-
ing to minimise the weighted sum of the model training
loss function and delay. This approach ensures coherent
and timely data processing while balancing training
loss and latency.
Balancing real-time performance with energy effi-
ciency remains a key challenge for embedded vision
hardware. Research in [92] on energy-aware edge com-
puting indicates that offloading computational tasks to
edge servers can significantly reduce power consump-
tion while maintaining low latency. This strategy is
particularly advantageous for mobile and embedded de-
vices in autonomous systems, where energy resources
are constrained.

• Optimisation of ML Models
– Model Compression: Real-time optimisation tech-

niques are designed to reduce computational demands
while addressing the scalability and complexity of
neural networks. Model compression methods [15],
[49], [50] have been effective in simplifying neural
architectures, while lightweight architectures [51], [52]
provide efficient solutions for real-time inference.

– Hardware acceleration: Specialized hardware accel-
erators, including parallel and distributed capabili-
ties, are pivotal for enhancing performance and ef-
ficiency. GPU-based implementations [11], [17] op-
timize performance by minimising latency and in-
creasing throughput. As scalable ML models evolve,
the shift toward specialized hardware has accelerated.
TPUs, designed for tensor operations, optimize large-
scale, low-precision computations, while FPGAs offer

reconfigurable logic for real-time tasks in industrial au-
tomation and robotics. ASICs provide ultra-low latency
and high throughput for dedicated applications but lack
flexibility and require high initial investment.
Each hardware accelerator presents trade-offs in
throughput, precision, power consumption, and area
[93]. The industry is transitioning beyond GPU-centric
approaches, leveraging a diverse array of specialized
chips. Approaches like COSMOS (Coordination of
High-Level Synthesis and Memory Optimisation for
Hardware Accelerators) utilize Pareto-optimal imple-
mentations to balance these trade-offs, reducing com-
putational overhead and optimising energy efficiency
[94].

– Other Techniques: Edge computing reduces latency
by processing data locally, minimising the dependence
on centralized servers while enhancing efficiency and
data privacy [55], [95]. Real-time data augmentation
dynamically transforms data during preprocessing, op-
timising it for run-time processing [54], [19].
To further reduce computational overhead in video pro-
cessing, frame-skipping techniques selectively process
key frames instead of running deep learning models on
every frame. This leverages the temporal correlation
between consecutive frames, ensuring minimal perfor-
mance loss while significantly improving efficiency.
For instance, FrameHopper [96] employs a reinforce-
ment learning-based approach to determine optimal
frame skip lengths, balancing detection accuracy with
reduced processing load.
Similarly, adaptive sampling strategies dynamically ad-
just the sampling rate based on the complexity of the
scene or the motion patterns. Methods like MGSampler
[97] optimize sampling by prioritising frames contain-
ing significant changes, reducing redundant computa-
tions while preserving critical information for object
detection and tracking. These techniques collectively
improve real-time performance in resource-constrained
environments, making them vital for edge-based com-
puter vision applications in CPS.

• Adaptation to Dynamic Environments
– Model-Agnostic Meta-Learning (MAML): It is a meta-

learning technique designed to enable machine learning
models to adapt quickly to new tasks with minimal
training data, particularly effective in few-shot image
classification and object detection [42].

– Domain Adaptation: In many CPS applications, the
visual environment is non-stationary. For instance, an
autonomous vehicle must handle variations in light-
ing and weather. A domain-adaptive object detection
framework in [98] can address performance degrada-
tion in adverse weather under foggy and rainy condi-
tions. The approach includes image-level and object-
level adaptations to minimise domain gaps in image
style and object appearance. Additionally, a novel
adversarial gradient reversal layer enhances model ro-
bustness by mining hard examples, while an auxiliary
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domain through data augmentation enforces domain-
level metric regularisation.
[99] introduces the Gated Image-Adaptive Network

(GIANet), a novel framework that enhances low-light
images and clusters bounding boxes effectively.

– Online Continual Learning: This approach allows mod-
els to adapt to new tasks or data distributions without
catastrophic forgetting. Methods such as Elastic Weight
Consolidation (EWC) [100], [101] or memory replay
mechanisms [102] help preserve previously learned
knowledge while integrating new information, devel-
oping models capable of real-time adaptation.

– Transfer Learning: Fine-tuning pre-trained models on
a small subset of new data helps the model quickly
adapt to new tasks or environments. Techniques such
as few-shot learning can be particularly valuable when
only limited new data is available.

2) Hybrid Approaches:

• Digital Twin (DT): This approach integrates physical
and virtual optimisation layers that emerge as powerful
approaches to improve system efficiency and robustness
in CPS. These methods leverage the strengths of both the
physical domain (e.g., real-world sensors, actuators, and
processes) and the virtual domain (e.g., simulations, pre-
dictive algorithms, and digital twins) to create a cohesive
and adaptive system.
A bio-inspired LIDA (Learning Intelligent Distribution
Agent) cognitive-based DT architecture [103] facilitates
unmanned maintenance of machine tools by enabling
self-construction, self-evaluation, and self-optimisation.
This architecture provides valuable insights into im-
plementing real-time monitoring in dynamic production
environments.
In the manufacturing industry, DT enhances flexibility
and efficiency while addressing safety and reliability chal-
lenges in collaborative tasks between human operators
and heavy machinery. They enable accurate detection
and action classification under diverse conditions, as
demonstrated in studies [12], [9]. Another prominent
application involves an Autonomous Driving test system
under hybrid reality [31], which improves efficiency,
reduces costs, and enhances safety, offering a robust
solution for autonomous driving development.
However, the continuous data transmission from the
physical world to the virtual DT system must demand
extensive wireless resources. A continual reinforcement
learning algorithm in [104] can learn a stable policy
across historical experiences to quickly adapt to physical
states and network capacity dynamics, optimising the
digital twin synchronisation.
Nevertheless, the current state of DT technology often
requires offline system halts for model updates, with
implementations depending on backends that enforce
strict data exchange constraints. To overcome these lim-
itations, the CoTwin framework [105] introduces a dy-
namic approach that enables online model refinement
in CPS without operational disruptions. By leveraging

a blockchain-based collaborative space for secure data
management and integrating neural network algorithms
for fast, time-sensitive execution, this framework ensures
stable and efficient performance. Additionally, it meets
the stringent temporal requirements of CPS, providing a
significant advantage in industrial applications.

• Hybrid Optimisation Algorithms: Integrating classical
optimisation techniques with cutting-edge ML models
offers a powerful approach to tackling complex chal-
lenges in CPS. For example, real-time tracking demands
significant computational resources, posing challenges for
deployment in resource-constrained environments. [106]
addresses this by combining a classical optical flow
algorithm with a deep learning model, striking a balance
between accuracy and efficiency. Designed for human-
crowd tracking, this method effectively reduces computa-
tional costs while maintaining high tracking performance.
Similarly, [107] presents a hybrid approach for real-time
object tracking and classification in real time, merg-
ing frame-based and event-based methods. This strategy
enables real-time performance on embedded platforms
without compromising accuracy, making it well-suited for
energy-efficient applications.

• Integration with Transformer: Transformers utilize self-
attention mechanisms [108] to capture global contextual
information in images, unlike CNNs, which process them
locally. With compression techniques and hardware accel-
eration, transformers can achieve faster and more efficient
decision-making in resource-constrained environments.
For instance, [109] optimizes the ARM Keyword Trans-
former (KWT) on a RISC-V platform, achieving a 5×
speedup and power reduction for edge devices. Similarly,
[110] employs distinct quantisation and approximation
strategies in Softmax and LayerNorm, enhancing energy
and area efficiency for end-to-end inference on GPU and
ASIC platforms.

3) Human-in-the-loop: Human-in-the-loop is a prominent
approach in CPS, particularly in areas where human decision-
making, oversight, or intervention is essential. By integrating
humans into the control loop, this approach enables real-time
interaction, supervision, and system adjustments driven by
human input. While challenging to implement, advancements
in digital technologies have greatly facilitated this integra-
tion. Studies [111], [112], [113] emphasize the importance
of human involvement in the control loop, showcasing its
benefits in real-time system interaction and adaptability. This
methodology is crucial for various manufacturing applications,
such as assembly tasks, quality control, decision-making sup-
port, and health risk assessments, ensuring enhanced safety,
flexibility, and operational efficiency. Moreover, the human-
in-the-loop paradigm extends to other fields like decentralized
traffic merging and highway lane merging systems [114],
where it significantly improves system performance and safety
outcomes.

4) Standardized Benchmarks: CPS applications require
precise synchronisation and robust optimisation to function
effectively. However, developing standardized benchmarks for
evaluating and comparing CPS solutions poses significant
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challenges. Below is a discussion of the key challenges and
their consequences.

• Diversity in Application Requirements: CPS applications
have highly varied requirements in terms of latency, fault
tolerance, and real-time responsiveness. For example,
autonomous driving systems require low latency and
strict real-time synchronisation [24], whereas construc-
tion operations prioritize robustness and fault tolerance
[9]. These differences make it difficult to create universal
benchmarks that address the needs of all domains effec-
tively.

• Heterogeneous Architectures: CPS systems involve a
complex mix of hardware, software, and communication
protocols. Variability in processing speeds, sensor ac-
curacies, and network latencies requires synchronisation
and optimisation solutions customized to diverse archi-
tectures. Standard benchmarks often fail to account for
these architectural disparities.

• Dynamic Operating Environments: CPS must perform
reliably in environments with unpredictable changes,
such as varying workloads, communication delays, and
environmental disturbances. Creating benchmarks that
accurately simulate such dynamic conditions is a complex
and resource-intensive task that makes standardisation
challenging.

The following implications will be produced.
• Inconsistent Performance Metrics: Without common

benchmarks, researchers and practitioners rely on ad
hoc evaluation methods. This inconsistency makes it
challenging to compare the efficiency, scalability, and ef-
fectiveness of different synchronisation and optimisation
techniques.

• Limited Reproducibility: The absence of standardized
frameworks impedes reproducibility, as the experimental
setup and evaluation criteria vary widely between studies.
This inconsistency hinders progress in developing reliable
CPS solutions.

• Barriers to Collaboration: Standardized benchmarks fos-
ter collaboration by providing a shared foundation for
evaluating CPS technologies. Without them, it becomes
difficult for researchers, engineers, and domain experts to
collaborate effectively within a cohesive ecosystem.

• Challenges in Real-World Applications: Many CPS ap-
plications, such as automotive systems and smart grids,
require rigorous testing and validation to meet safety
and performance standards. The lack of standardized
benchmarks hampers this process, potentially affecting
system reliability and trustworthiness.

Addressing the challenges outlined above would enable con-
sistent performance evaluation, promote reproducibility, and
encourage collaboration between disciplines. In addition, es-
tablishing robust benchmarks would improve the reliability
and safety of CPS in real-world applications, contributing to
the development of reliable and efficient systems.

5) Ethical and Societal Implications: The integration of
ML-driven CV solutions into CPS presents a range of ethical
and societal challenges that extend beyond technical perfor-

mance. These challenges encompass legal, ethical, and social
dimensions.

• Privacy Infringement
– Implication: ML-based CV systems often process im-

ages and video data that can identify individuals in both
public and private spaces. These images are frequently
collected without explicit consent, raising ethical con-
cerns regarding the unauthorized use of personal data.
Even when datasets are anonymized, there remains a
significant risk of re-identification through advanced
analytical techniques, particularly when combined with
other data sources [115]. This presents substantial
threats to individual privacy [116].

– Mitigation: To address these concerns, policies and
implementation practices must prioritize obtaining ex-
plicit consent from individuals before data collection,
especially in sensitive environments. In cases where
direct consent is impractical, visible signage, opt-out
mechanisms, or public notifications should be provided
to ensure transparency. Developers and system opera-
tors should adopt strong privacy frameworks grounded
in informed consent and apply advanced anonymisa-
tion techniques when consent is not feasible. These
anonymisation methods must be regularly updated to
keep pace with emerging re-identification techniques
[115]. In addition, encryption-based approaches offer
further protection. Homomorphic Encryption allows
computations on encrypted data without the need
for decryption, while Secure Multiparty Computation
(SMC) enables multiple users to collaboratively com-
pute a function without revealing their data [117]. Fi-
nally, privacy-by-design principles should be integrated
throughout the system’s lifecycle, ensuring minimal
data collection, transparency in data usage, and rig-
orous safeguards against misuse.

• Algorithmic Bias and Discrimination
– Implications: CV systems trained on biased datasets

can result in unfair outcomes such as misclassification
or discriminatory treatment based on race, gender, or
age. These datasets often encode societal biases, which
are inadvertently learned and propagated by machine
learning models. As a result, marginalized communities
may face disproportionate harm, especially when these
technologies are used in surveillance applications that
operate without individuals’ knowledge or consent,
infringing on civil liberties. Furthermore, CV models
may detect statistically valid but non-causal patterns,
leading to incorrect or misleading conclusions. The
effectiveness and fairness of these systems are heavily
dependent on the quality and integrity of their training
data. When the data is incomplete, outdated, or unrep-
resentative, the resulting models will inevitably reflect
and amplify these deficiencies [118].

– Mitigation: Addressing these challenges requires a
multi-pronged approach. First, datasets should be care-
fully curated to ensure diversity and adequate repre-
sentation of all demographic groups. Second, routine
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algorithmic audits using fairness metrics must be con-
ducted to monitor and mitigate biased outcomes. Third,
embedding explainability into the model design is es-
sential to promote transparency, enabling stakeholders
to interpret decisions and identify potential bias [117].
Moreover, involving ethicists, domain experts, and
representatives from affected communities throughout
the development lifecycle ensures that ethical consid-
erations are prioritized and embedded from the outset
[118].

• Safety and Adversarial Vulnerabilities
– Implications: ML-driven CV systems are highly sensi-

tive to data distribution shifts, adversarial inputs, and
environmental variability, which can lead to unsafe or
unintended decisions [119]. Overreliance on automated
CV systems risks reducing essential human oversight,
potentially leading to unchecked system behaviour in
critical scenarios. These systems are also vulnerable
to spoofing, tampering, and adversarial attacks, such
as adversarial examples crafted to deceive neural net-
works into misclassifying objects, posing severe se-
curity risks [116]. Furthermore, the growing use of
generative technologies capable of producing hyper-
realistic yet fabricated audiovisual content introduces
serious threats to democratic processes, including elec-
tion manipulation and the erosion of public trust.

– Mitigation: Enhancing the resilience of ML-driven CV
systems requires integrating adversarial training and
developing robust detection mechanisms to identify
and neutralize spoofing or tampering attempts. Critical
applications should maintain meaningful human-in-the-
loop oversight to safeguard against over-automation
and preserve accountability. Additionally, ethical sys-
tem design must include built-in fail-safes and strong
authentication protocols to prevent the malicious use of
synthetic media, such as deepfakes, thereby protecting
both individual rights and societal stability.

• Labour Displacement and Job Restructuring
– Implications: The integration of automated CV tech-

nologies into CPS (such as in retail checkout, quality
control, and industrial inspection) poses a significant
risk of displacing both manual and cognitive labour.
While early automation concerns centred on physical
jobs, generative AI now threatens knowledge-based
professions across all educational levels. Increasingly,
robots are performing roles in security, food service,
and logistics, while AI is capable of completing tasks
historically assigned to radiologists, software devel-
opers, designers, and journalists. Although automa-
tion can enhance efficiency and productivity, it also
risks driving down wages and reducing employment
opportunities, especially in the absence of adequate
retraining infrastructure. The lack of robust vocational
training and career transition programs further com-
pounds the vulnerability of the workforce [120]. Nev-
ertheless, some forecasts remain optimistic, suggesting
that, with appropriate policy and educational reforms,

AI and robotics could ultimately generate more jobs
than they displace [121]. The central challenge lies
in preparing workers to thrive in these emerging roles
through strategic investments in education and human-
centred skill development.

– Mitigation: Addressing labour displacement requires
proactive and collaborative action from policymakers,
educators, and industry leaders. Large-scale reskilling
and upskilling initiatives must be prioritized, empha-
sising digital literacy, adaptive learning, and human-
AI collaboration. These programs should be tailored
to prepare workers for evolving roles and enable life-
long learning pathways. In parallel, transitional support
systems including career counselling, job placement
services, and mental health resources can ease the so-
cioeconomic impact on displaced individuals. Incorpo-
rating inclusive design principles that involve workers
in co-developing AI systems can ensure that automa-
tion complements rather than replaces human labour
[121]. Moreover, governments should create regulatory
frameworks and incentive structures that encourage
ethically aligned innovation, rewarding companies that
pursue socially responsible automation. Collectively,
these strategies foster an ecosystem where technolog-
ical progress supports equity, resilience, and human
dignity [120], [122].

B. Interdisciplinary Perspectives

Cyberspace technology has seamlessly integrated into our
modern world, underscoring the transformative synergy be-
tween ML, CV, and CPS. This interplay emphasizes the critical
role of interdisciplinary collaboration in addressing complex
challenges and driving technological innovation. Collaborative
efforts among computer scientists, engineers, and domain
experts are essential to harness the full potential of these
technologies. The key points of this collaboration include:

1) Interoperability, complexity, and sustainability of CPS:
• Interoperability: It refers to the ability of diverse sys-

tems or components to work together seamlessly. The
development of CPS necessitates collaboration across
multiple engineering disciplines, each specialising in
different aspects of the product. Engineers, developers,
and designers operate within various departments, each
with distinct priorities and experience levels, relying on
specialized software tools throughout the product life
cycle [123]. To ensure proper system functionality and
seamless integration of interconnected components, [124]
introduces a domain-specific language for CPS, improved
design, verification, and deployment of these intricate
systems.

• Complexity: It arises from multiple interconnected com-
ponents and variables, leading to unpredictability, non-
linearity, and randomness. Addressing complexity re-
quires interdisciplinary insights. [125] introduces the par-
allel systems method, based on Artificial systems, Com-
putational experiments, and Parallel execution, to develop
parallel intelligence, a cycle that iteratively generates
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data, acquires knowledge, and refines real-world systems.
This approach provides versatile solutions for managing
complex systems across diverse fields.

• Sustainability: It refers to a system that could exist forever
by balancing environmental, economic, and social factors,
necessitating interdisciplinary strategies. [123] proposes
integrating three mindsets (systems mindset, futuristic
mindset, and design mindset) to navigate the uncertainty
and complexity inherent in sustainability challenges.

2) Designing Effective Solutions: ML and CV technologies
must be tailored to meet the objectives and constraints of
CPS applications. While computer scientists design algorithms
for tasks like object detection, engineers are tasked with
integrating these algorithms into physical systems capable of
real-time responsiveness. Domain experts ensure the system
adheres to specific industry standards. For instance, in Wu
et al.’s study [8], computer scientists develop algorithms for
weak defect detection, engineers deploy these algorithms into
production lines that operate in real-time, and domain experts
validate the system’s compliance with industry requirements
and standards. Collaborative efforts are essential to create
effective solutions that address both technical and domain-
specific challenges.

3) Data Interpretation in Real-World Implementation:
Interpreting data in CPS is complex due to the heterogeneous
nature of the system, which involves sensors, embedded sys-
tems, AI algorithms, and human interactions. For example, in
assembly operations [126], raw data collected from sensors
such as cameras or LIDAR is structured and requires effective
processing and interpretation using CV and ML techniques.
Computer scientists and engineers focus on developing algo-
rithms and system architectures while manufacturing experts
ensure that the data are interpreted within the specific context
of the real-world application to ensure the system responds
appropriately, achieving outcomes like safety, performance,
and efficiency. In addition, the operator plays a critical role
by highlighting posture and the material handling process
to provide unstructured feedback signals to the system for
continuous adaptation and improvement.

4) Real-Time Decision-Making: In CPS, particularly in
applications like autonomous driving or robotics, real-time
decision-making is essential. ML algorithms created by com-
puter scientists for perception and decision-making must work
seamlessly with virtual leader systems to analyze sensor data.
In the article by Yedilkhan et al [127], ML models improve
obstacle avoidance strategies through learned behaviours from
prior data to handle uncertainty and adapt to dynamic envi-
ronments. Engineers ensure that these systems are optimized
for real-time performance and reliability. Collaboration with
domain experts ensures that the systems are not only accurate,
but also safe, efficient, and compliant with industry standards.

The development of ML and CV systems for CPS is
an ongoing process that requires constant feedback. Domain
experts can provide valuable insights from real-world testing,
helping engineers and computer scientists fine-tune algorithms.
Collaboration enables continuous improvement by ensuring
that the system is iteratively refined to address new challenges
and incorporate emerging technologies.

C. Emerging Trends

1) Edge Artificial Intelligence: Edge Artificial Intelligence
(AI) is a groundbreaking computing paradigm designed to
perform machine learning model training and inference di-
rectly at the network edge [128]. This paradigm enables two
distinct approaches [55]: AI on edge, where models are trained
and inferred either collaboratively through direct interaction
between edge devices or using local edge servers near these
devices, and AI for edge, which focuses on integrating ar-
tificial intelligence into edge computing architectures. This
integration enhances edge devices’ ability to handle complex
data processing and decision-making tasks. Although relatively
new, the field has experienced remarkable growth recently,
driving innovative CPS applications.

• Real-Time Processing and Low Latency: Edge AI revolu-
tionizes real-time decision-making processes by enabling
on-device data processing, which minimises latency and
ensures instant responses. This capability is indispens-
able for applications that demand immediate and reli-
able decision-making, such as autonomous vehicles and
health care. In these scenarios, rapid responses are not
only beneficial but also critical. For example, automo-
tive vehicle systems require handling vast amounts of
heterogeneous data from various sensors, requiring high-
performance and energy-efficient hardware systems to
process this information in real-time, interacting between
functional modules seamlessly with low overhead, and
facing strict energy constraints, emphasising the need for
optimised hardware and computational techniques. By
decentralising intelligence, edge AI brings ML model
training and inference directly to the network, enabling
communication between edge systems and infrastructure,
and reducing the computational burden on the edge
systems [10].
Edge AI is a transformative technology that brings nu-
merous benefits to the functionality and efficiency of
medical devices, especially in the realm of the Internet of
Medical Things (IoMT) [129]. By processing data locally,
Edge AI ensures faster, real-time decision-making, crucial
in medical contexts. For instance, in remote monitoring
systems, critical health alerts can be instantly generated
and communicated to caregivers or medical professionals,
improving the reliability and responsiveness of these
systems. In such cases, local storage capacities and syn-
chronisation of sensor data may cause challenges to the
application creators.

• Enhanced Security and Privacy: Edge AI minimises the
need to transmit sensitive data to central servers, signifi-
cantly enhancing the security and privacy of decentralized
CPS applications. This localized processing not only
reduces exposure to potential data breaches but also
strengthens the overall resilience of the system. Ensur-
ing the reliability, security, privacy, and ethical integrity
of edge AI applications is paramount, as edge devices
handle sensitive information with potentially severe con-
sequences in the event of a breach. Robust encryption
methods, stringent access controls, and secure processing
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and storage frameworks are indispensable for safeguard-
ing data and maintaining trust [128]. Hardware-supported
Trusted Execution Environments are often employed to
enhance security by isolating sensitive computations.
However, these solutions present challenges related to
performance and integration, necessitating a delicate bal-
ance between maintaining robust security and ensuring
efficient system operations. Addressing these challenges
is critical for the successful deployment of edge AI in
secure and decentralized CPS environments.

• Energy Efficiency: The growing demand for AI applica-
tions highlights the need for energy-efficient and sustain-
able edge AI algorithms. Advanced AI, particularly deep
learning, consumes substantial energy, posing sustain-
ability challenges. Developing lightweight and energy-
efficient AI models is essential for supporting edge
devices with limited computational resources, thereby
enhancing the sustainability of CPS applications. Compu-
tational offloading is another effective method to reduce
energy consumption in edge devices [129].
However, achieving a balance between high performance
and energy efficiency is crucial. Often, small gains in
accuracy require significantly more energy, which is inef-
ficient and environmentally unsustainable when ultrahigh
accuracy is not necessary. Researchers must carefully
evaluate the trade-offs between accuracy and energy use.
For the significant impact of energy consumption during
the operation, production, and lifecycle of edge devices,
creating durable, upgradeable, and recyclable devices
is vital to minimise ecological impact. Implementing
policies to promote energy-efficient AI and regulating
the environmental footprint of device manufacturing and
disposal are critical steps toward achieving sustainability
in edge AI [128].

• Interoperability: Efforts are being made to develop com-
prehensive standards and frameworks to ensure seamless
interoperability between edge devices and CPS compo-
nents across diverse applications. These standards aim
to establish uniform protocols for data exchange, device
communication, and system integration, enabling hetero-
geneous edge devices and CPS components to work to-
gether cohesively. This interoperability is critical for sup-
porting scalability, reducing system fragmentation, and
fostering a more unified ecosystem that can accommodate
advancements in hardware and software technologies.
Moreover, the development of such frameworks addresses
challenges related to compatibility, security, and system
resilience, providing a robust foundation for reliable de-
centralized operations. These initiatives also incorporate
mechanisms to manage dynamic environments, where
edge devices and CPS components must adapt to chang-
ing conditions in real time while maintaining performance
and reliability.

2) Self-adaptive Systems Leveraging Reinforcement Learn-
ing (RL): Self-adaptive systems are pivotal in addressing the
dynamic and uncertain demands of modern technology land-
scapes. These systems adjust their behaviour autonomously

to maintain optimal performance despite changes in their
environment or internal state. While traditional approaches
to adaptation rely on predefined rules or models created
during design time, these methods struggle to cope with the
unpredictable and complex nature of real-world environments.
Reinforcement learning (RL) has emerged as a transformative
solution, empowering self-adaptive systems with the ability to
learn, adapt, and optimise decisions dynamically.

• Addressing Design-Time Uncertainty: One of the most
significant challenges in developing self-adaptive systems
is the uncertainty inherent at design time. Online RL pro-
vides a compelling solution [130]. By enabling systems
to learn directly from interaction with their environment,
RL equips self-adaptive systems with the ability to re-
spond effectively to previously unencountered conditions.
This adaptive capacity is critical for systems deployed
in dynamic environments, such as autonomous vehicles
or distributed cloud-edge networks, where operational
contexts can shift unpredictably.

• Real-Time Decision-Making: The ability to make real-
time decisions is the cornerstone of self-adaptive sys-
tems. RL excels in this domain by continually refining
its policies based on operational feedback, ensuring the
system remains responsive to changes. RL-driven sys-
tems autonomously optimize their behaviour, balancing
competing objectives such as performance, energy effi-
ciency, and reliability [130]. This capability is particularly
valuable in applications like IoT-driven healthcare, where
immediate responses to patient data can be life-saving,
and in autonomous systems, where split-second decisions
are vital for safety.

• Enhancing Efficiency: Efficiency is a critical consid-
eration in the operation of self-adaptive systems. RL
supports this by enabling dynamic resource allocation and
optimising the use of computational, energy, and network
resources based on current demands. Deep RL integrates
energy optimisation with load balancing strategies, in
order to minimise energy consumption while ensuring
server load balance under stringent latency constraints
[131]. Furthermore, RL’s ability to handle nonlinear and
stochastic environments makes it particularly well-suited
for real-world applications, where unpredictability and
instability are the norm. This adaptability ensures robust
performance in dynamic and challenging conditions, re-
inforcing its utility across various domains.

• Generalisation and Scalability: Deep RL extends the
capabilities of RL by integrating neural networks to rep-
resent the learned knowledge. This allows self-adaptive
systems to generalize their learning to unseen states and
handle high-dimensional input spaces, such as sensor
data or video streams. This generalisation capability is
crucial for scalability, enabling RL-driven self-adaptive
systems to operate effectively in diverse and complex
environments. Applications such as smart cities, where
systems must manage vast amounts of real-time data from
interconnected devices, benefit immensely from Deep
RL’s scalability and adaptability.
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3) Hybrid Machine Learning Models: The rapid advance-
ments in machine learning have led to the emergence of hybrid
models that combine DL with traditional algorithms to achieve
improved efficiency, flexibility, and scalability in diverse appli-
cations. These hybrid approaches aim to harness the strengths
of both paradigms while mitigating their respective limitations.

• Enhanced Performance: Deep learning excels at extract-
ing high-level features from unstructured data, such as
images and text. However, it often requires significant
computational resources. Traditional algorithms handle
structured data and provide clear interpretability [132].
In [133], authors applied CNN and autoencoders to
extract features and then followed by the particle swarm
optimisation (PSO) algorithm to select optimal features
and reduce dataset dimensionality while maintaining per-
formance. Finally, the selected features were classified by
the third stage using learnable classifiers decision tree,
SVM, KNN, ensemble, Naive Bayes, and discriminant
classifiers to process the acquired features to assess the
model’s correctness. Combining these techniques results
in models that deliver high performance without the
prohibitive costs of standalone deep learning methods.

• Improved Generalisation: Hybrid models combine the
strengths of deep learning and traditional algorithms,
capitalising on deep learning’s ability to handle complex,
non-linear relationships in data while utilising traditional
methods to enhance interpretability and generalisation,
particularly in scenarios involving smaller datasets. For
example, the Adaptive Neuro-Fuzzy Inference System
(ANFIS), as discussed in [133], exemplifies a hybrid
network where fuzzy logic intuitively models nonlinear
systems based on expert knowledge or data. Neural net-
works complement this by introducing adaptive learning
capabilities, enabling the system to optimise parameters
such as membership functions through input-output data.
This integration empowers ANFIS to effectively model
complex, nonlinear relationships, making it highly ap-
plicable in tasks such as prediction, control, and pattern
recognition.

• Scalability and Adaptability to Diverse Tasks: Hybrid
models offer remarkable flexibility, enabling customi-
sation for specific applications by integrating the most
advantageous features of distinct paradigms. In [134],
by combining Statistical Machine Translation (SMT),
which uses statistical models to derive translation patterns
from bilingual corpora, with Neural Machine Translation
(NMT), which employs Sequence-to-Sequence (Seq2Seq)
models with RNNs and dynamic attention mechanisms,
these approaches capitalize on the statistical precision
of SMT and the contextual richness of neural networks.
Additionally, ensemble methods enhance translation qual-
ity further by amalgamating multiple models, proving
particularly effective for domain-specific adaptations and
ensuring robust performance.

• Limitations: Hybrid learning systems offer robust solu-
tions for complex data-driven challenges by combining
the strengths of both methodologies. However, they face

several challenges [132], including high model complex-
ity, which complicates configuration, optimisation, and
interpretation. Despite advances in transparency, their
layered architecture often obscures decision-making pro-
cesses, raising issues of interpretability. The extensive
and diverse datasets required for training pose significant
privacy and security risks. Additionally, deploying and
maintaining these systems is resource-intensive due to
their sophisticated architecture and the need for regular
updates to stay aligned with evolving data and technolo-
gies. Real-time processing capabilities can be hindered by
the computational intensity of DL components, and the
energy demands of training and operating hybrid models
raise environmental concerns. Long-term maintenance
further demands substantial effort to ensure these models
remain effective and relevant in dynamic environments.

• Future Research: Future research in hybrid learning
should focus on deeper interdisciplinary integration with
fields like cognitive science, medicine, and computing to
achieve AI systems that more closely emulate human
cognition. Advancing model generalisation is equally
critical, emphasising the development of adaptive systems
capable of autonomously adjusting to varying datasets
and environmental conditions. Additionally, enhancing
AI accessibility is essential to democratize its use, and
improve educational resources, and community-driven
initiatives, thereby broadening the impact of AI as a
universal problem-solving tool [132].

4) Vision Foundation Models: Foundation models are large-
scale, general-purpose AI systems trained on vast amounts of
data, generally using self-supervision, to learn generalizable
patterns across modalities. In NLP, examples of LLMs like
BERT, GPT-3, GPT-4, and MPT-30B, have enabled the devel-
opment of conversational agents and language understanding
systems tailored to specific tasks. [135], [136] Visual founda-
tion models (VFMs) extend this concept to the visual domain,
encompassing systems trained to understand and reason about
visual data, such as images and videos, often alongside other
modalities (text or audio). These models can perform a wide
range of tasks, including object detection, segmentation, image
captioning, and visual question answering (VQA) [137]. A
defining characteristic of VFMs is their promptability: they can
be adapted to new tasks using simple inputs, such as textual
prompts or visual cues, eliminating the need for extensive
retraining. Their flexible and multi-modal architecture makes
them a key technology for building intelligent, human-aligned
systems. However, challenges remain in areas such as bias
mitigation, interpretability, efficiency, and generalisation to
real-world environments.

• Segment Anything Model (SAM): A foundational vision
model is designed for promptable image segmentation
tasks. Trained in the large-scale SA-1B dataset, com-
prising over 1 billion segmentation masks in 11 mil-
lion images, SAM demonstrates strong zero-shot per-
formance, generalising to new image distributions and
tasks without task-specific fine-tuning [138]. SAM has
become a cornerstone for high-level vision tasks such as
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image segmentation, captioning, and editing. However,
its high computational cost due to its transformer-based
architecture limits its practicality in real-time or resource-
constrained industrial settings.
To address these limitations, [139] proposed FastSAM, a
real-time, CNN-based alternative. By reframing segmen-
tation as an instance segmentation task with prompting
and training on only 1/50 of the SA-1B dataset, Fast-
SAM achieves performance comparable to SAM while
operating at 50× faster inference speed, making it more
suitable for real-time and edge deployments.
Building on the SAM foundation, [140] reviewed the
SAM family, highlighting SAM2’s enhancements in seg-
mentation accuracy and a streaming memory architecture
that enables real-time video segmentation. In contrast,
[141] proposed the Fovea-Like Input Patching (FLIP)
approach, which encodes visual input in an object-centric,
off-grid manner from the outset. By decoupling spa-
tial location encoding from perceptual object features,
FLIP enhances data efficiency and excels at segmenting
small objects within high-resolution scenes. It achieves
Intersection-over-Union (IoU) scores comparable to SAM
with lower computational overhead and consistently out-
performs FastSAM across benchmarks such as Hypersim,
KITTI-360, and OpenImages.

• Multimodal Large Language Models (MLLMs): These
are advanced AI systems capable of processing and
generating across multiple modalities, typically text and
images, and probably, video and audio. These models
support a wide range of tasks such as image captioning,
VQA, and even text-to-image generation. At their core,
MLLMs integrate visual encoders with language models
like GPT or BERT to enable reasoning over both modal-
ities. A prominent example of a visual encoder is CLIP
(Contrastive Language–Image Pretraining). CLIP learns
joint image-text representations through contrastive train-
ing on 400 million (image, text) pairs from the internet,
using dual encoders, one for images and one for text. This
enables strong zero-shot generalisation to novel image
domains via text prompts [137]. While CLIP’s language
grounding and cross-modal capabilities are powerful, its
coarse-grained representations and lack of pixel-level
detail limit its effectiveness for dense prediction tasks
like semantic segmentation.
Self-distillation with No Labels (DINO) is a vision-
only, self-supervised model that learns high-quality visual
features without requiring labelled data. It uses a self-
distillation strategy, where a student ViT is trained to
match the output of a momentum-updated teacher net-
work. DINO excels at discovering semantic object bound-
aries and performs well in tasks such as unsupervised
object segmentation and fine-grained categorisation [142].
Unlike CLIP, DINO is not trained with text, making it
unsuitable for prompt-based or language-guided tasks.
However, recent advances with DINOv2 demonstrate that
with a large and diverse curated image dataset and im-
proved training stability, vision-only models can produce
universal features that outperform CLIP on many image-

level and pixel-level benchmarks [143].
Further insights into DINOv2’s architecture reveal that
its different layers capture complementary information:
lower layers specialize in fine-grained details useful for
localisation, while deeper layers encode more global
semantic concepts [144]. This insight has led to the
design of multi-level feature fusion strategies. Despite
being unimodal, DINOv2’s rich spatial representations
can be effectively aligned with language models using
a simple multilayer perception alignment head, making
it competitive within MLLM architectures. In contrast,
other visual backbones such as Masked Autoencoder
(MAE) lack semantic richness, and Data-efficient Image
Transformer (DeiT) models, being strongly supervised,
struggle with cross-modal alignment [144].
To bridge the gap, a hybrid vision encoder (CLIP + DI-
NOv2) (COMM) leverages the global-semantic strengths
of CLIP and the fine-grained, structure-aware features of
DINOv2, resulting in superior performance across a range
of MLLM benchmarks. This hybrid approach exemplifies
the trend toward combining vision foundation models for
robust multimodal understanding [144].

D. Research Gaps

The integration of ML techniques, particularly in CV, within
CPS, has unlocked significant advancements in fields such as
autonomous vehicles, smart cities, and industrial automation.
These systems rely heavily on synchronisation methods to
ensure that distributed components collaborate effectively.
However, the scalability of these synchronisation methods
remains a critical challenge, compounded by insufficient atten-
tion to real-world deployment issues and the lack of adaptive
models for handling diverse and dynamic CPS environments.
This subsection explores the key research gaps that hinder
progress in this domain and highlights directions for future
work. Identifying these research gaps is critical to improving
the development of an efficient and resilient CPS. Some vital
areas are outlined below.

1) Limited Scalability of Synchronisation Methods:
• Resource constraints in CPS: One of the most promi-

nent issues with current synchronisation methods is their
limited scalability in CPS environments. These systems
often operate under resource-constrained conditions, with
devices such as sensors, cameras, and actuators con-
strained by bandwidth, energy, and computational power.
Many existing synchronisation techniques assume abun-
dant resources, which is unrealistic in practical CPS
deployments. We expect to have methods to balance the
accuracy of synchronisation with the energy efficiency
and computational cost. Consequently, there is a need
for lightweight synchronisation algorithms that optimize
resource usage without compromising accuracy or effi-
ciency.
In [145], the results show an improvement in precision
with an increasing sampling rate at the cost of increased
memory consumption and computation time. Similarly, in
[7], post-deployment processing to align and synchronize
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data streams introduces computational overhead, which
can challenge resource-constrained systems with limited
processing power or memory. Moreover, in [?], the syn-
chronisation approach is based on standard components,
which may have limitations in terms of precision and
robustness, especially when scaling up or requiring higher
performance.

• Bottlenecks in distributed systems: Distributed systems,
another core aspect of CPS, face significant bottlenecks
in synchronisation due to the communication overhead
and latency associated with global updates. This is par-
ticularly problematic in real-time applications like au-
tonomous vehicles, where even minor delays can have
critical consequences. One possible solution shown in
[146] is the use of a polychronous model of computa-
tion for concurrent systems to free programming from
synchronous timing models and to enhance robustness
against clock synchronisation failure-based attacks. This
approach allows processes to execute and communicate
at their paces without requiring rigid synchronisation,
thereby reducing bottlenecks caused by contention for
shared resources.
However, current research has not sufficiently addressed
techniques to minimise communication requirements,
such as using model pruning, gradient sparsification,
or local aggregation. Becker et al. [147] show that
contention among system modules severely affects la-
tency and performance predictability, but LiDAR-related
components contribute significantly to system latency
and even high-end CPU and GPU platforms cannot
achieve real-time performance for the complete end-to-
end system. Furthermore, ensuring a balance between
local computation and global model updates remains an
unresolved challenge. Hybrid synchronisation techniques
that adapt dynamically to the system’s real-time state
could address this issue, but their development is still
in its infancy.

2) Insufficient Focus on Real-World Deployment Chal-
lenges:

• Environmental Variability: The real-world deployment of
ML-based synchronisation methods in CPS introduces
a host of challenges that have not received sufficient
attention. One major issue is the variability of real-world
environments, which often include unpredictable network
latency, device failures, and dynamic workloads. Current
synchronisation methods are not robust enough to handle
these variations, and research on fault-tolerant approaches
that can recover gracefully from such disruptions is
limited. Developing methods that maintain performance
despite environmental variability is essential to advance
the reliability of CPS.

• Deployment at scale: Many synchronisation methods are
tested in controlled environments or small-scale settings,
which do not reflect the challenges of real-world CPS
deployments involving hundreds or thousands of nodes.
In [103], the datasets and scenarios used are relatively
simple and may not fully demonstrate the generality of

the proposed cognitive Digital Twin architecture. More
experiments in real industrial maintenance scenarios are
needed to validate performance in multi-task, resource-
allocation contexts involving personnel, spare parts, and
materials. Additionally, the example focuses on updating
microservices and the knowledge graph post-data analyt-
ics, rather than the physical-world operational responses.
Future iterations could incorporate deviations between
expected and actual outcomes into the self-evolution
process to develop more realistic maintenance solutions.

• Real-time constraints: Real-time constraints further com-
plicate deployment. Many CPS applications, such as
surveillance and industrial automation, require synchro-
nisation methods that can operate in real time to pro-
cess high-frequency data streams. However, the latency
introduced by current synchronisation methods makes
them unsuitable for such applications. Research on event-
driven or asynchronous synchronisation mechanisms that
prioritize low-latency processing is still nascent and de-
mands further exploration.

3) Adaptive Models for Diverse CPS Environments:

• Heterogeneity in devices: The diversity of CPS environ-
ments presents another significant research gap. These
systems often involve a wide range of devices with
varying capabilities, such as sensors, drones, and cameras,
each with different levels of processing power, storage,
and communication bandwidth. Current synchronisation
methods are not designed to account for this hetero-
geneity, leading to inefficiencies in resource utilisation.
Adaptive synchronisation algorithms that dynamically
adjust to the capabilities and constraints of individual
nodes are needed to address this gap.

• Diverse tasks: CPS tasks vary widely, ranging from object
detection to anomaly detection and action recognition.
Each task has unique synchronisation requirements, but
current methods often adopt a one-size-fits-all approach,
failing to optimize for the priorities of individual tasks.
Developing task-specific synchronisation strategies and
exploring multi-tasking synchronisation approaches could
significantly enhance the performance and flexibility of
CPS.

• Dynamic environments: Dynamic environments pose fur-
ther challenges, as CPS systems often operate under non-
stationary conditions where data distributions, network
topologies, or operational requirements can change over
time. Existing models lack the adaptability to handle
such conditions effectively. Self-learning synchronisation
methods that adjust based on feedback from the environ-
ment offer a promising direction for future research, en-
abling models to remain robust and effective in evolving
CPS scenarios.

4) Integration with Emerging Technologies:

• Edge and Federated Learning: Edge and federated learn-
ing paradigms have shifted the focus from centralized to
decentralized systems, necessitating new synchronisation
strategies tailored for these frameworks. Efficient edge-to-
cloud synchronisation techniques and privacy-preserving
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methods for federated learning are critical areas that
require further investigation.

• Neuromorphic Computing and Event-Based Vision:
CNNs have achieved remarkable success in computer
vision but remain computationally expensive and energy-
intensive, making them less practical for edge devices and
real-time applications. In contrast, neuromorphic comput-
ing, inspired by brain neural processes, offers a promising
alternative by leveraging spiking neural networks (SNN)
and event-driven processing to create efficient and bio-
logically plausible visual recognition systems. However,
despite its advantages in power efficiency and real-time
processing, neuromorphic computing is still primarily a
research tool rather than a mainstream solution. Most
current applications focus on benchmark datasets, and
neuromorphic systems have yet to outperform deep learn-
ing models in accuracy consistently [148].
However, [53] highlighted a potential misconception
where SNNs may seem more energy-efficient than ANNs
truly are.. A significant limitation of neuromorphic com-
puters is their heavy dependence on traditional host
machines for defining software structures and managing
communication with sensors and actuators. This reliance
can reduce the performance benefits of neuromorphic
computing, as the overhead costs of data transfer and
processing on conventional systems may offset its effi-
ciency advantages. A key challenge for the future is to
minimise the dependence on conventional computers and
optimize communication architectures to fully unlock the
potential of neuromorphic computing [148], [149].
One of the most promising applications of neuromor-
phic computing in computer vision is edge comput-
ing. When integrated with event cameras, neuromorphic
systems enable low-latency, real-time applications, mak-
ing them ideal for high-speed object detection, motion
tracking, semantic segmentation, optical flow estima-
tion, and 3D vision in resource-constrained environments
[150]. These capabilities are particularly valuable for au-
tonomous systems, robotics, and surveillance, where real-
time decision-making with minimal power consumption
is crucial.
Another key challenge is the integration of curiosity-
based SNNs with traditional deep learning models or
other machine learning paradigms. Hybrid approaches
could combine the strengths of both deep learning and
neuromorphic computing, but this integration requires
significant research into training methodologies, archi-
tectural compatibility, and hardware support. Developing
efficient hybrid neuromorphic-deep learning frameworks
could unlock new capabilities in adaptive vision systems,
self-learning models, and real-time AI applications [148].

VI. RECOMMENDATIONS

A. For Practitioners

This study explores strategies and techniques to synchro-
nize, optimise, and adapt ML models within CPS. Despite
their potential, deploying ML models in CPS presents unique

challenges, including the demands for real-time processing,
security, and reliability across varied physical environments.
Successful deployment requires leveraging advanced method-
ologies such as edge computing to enable low-latency applica-
tions and federated learning to ensure secure, distributed data
processing. When combined with other practical implemen-
tation tasks, these approaches can substantially improve the
robustness and efficiency of CV systems in CPS.

1) Implementing Edge Computing: Edge computing plays a
critical role in enabling real-time decision-making for CPS ap-
plications such as autonomous vehicles, industrial automation,
and surveillance systems. By processing data locally on edge
devices instead of relying on centralized cloud servers, edge
computing significantly reduces latency and enhances respon-
siveness. This approach is vital for high-stakes applications
where low latency is essential, and it also minimises bandwidth
usage and reduces reliance on stable internet connectivity.
The following key tasks are fundamental to a successful
implementation of edge computing in CPS:

• Model optimisation: Apply techniques [25], [48], [13]
such as pruning, quantisation, and knowledge distillation
to develop lightweight models that operate effectively
in resource-constrained edge devices without sacrificing
accuracy.

• Hardware Utilisation: Select hardware platforms designed
specifically for edge computing, such as NVIDIA Jetson,
Intel Movidius, or Google Coral. Additionally, leverage
accelerators such as GPUs and TPUs to improve compu-
tational efficiency.

• Runtime Frameworks: optimised inference frameworks,
including TensorRT, ONNX Runtime, or PyTorch Mobile,
are used to ensure efficient and reliable execution of
models on edge devices.

• Partitioning Workloads: Distribute tasks strategically be-
tween edge devices and the cloud. Execute time-sensitive
computations on the edge while offloading resource-
intensive processes, such as retraining or extensive an-
alytics, to cloud infrastructure.

• Real-Time Monitoring: Develop mechanisms to contin-
uously monitor the performance and health of edge
devices, ensuring reliability and consistent operation even
in varying environmental conditions.

2) Leveraging Federated Learning: FL is a decentralized
method of training machine learning models that enables edge
devices to collaborate without requiring the sharing of raw
data. This approach is particularly advantageous in CPS where
data privacy and security are critical, such as in healthcare,
smart cities, and defence applications. FL not only enhances
data security by keeping sensitive information local but also
facilitates the creation of models that are representative of
diverse environments, thereby improving generalisation and
reducing bias. Key tasks for implementing FL effectively
include the following:

• Data Locality: Maintain sensitive data on local devices
and transfer only model updates to a central server. This
approach minimises the risk of data breaches and ensures
compliance with privacy regulations such as GDPR.
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• Communication Efficiency: Employ techniques like
model compression, update sparsification, and asyn-
chronous communication to reduce the bandwidth re-
quired for transmitting model updates between devices
and the central server.

• Security Measures: Implement safeguards such as differ-
ential privacy and secure multi-party computation to pro-
tect data and model parameters from adversarial attacks
and ensure the integrity of the learning process.

• Federated Averaging: Utilize aggregation algorithms, like
FedAvg, to effectively combine model updates from mul-
tiple devices and enhance the robustness of the aggrega-
tion process by integrating outlier detection or Byzantine-
resilient methods to handle potentially malicious updates.

• Heterogeneity Handling: Design systems capable of ac-
commodating a wide range of edge devices with varying
computational capabilities and network conditions. This
can be achieved by dynamically allocating tasks based on
each device’s capabilities, ensuring efficient and equitable
participation in the learning process.

3) Integration of Edge Computing and Federated Learn-
ing with CPS: Seamless integration of edge computing and
federated learning with CPS is essential to ensure harmonious
operation between machine learning (ML) models and the sys-
tem’s physical components. This integration supports real-time
decision-making, sensor fusion, fault tolerance, and scalability.
We discuss key factors influencing effective integration below:

• Monitoring and Continuous Learning: To remain effective
in dynamic environments, edge computing and federated
learning systems require ongoing monitoring and adapt-
ability. Key elements include:
– Performance Metrics Tracking: Continuously monitor

model performance metrics, such as latency, accuracy,
and confidence, to promptly detect and address poten-
tial issues.

– Periodic Updates and Retraining: Incorporate mecha-
nisms for regular model updates and retraining with
newly collected data to maintain accuracy and rele-
vance.

– Anomaly Detection: Implement systems to flag anoma-
lous data or behaviour, enabling swift intervention
when deviations from expected operations occur.

• Security and Privacy: Robust security and privacy mea-
sures are vital for safeguarding data and ensuring trust in
CPS operations. These measures include:
– End-to-End Encryption: Secure all data transmissions

between edge devices, cloud servers, and central ag-
gregation points using encryption.

– Role-Based Access: Restrict access to models, data,
and system components based on user roles and au-
thentication protocols.

– Defenses Against Adversarial Attacks: Employ strate-
gies like input sanitisation, adversarial training, and
anomaly detection to protect against malicious activ-
ities.

• Ethical and Regulatory Compliance: Ethical standards
and regulatory requirements are critical for public trust

and the lawful deployment of ML models in CPS. Key
considerations include:
– Transparency: Provide clear and transparent documen-

tation and explanations of model operations, especially
in safety-critical applications.

– Standards Compliance: Ensure adherence to relevant
standards and laws, for example, ISO 26262 for au-
tomotive safety [151] and GDPR for data protection
[152], to guarantee ethical and legal deployment.

B. For Researchers

CPS frequently operates on edge devices with limited
computational resources, memory, and energy capacity. This
constraint is especially critical in domains like IoT devices,
autonomous drones, and wearable technologies, where real-
time decision-making and prolonged operation are essential.
To address these challenges, lightweight ML models must be
designed to effectively balance computational efficiency and
accuracy.

1) Developing Lightweight ML Models for Resource-
Constrained CPS: Approaches such as model compression,
pruning, quantisation, and knowledge distillation (discussed
in Section IV.B.2) are promising for reducing model size and
complexity [?]. These techniques help optimise resource utili-
sation without significantly compromising model performance.
Future research can delve deeper into these methodologies,
emphasising the need to maintain interpretability and robust-
ness in constrained environments.

A particularly promising tool for designing resource-
efficient ML models is Neural Architecture Search (NAS).
NAS automates the development of high-performing neural
networks tailored to specific resource constraints, requiring
minimal human intervention. Its framework comprises three
core components [153], [154]:

• Search Space (SSp): Defines the range of architectures
that NAS can explore. Advances in SSp have broadened
the scope of candidate designs, enabling the discovery of
innovative architectures that were previously unattainable.

• Search Strategy (SSt): Encompasses methods for explor-
ing the defined search space. Recent research has focused
on improving the efficiency of search strategies, and
optimising the balance between computational resources
and performance outcomes.

• Validation Strategy (VSt): Refers to the techniques used
to evaluate the performance of candidate architectures.
Enhanced validation strategies have increased the reli-
ability of NAS results while minimising the time and
resources required for evaluation.

Although NAS is still in its early stages, it holds immense
potential. Its applications are expected to extend beyond image
classification into domains requiring complex network designs,
such as multi-objective optimisation, model compression, and
advanced tasks like object detection and semantic segmenta-
tion [151].

Moreover, the integration of NAS with emerging tech-
nologies like federated learning and edge computing presents
exciting possibilities. These synergies could enable real-time,
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distributed model optimisation, fostering the development of
scalable and adaptive ML systems. By leveraging such ad-
vancements, NAS can facilitate the creation of robust, effi-
cient, and resource-aware ML models that are well-suited for
dynamic CPS environments. [154].

In conclusion, developing lightweight ML models tailored
for resource-constrained CPS is a critical research direction.
By combining techniques like model optimisation with auto-
mated solutions such as NAS, the field can achieve break-
throughs in efficiency, scalability, and adaptability, paving the
way for innovative CPS applications.

2) Exploring TL for Faster Adaptation to New Tasks:
Transfer learning is a machine learning approach where knowl-
edge acquired in solving a source task is applied to a related
but different target task. By utilising pre-trained models or
previously learned knowledge, transfer learning accelerates
learning, reduces dependence on extensive labelled data in the
target domain, and enhances performance, particularly in data-
scarce or computation-constrained.

Transfer learning provides a promising solution in CPS,
which often operates in dynamic environments or faces con-
ditions different from their original training scenarios. By
enabling models to adapt rapidly to new tasks or domains
using pre-trained knowledge, TL minimises the need for large,
annotated datasets and computationally intensive retraining.
However, domain shift, where the source and target domains
have different data distributions, remains a significant chal-
lenge [155]. For example, a model trained on clean, curated
datasets might perform poorly on noisy, real-world data. Over-
coming domain shift requires methods like domain adaptation
to reduce the distributional differences between the source and
target domains. [156] and [157] have made significant progress
but exhibit certain limitations (no learning features adaptively
from the source and using a discontinuous decision strategy).
Recent techniques introduced by [158] enhance outcomes
by identifying and leveraging transferable structures in high-
dimensional settings, offering robust theoretical guarantees and
empirical benefits. Other innovative approaches [155], [159]
include :

• Few-Shot Learning: Facilitates robust training with min-
imal data in the target domain.

• Zero-Shot Learning: Uses cross-domain knowledge to
predict unseen target classes without any labelled data.

• Generalisation: Focuses on transferring knowledge across
related tasks (e.g., object detection and semantic segmen-
tation) to save retraining time and resources.

• Federated Transfer Learning (FTL): Extends TL to de-
centralized, privacy-sensitive contexts where source and
target data cannot be shared or centralized [160].

C. For Policy Suggestions

Developing individual automotive CPS using best-effort
technologies is feasible but fraught with challenges due to
technical complexity, high costs, and the potential for errors.
To address these issues and support CPS development, several
policies and guidelines can be implemented:

1) Establish Standardized Benchmarks for ML Performance
in CPS: Standardized benchmarks are essential for evaluating
and comparing machine learning models used in CPS. They
ensure consistent, reliable performance metrics aligned with
real-world applications. However, no such repository exists for
automotive CPS. The recommendations are below.

• Create comprehensive benchmark repositories to include
typical and worst-case models.

• Mitigate IP and security concerns by forming regulatory
bodies to redact and standardize real-world models.

• Develop industry-specific benchmarks tailored to the
needs of various CPS domains.

• Mandate performance evaluations against benchmarks
to ensure baseline performance and reliability prior to
deployment.

2) Promote Open-Source Tools: Open-source tools are
transformative, fostering innovation, accessibility, and collab-
oration while lowering costs. The key benefits are:

• Collaboration: Enable global developers to share ideas
and improvements, driving innovation and creative
problem-solving.

• Accessibility: Make CPS development affordable by
eliminating proprietary software costs, levelling the play-
ing field for all.

• Transparency: Build trust through open review, auditing,
and enhancement of code, promoting ethical and reliable
systems.

• Accelerated Development**: Leverage pre-trained mod-
els and ready-to-use tools to reduce development time
significantly.

3) Encourage Cross-Domain Collaboration: CPS develop-
ment spans diverse sectors, benefiting from shared knowledge
and multidisciplinary expertise. The recommendations are:

• Foster research programs that integrate engineering, com-
puter science, economics, and social sciences.

• Establish CPS innovation hubs to tackle common chal-
lenges like security, real-time data processing, and model
generalisation.

• Create industry consortia to set shared goals, develop
common standards, and address deployment challenges
collaboratively.

4) Regulate and Promote Ethical Use of CPS: CPS inter-
acts with physical processes and human lives, necessitating
ethical deployment, privacy protection, and transparency. The
recommendations are:

• Develop ethical guidelines and regulations to ensure CPS
operates safely and fairly, especially in sensitive sectors,
like healthcare and autonomous vehicles.

• Support explainable CPS for transparency in machine
learning models, fostering public trust and accountability.

• Enforce robust cybersecurity and privacy standards to
safeguard physical assets and data against attacks or
misuse.

• Promote diversity in research and development teams to
create inclusive CPS technologies that consider diverse
societal impacts
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VII. CONCLUSION

A. Summary of Findings

1) CNN: CNNs are essential in CV applications within
CPS due to their ability to automatically learn spatial fea-
tures and patterns from images. CNNs excel in tasks like
image classification and object detection through their layered
architecture, which includes convolutional layers for feature
extraction, pooling layers for dimensionality reduction, and
fully connected layers for decision-making. Parameter sharing
and efficient visual data processing make CNNs foundational
to modern CV applications. Recent advancements in CNN-
based methods include:

• R-CNN: A two-stage object detector with high accuracy
but computationally intensive. Variants like Fast R-CNN,
Faster R-CNN, and Mask R-CNN improve efficiency and
extend functionality to instance segmentation and pose
estimation.

• ResNet: Focuses on training deep networks efficiently
using residual learning and skip connections, widely
applied in image classification, segmentation, and as a
backbone for detection models.

• YOLO: A single-stage real-time detector that processes
images in one pass, offering high speed with moderate
localisation errors. Versions like YOLOv2–YOLOv5 en-
hance accuracy while maintaining real-time performance,
making them suitable for applications like autonomous
vehicles.

• SSD: Alternatives to YOLO that improve detection ac-
curacy and address specific limitations in network design
and loss functions.

2) Federated Learning: FL is a transformative approach for
synchronising distributed CPS by enabling collaborative model
training across multiple devices while keeping data localized.
This decentralized methodology enhances privacy, reduces the
need for centralized data storage, and supports continuous
learning, making it ideal for sensitive, large-scale, and real-
time applications like autonomous vehicles and industrial
robotics. Key advantages of FL for CPS include:

• Privacy Preservation: Retains data on local devices, shar-
ing only model updates to protect sensitive information.

• Scalability: Efficiently handles extensive distributed net-
works with numerous devices.

• Reduced Latency: Minimises communication overhead
by processing data locally.

• Heterogeneity Handling: Adapts to diverse and resource-
imbalanced environments.

• Robustness and Adaptability: Supports continuous learn-
ing and dynamic updates to maintain model reliability.

FL employs two synchronisation techniques:
• Synchronous FL: Updates are synchronised simultane-

ously, challenging in heterogeneous environments.
• Asynchronous FL: Updates occur independently, improv-

ing flexibility but risking stale updates.
Challenges include handling non-IID data across nodes, re-
ducing communication overhead, and addressing computa-
tional disparities among devices. Despite these, FL’s ability

to facilitate decentralised collaboration, real-time adaptation,
and privacy-conscious coordination makes it pivotal for CPS
synchronisation and scalability in modern smart systems.

3) Meta-learning: Meta-learning in CV focuses on creating
models capable of quickly adapting to new tasks with minimal
data and computational resources. It is particularly beneficial
for tasks with scarce data, enabling models to generalise across
diverse domains and applications. Meta-learning techniques
emphasise extracting broadly applicable features for rapid
adaptation, making it suitable for dynamic scenarios like
autonomous vehicles, medical imaging, and augmented reality.
Key Meta-Learning Techniques are the following:

• Prototypical Networks: Facilitate few-shot classification
by learning a metric space where classification is based
on distances to class prototypes.

• Siamese Networks: Twin networks that map similar data
points closer in feature space, are useful for tasks like
forgery detection across languages and styles.

• Model-Agnostic Meta-Learning: Trains models to adapt
quickly to new tasks with a few gradient steps, excelling
in few-shot classification, regression, and reinforcement
learning.

• Memory-Augmented Models: Use external memory
mechanisms to rapidly encode and retrieve new infor-
mation without extensive retraining.

The advantages of Meta-learning in CV are:

• Fast Adaptation: Quickly adapts to new tasks with limited
data, essential for dynamic environments like drones or
robotics.

• Data Efficiency: Leverages prior knowledge, reducing the
need for extensive labelled data, critical in areas like
medical imaging.

• Cross-Domain Learning: Enhances generalisation across
different visual domains, aiding in knowledge transfer
between tasks.

• Personalisation: Tailors models to individual preferences
or unique environments, such as user-specific AR appli-
cations.

The applications of Meta-learning in CV include:

• Image Classification: Quickly identifies unseen categories
with few-shot or zero-shot learning.

• Object Detection and Tracking: Enhances robustness to
visual variations.

• Image Segmentation: Useful in medical imaging and
autonomous driving.

• Facial Recognition: Adapts to new faces with minimal
training data.

• Pose Estimation and Scene Understanding: Critical for
robotics and AR applications.

Challenges in Meta-Learning:

• Scalability: Difficulty in handling large-scale datasets and
high-dimensional CV tasks.

• Generalisation: Struggles to perform well on unseen tasks
and domains.

• Computational Complexity: High resource requirements
can limit applicability in constrained environments.
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• Task Diversity: Developing diverse task sets for training
is challenging but essential for real-world generalisation.

• optimisation Stability: Sensitive to hyperparameters and
optimisation methods, requiring careful tuning.

• Interpretability: Deep meta-learning models lack trans-
parency, complicating trust and usability.

4) Synchronisation in CPS: Synchronisation is critical for
aligning the timing and interactions among subsystems, sen-
sors, and actuators in CPS. In ML-based CV, the following
strategies are used:

• Timestamping: Attaches precise time metadata to data
packets to align heterogeneous data streams.

• Sensor Fusion: Integrates data from multiple sensors for
accurate environmental representation, used in applica-
tions like autonomous vehicles and robotics.

• Real-Time Task Scheduling: Ensures low-latency, high-
accuracy processing under strict resource and time con-
straints, crucial for autonomous vehicles, drones, and
robotics.

These strategies collectively enhance the synchronisation and
efficiency of CPS in ML-based CV applications.

5) Optimisation Approaches: In CPS, balancing computa-
tional efficiency and accuracy is key due to constraints like
limited hardware resources, real-time processing needs, and
high-accuracy demands. Various optimisation approaches help
manage these challenges:

• Model Compression Techniques:
– Pruning: Removes redundant neurons or connections

to reduce model size without significantly impacting
accuracy.

– Quantisation: Lowers the precision of model weights,
reducing memory usage and speeding up computation.

– Knowledge Distillation: Transfers knowledge from a
large, complex model (teacher) to a smaller, simpler
one (student), maintaining similar accuracy while en-
hancing computational efficiency.

– Low-rank Factorisation: Approximates weight matrices
with lower-rank matrices, reducing parameters, speed-
ing up training, and improving inference efficiency.

– Transfer Learning: Reuses pre-trained models for re-
lated tasks, reducing the need for extensive data la-
belling and speeding up adaptation to new tasks.

• Lightweight Architectures:
– MobileNet: Uses depthwise separable convolutions to

create lightweight models, customisable for different
trade-offs between latency and accuracy.

– EfficientNets: Achieve high accuracy with fewer pa-
rameters and FLOPS, designed for efficient scaling
while maintaining performance.

• Hardware Acceleration and optimisation:
– Parallelism: Utilises GPUs and specialised hardware

(e.g., TPUs) for faster processing, crucial for large-
scale problems.

– Inference Pipeline optimisation: Streamlines process-
ing to meet real-time requirements, balancing trade-
offs between accuracy, throughput, and latency.

• Data Augmentation:
– Deeply Learned Augmentation: Uses deep learning

models to generate data variations, enhancing robust-
ness.

– Feature-Level Augmentation: Alters specific data fea-
tures (e.g., brightness, contrast) to improve generalisa-
tion.

– Meta-learning: Learns to generate optimal augmenta-
tions based on data characteristics.

– Data Synthesis: Using techniques like 3D modelling
and GANs to generate synthetic data, increasing the
diversity of the training set.

• Edge Computing:
– Edge Intelligence: Combines AI and edge computing to

address challenges such as reducing latency, optimising
resources, and enhancing data privacy.

– Distributed Learning: Collaborative model training
across edge devices reduces bandwidth and enhances
privacy, with local data storage requirements.

These approaches optimise computational resources, improve
real-time performance, and maintain high accuracy in CPS ap-
plications like object detection, tracking, and decision-making.

6) Adaptation Mechanisms: In dynamic and unpredictable
environments, CPS models need to be adaptable to changing
conditions. Key adaptation mechanisms include:

• Data-driven Adaptation: Utilises real-world data to enable
models to adjust to varying conditions, such as lighting,
material properties, and geometric complexities. Tech-
niques like data augmentation (geometric and photometric
transformations) allow models to adapt to unseen scenar-
ios and improve generalisation across diverse environ-
ments.

• Online Learning: Models are continuously updated with
new data collected during deployment. This approach
is critical for real-time adjustments to environmental
changes, such as varying lighting or evolving cyberse-
curity threats. Examples include combining offline and
online learning techniques, such as the Truncated Gra-
dient Confidence-weighted model, for tasks like image
classification.

• Transfer Learning: Involves fine-tuning pre-trained mod-
els on smaller task-specific datasets, enabling adaptation
to new environments without training from scratch. This
is especially useful in CPS where models trained in
one context are adapted to others. For example, transfer
learning is used to detect attacks in CPS using a ResNet,
adapting the model to different operational conditions.

• Ensemble Methods: Combines predictions from multiple
models to improve accuracy and robustness. By leverag-
ing diverse architectures (e.g., MobileNetV2, ResNet50),
ensemble methods enhance the model’s ability to adapt
to variations in data quality and features, as seen in
medical image analysis tasks where data can differ in
noise, resolution, and conditions.

• Adversarial Training: Enhances model resilience to small,
intentional perturbations by incorporating adversarial ex-
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Fig. 13: Roadmap for Future Research

amples into the training process. This helps models adapt
to a broader range of input variations, making them more
robust against adversarial attacks. Randomised smoothing
further strengthens this by adding noise to the input, en-

suring the model is resistant to adversarial modifications.
• Federated Learning: Allows distributed CPS devices

to train models locally and share updates without
centralising sensitive data. This improves performance
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while maintaining privacy. FL employs various aggre-
gation methods (e.g. averaging, FedGKT) and privacy-
preserving techniques (e.g. differential privacy, homomor-
phic encryption). Challenges include high communication
overhead and non-IID data issues, but methods like Fed-
MPS reduce resource constraints and communication
costs.

These adaptation strategies ensure that CPS models can
maintain high performance and resilience in dynamic, real-
world environments by continuously learning, adapting, and
optimising based on changing conditions.

B. Current Advancements and Future Directions

Figure 13 provides a comparative summary of challenges
in synchronisation, optimisation, and adaptation, outlining
current research, limitations, and potential future directions. It
highlights areas such as real-time performance, architectural
complexity, resource constraints, real-world deployment, and
standardized benchmarks while suggesting federated learn-
ing, adaptive models, and emerging technologies (e.g., edge
computing, hybrid model, neuromorphic computing, VPU,
VFMs) to enhance scalability, efficiency, interoperability, and
sustainability.

The integration of ML for computer vision into CPS is revo-
lutionising industries by enabling smarter, more adaptable, and
efficient operations. Techniques such as edge AI, self-adaptive
RL, and hybrid models exemplify the advancements in CPS,
addressing challenges in real-time processing, scalability, and
decision-making. These approaches enable applications like
healthcare, autonomous vehicles, and smart cities to function
more effectively. However, significant challenges remain in
scalability, adaptability, and deployment, underscoring the
importance of continued research and interdisciplinary collab-
oration.

Edge AI enhances CPS by performing ML tasks directly
at the network edge, allowing for real-time decision-making
with reduced latency and improved privacy. By processing data
locally, it minimises reliance on centralised servers, making it
ideal for applications requiring rapid responses, such as indus-
trial automation and autonomous systems. Self-adaptive RL
contributes by equipping CPS with the ability to adapt to dy-
namic environments through learning from interactions rather
than static datasets. This capability is particularly valuable in
robotics and IoT healthcare, where real-time decision-making
and resource optimisation are critical. Hybrid models further
advance CPS by combining deep learning’s feature extraction
capabilities with the interpretability of traditional algorithms,
creating efficient and scalable solutions for complex tasks like
language translation and anomaly detection.

Despite these advancements, significant challenges persist.
Scalability issues arise as many synchronisation methods as-
sume abundant resources, which are not always available in
real-world CPS. Lightweight algorithms that balance accuracy,
energy efficiency, and computational costs are urgently needed.
Additionally, CPS systems must adapt to dynamic conditions
such as environmental variability and real-time constraints,
challenges that current methods are often ill-equipped to

handle. Technologies like neuromorphic computing and event-
based vision require new synchronisation strategies to unlock
their potential effectively. Continued research is essential to
address these gaps, developing innovative algorithms and
techniques that ensure CPS systems can meet the demands
of diverse and evolving applications.

Interdisciplinary collaboration plays a crucial role in ad-
vancing CPS technologies. By bringing together expertise
from fields like computer science, engineering, and domain-
specific disciplines, researchers can develop solutions that are
both technically sound and practically viable. For example,
collaboration is essential in integrating emerging technologies
such as FL and edge computing with CPS. Edge computing
enhances efficiency through strategies like model optimisation,
workload partitioning, and real-time monitoring, while FL
supports decentralised model training, preserving privacy and
enabling robust collaboration across devices. Together, these
approaches ensure that CPS systems are not only innovative
but also resilient, secure, and scalable.

Ethical and regulatory considerations further highlight the
importance of interdisciplinary efforts. Establishing standard-
ised benchmarks fosters consistent evaluation and collabora-
tion. Sustainability and inclusivity must also be prioritized to
address environmental concerns and broaden access to these
transformative technologies. By combining technical innova-
tion with interdisciplinary collaboration and ethical practices,
CPS can continue to evolve, delivering scalable, secure, and
responsible solutions that meet the needs of modern industries
and society.
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