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ABSTRACT In this paper, we explore a secure multiuser multiple-input single-output (MISO) satellite
downlink communication system, enhanced by the integration of a hybrid reconfigurable intelligent surface
(RIS). The study formulates a robust joint design for satellite and RIS beamforming, aimed at maximizing
the secrecy rate of the overall system. Both the active and passive elements of the RIS are optimized,
taking into account practical models that reflect real-world constraints, such as outdated channel state
information (CSI) and the power consumption of the system. To address the highly complex, dynamic, and
multidimensional nature of the beamforming design problem, deep reinforcement learning (DRL) techniques
are employed. Simulation results demonstrate the effectiveness of the proposed beamforming strategy,
highlighting significant performance improvements when utilizing hybrid-RIS compared to traditional
passive RIS solutions in wireless communication systems.

INDEX TERMS Hybrid reconfigurable intelligent surface (RIS), deep reinforcement learning (DRL), active
and passive RIS elements, physical layer security (PLS).

I. INTRODUCTION

Satellite communication systems are pivotal for enabling
global connectivity, particularly in areas where terrestrial
infrastructure is either impractical or economically pro-
hibitive [1]. With the surge in demand for high-data-rate
services such as video streaming, internet access, and
remote sensing, satellite networks are facing increasing
pressure to deliver more efficient and secure communication
solutions [2], [3]. Traditionally, satellites have relied on
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single-input single-output (SISO) or multiple-input single-
output (MISO) configurations to serve users in various
regions. MISO systems, in particular, offer enhanced perfor-
mance by enabling beamforming, which allows satellites to
direct their transmission energy more effectively to specific
users, improving signal quality and system capacity [4].
However, as satellite networks evolve to support an
ever-growing number of users, new challenges arise, par-
ticularly concerning security. The open nature of wireless
communication makes satellite links vulnerable to eaves-
dropping and interception by unauthorized parties. Given
the critical importance of satellite communications in sectors
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such as defense, finance, and disaster management, securing
these links has become a top priority. PLS techniques,
which exploit the unique characteristics of wireless channels
to safeguard transmissions, have emerged as a promising
solution to address these concerns [5]. A key metric in
PLS is the secrecy rate, which quantifies the maximum
rate at which information can be securely transmitted
without being intercepted by an eavesdropper [6]. While
traditional beamforming techniques can enhance the secrecy
rate in MISO systems, they face limitations in dynamic
and complex environments, such as satellite downlinks with
multiuser scenarios and rapidly changing channel conditions.
Furthermore, the presence of channel impairments, such
as outdated CSI due to propagation delays, introduces
additional challenges in maintaining reliable and secure
communications [7]. To overcome these limitations, recent
advancements have focused on the integration of RIS into
satellite communication systems [8].

RIS technology consists of large surfaces composed of
numerous low-cost, passive reflecting elements that can
dynamically adjust their reflection coefficients to control the
propagation of electromagnetic waves [9], [10]. By intelli-
gently manipulating the incident signals, RIS can enhance
the received signal quality, extend coverage, and mitigate
interference, all while consuming minimal power. This
has made RIS an attractive solution for enhancing wire-
less communication networks, particularly in challenging
environments such as satellite systems, where the distance
between the satellite and users is significant, and power
consumption is a critical concern [11]. The traditional RIS
consists of purely passive elements, which limits its ability
to actively control the signal amplitude. To overcome this
limitation, hybrid RIS, which incorporates both passive and
active elements, has been proposed [12], [13]. The active
components of a hybrid RIS can amplify the reflected signals,
thereby compensating for the significant path loss inherent
in satellite communication links. However, the inclusion of
active elements introduces new design challenges, including
increased power consumption and hardware complexity,
necessitating careful consideration in the overall system
design [14].

One of the most critical challenges in deploying RIS
in satellite systems is the joint optimization of satellite
beamforming and RIS configuration. This requires solving
a highly complex, non-convex optimization problem that
involves determining both the optimal transmit beamforming
vectors at the satellite and the reflection coefficients at the
RIS [15], [16]. The goal of this joint design is to maximize
the secrecy rate of the system while adhering to practical
constraints such as power consumption limits and imperfect
CSIL. This problem becomes even more challenging when
outdated CSI is considered, as is often the case in satellite
communications, where large propagation delays can result
in mismatches between the actual and estimated channel
states [17].
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To address this problem, traditional optimization tech-
niques such as convex optimization or iterative algorithms
have been employed in the past. However, these approaches
often suffer from high computational complexity and may
not be suitable for real-time implementation, especially in
dynamic environments where the channel conditions change
rapidly. As a result, recent research has explored the appli-
cation of machine learning (ML) techniques, particularly
DRL, to solve the joint beamforming problem in RIS-assisted
communication systems [18].

DRL a subset of reinforcement learning (RL), uses deep
neural networks to approximate optimal policies in environ-
ments with high-dimensional state and action spaces [19],
[20]. In the context of RIS-assisted satellite communications,
DRL can be used to learn an optimal beamforming strategy
that adapts to changing channel conditions in real-time.
By interacting with the environment and receiving feedback
in the form of rewards (e.g., secrecy rate), the DRL agent
gradually improves its decision-making process, leading to
an efficient and adaptive solution to the joint beamforming
problem [21].

In addition to its ability to handle dynamic environments,
DRL offers several advantages over traditional optimization
methods. First, it can learn directly from data, reducing the
need for accurate mathematical models of the channel and
system parameters. This is particularly beneficial in satellite
communication systems, where the propagation environment
is complex and difficult to model accurately. Second, once
trained, the DRL model can make decisions in real-time,
making it suitable for practical implementations in satellite
systems where computational resources and time are often
limited [22].

The application of DRL in RIS-assisted satellite systems
represents a significant step forward in addressing the
challenges associated with secure and efficient multiuser
communications. By jointly optimizing the satellite beam-
forming and RIS configuration, DRL-based techniques can
significantly improve the secrecy rate of the system, even
in the presence of practical constraints such as outdated
CSI and power limitations. Moreover, the integration of
hybrid RIS further enhances the system’s flexibility and
performance, making it a promising technology for future
satellite communication networks [23].

The integration of hybrid RIS into satellite communication
systems, combined with advanced DRL techniques for
beamforming optimization, is expected to play a crucial
role in the development of secure, high-performance satellite
networks for next-generation applications. As the demand
for satellite-based services continues to grow, the ability to
ensure secure and reliable communication will be critical in
maintaining the integrity of global communication infrastruc-
tures [24].

While this work primarily focuses on enhancing PLS by
addressing hostile eavesdropping in satellite communica-
tions, the proposed hybrid RIS framework and DRL-based
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optimization techniques can also be extended to mitigate
interference caused by legitimate users in multi-satellite or
multi-user systems operating on overlapping frequencies.
In such scenarios, “passive eavesdroppers,” or legitimate
users inadvertently causing interference, represent a critical
challenge for efficient spectrum management and resource
allocation. The integration of hybrid RIS and intelligent
optimization methods presents an opportunity to address
these challenges, making this approach versatile for both
secure communications and interference mitigation. This
broader applicability highlights the potential of hybrid
RIS-aided systems to advance both the security and efficiency
of future satellite networks.

A. LITERATURE REVIEW

The integration of RIS into wireless communication systems
has garnered significant attention due to its potential to
enhance system performance in terms of coverage, capacity,
and security [8], [9]. In the context of satellite communica-
tions, RIS technology offers promising solutions to overcome
challenges such as signal attenuation over long distances
and limited beamforming capabilities inherent in satellite
systems [11], [17].

Several studies have explored the use of RIS to improve
satellite communication systems. As summarized in Table 1,
these works focus mainly on passive RIS configurations
for signal enhancement and PLS [25], the authors inves-
tigate the application of RIS in secure satellite-terrestrial
transmissions. They demonstrate that RIS can enhance
PLS by intelligently reflecting signals to legitimate users
while minimizing leakage to eavesdroppers. Similarly,
examines the performance of RIS-assisted satellite com-
munications, showing improvements in signal quality and
coverage.

Hybrid RIS, which combines both passive and active
elements, has been proposed to overcome the limitations
of purely passive RIS by providing additional control over
the amplitude and phase of the reflected signals [14], [26].
The active components in a hybrid RIS can amplify the
reflected signals, which is particularly beneficial in satellite
communications where the path loss is significant. Research
on hybrid RIS in satellite communications, however, is still in
its infancy, and more studies are needed to fully understand
and exploit its potential benefits. Physical layer security is a
critical aspect of satellite communications due to the broad-
cast nature of satellite signals and the increasing concern over
eavesdropping and unauthorized access [6], [27]. Traditional
methods to enhance security include encryption and secure
key distribution, but these can be computationally intensive
and may not be suitable for all applications. As an alternative,
PLS techniques, such as secure beamforming and artificial
noise generation, have been proposed to improve the secrecy
rate without relying solely on cryptographic methods [7],
[24]. The application of RIS to enhance PLS has been
explored in terrestrial communication systems. For instance,
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[28] proposes a secrecy rate maximization scheme for
RIS-assisted multi-antenna communications, demonstrating
significant improvements in secure transmission. In [15],
the authors address the secrecy rate optimization in an
RIS-assisted MISO system, considering the presence of
multiple eavesdroppers.

DRL has emerged as a powerful tool for solving complex
optimization problems in wireless communications due
to its ability to handle high-dimensional and dynamic
environments [18], [19]. DRL has been applied to resource
allocation, beamforming design, and network management,
showing promising results in terms of performance and
adaptability. In the context of RIS-assisted systems, DRL has
been used to optimize beamforming strategies to enhance
system performance [21], [29]. Specifically, in, the authors
employ DRL to design [21] beamforming for an RIS-assisted
massive MIMO system, achieving energy-efficient resource
allocation. In [22], a DRL-based approach is proposed for
secure beamforming design in RIS-assisted MISO communi-
cation systems, demonstrating improvements in secrecy rate
under imperfect CSI.

However, the combination of hybrid RIS, secure satellite
downlink communications, and DRL remains relatively
unexplored. Most existing studies focus on terrestrial systems
or consider only passive RIS. The work in [30] addresses
the robust beamforming design for RIS-assisted secure
communications with imperfect CSI but does not consider
hybrid RIS or satellite systems. Similarly, [11] investigates
channel estimation and passive beamforming for RIS-assisted
satellite communication but does not address security aspects
or the use of DRL.

While most studies in RIS-aided communication systems
focus on combating hostile eavesdropping, interference
mitigation remains another critical challenge, particularly in
multi-satellite systems sharing similar frequency bands [31].
For example, passive eavesdropping, where legitimate users
unintentionally interfere with each other, has been addressed
in terrestrial communication systems [32], but its application
in satellite networks is underexplored. The integration of
hybrid RIS, with its ability to amplify and manipulate signals,
offers a promising solution for mitigating interference in
such scenarios. Moreover, DRL-based techniques, which
have been successfully applied in resource allocation and
interference management in terrestrial systems, can be
adapted to handle these challenges in satellite communica-
tions.While most studies in RIS-aided communication sys-
tems focus on combating hostile eavesdropping, interference
mitigation remains another critical challenge, particularly in
multi-satellite systems sharing similar frequency bands [31].
For example, passive eavesdropping, where legitimate users
unintentionally interfere with each other, has been addressed
in terrestrial communication systems [32], but its application
in satellite networks is underexplored. The integration of
hybrid RIS, with its ability to amplify and manipulate signals,
offers a promising solution for mitigating interference in such
scenarios. Moreover, DRL-based techniques, which have
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TABLE 1. Comparison of existing works and proposed contribution.

Ref Focus Methodology RIS Configuration Key Contributions
8] RIS in wireless sys- General overview of RIS Not Applicable (N/A) Enhancmg. wireless per.formance for cover-
tems age, capacity, and security
9] Wireless RIS systems Enhanc1qg wireless signal Passive RIS Improves capacity and security in wireless
propagation networks
Active RIS in satellite | Passive RIS beamforming . Addressing long-distance signal attenuation
[11] . . . Passive RIS . L
systems in satellite communication in satellite systems
[25] Satel]lt‘e—t.errestrlal PLS using beamforming Passive RIS ‘Improvmg PLS via signal reflection for legit-
transmission imate users
[26] Hybrid RIS for wire- | Joint control of active and | Hybrid RIS (Active + Pas- | Optimizes signal reflection in wireless sys-
less systems passive RIS elements sive) tems
[14] Reconfigurable Hybrid RIS for enhanced | Hybrid RIS (Active + Pas- | Mitigates path loss and enhances security in
hybrid RIS security sive) terrestrial systems
PLS in satellite sys- | Secure beamforming with . . . .
[27] tems artificial noise generation Not Applicable (N/A) Enhancing secrecy rate in satellite systems
Secrecy rate L .o .
(28] maximization with Secrecy.rate optimization Passive RIS lmProves secure transmission in RIS-
RIS for multi-antenna systems assisted systems
. Secrecy rate optimization L .
[15] RIS—asms_ted_ MISO with multiple cavesdrop- | Passive RIS Handles secrecy optimization for multi-
communications - eavesdropper systems
(18] DRL for wireless sys- | Resource allocation with Not Applicable (N/A) D_RL—b'fised_ beamforming for resource effi-
tems DRL ciency in wireless networks
DRL-based | Energy-efficient . . DRL-based optimization for RIS-MIMO
[21] beamforming for | beamforming design | Passive RIS .
. systems under resource constraints
RIS using DRL
Proposed | Secure satellite down- %gﬁianﬁilﬁiZ?ior?ix?ﬁ Hybrid RIS (Active + Pas- | Maximizes secrecy rate and energy effi-
Solution | link with hybrid RIS DDPGg P sive) ciency in satellite systems with hybrid RIS

been successfully applied in resource allocation and inter-
ference management in terrestrial systems, can be adapted to
handle these challenges in satellite communications.

In addition to enhancing PLS against eavesdropping,
interference mitigation is a key challenge in satellite
systems, especially in multi-user and multi-satellite setups
with overlapping frequencies. Hybrid RIS enables precise
control of signal reflection and amplification, reducing
interference while maintaining energy efficiency. DRL-based
optimization frameworks excel in adapting beamforming
strategies to dynamic environments, improving both security
and interference management [33], [34], [35]. This joint
optimization of satellite and RIS configurations makes the
proposed system versatile for modern satellite networks with
dense user deployments.

B. MOTIVATION AND CONTRIBUTIONS

The increasing reliance on satellite communication systems
for global connectivity has introduced critical challenges,
particularly concerning security. Due to the open nature of
satellite signals, they are highly susceptible to interception
and eavesdropping, making secure transmission a vital
concern. PLS has emerged as a promising solution to mitigate
these risks, using inherent properties of the communication
channel to protect transmissions. Recently, RIS have been
employed in wireless systems to enhance PLS by intelligently
controlling signal propagation, thus improving security for
legitimate users while degrading signal quality for potential
eavesdroppers.
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Despite the promise of RIS, traditional optimization
techniques used for PLS face scalability challenges when
applied to large-scale RIS-assisted systems, especially when
dealing with the complexity introduced by outdated CSI.
These systems are inherently dynamic, requiring more
advanced and flexible optimization methods. Additionally,
while most current research focuses on passive RIS, there
remains significant untapped potential in Hybrid RIS, which
integrates both active and passive elements. Hybrid RIS
can offer improved performance while maintaining energy
efficiency, making it a compelling solution for satellite
communications.

This paper makes the following key contributions:

« Innovative System Model: A hybrid RIS-assisted mul-
tiuser MISO satellite downlink communication system
is proposed, where a portion of the RIS elements
are active and capable of signal amplification. This
hybrid approach demonstrates significant improvements
in secrecy performance over systems that rely solely on
passive RIS.

« Joint Beamforming Optimization: A robust joint design
for satellite and hybrid RIS beamforming is developed,
aimed at maximizing the system’s secrecy rate. The
design takes into account real-world constraints, such
as outdated CSI and power consumption, ensuring the
model’s practical relevance.

« DRL-Based Optimization Framework: To address the
high complexity and dynamic nature of the system,
we employ a DRL approach. Specifically, we use the
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. Active
. Passive

FIGURE 1. Hybrid RIS-assisted secure satellite downlink with deep
reinforcement learning for optimized security.

Deep Deterministic Policy Gradient (DDPG) algorithm
to efficiently optimize beamforming strategies, over-
coming the limitations of traditional optimization
methods.

o Extensive Performance Evaluation: Through compre-
hensive simulations, we evaluate the effectiveness of
the proposed DRL-based beamforming approach. The
results highlight significant improvements in secrecy
rates when using hybrid RIS, demonstrating that incor-
porating a small fraction of active RIS elements can
enhance the security of satellite communication systems
over conventional passive RIS configurations.

o Versatility in Application: Although this study focuses
on combating hostile eavesdroppers, the proposed
framework can also address interference management
in multi-satellite or multi-user communication systems.
By leveraging hybrid RIS and DRL, interference
between legitimate users operating on shared frequen-
cies can be mitigated, paving the way for improved
spectrum coexistence and resource utilization.

In addition to its primary focus on enhancing PLS against
hostile eavesdroppers, the proposed hybrid RIS framework
offers significant potential for mitigating interference from
non-hostile or passive eavesdroppers in multi-satellite or
multi-user systems. This contribution expands the applica-
bility of the hybrid RIS to address challenges in spectrum
sharing and interference management, making it a versatile
solution for future satellite communication networks. These
contributions offer a forward-thinking and practical solu-
tion for improving the security and efficiency of satellite
communications using hybrid RIS technology, pushing the
boundaries of current approaches in the field.

Il. SYSTEM MODEL

A. NETWORK MODEL

In this work, we consider a hybrid-RIS-aided multiple-
input single-output (MISO) satellite communication system.
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The system architecture comprises a geostationary satellite
equipped with multiple antennas that serves a group of
legitimate users on the ground, each equipped with a single
antenna. Additionally, the system is safeguarded against
eavesdropping by using a hybrid RIS to manipulate the
propagation environment. The RIS is positioned on the ground
between the satellite and users, optimizing signal quality. For
multi-beam phased array satellites, a single RIS can support
multiple beams by dynamically adjusting its reflection
coefficients.

Let S represent the satellite with Lg antennas, which serves
U legitimate users denoted by the set L = {1,2,..., U},
each having a single antenna. Furthermore, there are E
eavesdroppers, denoted by £ = {1,2,..., E}, attempting
to intercept the communication. To improve the system’s
performance and security, a hybrid-RIS, represented by R,
with Mg reflecting elements is introduced. Of these Mg
elements, My are active, and the remaining Mg — My are
passive.

The hybrid-RIS can manipulate incoming signals by
adjusting both their phase and amplitude. Active RIS
elements have the ability to amplify signals, while passive
elements can only adjust the phase of reflected signals. The
configuration of the RIS can be described by the reflection
coefficients of its elements, where active elements contribute
both phase shifts and amplitude amplification. We represent
the position of active elements using the binary vector a =
{0,...,1,...,0}, where a; = 1 indicates that the i-th element
is active, and a; = 0 denotes a passive element. The reflection
coefficient for each RIS element is denoted by y; = ()% &%,
where «; € (1, omax) is the amplitude amplification factor
for active elements, and 6; € [0, 27] is the phase shift. For
passive elements, we have y; = &,

The RIS interaction matrix is thus defined as:

@ = diag(y1, ..., Yup), ()
while the matrix for active element interaction is given by:
v = diag©, ..., ¥, ...,0), 2)

where the non-zero entries correspond to the active elements’
reflection coefficients.

In this model, the communication between the satellite and
ground users is represented by the set of channel coefficients.
Lethg;, € Cks %1 represent the channel between the satellite
and user u, hgg, € CLs*1 the channel between the satellite
and eavesdropper e, and Hgg € CY&*Ls the channel between
the satellite and the RIS. Additionally, the channels between
the RIS and user u and eavesdropper e are denoted by hg;, €
CMrx1 and hgg, € CMr*1 | respectively.

The satellite-to-user and satellite-to-eavesdropper chan-
nels are modeled using a Shadowed-Rician fading model,
which accounts for the fact that satellite signals experience
shadowing and fading as they propagate through space and
the atmosphere. On the other hand, the RIS-to-user and RIS-
to-eavesdropper channels follow a Rayleigh fading model,
assuming the environment around the RIS is rich in scatterers.
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The satellite’s beamforming matrix is represented by:

W =[wy,...,wy] e Cis*U, A3)

where w, € CLs*! is the beamforming vector for the u-th
legitimate user. When the satellite transmits symbol s, (Where
su ~ CN(0, 1) represents a complex normal distribution with
zero mean and unit variance), the received signal at user u can
be expressed as:

yu= (g +hf, OHsp)Wys,

+ Z(h.IS'{LM + thuqJHSR)Wu’su’ + ny, (@)
' #u

where () represents the Hermitian transpose, and 7, is the
total noise at the user u, including the noise generated by
the RIS active elements, denoted as ng € CMrx1 and the

complex noise at user u, ny,, ~ CN(O0, afu), with noise power
o2

The signal received by an eavesdropper e, trying to
intercept the transmission to user u, is given by:

Ye = (W, +hip ®Hgr) D Wasy + ne, )
uel

where n, = the\IfnG + ng,, with ng, ~ CN(0, oé) being
the noise experienced by the eavesdropper.

In practical systems, the time delay between when the
satellite and RIS obtain the CSI and when they transmit
signals may result in **outdated CSI**. Since the RIS
reflection beamforming heavily depends on the CSI, the
outdated CSI model must be considered, which is described

as:
hyy = ph, +/1— p?Ahyy, ©)

where gp € {SL,, SE., RL,, RE,}, p € [0, 1] is the outdated
CSI correlation coefficient, h; is the estimated CSI, and
Ahg, represents the CSI error, constrained to an ellipsoid
defined by E,, = {Ahg,|Ahl0,,Ah,, < 1}, where Q)
determines the size and shape of the ellipsoid.

The SINR for user u is:

|(h%, +hfi ®Hgsp)w,|?
Zu’;ﬁu Khéiu + thl,QHSR)WM’ |2
+ (hg, W hgp )0l +of,. @)

SINR, =

The **achievable rate** for user u is:
R, =logy(1 4 SINR,). ®)

For an eavesdropper e attempting to intercept user u’s
transmission, the SINR is:

(b, + hil, ®Hgp)w,|?
> (WG +hi OHp)w, |2
+ (W WU hgg,)od + o} . ©)

SINR,, =
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The eavesdropper’s achievable rate when intercepting user
uis:

R, = log,(1 4+ SINR, ;). (10)

The secrecy rate for the transmission from the satellite to
user u is the difference between the user’s achievable rate and
the maximum achievable rate by any eavesdropper:

Rec,u = max(0, R, — max R, ;). (11)
ect

Finally, the total secrecy rate of the system is:

Rsec = ZRsec,w (12)
uel

B. HYBRID-RIS POWER CONSUMPTION MODEL

The total power consumption of the hybrid-RIS consists of
the power consumed by both passive and active elements.
Passive RIS elements require power for the RF circuitry and
control systems, modeled as a constant power consumption
Pc per element. Hence, if the RIS contains M, = Mgr —
My passive elements, the total power consumption for these
elements is:

Prp = M,Pc. (13)

Active RIS elements, on the other hand, require additional
power for signal amplification. The power needed for signal
amplification is proportional to the input signal power and is
described as:

2
o Py i
Pamp.i = — 6 (14)

where Pj,; is the incoming signal power at the i-th active
element, and € is the efficiency of the amplifier. Therefore,
the total power consumption of all active elements is:

Pra = MsPc + MyPy

1
+ ETr(\IJ(HSRWWH HY, + o2y v, (15)

The hybrid-RIS is subject to a total power budget, Pr max.
which must satisfy the following constraint:

PR,p + PR,a =< PR,max- (16)

This power constraint ensures that the system operates
within practical power limits while leveraging both passive
and active elements of the hybrid-RIS.

The proposed hybrid RIS and DRL framework is appli-
cable to non-geostationary satellites (NGS), which face
challenges such as Doppler shifts and frequent beam
handovers. DRL’s adaptability allows real-time optimization,
making it suitable for dynamic NGS environments. Future
work will address these specific complexities.
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Ill. PROBLEM FORMULATION AND PROPOSED DRL
SOLUTION
A. PROBLEM FORMULATION
The objective of this system is to maximize the overall
secrecy rate of the hybrid-RIS-aided MISO satellite downlink
communication system. Specifically, the goal is to jointly
optimize the beamforming matrix W at the satellite and the
reflection coefficients matrix @ at the RIS, including the
active and passive elements. This joint optimization problem
is subject to power constraints at both the satellite and the
RIS, as well as secrecy rate requirements for the legitimate
users.

The overall secrecy rate Rg., wWhich was derived in the
system model, can be expressed as:

Rgec = ZRsec,u = Zmax(O, R, — mag‘(Re,u)» )
uel uel s

where R, is the achievable rate for legitimate user u, and R,
is the achievable rate for eavesdropper e trying to wiretap user
u.

The optimization problem can be formulated as follows:

max, Rgec = max E max(0, R, — max R, ;) (18)
W, o W, - ee€
u

min
Rsec,u = Rsec,w

Yue Ll (19)

This ensures that each legitimate user’s secrecy rate meets a
minimum threshold for secure communication.

Tr(WAW) < ppax (20)
where P¢™* is the maximum power available at the satellite.
PR,p + PR,a < PR,max (21)

This ensures that the total power consumption of the hybrid-
RIS (passive and active elements combined) does not exceed
the predefined power budget Pr max-

a; € (1, amax), Vi€ My (22)

where omax 1s the maximum allowable amplitude gain for the
active RIS elements.

0; € [0,2m], Vie Mg (23)

This constraint ensures that the phase shifts applied by both
the active and passive elements of the RIS are within the
allowable range.

1) WORST-CASE SECRECY RATE OPTIMIZATION

Since the system operates under outdated CSI, we consider
the worst-case scenario to guarantee a robust design. The
problem is thus formulated to account for the worst-case
secrecy rate. The CSI errors are modeled using the ellipsoid
uncertainty model, and the secrecy rate is maximized over the
worst-case CSI, i.e.,

max min E Rsec.u (24)
ABSLy, ABRL, ASE,, AhRE, “—
ue
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where Ahg, represents the CSI error vectors, which are
constrained to lie within the predefined ellipsoid set as
detailed in the system model.

Equation (24) ensures secure communication by maxi-
mizing the secrecy rate under worst-case CSI conditions.
Reformulated as an MDP, the DRL framework iteratively
optimizes beamforming and RIS configurations to balance
secrecy and power constraints.

B. PROPOSED DRL SOLUTION

The problem of maximizing the secrecy rate in the hybrid-
RIS-aided MISO satellite communication system involves
highly complex, dynamic, and multidimensional optimiza-
tion. Traditional optimization techniques struggle to handle
the non-convex nature of the joint beamforming design
for both the satellite and RIS under practical constraints
like outdated CSI and limited power budgets. To overcome
these challenges, DRL is leveraged to intelligently learn the
optimal beamforming policies by interacting with the system
environment over time.

In this approach, the beamforming problem is reformulated
as a MDP, where the satellite and RIS act as decision-making
agents. The goal of these agents is to learn a policy that
maximizes the system-wide secrecy rate by adjusting their
beamforming vectors and RIS configurations based on the
observed environment (e.g., channel conditions). The process
involves the following key components:

State Space: The state space S includes all the information
required to describe the environment at any given time.
In the context of the hybrid-RIS-aided secure communication
system, the state at time step 7, denoted by s;, consists
of: CSI for legitimate users and eavesdroppers at time t.
Since outdated CSI is considered, the state also includes
the estimated and error components of the CSI. Previous
beamforming vectors w,;—; from the satellite for each
legitimate user u. Previous RIS reflection settings, including
the amplitude gains «; ;—1 and phase shifts 6; ;_; for each RIS
element .

Thus, the state vector at time ¢ is represented as:

sp =1, Wy 1,01, 6i -1}, (25)

where h; denotes the CSI of users and eavesdroppers at time 7,
including both the legitimate and outdated CSI components.

Action Space: The action space A defines the set of
possible actions the agent can take to affect the environment.
In this problem, an action at time ¢, denoted by a;, involves
the following adjustments: Beamforming vector w,, for each
legitimate user u, which dictates how the satellite directs its
transmission to that user. Amplitude gain «; for each active
RIS element i. The amplitude gain modifies the strength of
the signal reflected by the active RIS elements. Phase shift 6;
for both active and passive RIS elements, which changes the
phase of the reflected signals.

Thus, the action at time ¢ is represented as:

ar = {wll’ a;, 91'}, (26)
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where w, € CE*! o € (1, amax), and 6; € [0, 27] for the
RIS elements.

The agent selects these actions in order to maximize the
long-term secrecy performance of the system.

Reward Function: The reward function quantifies the
immediate benefit of taking a particular action in a given
state. In this problem, the reward at each time step is based on
the secrecy rate achieved by the system. After taking action
a;, the environment provides a reward r;, which reflects
how effective the beamforming and RIS configuration are at
increasing the secrecy rate. The reward is defined as:

ry = RSGC,I? (27)

where Rgec ; is the overall system secrecy rate at time step ¢,
calculated based on the beamforming vectors and RIS settings
chosen in action ay.

This reward encourages the agent to select actions
that improve the secrecy rate for legitimate users while
minimizing the information intercepted by eavesdroppers.

Policy: The policy & is a strategy that the agent follows
to select actions based on the observed state. In the context
of reinforcement learning, the policy can be deterministic or
stochastic. For this problem, the policy aims to map states to
actions in a way that maximizes the accumulated reward over
time.

The policy is often parameterized by a neural network y,
where 6 represents the parameters of the neural network. The
agent updates these parameters during training to improve its
decision-making capability. The policy takes the current state
s; as input and outputs the action a, that the agent should take.

Discounted Accumulated Reward: The goal of reinforce-
ment learning is to maximize the discounted accumulated
reward over time. The discounted reward at time ¢ is given
by:

oo
R = y"'n (28)
i=t

where y € (0, 1) is the discount factor that determines
the importance of future rewards. A higher y places more
emphasis on long-term rewards, whereas a lower y focuses
more on immediate rewards.

The agent’s objective is to maximize the expected accu-
mulated reward R;, which corresponds to improving the
long-term secrecy rate of the system.

1) COMPUTATIONAL COMPLEXITY

The computational complexity of the proposed DDPG-based
secure beamforming framework for hybrid-RIS-aided MISO
satellite communication systems can be analyzed in two
distinct phases: the offline training stage and the online
deployment stage.

During the offline training stage, the complexity arises
primarily from the structure and operations of the actor and
critic neural networks. For each training step, the actor net-
work computes the optimal actions, including beamforming
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Algorithm 1 DDPG-Based Secure Beamforming and

Hybrid-RIS Configuration Optimization for MISO Satellite

Downlink Communications

Input: Current CSI s9 = ({hsz,,hsg,, Hsg, hgr,, hrg,,
Wy, o, 0;}, maximum satellite power Pg““x, maximum
RIS power Pr max

Output: Optimized beamforming vector w}, optimized RIS

configuration o', 6, maximized Secrecy Rate.

Initialization:

Initialize actor network u(s|®*) and critic network

O(s, a|©2) with random weights OH, ©¢ TInitialize target

networks 1/ and Q" with weights @ « O, 02 « ©¢

Initialize replay buffer B Initialize exploration noise N

For each episode:

Initialize state so = {hSLu,O» hSEe,O’ Hgr o,

hrr,.0, hRE, .0, W0, @i 0, 6i0}

for each time step t = 1 to Tyax do

Select action a; = u(s;|®*) + N;, where a; =

{Wyr air, 0} Apply action a; in the environment,

observe reward r; and next state s;+; Store transition

(8¢, ar, 11, Sy4+1) in the replay buffer 5

if replay buffer B is sufficiently filled then

Sample a random mini-batch of transitions

(si, ai, ri, siy1) from the buffer B Compute target

Vi = ri+yQ(siv1, W (si+1104)|0¢) Update the

critic network by minimizing the loss:

L = |;7| > (O, a;|®9) — y)? Update actor

network using policy gradient:

Vorud ~ g > VaQl(si, alO)azpu(s) Vor 11(si| ©%)

Update target networks:

0? « 1024 (1 - 1e?

O «— TOM 4+ (1 — 1)OF

end

end

End episode when convergence or maximum time step is
reached Return optimized beamforming vector w and RIS
configuration o', 67 that maximize the secrecy rate.

vectors, RIS amplitude gains, and phase shifts, while the
critic network evaluates the quality of these actions using
the state-action value function (Q-value). The computational
complexity of the actor network for a forward pass through
its layers can be expressed as:

Ga
Oz52+ D 2,211 . (29)

g=1
where Z represents the number of neurons in the input layer,
and Z, denotes the number of neurons in the g-th hidden layer.
Similarly, the critic network’s complexity follows the same
structure as the actor network but includes additional action
evaluation. The complexity of the critic network is given by:

Ge
OZ521+> 2,211 | (30)

g=1
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where Z§ represents the number of input neurons in the critic
network. Both networks are updated using mini-batches, and
the overall training complexity per episode is determined by
the number of episodes Nep, time steps per episode 7', mini-
batch size |B|, and the dimensions of the state (|S|) and action
spaces (|.A]). The total training complexity per episode can be
written as:

G,
(’)(NepT|B|(|S| A +2 [ 1S1Z0+ D ZeZgi
g=1
Gc
+2 [ 1AZ+ D 2,201 )) 31)
g=1

The training stage is computationally expensive but is
performed offline on ground-based stations or data centers
equipped with high-performance computing infrastructure.
This ensures that the heavy computational demands of
training neural networks, including managing replay buffers
and iterative updates, do not burden the satellite system.
Conducting training on the ground also allows for iterative
refinement and avoids the hardware and energy constraints
faced by satellites.

In contrast, the online deployment stage is computationally
efficient and involves executing the trained actor network
to make real-time decisions for beamforming and RIS
configurations. This phase only requires a forward pass
through the actor network, with complexity:

Ly
o\ z§z+ > 78z, | - (32)
g=1

where Z§ and Z; represent the input and hidden layer neurons
of the actor network, and L, is the total number of layers in the
network. The reduced computational load during this phase
makes it feasible for real-time operation on the satellite.

Online computations can be efficiently performed onboard
the satellite using modern Al hardware, such as edge
Al processors or low-power GPUs, which are specifically
designed for lightweight neural network inference. The
reduced complexity ensures that optimal beamforming and
RIS configurations can be computed in real-time without
significant latency or resource constraints. This approach
also eliminates the need for frequent communication with
ground stations, enabling the system to dynamically adapt to
changing channel conditions and ensure secure, low-latency
satellite communications.

IV. SIMULATION RESULTS

Figure 2 and Figure 3 illustrate the effects of varying the
learning rate and the decaying rate, respectively, on the
average reward over 2000 episodes in a DRL-based hybrid
RIS-aided satellite communication system. Figure 2 focuses
on the impact of different learning rates, demonstrating that
a learning rate of 0.001 achieves the best trade-off between
stability and convergence speed, with smoother learning
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FIGURE 2. Variation in learning rate.

curves and higher average rewards compared to higher rates
(e.g., 0.01, which causes instability) and lower rates (e.g., le-
05, which leads to slower convergence). In contrast, Figure 3
highlights the effect of varying the decaying rate (e.g., explo-
ration decay or learning rate decay), where a decaying rate
of 0.01 achieves the highest rewards by optimally balancing
exploration and exploitation. Lower decaying rates, such
as le-05, result in slower learning and underperformance.
While both figures evaluate average rewards, they focus on
different hyperparameters, underscoring the importance of
jointly optimizing learning rate and decaying rate to enhance
system performance.

Figure 4 illustrates the secrecy sum-rate (in bits/s/Hz) as
a function of the satellite power budget P, max (in dBm)
for two different configurations of system parameters. The
blue curve represents a system with L = N = K = 4 and
MM = 102, while the red curve corresponds to a system
with L = N = K = 10 and MM = 204. As the satellite
power budget increases, both configurations demonstrate an
improvement in the secrecy sum-rate. The red curve shows
that the system with a larger number of antennas, users,
and reflecting elements achieves significantly higher secrecy
rates compared to the blue curve, indicating that increasing
these parameters results in improved security performance.
Specifically, for P;, max = 50dBm, the secrecy rate
for the larger system reaches around 27.5 bits/s/Hz, while
the smaller system achieves approximately 20 bits/s/Hz.
This demonstrates the effectiveness of scaling up system
resources, such as the number of users and reflecting
elements, in enhancing secure communication in hybrid
RIS-aided satellite systems.

Figure 5 shows the secrecy sum-rate (in bits/s/Hz) as a
function of the satellite power budget P, max (in dBm) for
two different configurations, similar to Figure 4. The blue
curve corresponds to a system with L = N = K = 4
and MM = 102, while the red curve represents a system
with L = N = K = 10 and MM = 204. As in
the previous figure, the secrecy sum-rate increases with
the satellite power budget for both system configurations.
However, the system with larger parameters (L = N =
K = 10) consistently outperforms the smaller configuration,
achieving a secrecy sum-rate of nearly 28 bits/s/Hz at
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P, max = 50 dBm, compared to around 20 bits/s/Hz for the
smaller configuration. This highlights the significant impact
of system scaling (i.e., increasing the number of antennas,
users, and reflecting elements) on enhancing the secrecy rate.
As the satellite power budget increases, the larger system’s
ability to secure communications becomes more pronounced,
confirming the benefits of scaling resources in secure satellite
communication scenarios.

Figure 6 illustrates the secrecy sum-rate as a function of
the number of RIS elements for hybrid RIS and passive
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RIS configurations. The plot indicates that the secrecy
sum-rate increases with the number of RIS elements for
both setups. The hybrid RIS, with a portion of its elements
active, consistently demonstrates superior performance.
At 50 RIS elements, the hybrid RIS achieves approximately
60 bits/s/Hz, significantly outperforming the passive RIS,
which achieves around 40 bits/s/Hz. The baseline case
without RIS remains constant at roughly 25 bits/s/Hz,
emphasizing the substantial gains offered by RIS technology,
particularly with hybrid configurations that utilize active
elements for signal enhancement

The simulation results not only validate the effectiveness
of hybrid RIS in enhancing secrecy rates but also suggest
its potential for mitigating interference in shared-spectrum
scenarios. By intelligently controlling signal reflection and
amplification, hybrid RIS can suppress interference caused
by overlapping communication zones or shared satellite
resources. This capability highlights the framework’s utility
beyond secure communications, particularly in managing
non-hostile interference.

V. CONCLUSION

This paper investigates the enhancement of PLS in a hybrid-
RIS-assisted multiuser MISO satellite downlink communi-
cation system. By leveraging hybrid RIS with both active
and passive elements, we address the challenges of outdated
CSI and power limitations. A novel DRL-based optimization
framework using the DDPG algorithm is proposed for joint
optimization of satellite and RIS beamforming. Simulation
results demonstrate significant improvements in secrecy rates
compared to conventional passive RIS systems, confirming
the potential of hybrid RIS to strengthen security in satellite
communications.
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