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A graph-based method for identity resolution to assist 
police force investigative process
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ABSTRACT
The ability to prove an individual identity has become crucial 
in social, economic, and legal aspects of life. Identity resolu-
tion is the process of semantic reconciliation that determines 
whether a single identity is the same when being described 
differently. This paper introduces a novel graph-based meth-
odology for identity resolution, designed to reconcile iden-
tities by analysing the similarity of attribute values associated 
with different identities within a policing dataset. The pro-
posed methodology employs graph analysis techniques, 
including centrality measurement and community detection, 
to enhance the identity resolution process. This paper also 
presents a new identity model for identity resolution. SPIRIT 
policing dataset was used for testing the proposed metho-
dology. This dataset is an anonymised dataset used in the 
SPIRIT project funded by EU Horizon. It contains 892 identity 
records and among these, two ’known’ identities utilize dif-
ferent names but actually represent the same individual. The 
presented method successfully recognised these two identi-
ties. Additionally, another experimental evaluation was con-
ducted on a refined and extended version of the dataset and 
the false identities were successfully detected. This method 
can assist police forces in identifying criminals and fraudsters 
using fake identities and has applications across finance, 
marketing, and customer service.
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1. Introduction

Identity can be described as a set of identifiable characteristics that can distin-
guish one individual from another. The characteristics that can describe an 
identity are usually categorised as physical characteristics and social 
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characteristics. For instance, gender or ethnicity can be considered as physical 
characteristics, and known associates or organisations can be considered as 
social characteristics. Bilgrami [1] discussed that identity has two different 
aspects including subjective and objective. Subjective identity reflects an indi-
vidual’s self-perception, while objective identity concerns how others view an 
individual, independent of their self-perception. Essentially, objective identity 
defines individuals based on observable biological or social characteristics. 
Nowadays electronic records are replacing paper-based documents, and iden-
tity records can be generated easily. Therefore, due to inadequate verification or 
validation during data entry, duplicate and false identity records frequently 
occur in electronic systems and databases [2]. In this situation, finding an 
effective solution to address this issue is extremely critical, and it can facilitate 
fighting crime, terrorism or enforce national security. Li and Wang [2] pointed 
out that criminals and terrorists try to hide their true identity via using fake 
identities. There are some cases documented by government reports which are 
showing terrorists in different countries have committed different identity 
crimes such as falsifying passports or birth certificates to facilitate their travel-
ling or their financial operations [3,4]. Moreover, the rapid advancements in 
artificial neural networks, bolstered by increased computing power, have led to 
the development of technologies capable of digitally manipulating content. 
This progress has sparked significant concerns over deepfake images and 
videos, which can be exploited for harmful purposes, including identity theft [5].

The problem of multiple identities for an individual can mislead police and 
law enforcement investigators [6]. Identity resolution is a pathway to tackle 
problems when it becomes intensely difficult to determine if the resultant 
identity is the same when criminals describe it differently. In other words, it is 
the process of collecting and matching identifying attributes of a person to be 
able to build a consistent identity of that individual. Identity resolution is one of 
the main police force investigative processes, which can be considered as a form 
of classification where two or more identities of a person should be compared 
based on the similarity of their attributes [7]. It has been used effectively in 
different disciplines such as marketing for evaluating customers and their 
interests in the marketing sector or transportation for examining travel records. 
However, it has not been widely used in the field of policing, and there are very 
few implementations for criminal fraud detection [8]. In fact, the main aim of 
identity resolution in the field of policing and fraud detection is to be able to 
determine the true identity of criminals who are using multiple identities to hide 
their involvement in illegal activities.

This research advances the field of identity resolution, particularly within 
policing and fraud detection, by presenting a novel identity model that inte-
grates both physical identity and social identity, alongside additional factors 
including official identity and virtual identity that enhance the accuracy and 
reliability of identity verification. Traditional identity models have primarily 
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focused on physical and social identity components, often overlooking the 
complex interplay between an individual’s multiple identity facets and their 
social context. By acknowledging and incorporating a broader range of attri-
butes, this study addresses the critical challenges of duplicate and fraudulent 
identities prevalent in electronic databases.

Furthermore, the research builds on and improves the existing identity 
resolution methodologies. While rule-based systems and distance measures 
have their merits, they often suffer from issues related to data quality and the 
inflexibility of rule sets across different contexts. By employing a combination of 
advanced graph analysis techniques and distance measures for the first time, 
this study demonstrates a more robust approach to identity resolution. The 
presented method not only enhances the detection of false identities but also 
adapts to the complexities of modern data environments, which include diverse 
and often incomplete data sources. The research’s methodological contribu-
tions set a foundation for future advancements in the field, ensuring that 
identity resolution approaches keep pace with technological advancements 
and evolving societal norms.

2. Literature review

2.1. Identity model

There should be a clear identity model before starting the identity resolution 
process. Kidd and Teagle [9] explained that identity relates to how we think 
about ourselves as people, how we think about other people around us, and 
what we imagine others think of us. In other words, it means being able to figure 
out how we are as people. Based on the identity theories from the social science 
literature, an individual’s identity is considered to have two basic components, 
namely a personal identity and a social identity. A personal identity is one’s self- 
perception as an individual, whereas a social identity is one’s biographical 
history that builds up over time [10]. Buckingham [11] discussed that 
a person’s identity is something that can be uniquely possessed, and it distin-
guishes that person from other people. On the other hand, identity also implies 
a relationship with a social group. For instance, when someone talks about 
national identity or cultural identity, they imply that their identity is partly 
a matter of what they share with other people. In this case, identity is about 
identification with others whom we assume are similar to us at least in some 
significant ways.

These two aspects of identity (personal identity and social identity) have 
been considered by researchers for identity resolution. However the previous 
identity models have been suffering from some limitations which can affect the 
accuracy of the results. In fact, individuals are not isolated but interconnected to 
each other in a society. The social context associated with an individual can be 

JOURNAL OF CYBER SECURITY TECHNOLOGY 3



clues that reveal his or her undeniable identity. Recognizing the limitations of 
personal attributes, many recent studies have started exploiting social context 
information for identity resolution.

For instance, Ananthakrishna, Chaudhuri and Ganti [12] introduced a method 
that eliminates duplicates in data warehouses using a dimensional hierarchy 
over the link relations. This method can improve the performance of the 
matching technique by only comparing those attribute values that have the 
same foreign key dependency. For instance, the similarity of two identity will be 
analysed only when both of them live in the same city. Afterwards, Kalashnikov, 
Mehrotra and Chen [13] combined co-affiliation and co-authorship relationships 
and created a new resolution model for reference disambiguation. In another 
research, Köpcke and Rahm [14] categorized entity resolution methods into 
context matchers and attribute value matchers. They explain that attribute 
value matchers rely on descriptive attributes, while context matchers consider 
information inferred from social interactions which is represented as linkages in 
a graph.

This research introduces a new identity model for identity resolution that 
incorporates four key aspects including physical, social, official, and virtual. By 
expanding the scope to include official and virtual dimensions, the model 
integrates a broader range of attributes, enhancing both the accuracy and 
reliability of identity resolution. Details of this identity model will be further 
elaborated in the methodology section.

2.2. Identity resolution methods

The techniques that are used in existing identity resolution methods can be 
categorized into three groups including (1) rule-based comparisons, (2) distance 
measures, and (3) graph analysis. Most of the rule-based identity resolution 
methods have been developed based on the matching rules. As an example, for 
a simple rule, two identity records match only if their first name, surname, and 
date of birth values are identical [15]. Li and Wang [2] explained that matching 
rules try to have high precision, but they usually suffer from low sensitivity in 
detecting true matches. This is because of data quality issues such as missing 
data, entry error and deceptions. They also discussed that the most important 
challenge for a rule-based method can be creation of the rule set because 
creating an effective and comprehensive rule set can be very complicated and 
time-consuming and the rules may not be portable and applicable across 
different contexts.

Developing a comprehensive set of rules for identity resolution can be both 
time-consuming and costly. Additionally, the applicability of these rules may be 
limited, as they often pertain to specific domains and may not be transferable to 
others. In light of these challenges, machine learning offers a viable alternative. 
By automatically identifying patterns in training datasets that contain matching 
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pairs, machine learning facilitates the creation of adaptable models for resolving 
new identity records, thereby streamlining the process and enhancing flexibility 
across various domains. Li and Wang [2] explained that when there is a pair of 
identity records, distance measures can be defined for different descriptive 
attributes, and then they can be combined into an overall score. The overall 
distance score will be compared to a pre-defined threshold, and the pair should 
be considered as a match if this score is below or above the threshold.

One of the first identity resolution methods was a data association method 
for linking criminal records that possibly refer to the same suspect [16]. This 
method was comparing two different records and calculating an overall dis-
tance measure as a weighted sum of the distance measures of all corresponding 
feature values. In another attempt, Wang, Chen and Atabakhsh [17] proposed 
a record linkage method which was detecting misleading identities by compar-
ing four attributes and combining them into an overall distance score. These 
attributes were as follows (1) name, (2) date of birth, (3) social security number, 
and (4) address. They used a supervised learning method to determine 
a threshold for match decisions. This was done via using a set of identity pairs 
which were labelled by an expert. Wang et al. [18] discussed that these methods 
perform based on a limited number of descriptive attributes and the most 
important issue in this case is that they tend to fail if one or more of the 
considered attributes contains missing values.

In another study, a graph-based method for entity resolution was proposed 
by Bhattacharya and Getoor [19]. This method established a distance measure 
that integrates graph-based relational similarity with corresponding attribute 
similarities between each pair of entity references. Subsequently, this approach 
was expanded to develop a collective entity resolution method. As a result, 
instead of simply making pair-wise entity comparisons, they could derive new 
social information and incorporate it into further resolution process repeatedly. 
However, there were concerns that this method might struggle to accurately 
identify an individual when multiple profiles across various social media plat-
forms are involved. To mitigate this issue, various techniques were developed 
specifically for matching user profiles on social media. For instance, a CRF-based 
approach was proposed by Bartunov et al. [20]. They created two user graphs, 
one based on user profile attributes and the other on social connections, and 
then merged these graphs. This integration effectively demonstrated how social 
information can enhance the performance of identity resolution when included 
in matching algorithms. In recent years, using different social media platforms 
such as Facebook, Twitter and LinkedIn has been growing greatly, and research-
ers have realised that further research on user identity linkage across online 
networks is required to be able to match one individual to all their online 
identities [21]. As a result, researchers have started to develop different meth-
odologies and use neural networks and graph analysis to tackle issues related to 
user identity linkage and identity resolution on social media [22,23]. However, in 
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the digital age, privacy and human rights are increasingly under the spotlight. 
As countries navigate the complex landscape of surveillance and data privacy, 
they face the challenging task of balancing the protection of individual rights 
with the implementation of national security measures. This delicate equili-
brium seeks to uphold personal freedoms while ensuring collective safety [24]. 
Considering privacy-related concerns, we made sure that the policing dataset 
used in this research is fully anonymised and the individuals in this dataset are 
not identifiable. The anonymisation had taken place by the police forces before 
providing the dataset to be used in this research. The use of AI-based meth-
odologies has also raised concerns about bias in the developed algorithms, 
specifically regarding ethnicity. These concerns have been considered during 
the development process of the proposed methodology in this research which 
is going to be used on policing data where physical attributes such as gender or 
ethnicity are playing an important role.

3. Methodology

3.1. SPIRIT policing dataset

SPIRIT policing dataset is an anonymised dataset which has been used in the 
SPIRIT project funded by the European Union’s Horizon 2020. This dataset 
includes 891 identities, and each identity has 30 different attributes. Eight of 
these attributes will be considered in this research, which are as follows (1) 
postcode, (2) date of birth, (3) town, (4) offence, (5) gender, (6) street name, (7) 
district, and (8) ethnicity. These attributes have been selected as the most highly 
valued attributes in this dataset based on the advice from the end users in 
SPIRIT project consortium including (1) West Midland Police Authority (UK), (2) 
Crime Commissioner for Thames Valley (UK), (3) Ministry of Interior in Serbia, (4) 
Hellenic Police in Greece, (5) Police Academy in Szczytno (Poland), and (6) 
Antwerp Police in Belgium. There are two ‘known’ identities in this dataset 
who are using two different names, ‘Billy Smith’ and ‘Mariet Snehh’, but they 
both belong to the same person.

3.2. The proposed identity model

Identity refers to those attributes that enable us to recognise an individual 
from others. As discussed in section 1.2, this research introduces a new 
identity model that incorporates four categories of attributes. This model 
extends beyond the traditional physical and social aspects by including two 
additional aspects including official and virtual, thereby broadening the 
scope of attributes considered. This comprehensive approach enhances 
both the accuracy and reliability of identity resolution. The first category 
is physical identity which includes characteristics which an object or person 
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is definitively recognizable or known by. O’Neill [25] defined physical iden-
tity as ‘the innate human drive we are all born with to move our bodies 
through space’. In other words, the first thing we see when we look at 
someone could be the factors relevant to their physical appearance, such as 
their face, hair, height, weight, skin tone, eye color, and other physical traits 
[26]. These are all examples of physical characteristics or attributes. 
The second category is official identity which is the identity that carries 
a legal status, usually issued by governments to their citizens. Official 
identity encompasses essential personal identifiers such as name and date 
of birth. Typical examples include documents like birth certificates, national 
identity cards, social security numbers, and voter registration cards.

The third category is virtual identity which is the identity created by human 
user that acts as an interface between physical person and virtual person that 
other users see on their computer screen. It is a model for self-expression, and 
tools for virtual interaction and a representation of a user in a virtual world. In 
fact, when a virtual identity is shaped, ethical issues in social media begin as the 
user can create a picture of him or herself as he or she would like to be, not what 
he or she really is. It becomes even more extreme when people in the real world 
cannot or do not want to show themselves as they really are, while if they 
express their true opinions, they face penalties [27]. Virtual identity can be 
described by various elements, such as representative images or video content, 
a name, a detailed profile of the account holder, lists of friends, or the groups 
and communities an account is associated with.

Finally, the fourth category is social identity which is a set of behavioral or 
personal characteristics by which an individual is recognizable as a member 
of a group. In other words, social identity refers to conceptualising the 
identification with different social groups as an integrated part of the self 
[28]. In reality, people adopt the identity of a group they have categorised 
themselves as belonging to. For instance, if you categorise yourself as 
a student, most probably you will adopt the identity of a student and try 
to conform to the norms of the group and begin to act in the way you 
believe students act. As a result, there might be an emotional significance to 
your identification with a group, and your self-esteem will become bound up 
with group membership [29].

3.3. Graph creation

Eight graphs will be created after selecting eight highly valued attributes which 
were mentioned in section 3.1. In this casefor instance, if four identities have the 
same postcode, the graph shows that these four identities are connected to 
each other. In these graphs, the nodes will be presenting a person with his/her 
first name and surname, and each edge will be showing that there is a similarity 
between two nodes (person).
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3.4. Community detection algorithm

After the graph creation step, the Louvain algorithm will be used for com-
munity detection based on the selected attributes. This modularity-based 
community detection algorithm can provide satisfactory performance for 
hierarchical community structures in terms of detection efficiency [30]. This 
method is a very efficient method for identifying communities in large net-
works. Blondel et al. [31] mentioned that the Louvain method has been used 
successfully for analyzing different types of networks and for sizes up to 
100 million nodes and billions of links. They also pointed out that the 
analysis of a typical network of 2 million nodes takes 2 min on a standard 
PC. In fact, this method is a greedy optimization method which tries to 
optimize the modularity of a partition of the network [31]. Modularity is 
a metric that can be used to quantify the quality of an assignment of 
nodes to communities. In other words, modularity can be defined as 
a value between −1 and 1 that measures the density of links inside commu-
nities compared to links between communities [32]. For a weighted graph, 
modularity is defined as: 

In this equation, Qxy represents the edge weight between nodes x and y. px and 
py are the sum of the weights of the edges attached to nodes x and y. k is the 
sum of all the edge weights in the graph. nx and ny are the communities of the 
nodes and δ is a Kronecker delta which is a function of two variables. It is 1 if the 
variables are equal and it is 0 if the variables are not equal. Equation (2) explains 
this. 

In the Louvain algorithm, optimisation will be performed in two steps. In the first 
step, small communities will be found by optimizing modularity locally. Then in 
the second step, the nodes which belong to the same community will be 
cumulated and a new network will be built where its nodes are the commu-
nities. These steps will be repeated until a maximum of modularity is achieved, 
and a hierarchy of communities is produced [31]. In other words, in the first step, 
each node in the network will be assigned to its own community. Then for each 
node x, the change in modularity will be calculated for removing node x from its 
own community and moving it into the community of each neighbor y of 
x. Equation (3) explains the process of inserting x to the community of y. 
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In this equation, ∑in is the sum of all the weights of the links inside the 
community that node x is moving into. ∑tot is the sum of all the weights of 
the links to nodes in the community that node x is moving into. Moreover, the 
weighted degree of node x is represented by px and the sum of the weights of 
the links between node x and other nodes in the community that x is moving 
into, is represented by px. Finally, k is the sum of the weights of all links in the 
network. Table 1 shows some of the most important studies used Louvain 
method for community detection.

3.5. Investigating potential targets

A key aspect of network analysis is identifying the most influential nodes within 
a graph. Newman [38] explained that ‘centrality’ is a term that can be used to 
describe the importance of individual nodes in a graph and ‘degree of a node’ is 
the number of edges that it has. The nodes with more connections are more 
influential and important in a network. As a result, the person with more friends 
in a social graph, is the one that is more central. Thus, in the next step of our 
method, eight different lists of names will be provided based on the measure-
ment of centrality and the degree of nodes in each graph. Top 20 nodes based 
on their degree (number of connections that they have) will be recorded in each 
list. Then these lists will be compared with each other to find similar identities. If 
any identity is repeated in at least five lists, it will be recorded in a new list as 
a potential target. Following this step, a new list of all related identities for the 
potential targets will be provided.

3.6. Phonetic algorithms

In the next step, a cascading method will be used for applying three phonetic 
algorithms including (1) Soundex, (2) Metaphone and (3) Jaro-Winkler on the 
potential targets and their relevant identities in order to detect any possible 
human errors during data entry or wrong information given by the person. 
These three phonetic algorithms are designed to index names based on their 

Table 1. Louvain method for community detection.
Project Number of nodes Source

Twitter social network 2.4M Divide and Conquer: Partitioning Online Social Networks [33].
Mobile phone networks 4M Tracking the Evolution of Communities 

in Dynamic Social Networks [34].
Flickr 1.8M Real World Routing Using Virtual World Information [35].
LiveJournal 5.3M
YouTube 1.1M
Citation network 6M Subject clustering analysis based on ISI category  

classification [36].
LinkedIn social network 21M Mapping search relevance to social networks [37].
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sound and will be sequentially applied to analyse the potential targets and their 
corresponding identities. This means that in the first cycle, Soundex method will 
be applied. Then in the second cycle Metaphone will be applied to the results of 
Soundex method. Finally, in the third cycle, the Jaro-Winkler method will be 
applied to the results of the Metaphone method. Thus, we narrow down the 
results to get the best output. As a result, all similar first names and surnames to 
the potential target identities and their relevant identities, with a potential of 
being manipulated will be detected to be considered in the next step.

3.6.1. Soundex phonetic algorithm
The Soundex phonetic algorithm can be used for indexing names by sound, as 
they are pronounced in English [39]. It has been mainly used in applications that 
involve searching for people’s names and other tasks presenting typing errors 
due to phonetic similarity [40]. The main goal of this phonetic algorithm is to 
encode homophones into the same representation so that they can be matched 
despite minor differences in spelling. The algorithm mainly encodes conso-
nants, and a vowel will not be encoded unless it is the first letter [41]. In other 
words, the algorithm evaluates each letter in the input word and then a numeric 
value will be assigned to that word. As a result, each word will be converted into 
a code made up of four elements [39]. Soundex uses numeric codes explained in 
Table 2, for each letter of the string to be codified.

In the first step, the algorithm replaces all but the first letter of the string by 
its phonetic code. Following this step, any adjacent reptations of codes will be 
eliminated. Moreover, all occurrences of code 0 will be eliminated which is for 
eliminating vowels. Then the first four characters of the resulting string will be 
returned [42].

3.6.2. Metaphone phonetic algorithm
The Metaphone phonetic algorithm contains several improvements over 
the Soundex metaphone algorithm. These improvements have been done 
by reducing English words to their basic sounds fundamentally. This algo-
rithm has more sensitivity towards changes in the sequence of the letters 
as well as concerned information about inconsistencies and variations in 
spelling and pronunciation [43]. As a result, it can produce a more accurate 

Table 2. Soundex phonetic codes for 
the English language [42].

Letter Numeric code

a, e, i, o, u, y, h, w 0
b, p, f, v 1
c, g, j, k, q, s, x, z 2
d, t 3
l 4
m, n 5
r 6
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encoding. The Metaphone algorithm uses an inventory of 16 consonants, 
0BFHJKLMNPRSTWXY. In this inventory, 0 stands for/θ/and X for/ò/or/tò/. In 
fact, all 21 orthographic English consonants are mapped to these 16 con-
sonants by collapsing some letters like <d> and <t> to <t> [44]. The vowels 
AEIOU are also used, but only at the beginning of the code. The main 
improvement in Metaphone algorithm compared to Soundex algorithm is 
about cases that a letter can be pronounced in two different ways. For 
instance, the letter <c> is sometimes pronounced as/s/and sometimes as/k/ 
and the Metaphone algorithm covers these kinds of cases, whereas 
Soundex algorithm does not because of its more simplistic mapping strat-
egy [45].

3.6.3. Jaro-Winkler phonetic algorithm
The Jaro-Winkler phonetic algorithm is generally used for checking duplicate 
words. This algorithm is developed from the basic Jaro distance algorithm, 
which is a string-matching algorithm to find the similarity between two words. 
The basic Jaro distance algorithm was introduced by Jaro [46] and it works based 
on three steps including (1) Compute the length of words, (2) Find the number 
of similar characters between two words, and (3) Calculate the number of 
transpositions. The transposition is the measure of how many similar characters 
in the two words are out-of-order. In Jaro distance algorithm, the Equation (1) is 
used to measure the similarity score ðdjÞ between two words S1 and S2. 

In Equation (4), m is the number of the same character with the same position 
both in the first and the second word where the distance is not more than 1 
character. S1j j and S2j j are the length of the first and the second word, and t is 1

2 
of the transpose character number. dj value will be 0 when m ¼ 0.

Later, the basic Jaro algorithm was modified by Winkler and Thibaudeau [47] 
and they stated that if the prefix is common in two words, then the similarity 
score is increased [48]. Yancey [49] explained that this enhancement in the basic 
Jaro algorithm is based on the observation that most common typographic 
variations occur towards the end of a string. The Jaro-Winkler similarity score 

dwð Þ can be calculated using Equation (5). 

In this equation, dj is the Jaro similarity for words S1 and S2. , is the length of 
common prefix at the start of the word up to a maximum of 4 characters. p 
(Prefix scale) is a constant value which is used to show how much the score is 
adjusted upwards for having common prefixes. The value for this constant 
scaling factor should not exceed 0.25 as the similarity could become larger 
than 1. The standard value for p is 0.1.
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3.7. Comparison process

After applying Soundex, Metaphone and Jaro-Winkler algorithms using a cascading 
method, all potential targets, and their relevant identities as well as similar identities 
with the potential of using manipulated forenames and surnames will be added to 
a new dataset for comparison purpose. All attributes of the potential targets and 
their relevant identities in the new dataset will be compared separately, and simi-
larity will be scored. This means that all 30 attributes for each one of these identities 
in the SPIRIT policing dataset will be considered for comparison and scoring process. 
The same identities will be investigated based on the similarity scores.

3.8. Implementation of the proposed methodology

The proposed methodology in this research has been implemented in Python 
3.7 using Anaconda IDE. The Python data analysis library (pandas) has been used 
for sorting and analysing the dataset. Moreover, the NetworkX library has been 
used for graph analysis, and the results have been visualised using pyplot from 
the matplotlib library.

4. Results and discussion

As it was explained in the methodology, eight attributes in the SPIRIT policing 
dataset were selected, and they are including (1) postcode, (2) date of birth, (3) 
town, (4) offence, (5) gender, (6) street name, (7) district, and (8) ethnicity. As a result, 
in the first step 8 graphs were created. Figure 1 shows one of these graphs, which 
was created based on the same postcodes and it shows that Billy Smith, Lorret 
Denhart and Mariet Snehh have been using the same postcode. Moreover, Figure 2 
shows all eight created graphs.

Figure 1. Graph based on the same postcode.
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In the second step, the Louvain algorithm was used for community detection 
based on the eight selected attributes. Figure 3 shows the community detection 
graphs.

Following this step, centrality, and the degree of nodes in each graph were 
measured, and top 20 nodes in each graph were recorded in eight different lists. 
These lists were compared, and those identities which were repeated in at least 

Figure 2. Graphs for eight selected attributes.
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five lists were recorded in a new list for potential targets. Table 3 shows the 
surnames which were repeated in at least five lists.

Figure 3. Community detection graphs.

14 M. H. AMIRHOSSEINI ET AL.



According to Table 3, three surnames including Smith, Snehh and Bordelon were 
appeared in at least five lists for top 20 nodes. These lists are related to (1) postcode 
graph, (2) town graph, (3) date of birth graph, (4) offence graph, and (5) street name 
graph. The relevant surnames to these surnames were detected in the next step 
based on their connections in different graphs, and they were added to a new 
dataset after applying the phonetic algorithms. Table 4 shows these identities.

This new dataset encompasses all 30 attributes for each identity. Figure 4 
shows a screenshot from a part of the new dataset, which was created after 
applying Soundex, Metaphone and Jaro-Winkler algorithms. As Figure 4 shows, 
some of the names in this dataset are repeated. The reason is that some of the 
values of their different attributes are different. For instance, there are two rows 
for Kemp Bech. This is because there are two different postcodes related to this 
name and this person was committed two different offences. As a result, there are 
two rows related to this person with different values for two attributes including 
postcode and offence. Finally, every single row of this dataset was compared with 
other rows, and based on the number of attributes which had the same value, 

Table 3. Surnames which were repeated at least in 5 lists.
Top 20 nodes in

Postcode graph Town graph Date of birth graph Offence graph Street name graph

ALTUNDALL AINSBURY SMITH AINSBURY BESSER
DROACH ADRE VELLOIRS ALTUNDALL ADRE
FIEL ARTHURS BOWLES AMENT GLAASOW
GROTHER BATISTE DENHART ALOKS DICIANI
BECKFOREST BORDELON GLAASOW VELLOIRS BALOW
BESSER BOSSERMAN KER ADRE SMITH
BLAESER DENHART MERRET SNEHH CRECO
BORDELON GAYROR ANCHORRS ASTFALCK SNEHH
DICIANI VELLOIRS ASTFALCK BECKFOREST FETTES
DORCUS SMITH SNEHH BALOW BRAHMS
DRAWBAUGH SNEHH BARCELONA BORDELON CRECO
GAYROR BECH BECH ALOI DORCUS
GELTZ GROTHER BECKFOREST CRECO FAHREN
GETEL FETTES BERROW FAHREN KER
JUNCALL BHOTT BHOTT KER BORDELON
KER BUTLAND BLAESER SMITH GETEL
SNEHH CORSA BLATZ GOSNEL JUNCALL
KNIISIS DEGNER BORDELON BARCELONA GAYROR
POOZEY DORCUS BRADWICK GAYROR KNIISIS
SMITH FONES BRAHMS FILLINGHAM SATVINGRER

Table 4. Potential 
target names and 
their identities.

Loret Denhart

Billy Smith
Nizie Bordelon
Mariet Snehh
Jasmalinne Beckforest
Kemp Bech
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a score was assigned to show the similarity between each two identities. After 
comparing these scores, it was realized that two identities including Billy Smith 
and Mariet Snehh have the most similarity. As it was explained in section 3.1 of the 
methodology, these two were the ‘known’ identities in SPIRIT policing dataset 
who had two different names, but they both belonged to the same person. Thus, 
the system was successful in resolving their identities.

5. Additional experimental evaluation

To further assess the experimental outcomes, we refined the SPIRIT policing 
dataset by excluding two ‘known’ identities who had different names, but they 
both belonged to the same person. Subsequently, we introduced two new false 
identities by selecting an individual in the dataset with multiple records. We 
altered the first and last names in several of these records, thereby representing 
a single identity with two different names, including ‘Alex Wilson’ and ‘Sarah 
Williams’. We also extended the dataset by adding additional true identities. It’s 
crucial to note that due to the unavailability of other policing datasets, which 
may also differ structurally, we were compelled to utilize the same dataset, 
albeit with varied false identities and extended by new true identities.

As it was explained in the methodology, in the first step of the new experi-
ment, eight graphs were created based on the eight selected attributes in the 
dataset. Figure 5 shows all eight created graphs in the new experiment.

Figure 4. New dataset including all potential targets and their relevant identities to be used for 
comparison process.
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The Louvain algorithm was then used in the second step for community 
detection based on the eight selected attributes. Figure 6 shows the community 
detection graphs.

Following this step, centrality, and the degree of nodes in each graph were 
measured, and top 20 nodes in each graph were recorded in eight different lists. 

Figure 5. Graphs for eight selected attributes.
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Figure 6. Community detection graphs.
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The lists were compared, and the repeated identities in at least five lists were 
recorded in a new list for potential targets. The surnames which were repeated 
in at least five lists are presented in Table 5.

Table 5 shows that three surnames, including Williams, Wilson and Velloirs 
were appeared in at least five lists for top 20 nodes. These lists are related to (1) 
postcode graph, (2) date of birth graph, (3) offence graph, (4) street name graph, 
and (5) ethnicity graph. In the next step, the relevant surnames to these surnames 
were detected based on their connections in different graphs. These detected 
surnames were then added to a new dataset after applying the phonetic algo-
rithms. These identities are presented in Table 6.

A new dataset was constructed that incorporated all 30 attributes for each 
one of these identities. To assess similarities, algorithms such as Soundex, 
Metaphone, and Jaro-Winkler were applied to the data. Each record was then 
methodically compared against the others, with a similarity score assigned 
based on the number of attributes sharing identical values. This comparison 
revealed that two identities – Alex Wilson and Sarah Williams – exhibited the 
highest similarity. These identities are the new ‘known’ identities which were 

Table 5. Surnames which were repeated at least in five lists.
Top 20 nodes in

Postcode graph Date of birth graph Offence Graph Street name graph ethnicity graph

ALTUNDALL 
DROACH 
FIEL 
GROTHER 
Williams 
BECKFOREST 
BESSER BLAESER Wilson 
DICIANI 
DORCUS 
DRAWBAUGH 
GAYROR 
GELTZ 
VELLOIRS 
GETEL JUNCALL 
KER 
KNIISIS POOZEY

BOWLES 
VELLOIRS 
DENHART 
GLAASOW KER 
MERRET 
Williams 
ANCHORRS 
ASTFALCK 
BARCELONA 
BECH 
BECKFOREST 
BERROW 
BHOTT 
BLAESER BLATZ 
Wilson BRADWICK 
BRAHMS BROWEL

AINSBURY 
ALTUNDALL 
AMENT 
ALOKS 
ADRE 
ASTFALCK 
Williams 
Wilson 
BECKFOREST 
BALOW 
TUKKHANH 
VELLOIRS 
CRECO 
ALOI 
FAHREN 
KER 
BARCELONA 
DENHART 
GOSNEL 
BRADWICK

BARWISSE 
ALTUNDALL 
Wilson 
ASHWOD 
DENHART 
GOSNEL 
MERRET 
COLDRIDGE 
ADRE 
VELLOIRS 
BERTZ 
BLAESER 
DEGNER 
ALISTER 
Williams 
BARROWMAN 
BECH 
ALOI 
BOWLES 
GAYROR

ADRE 
BECH 
ALISTER 
BOSSERMAN 
AMENT 
DELSIE 
ZANFAR 
BLAESER 
BLATZ 
BROWEL 
VELLOIRS 
CANTWEL 
DEGNER 
Wilson 
GROWTHERR 
HARMES 
HARPHAM 
TUKKHANH 
Williams 
DNOA

Table 6. Potential 
target names and 
their identities.

Sarah Williams
Iezi Zanat
Dmytro Zanfar
Alex Wilson
Galit Velloirs
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added to the refined and extended dataset, and they are related to the same 
individual. This discovery confirmed the efficacy of the applied method in 
successfully resolving identity discrepancies.

The policing dataset used in this research was expanded during the SPIRIT EU 
Horizon 2020 project, and a larger revised dataset of 1,145,418 records contain-
ing 694,264 identities was used in future research. Using the concept of a graph- 
based approach from this paper, a targeted rule and graph-based approach was 
developed and applied to this dataset with promising results – detecting four of 
five known false identities as part of 51 suspected false identities when inves-
tigating 23 targets [50]. The methodology works by first finding close matches 
based on a rule-based matching system with a known target and then narrow-
ing down potential suspects by using graph analysis to link identities through 
the crimes that they have been involved in. We believe this research could also 
be continued by implementing deep learning algorithms and comparing their 
performance with the methodology used in this paper and in [50]. There is 
potential that combining this graph-based methodology with deep learning 
methods could improve the performance, and we are interested to investigate 
this in further steps of this research.

6. Conclusion

This paper presents a novel graph-based approach for identity resolution. Graph 
analysis techniques such as community detection and centrality measurement 
have been used in the proposed methodology. In addition, a new identity 
model for identity resolution has been presented in this research for the first 
time. This identity model represents four different types of attributes including 
(1) physical attributes, (2) social attributes, (3) official attributes, and (4) virtual 
attributes. The presented methodology has been tested on the SPIRIT policing 
dataset, which is an anonymised dataset used in the SPIRIT project funded by 
the European Union’s Horizon, Grant Number 786,993. This dataset comprises 
892 identity records, including two ‘known’ identities belonging to the same 
individual but using different names. The methodology presented in this 
research successfully detected these two identities within the SPIRIT policing 
dataset. We also conducted an additional experimental evaluation on a refined 
and extended version of the dataset and the presented methodology success-
fully detected the new false identities which were added to the dataset. The 
presented identity resolution approach in this paper can effectively facilitate the 
investigation process for police forces and assist them to find criminals and 
individuals who committed fraud using a false identity. It can also be useful for 
other similar datasets which contain identity records related to other fields such 
as finance and banking, customer service or marketing.
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