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This paper investigates the effect of the angle of the Fractional Fourier transform (FrFT) on encryption
quality in a chaotic image cryptosystem. The adopted approach for encryption is 2D chaotic Baker map.
This map is applied to the transformed images using FrFT with different angles. We inspect its application
to digital images and its exhaustive security investigation. The security investigation contains statistical
tests like histogram and correlation coefficient, the maximum and the irregular deviation metrics, and
the processing time. Experimental results prove that the rotation angle of the FrFT does not affect the
encryption quality. This indicates a wide range of angles that can be used in this transform domain for

FLFT encryption in addition to increasing the scheme sensitivity and making it hard for the attacker to exactly

Security analysis

determine the right angle used in the transform domain.

© 2015 Elsevier GmbH. All rights reserved.

1. Introduction

In modern cryptography, chaos theory has achieved a promi-
nent role [1]. The charisma of utilizing chaos as the backbone
for providing cryptosystems is fundamentally due to significant
characteristics of chaos like random behavior, initial conditions
sensitivity, and parameter tuning which satisfy the classic Shan-
non demands of permutation and substitution. The significant
features of the chaotic systems are proper for secure com-
munications, like ergodicity, sensitivity to control parameters
and initial conditions, and pseudo-randomness [2-3]. Many of
these attributes of chaotic systems correspond to their equiv-
alent counterparts in conventional cryptosystems. So, chaotic
cryptography has become efficient substantial origin for modern
ciphers [4-8].

Applying chaotic systems in real number domain may cause
speed restrictions and decadence in their random like nature
that produce another problems like small cycle range, high-
correlation and non-ideal distribution [9]. Also, permutation with
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spatial domain keeps the statistical features of the scrambled
image after permutation. Performing permutation for image in
spatial domain is not compact since the attacker may employ
some features of permuted image to retrieve the original
image.

The FrFT is a widely utilized tool in signal analysis [10]. If image
encryption is carried in the FrFT domain, a larger degree of security
is obtained. The FrFT angle is another factor that should be known
by the attacker to break the encryption system. Furthermore, the
complexity of the FrFT is acceptable as compared to the traditional
Fourier transform [11].

In this paper, we study the effect of the angle of the FrFT on
encryption quality in a chaotic image cryptosystem. The encryption
algorithm applied is 2D chaotic Baker map. This map is applied to
the transformed images using FrFT domain with different angles.
Test results and evaluation metrics of the proposed scheme with
different angles have been discussed.

The following sections of paper can be arranged as: Section
2 reviews the FrFT. Section 3 presents the chaotic Baker map.
Section 4 introduces the proposed image cryptosystem with the
chaotic Baker map. Section 5 explores security investigation and
the obtained results. Finally, paper conclusion is presented in
Section 6.
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2. Fractional Fourier transform

The Fourier Transform (FT) is a widely utilized tool in signal
analysis. The FrFT is a generalization concept of the FT [10,12]. A
kernel-based integral transformation of the FrFT has the following

form [13]:
1—jcota 2 4+ u? . tu
V2w explj—5— ot —j gy

if a+nm (1)
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where, K, is the form of the kernel-based integral transformation
for defining the FrFT.

The FrFT of a function x, with an angle «, can be represented
with R¥ =X?,

oo

Xo(U) = /x(t)ka(t, u)dt (2)

Using the formulations in Egs. (1) and (2), we can get [13]:
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where o=2F and Cy= -
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F? defines the transform from coordinates (t, w) counterclock-
wise to coordinates (u, v) with angle « in time-frequency plane
as illustrated in Fig. 1. From [14], we can see that F° means zero
rotation.

F7I2: FT operator

F7: time reverse operator

F372; inverse FT operator

F27:[: 27 rotation

FPF = F*e additives.

3. Chaotic Baker map
3.1. The two-dimensional Baker map

The chaotic Baker map, CBM is defined as [15]:

CMB(x,y) = (2x,y/2) when 0<x<1/2
CMB(x,y)=(2x—-1,y/2+1/2) when 1/2<x<1

> &

Fig. 1. The original coordinates (t, w) rotate to coordinates (u, v) with angle « in
time-frequency plane.

Apply the FrFT domain to the plainimage with different
angles
(M1, M2... M20)

¢

Chaotic Baker Map

;

Fig. 2. Block diagram for the proposed image cryptosystem.

3.2. Generalized Baker map

The generalized Baker map is obtained by splitting the square
into t vertical rectangles [Hj.;, H;]x[0,1], j=1,....t, Hj=pi+...+pj,
Ho=0 such that pg+...+p=1. The lower right corner of the j-th
rectangle is placed at Hj=p;+...+p;. The generalized Baker map
stretches each rectangle horizontally by the factor of 1/p;. At the
same time, the rectangle is contracted vertically by the factor of
pj- Finally, all rectangles are accumulated on top of each other as
described by the following equation:

1
CMB(x,y) = <p(x_Hj)’ pjy+Hj> , for
)

(x,y) € [Hj, H; + P;] x [0, 1]. (5)

3.3. Discretized Baker map

The discretized generalized Baker map will be denoted
CBM(ny,. . .,nt), where the sequence of tintegers, ny,. . ., ns is selected
such that each integer n; divides N, and n;+...+n:=N. Denoting
Nj=nq+...+n;, the pixel (r, s), with N; <r<N;+n;, and 0<s<N is
mapped.

..... ne)(T5 )
_ N ) N n; B N '
- E(r—M)-ﬁ-s mod <nj>’N(s s mod <nj>)+1\lj}

An N x N square is divided into vertical rectangles of height N
and width n; [15].

4. The proposed encryption algorithm

Fig. 2 illustrates a block diagram for the proposed image cryp-
tosystem.

5. Test results and evaluation metrics

To study the effect of angle of the FrFT, we apply the encryp-
tion/decryption process of chaotic Baker map several times with
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Table 1

Different angles of FrFT.
Angles M1 M2 M3 M4 M5
xy) (30,20) (30,30) (40,50) (40,40) (43,64)
Angles M6 M7 M8 M9 M10
xy) (20,31) (22,37) (78,83) (45,45) (0,10)
Angles M11 M12 M13 M14 M15
(xy) (0,22) (0,35) (0,40) (0,73) (0,95)
Angles M16 M17 M18 M19 M20
xy) (20,0) (34,0) (46,0) (60,0) (82,0)

different angles and apply the encryption quality metrics again to
judge the effect of them. Twenty different angles have been used
as shown in Table 1.

5.1. Histogram test

A histogram test illustrates pixels distribution in the image. This
is achieved by sketching pixels number for each gray-level value
appeared in the image [16].

Fig. 3 shows encrypted image histogram utilizing chaotic Baker
map with different angles of FrFT. It appears identical to original
image histogram as this map depends only on scrambling that
maintains most of the image characteristics. Here the difference
of angles does not affect the histogram analysis of the encrypted
images.

5.2. Correlation coefficient test

Correlation coefficient CC is employed to determine the relation
between the original image and its corresponding encrypted one
[17]. Strong encryption implies small values for the CC. The CC is
calculated using the following equation:

Foy — cov(x,y) ’ )
ENCONGT)
L
D(x) = 1> _(xi—E(X))*, cov(x.y)
=1
L L
= 1) (u-Em-Ew). Ex=1) x ®)
=1 =1

where, x and y represent gray-scale pixel values of the source and
ciphered images.

5.3. Maximum deviation test

This measure investigates the encipherment power in a way that
estimates how much it enlarges the variance between the source
and the ciphered images. The MD is estimated using the following
equation [17]:

255
~ ho + hass A
D=1t N, 9)
i=0

where, h; represents the absolute difference curve amplitude at
value i. High value of the MD implies that the encrypted image
is more different compared with the source image.

5.4. Irregular deviation test

The Irregular Deviation relies on how much the divergence
resulted from the encipherment process becomes infrequent [45].
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Fig. 3. Histogram of the encrypted image using chaotic Baker map using various

angles of FrFT.

It yields indication about the resulted divergence at each pixel of

the source image. [17]:

D=1-]|

(10)

where I, | are source and ciphered images, respectively.

1 255
DC= 552> h
i=0

(11)

where, h; defines the absolute difference histogram amplitude at

value i.
AC(I) = |H(i) — DC|

255

ID = ZAC(i)
i=0

(12)

(13)

Low ID values indicate a powerful cipher.
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Table 3
Sensitivity test.

Table 2
Encryption quality results.

Angles of FrFT domain cC MD ID T(ins)
M1 0.0057 56,029 253,262 4127
M2 0.0092 56,029 253,260 4.246
M3 0 56,029 251,510 4.063
M4 0.005 56,029 253,298 4.118
M5 1] 413,420 186,646 4.031
M6 0.0092 405,310 186,922 4.456
M7 0.0096 405,310 186,916 4.251
M8 0.0096 405,310 186,916 4.162
M9 0.00003 393,440 187,566 4.381
M10 0 56,029 251,510 5.12
M11 0 56,029 251,510 5.128
M12 0.0092 405,310 186,922 4.243
M13 0.0052 56,029 253,298 4.80
M14 0.0092 405,310 186,922 4.26
M15 0 56,029 251,510 4.969
M16 0.0050 56,029 253,298 4.77
M17 0.0057 56,029 253,262 4.77
M18 0.0057 56,029 253,262 4.38
M19 0.0057 56,029 253,298 4.26
M20 0 413,420 186,648 4.49

Table 2 illustrates the encryption quality results for the
encrypted images using different angles of the FrFT, where My,. . .,
M, indicates the angles used in the FrFT, CC indicates the cor-
relation coefficient, MD indicates the maximum deviation metric,
ID indicates the irregular deviation metric, and T(s) indicates the
processing time for the encryption process. From obtained results
in Table 2, we can see that the correlation coefficients with differ-
ent angles have lower values indicating a good correlation. Also the
difference of angles does not affect the correlation. The maximum
deviation values of all encrypted images with different angles have
high. The irregular deviation values are almost low and close indi-
cating that the difference of angles does not affect the encryption
quality. Finally, the processing times of the encryption process with
all angles are very close.

5.5. Sensitivity test

To examine sensitivity of the proposed scheme to the difference
of rotation angles, we encrypt the transformed image using FrFT
with angle (20,30) and apply decryption algorithm with the same
angle and angle (21,30). Fig. 4 shows the obtained results.

Table 3 shows the correlation coefficient between source and
ciphered images with two different angles (20,30), (21,30). Fig. 4
and Table 3 prove the sensitivity of the proposed scheme to tiny
changes in angle, so it is very hard to detect the right angle used in
the transform.

The experimental results verify and prove that the angle of rota-
tion of the FrFT does not affect the quality of image encryption.
This is considered as a good property for the FrFT as it allows a
wide range of angles without restrictions. So, it is very hard to

a. The encrypted image A

b. The decrypted image

c. The decrypted image

with angle (20,30) B with angle (20,30) C with angle (21,30)

Fig. 4. Encryption and decryption with different angles

CC between original image and B 1
CC between original image and C 0.0542

any attacker to exactly expect the angle used in the domain. This
increases the sensitivity of the transform. Simulation results has
proved that the FrFT has the following advantages:

(A). Using FrFT domain to analyze signal is simple and the compu-
tational complexity of the FrFT is acceptable.

(B). It does not affect image or cause any distortion, as correla-
tion between the reconstructed image and the original image
is equal to one.

(C). It provides a high level of security, as a small change in angels
used for decryption causes a great distortion in the recon-
structed image.

(D). We can use FrFT for super resolution and encryption.

(E). Filtering in FrFT domain allows decreasing the mean square
error in estimating distorted and noisy signals.

For these reasons, the FrFT has a superior performance in
encryption applications.

6. Conclusion

This paper presented an algorithm for encryption that depends
on applying 2D chaotic Baker map in the FrFT domain with var-
ious angles. Various angles have been utilized to determine the
effect rotation in FrFT domain. Experimental results and discussion
demonstrated that the rotation angle of the FrFT does not affect
the encryption quality. This implies that a wide range of angles can
be used in this transform domain for encryption. So, it is so hard
for the attacker to reconstruct the original image, because he needs
initially to guess the exact rotation angle and then break the chaotic
encryption algorithm.
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