Secure Channel Free Public Key Encryption with

Multiple Keywords Search

A DISSERTATION
SUBMITTED TO THE SCHOOL OF COMPUTING AND DIGITAL
MEDIA
AND THE COMMITTEE ON RESEARCH DEGREES
OF LONDON METROPOLITAN UNIVERSITY
IN PARTIAL FULFILMENT OF THE REQUIREMENTS
FOR THE DEGREE OF

DOCTOR OF PHILOSOPHY

YANG MA

April 2020



Copyright

© Copyright by Yang Ma 2020

All Rights Reserved






Abstract

With a further exploration of modern cryptography, people realize that Public Key
Infrastructure (PKI) is not perfect but has its limitations. One of the limitations is that
PKI completely depends on the Certification Authority (CA) to obtain a digital
certificate, but this online trusted third party might be compromised by the cyber
attacks. Therefore, Shamir proposed a definition of Identity Based Encryption (IBE)
which only relies on user’s identity to generate the public key instead of CA. Although
the blueprint of IBE was presented in 1984, the first secure and reliable IBE system has
been introduced until 2001. Meanwhile, some applications of IBE, such as Public Key
Encryption with Keyword Search (PEKS), have been came up with since then.

PEKS is one of the most technologically advanced crypto-systems to address
searchable encryption. It enables individuals to search encrypted documents appending
with a keyword without deriving any information. The first PEKS scheme was
formalized by BDOP in 2004, but a secure channel must be established in order to
transfer the Trapdoor query to the third party. Comparing with the original PEKS
scheme, the later PEKS approaches remove secure channels and become much secure
and efficient as time goes by. However, no matter what happened, Multiple Keywords
Search and Keyword Guessing Attack are still two main research interests for the
consideration. This PhD research aims to propose a few PEKS schemes in order to solve
both Single and Multiple Keyword(s) Search issues and resist Off-line Keyword
Guessing Attack (OKGA) and/or Inside Keyword Guessing Attack (IKGA). The focus
of this research is listed on the three following parts:

Many current Public Key Encryption with Multiple Keywords Search (MPEKS)
schemes suffers OKGA. Therefore, this research firstly defines a formal MPEKS

scheme to solve OKGA, which is called “Trapdoor-indistinguishable Secure Channel



Free Public Key Encryption with Multi-keywords Search (tSCF-MPEKS)”. More
specially, the new scheme allows users to search both Single and Multiple Keyword(s)
and also has the characters of Ciphertext Indistinguishability and Trapdoor
Indistinguishability so that it proves to be semantic secure under Random Oracle
Models by Bilinear Diffie-Hellman (BDH) and 1-Bilinear Diffie-Hellman Inversion(1-
BDHI) assumptions for preventing OKGA. Besides, the efficiency and performance of
tSCF-MPEKS is presented from both the theoretical analysis and the practical analysis.

IKGA in MPEKS schemes is still an intractable problem up to now. But, this phd
research solves IKGA by applying User Authentication technique. More specially, the
second proposed PEKS scheme, namely “Robust Secure Channel Free Public Key
Encryption with Multi-keywords Search (rSCF-MPEKS)”, not only addresses both the
Single and Multiple Keyword(s) Search problems but also satisfies Ciphertext
Indistinguishability and Trapdoor Indistinguishability properties and incorporates with
User Authentication, therefore, it proves to be semantic secure under Random Oracle
Models by BDH assumption for resisting IKGA. Besides, OKGA is also resisted in the
proposed scheme. In addition, the performance of »SCF-MPEKS is also analyzed by the
theoretical analysis and the computer simulation.

Thirdly, almost all current PEKS and MPEKS schemes cannot deal with imprecise
keywords, such as “latest”, “newest”, etc. The research incorporates with Fuzzy Logic
(Artificial Intelligence) technique to PEKS and then proposes a formal statement of
“Public Key Encryption with Multi-keywords Search using Mamdani System (m-
PEMKS)”. Its concrete construction, correctness and security verification are then
proposed in the following section of the thesis. The new approach solves Fuzzy
Keyword Search problem and proves to be semantic secure under Random Oracle

Models by BDH and 1-BDHI assumptions so that it could resist OKGA. Besides, the



performance of m-PEMKS is presented by the theoretical analysis and the computer

simulation.
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Glossary

10.

11.

12.

13.

14.

15.

16.

17.

Cryptography: The study of encryption principles and procedures.

Cryptanalysis: The study of cipher-breaking without knowing key.

Cryptology: A field which contains both cryptanalysis and cryptography.
Cryptographic algorithm: An algorithm that makes data unreadable or vice versa.
Plaintext: The original information or data.

Ciphertext: The enciphered information or data.

Encryption: Transfer the plaintext into the ciphertext.

Decryption: Transfer the ciphertext into the plaintext.

Secret key: The input of cryptographic algorithm, which is only known between the
sender and the receiver.

Public key and Private key: A pair key used in asymmetric key cipher. The sender
applies the public key for encryption while the receiver applies the private key for
decryption.

Symmetric key cipher: The cryptographic algorithm applies the same secret key
for encryption and decryption.

Asymmetric key cipher: The cryptographic algorithm applies the different keys for
encryption and decryption.

Challenger: The challenger is able to establish the crypto-system and also encrypts
the message.

Adversary: The attacker who tries to break the crypto-system.

Hash function: The mathematical algorithm maps information into a fixed size.
Oracle: It’s an abstract machine which is able to reply after each query.

Semantic Secure: The adversary cannot drive one bit plaintext even though he/she

intercepts the whole ciphertext.
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1. Introduction

Chapter one starts with the motivation of the PhD research and then introduces the
aims and the objectives of this research. After that, the evaluations of the proposed
schemes are described and the contributions of this research are also presented in the

following part. Finally, the overview of the thesis is introduced in the end of this chapter.

1.1 Motivation

With the rapid development of the Internet, more and more individuals or
companies store and manage the amount of sensitive information into the online trusted
third parties (i.e. cloud storage) for reducing local storages, decreasing overheads and
supplying backups, etc. Although it carries out plenty of benefits, it should not be
overlooked that uploading information into the networked servers may lead in some
adverse effects. More specifically, unfriendly hackers are able to launch port scanning in
order to search the backdoors of the system. Then, they bypass the firewall and invade
the victim’s host without user authentication for stealing sensitive information (i.e.
personal information, bank card details, etc.) and finally break the victim’s operating
system. Besides, many crackers may intercept the data packets transmitting on the
public network and then recover these packets in order to achieve the information. In
addition, attackers may exploit the physical leakage to disclose secrets during the
processing of a cryptographic operation by the side channel analysis. For instance,
attackers intercept the electromagnetic emission traces and power consumption traces
so that they could apply Simple Power Analysis (SPA), Differential Power Analysis
(DPA), Correlation Power Analysis (CPA) or even Deep Learning (DL) to derive the

secret key. Hacktivism is immoral and carries out great loss in many aspects, such as



time and money, etc. To keep the confidentiality, integrity and availability (CIA) of
sensitive information from both inside and outside attackers, cryptographic techniques
must be applied during the whole data transmission. There is no doubt that Public Key
Encryption with Keyword Search (PEKS) is a significant approach in cryptographic
techniques to provide a secure data transmission. Although PEKS schemes takes
substantial advantages, it should not be overlooked that they carry about some negative
effects. For instance, PEKS schemes may vulnerable to Off-line Keyword Guessing
Attack (OKGA) and/or Inside Keyword Guessing Attack (IKGA) and some of them are
only able to support Single Keyword Search instead of Multiple Keywords Search so
that these schemes may not be applied to the general public networks. Therefore, the
PhD thesis pays more attention to PEKS research and then proposes few strengthen

PEKS schemes to reverse these problems.

1.2 Aims and Objectives

This research has three aims. These include (1) come up with three PEKS
schemes to solve both Single and Multiple Keyword(s) Search problem, (2) verify the
security of the proposed schemes in order to resist OKGA and/or IKGA, and (3)
propose a powerful PEKS system incorporating with Artificial Intelligence (Fuzzy
Logic) to address Fuzzy Keyword Search problem.

The objectives are listed in the following.

1. Propose the first PEKS scheme to support both Single and Multiple

Keyword(s) Search and also resist OKGA.
ii. Propose the second PEKS statement, which incorporates with User

Authentication technique to resist IKGA. Apart from that, the proposed has the



ability to resist OKGA. In addition, this scheme also allows users to search
encrypted documents by Single or Multiple Keyword(s).

iii. Propose the third PEKS scheme by applying Mamdani Fuzzy Inference
System so that it solves Fuzzy Keyword Search problem. Besides, the proposed

scheme also resists OKGA.

1.3 Evaluation

Based on the previous part, the evaluation of the proposed PEKS schemes
contains three main steps. The first step is to ensure the correctness of the proposed
schemes. Even one bit error is not accepted in the proposed PEKS systems. The second
step is about security verification. The proposed schemes are proved to be semantic
secure under Random Oracle Models which means the adversary cannot break any one
bit of ciphertext. The third step of evaluation is to analyze the performance and the
efficiency of the proposed schemes by the theoretical analysis (Mathematical

computation) and the computer simulation (JAVA).

1.4 Contribution of the Research to the Knowledge

Many current Public Key Encryption with Multiple Keywords Search (MPEKS)
schemes suffers OKGA. Therefore, the research firstly defines a MPEKS scheme,
namely “Trapdoor-indistinguishable Secure Channel Free Public Key Encryption with
Multi-keywords Search (tSCF-MPEKS)”, to resist OKGA. More specially, the proposed
MPEKS scheme contains the properties of Ciphertext Indistinguishability and Trapdoor
Indistinguishability and is proved to be semantic secure under Random Oracle Models

so that it is able to resist OKGA. Besides, the proposed scheme allows users to exploit



encrypted messages by multiple keywords instead of single keyword only, therefore,
tSCF-MPEKS is much more practical and could be applied in the general public
networks.

Secondly, IKGA in MPEKS schemes is still an intractable problem up to now. The
research then defines the strengthen MPEKS scheme called “Robust Secure Channel
Free Public Key Encryption with Multi-keywords Search (rSCF-MPEKS)” to reverse
IKGA. Some times, the third party is honest-but-curious and therefore, it may exploit
the secret key during data transmission. Therefore, the proposed scheme incorporates
with User Authentication techniques and also satisfies Ciphertext Indistinguishability
and Trapdoor Indistinguishability properties so that it is able to prevent IKGA. Besides,
the proposed scheme could also prevent OKGA. In addition, similar to the tSCF-
MPEKS scheme, the rSCF-MPEKS also has the ability to address both Single and
Multiple Keyword(s) Search issues.

Last but not least, almost all current PEKS and MPEKS schemes cannot deal with
imprecise keywords, such as “latest”, “newest”, etc. Therefore, the research also
formalizes the third MPEKS statement, namely “Public Key Encryption with Multi-
keywords Search using Mamdani System (m-PEMKS)”, which is able to solve Fuzzy
Keyword Search issue. In shot, the proposed scheme applies artificial intelligence
(Mamdani Fuzzy Inference System in Fuzzy Logic) technique to solve Fuzzy Keyword
Search problem. Besides, Ciphertext Indistinguishability and Trapdoor
Indistinguishability properties are also providing in m-PEMKS scheme so that it

perfectly stands up to OKGA.



1.5 The Outline of the Thesis

This PhD thesis includes seven chapters starting with the Introduction part. This
chapter introduces the motivation, aims and objectives, and the contributions of the PhD
research.

Chapter two briefly introduces the background and the development of crypto-
systems from the ancient time to the modern time. Then, it revisits the current
researches on Public Key Encryption with Keyword Search (PEKS) and also analyzes
the advantages and disadvantages of these schemes.

Chapter three provides the preliminaries and the methodology of PEKS. These
include bilinear pairing, BDH and 1-BDHI assumptions and so on, which will be used
to establish the construction of the proposed PEKS schemes and also provide the
security of the proposed schemes.

Chapter four comes up with the tSCF-MPEKS scheme. The proposed system
addresses both Single and Multiple Keyword(s) Search issues and resists OKGA. The
correctness, security verification and performance and efficiency of the proposed
approach are also provided in this chapter.

Chapter five indicates that nearly all of previous PEKS approaches are vulnerable
to IKGA and then proposes rSCF-MPEKS scheme, which incorporates with User
Authentication technique to resist IKGA. Besides, the proposed system also solves
Single and Multiple Keyword(s) Search issues and resists OKGA. In addition, the
correctness, security verification and performance and efficiency of the proposed
approach are also provided in this chapter.

Chapter six introduces the third proposed PEKS scheme. The new system called
m-PEMKS' incorporates with the advantages of Mamdani Fuzzy Inference System

(Fuzzy logic) so that it is able to address Fuzzy Keyword Search issue (i.e. “latest”,
5



“biggest”, etc.). Apart from that, the proposed scheme has the properties of Ciphertext
Indistinguishability and Trapdoor Indistinguishability and therefore, it is able to prevent
OKGA as well. The correctness, security verification and performance and efficiency of
the proposed approach are also provided in this chapter.

Chapter seven is the final chapter which will conclude the whole PhD thesis.



2. Background and Literature Review

2.1 Introduction

The chapter briefly introduces the history and development of cryptography from
the ancient time, the medieval time until the modern time. In the modern time,
cryptography witnesses a huge development. More specially, the cryptographic
algorithms become much more secure and advanced than before. There is no doubt that
Public Key Encryption with Keyword Search (PEKS) is one of the typical
cryptographic techniques that is able to secure data transmission. Thus, the rest of the

chapter will review the current PEKS researches.

2.2 The History and Development of Cryptography

What is cryptography? It is a method used to protect electronic message security
by changing the message into unreadable characters. Cryptography plays a pivotal role
in information security and starts at a couple of thousand years ago.

The first known use of cryptography was found in the chamber from Khnumhotep
II’s tomb in Egypt around 1900 BC. It is the hieroglyphic symbols engraved into the
wall of the tomb. Around 500 to 600 BC, Hebrew encrypted the message by using few
simple mono-alphabetic substitution ciphers such as Atbash cipher. Later, “Scytale
Transposition Cipher (Figure 1)” was applied by ancient Greeks for hiding the
information. For instance, the soldier in Spartan military firstly prepared a tape
wrapping on a stick so that he/she could depict the information on this wood tape. After
that, a courier sent out the tape into the allied forces. Once received the tape, the allies
found a stick which had the same diameter as the original one and wrapped the tape

around the stick again for recovering the original message. Interestingly, this

7



transposition cipher is an efficient and advanced way to protect information security in
the remote antiquity mainly because the secret will be unreadable, if the tape is

unwound.

FIGURE 1. SCYTALE TRANSPOSITION CIPHER (WIKIPEDIA, 2019)

In the medieval time, the classical encryption techniques rose blowout. These
ciphers follow two rules: one is called substitution which means the characters in the
plaintext are replaced by alternative letters, numbers or even symbols. Another rule is
called transposition which is shifting the positions of the plaintext by a regular
procedure so that the message will be hided. Caesar Shift cipher is a typical substitution
cipher whose characters in plaintext are changed by 3t letters on (Figure 2). However,
this cipher is vulnerable to exhaustive search that is a trial and error method to
enumerate every possible combination until breaking the cipher. Mono-alphabetic
cipher is then provided to solve the disadvantages of the Caesar Shift cipher. More
specially, it maps the plaintext into one of the several possible cipher-texts by the fixed
substitutions and vice versa. Although the Mono-alphabetic cipher possesses many
keys, it should not be overlooked that frequency analysis may compromise it. Besides,
Rail Fence cipher and Row Transposition cipher are two representative transposition

ciphers.
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FIGURE 2. CAESAR SHIFT CIPHER

In the end of the Second World War, Arthur Scherbius designed the Enigma
Machine and therefore, cryptography witnesses a huge quantum jump. The Enigma
Machine (Figure 3) is an electro-mechanical rotor cipher machine with mechanical and
electrical subsystems. The Enigma Machine is comprised of several parts such as a
keyboard, etc. For encryption or decryption, the user only needs to press keys on the
keyboard and records the lighting letters as the plaintext or the ciphertext. The

substitution keys will be automatically changed after each letter pressing.

Rotors
Lampboard &

<

y "-X\Keyboa rd

=< plugboalrd

FIGURE 3. ENIGMA MACHINE (WIKIPEDIA, 2019)
Let Enigma Machine be having three rotors. It is able to generate 17576
substitution keys so that brute-force search seems unrealistic. Nothing is impossible.
Marian Rejewski found that the cycles will be appeared twice in the beginning of the

ciphertext and then broke the Enigma Machine via the cycles. Later on, Alan Turing

9



designed a Bletchley Park Bombe (Figure 4) to speed up the calculations required in

order to break the codes.

FIGURE 4. BLETCHLEY PARK BOMBE (WIKIPEDIA, 2019)

With the development of cryptanalysis, individuals are not discontented with
encrypting the data by simple methods such as Enigma Machine. Plenty of experts
embark on designing the safe, simple and efficient cryptographic algorithms to ensure
the confidentiality of data.

Symmetric and asymmetric ciphers have been proposed during the modern time in
order to strengthen the information security. Symmetric cipher (Figure 5) allows the
sender and the receiver using the same single key to encrypt the message. A perfect
symmetric cipher satisfies two rules: the first rule is that the security of symmetric
cipher relies on a strong and complex encryption algorithm. The second one is that the
secret key is not able to be captured by anyone except the sender and the receiver. In
1949, Claude Shannon proposed the blueprint of SP network to make the symmetric

ciphers as complicated as possible.
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FIGURE 5. SYMMETRIC CIPHER MODEL

IBM designed Data Encryption Standard (DES) in the year of 1977, which is the
most typical block cipher in the world. DES relies on a Feistel network with 16 rounds
encryption to encrypt 8 bytes data by 7 bytes key. Therefore, the ciphertext becomes
much sophisticated because DES shows the strong avalanche so that one bit error may
affect half output result. Nowadays, it is possible to break DES by brute force attack and
therefore, Triple DES and CBC DES are designed to solve the weaknesses appearing in
single DES.

Comparing with the Feistel structure, Advanced Encryption Standard (AES) uses
iterative for operations. The outline of AES is comprised of four steps, which is
described in Figure 6. It should be clear that the last round of AES contains three steps

without mix columns.
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FIGURE 6. ONE INTERNAL ROUND OF AES

However, people is not satisfied the symmetric key ciphers mainly because the
shared key will be compromised for a long time use. Social engineering is an easy and
efficient way to compromise the shared key. In addition, shared key management is also
a thorny problem. Therefore, a new cipher called asymmetric key cryptography is
proposed to reverse the intractable problems that the single key cryptography witnesses.
Asymmetric key cryptography is the complements rather than replacing the single key
cryptography. Compared with the single key cipher, the enormous difference in
asymmetric cipher (Figure 7) is that it has two keys. Public key is applied for encryption

and private key is applied for decryption.
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FIGURE 7. ASYMMETRIC CIPHER MODEL

For public key ciphers, theirs contributions are used in three different applications.
The first application is for encryption and decryption to protect data confidentiality. The
second one is digital signatures to provide individual, entity and message
authentications. The last application is key exchange, which is fairly used in session
keys. Almost all public key ciphers rely on a Trapdoor one-way function and theirs
security depend on the difficulty of factoring large numbers or computing discrete
logarithms. More specially, Rivest, Shamir and Adleman from MIT were proposed RSA
in 1977, which is an advanced cipher to resist many attacks, such as brute-force key
search and mathematical attacks, etc. But, RSA suffers Chosen Ciphertext Attack (CCA)
as adversaries are able to select any ciphertext to derive the characters of RSA and then
recover parts of plaintext via cryptanalysis, side channel analysis and a lot more besides.

Diffie and Hellman came up with the first public key approach in 1976, namely
Diffie-Hellman Key Exchange Primitive. The proposed scheme provides a practical way
for key exchange to the general public. Its security is based on the difficulty of
computing discrete logarithms, but it is compromising to Man-in-the-Middle Attack.
Thus, key authentication should be considered between both ends. EIGamal cipher is
another typical public key cryptographic algorithm which has the similar technique as

Diffie-Hellman Key Exchange Primitive. The security of ElGamal cipher also relies on

13



the difficulty of computing discrete logarithms. Recently, Elliptic Curve Cryptography
(ECC) takes more consideration than other public key ciphers mainly because it

provides same security but requires short key sizes (Table 1).

TABLE 1. SAME SECURITY WITH DIFFERENT KEY SIZES

Symmetric primitive ECC-Based Scheme RSA
n size in bits

56 112 512
80 160 1024
112 224 2048
128 256 3072
192 384 7680
256 512 15360

With time goes by, individuals are dissatisfied with the security of cryptographic
algorithms only relying on the hard mathematic problems. They focus on analyzing the
characters of quantum. Therefore, quantum cryptography is then invented by the
experts. More specially, quantum cryptography is a technique to exploit the properties
of quantum for designing unbreakable ciphers. There is no doubt that quantum
cryptography is completely different with the classical cryptography and the modern
cryptography, whose security is based on physics instead of mathematics. Interestingly,
quantum cryptography cannot be broken mainly because it seems impossible to assess
the quantum states in any existing system. Hence, quantum cryptography is regarded as
a secure system because of the quantum properties. So far, there are some quantum key
distribution protocols (i.e. BB84, E91, etc.) could be used in the general public and the
adversaries are not able to capture the quantum states during data transmission.

According to the length of input, the cipher is separated into two parties. The first
one is stream cipher (such as RC4) which encrypts only one bit of input at a time with a
bit pseudorandom key stream in order to obtain one bit ciphertext stream. On the

contrary, another party is called block cipher, which applies the deterministic algorithm
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and a secret key to encrypt the blocks of input. For instance, DES is a typical block
cipher that could encrypt 8 bytes blocks of message as an input. Apart from that, the
block chain ciphers and stream chain ciphers are designed with time goes on.

Cipher Block Chaining (CBC) (Figure 8) cipher is one of the typical block chain
ciphers which mainly applies in bulk data encryption and authentication. However, it
has its limitations. For instance, a block relies on all ciphertext blocks before it,

therefore, one bit error in the block may bring about negative influences to all following

ciphertext blocks.
Ex Ex
IR —
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FIGURE 8. CIPHER BLOCK CHAINING CIPHER (CRYPTOWIKI, 2019)

Compared with CBC, Cipher Feedback (CFB) cipher and Output Feedback (OFB)
cipher are two typical stream ciphers whose input of the message is regarded as a stream
of bits. For CFB (Figure 9), it is able to apply in stream data encryption and
authentication. However, it also has its limitations, such as errors. Once the error is
generated, it may propagate for several blocks. In terms of OFB (Figure 10), it could
apply in stream encryption on the noisy channels so that the error does not propagate
during the whole encryption. But, it requires the sender and the receiver remaining in

synchronism.
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The above section briefly introduces some typical cryptographic algorithms in the
world over a few thousand years. However, there are other algorithms which are also
important and useful, but they are omitted here. For instance, MACAIgo3 and CRT-RSA

are the most powerful ciphers embedding in smart card for transaction.

2.3 Literature Review on PEKS

Alongside with the development of modern cryptography, a new cryptography
called Identity-based Encryption (IBE) (Shamir, 1984) has been initially proposed by
Shamir in 1984. However, the first secure IBE scheme has been introduced until 2001.
Comparing with Public Key Infrastructure (PKI), IBE is independent of the online
trusted third parties and is able to work independently. Provable security and efficiency
(Boneh and Boyen, 2004; Waters, 2005; Gentry, 2006), key escrow (Boneh and
Franklin, 2001; Paterson et al., 2003; Goyal, 2007) and anonymous problem (Boyen and
Waters, 2006; Brandt and Sandholm, 2005; Clarkson et al., 2008) are the current main
research topics of IBE and some applications based on IBE has also been introduced
recently, such as Public Key Encryption with Keyword Search (PEKS).

PEKS plays a pivotal role in cryptography to secure data transmission between
two different networks. It offers a secure and efficient method for users to search
encrypted messages from the online third parties by a specific keyword. In the year of
2004, Boneh et al. formalized the first PEKS scheme (Boneh et al., 2004), which
satisfies Indistinguishability under Chosen Plaintext Attack (IND-CPA) secure.
Although the first PEKS scheme has IND-CPA secure, it should not be overlooked that
it carries out some functional issues. For instance, it is only utilised to encrypt the
keyword described in the file. If the user wishes to encrypt the whole message, he/she

has to apply the traditional Public Key Encryption (PKE) algorithms to encrypt it. Later,
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Abdalla et al. camp up with a new encryption (E) (Abdalla et al., 2005) which is based
on the original PEKS scheme. The new approach defines the consistency. For instance,
the hash functions in PEKS schemes should be assumed as collision resistance.
Otherwise, the PEKS scheme is not perfect consistency and then may suffer Oft-line
Keyword Guessing Attack (OKGA).

Both PEKS and PKE schemes require the secure channels between the receiver
and the online third party to transmit the Trapdoor. However, it consumes huge human
and material resources to build a secure channel and therefore, these PEKS schemes
cannot be applied in the general public. In the year of 2008, Baek et al. presented a new
method, namely “Secure Channel Free Public Key Encryption with Keyword Search
(SCF-PEKS)” (Baek et al., 2008). It deletes the secure channel and becomes a cost-
saving system comparing with BDOP’s PEKS. Sometimes, the server is honest-but-
curious so that it may exploit some details related to the keyword. Besides, the Trapdoor
is transferred to the online third party via the general public network so that it can be
intercepted by anyone and therefore, the outside attackers are able to explore the private
interests and keyword from the Trapdoor. Hence, SCF-PEKS scheme seems to be
subjected to OKGA. More specially, Byun et al. discovered, for the first time, that
PEKS is vulnerable to OKGA in 2006 (Byun et al., 2006). They pointed out that the
user always picked up the proverbial keyword (low entropy) so that the keyword for
searching is in a narrow space. Consequently, the adversary has the abilities to guess the
keyword. Later, Jeong et al. presented an open problem that is establishing provably
secure and coherent PEKS approach against KGA is impossible (Jeong et al., 2009).
Meanwhile, Yau et al. proposed that some PEKS schemes (i.e. SCF-PEKS) are also
vulnerable to OKGA and those approaches are compromised by inside attackers (Yau et

al., 2008). This is because that outside adversaries could capture the Trapdoor from the
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public network and then derive the keyword by OKGA. Afterwards, Tang et al.
presented a new method to prevent Off-line KGA (Tang and Chen, 2010). However, the
encryption algorithm of the proposed scheme is much complex. Soon later, Rhee et al.
formalized a new SCF-PEKS scheme which firstly incorporates with the advantage of
Trapdoor Indistinguishability (Rhee et al., 2010) to solve OKGA. In 2013, Zhao et al.
introduced a new SCF-PEKS scheme satisfying Trapdoor Indistinguishability (Zhao et
al., 2013). Comparing with Rhee et al’s model, it is much more efficient. From then on,
people concentrate on constructing much secure PEKS and SCF-PEKS schemes to
resist OKGA (Yau et al., 2008; Hu and Liu, 2011; Chen, 2014; Sun et al., 2017; Mao et
al., 2018; Noroozi and Eslami, 2019; Huang and Li, 2018).

The security of substantial PEKS and SCF-PEKS schemes relies on the
difficulties of bilinear mapping with CDH, DDH, BDH and 1-BDHI assumptions. In
1994, Shor effectively solved the discrete logarithm problem by quantum computing
and pointed out that quantum computers (Shor, 1994) could compromise the security of
these PKI systems. After that, lattice-based cryptographic systems have undertaken a
rapid development. Ajtai firstly provided a way to proof the difficulty of lattice
problems (Ajtai, 1996). Later on, many schemes and applications with lattices have
been proposed since then. These include ID-based Encryption systems (Gentry et al’,
2008; Agrawal et al.,, 2010), hash functions (Ajtai, 1996; Micciancio, 2002), fully
homomorphic encryption systems (Gentry, 2009; Gentry, 2010), PEKS (Gu et al., 2013;
Hou et al., 2013) schemes and a lot more besides. In 2018, Zhang et al. proposes a new
PEKS approach from lattice assumption in the base model with quantum computer
resistance (Zhang et al.,, 2018), which is the mile stone in the post-quantum

cryptographic communication era.
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The PEKS schemes above only concentrate on “precise” keyword retrieve rather
than solving format error (“etc” and “etc.”) and/or spell inconsistent (“common” and
“comon”). In the year of 2010, Li et al. presented the definition of “Fuzzy Keyword
Search” (Li et al., 2010) to PEKS scheme for supporting formation error and/or spell
inconsistent. However, Li et al.’s scheme is significant but suffers Off-line KGA. Later
on, Xu et al. presented a new mechanism with Fuzzy Keyword Search in 2013, which is
able to prevent Off-line KGA (Xu et al., 2013).

Many PEKS mechanisms are specialized in solving single keyword search
problem rather than multiple keywords search issue. Golle et al. firstly came up with a
PEKS model with conjunctive keyword search (Golle et al., 2004) in order to solve
multiple keywords search. Soon later, Boneh et al. revisited the Golle et al’s model and
then strengthened the PEKS model to stand by “conjunctive”, “subset” and range
requests on the keywords (Boneh et al., 2007). In the meantime, Baek et al. defined
“Public Key Encryption with Multi-keywords Search (MPEKS)” to address multiple
keywords retrieve issue (Baek et al., 2008). However, a secure channel has to be
considered to transmit Trapdoor in MPEKS scheme, which is similar as PEKS and PKE
approaches. In 2009, Camenisch et al.’s proposed PEKS with oblivious keyword search
(Camenisch et al., 2009) which enables the individual to achieve the Trapdoor from the
secret key holder so that it blinds the key extraction and strengthens keyword privacy to
against adversaries. Later, Cao et al. proposed PEKS with ranked multiple keywords
retrieve on encrypted cloud data and set rules for privacy requirements (Cao et al.,
2014). In 2016, Wang et al. designed a new SCF-MPEKS approach removing the secure
channel (Wang et al., 2016). But SCF-MPEKS might be subjected to OKGA, if the
infected server or receiver releases his/her secret key to the network. However, the

majority of PEKS schemes may suffer IKGA, if the inside adversary executes one extra
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bilinear pairing operation. Therefore, Huang and Li came up with an efficient PEKS
approach with User Authentication in 2018 that is able to resist IKGA but the scheme
only aims for solving single keyword search problem (Huang and Li, 2018).

Apart from that, some representative PEKS schemes are also introduced as time
goes by. For instance, PEKS with Delegated Search was formalized by Ibraimi et al.,
which is applied on detecting encrypted malicious code (Ibraimi et al., 2011). In 2014,
Dual-Server PEKS was formalized by Chen et al. that is able to resist inherent
insecurity (Chen et al., 2014). In the meaning time, He et al. came with up an approach
in mobile social networks (He et al., 2016). It allows individuals to share contents and
subscribes services.

This PhD thesis formalizes “Trapdoor-indistinguishable Secure Channel Free
Public Key Encryption with Multi-keywords Search (tSCF-MPEKS)” and “Robust
Secure Channel Free Public Key Encryption with Multi-keywords search (rSCF-
MPEKS)” systems and subsequently proposes the concrete constructions of these
models. The proposed schemes are able to solve both Single and Multiple Keyword(s)
Search problems. Besides, the security models of tSCF-MPEKS and rSCF-MPEKS are
also presented in the thesis. The proposed schemes are proved to be semantic secure in
the security models under BDH and 1-BDHI assumptions so that both of them are able
to resist OKGA. In addition, »SCF-MPEKS scheme applies User Authentication
technique and therefore, IKGA has been avoided in this scheme. Last but not least, the
thesis finally proposed a scheme called “Public Key Encryption with Multi-keywords
Search using Mamdani System (m-PEMKS)”, which incorporates with the advantages of
Mamdani System (Fuzzy Logic) to solve Fuzzy Keyword (i.e. “latest”) Search problem.

It also should be noted that m-PEMKS has the ability to resist OKGA as well.
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More specially, Table 2 below compares security and functionality between the
typical MPEKS schemes (MPEKS, Baek et al., 2008; SCF-MPEKS, Wang et al., 2016)

and three proposed schemes (tSCF-MPEKS, rSCF-MPEKS, m-PEMKS).

TABLE 2. A COMPARISON BETWEEN TYPICAL MPEKS SCHEMES AND THREE

PROPOSED SCHEMES

Ciphertext Trapdoor ‘r . Fuzzy Keyword
Schens Secure Channel . jictinguishability Indistinguishability ~ OT-ine KGA U0 Search
MPEKS (Baek et
al, 2008) Yes Yes No No No No
SCF-MPEKS
(Wang et al, 2016) No Yes No No No No
tSCF-MPEKS No Yes Yes Yes No No
rSCF-MPEKS No Yes Yes Yes Yes No
m-PEMKS No Yes Yes Yes No No

According to the Table 2, the typical MPEKS (Baek et al., 2008) and SCF-
MPEKS (Wang et al., 2016) schemes are vulnerable to Off-line KGA, but the proposed
PEKS schemes, called tSCF-MPEKS, rSCF-MPEKS and m-PEMKS, satisfy Trapdoor
Indistinguishability and Ciphertext Indistinguishability properties to resist Off-line
KGA. Besides, rSCF-MPEKS incorporating with User Authentication technique is
much strengthen and therefore, it could prevent Inside KGA. Apart from that, m-
PEMKS scheme which applies Mamdani Fuzzy Inference System (Fuzzy Logic,
Artificial Intellgence) has the powerful functionality to support Fuzzy Keyword Search,

such as “latest”, “fastest”, etc.

2.4 Literature Review on Fuzzy Logic

In PEKS system, the user may search encrypted document by using imprecise
keyword, such as “latest”, “biggest” etc. Due to PEKS ciphertext that contains fuzzy
keyword leading to searching errors, therefore, Mamdani’s Fuzzy Inference method is
able to be perfectly utilized in solving fuzzy keyword search problem. In 1973, Lotifi
Zadeh came up with new fuzzy algorithms (Zadeh, 1973) to analyse complex systems

and decision processes. Later, Ebrahim Mamdani revisited Lotifi’s approach and then
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proposed an inference system to control a steam engine and boiler combination based
on linguistic rules from human knowledge (Mamdani, 1975). However, Mamdani-style
inference is not computationally efficient, Michio Sugeno proposed a new fuzzy
inference (Sugeno, 1985) using a single spike (a singleton) as the rule consequent.
Recently, Fuzzy sets theory has been applied successfully in many areas. Singh et al.
pointed out fuzzy systems could applied to classification, modelling control problems
(Sing et al., 2006). Lermontov et al. analysed water quality using fuzzy set (Lermontov
et al., 2009). Meanwhile, Marchini et al. proposed a framework for fuzzy indices of

environmental conditions (Marchini et al., 2009).
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3. Preliminary for the PEKS Research

3.1 Introduction

This chapter describes the preliminaries for the PEKS research, such as Number

Theory (i.e. Bilinear pairing) and Game Theory , etc.

3.2 Number Theory

3.2.1 Bilinear Pairings (Boneh and Boyen, 2004)

Suppose G, is an additive cyclic group and Gy is a multiplicative cyclic group.
Let P be a random generator of G, and a prime number g be the order of G,. Suppose a
and # are the components of Z,. A bilinear pairing is considered to be a map
e : Gy X G| = Gy, which has the characters below:

i. Bilinearity: e(a X, fY) = e(X, Y)Y forallX,Y € G,and allx,y € Zp.

ii. Computability: e(X,Y) € Gy forany X, Y € G;,.

iii. Non-degenerate: If P is a generator of G, then e(P, P) is a generator of G.

3.2.2 The Bilinear Diffie-Hellman (BDH) assumption (Boneh and Boyen, 2004)
Let P, aP, P and yP be the inputs (where a, 5,y € Zp) and then calculate

e(P,P)¥r € G;. £ is an advantage of the algorithm A that could solve BDH
assumption in the group G, if Pr[A(P,aP, pP,yP) = e(P, P)“ﬂy] > £. Therefore, it is
known that if no Probabilistic Polynomial Time (PPT) algorithm takes at least &
advantage in addressing BDH assumption in the group G,;, BDH assumption will be

held in G,.
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3.2.3 The 1-Bilinear Diffie-Hellman Inversion (1-BDHI) assumption (Boneh and
Boyen, 2004)

Let P and a P be the inputs (where @ € Zp) and then compute e (P, P )é. £ is an
advantage of the algorithm A that could solve 1-BDHI assumption in the group Gy, if
Pr[A(P,aP) =e(P, P)%] > &. Therefore, it is known that if no PPT algorithm takes at
least £ advantage in addressing 1-BDHI assumption in the group G,;, 1-BDHI

assumption will be held in G;.

3.3 Public Key Encryption with Keyword Search (PEKS)

Let sender, server and receiver be three parties in PEKS scheme. The sender is a
party who runs PEKS algorithm to create a Searchable ciphertext. Besides, the receiver
is a party who executes Trapdoor algorithm to create a Trapdoor query. Once the server
receives the encrypted messages from the sender and the receiver, he/she will run Test
algorithm to estimate whether two ciphertexts contain the same keyword or not.

In 2004, BDOP proposed the first PEKS approach in order to address keyword
search issue (Boneh et al., 2004). The PEKS scheme has five algorithms as follows:

1. KeyGenp,,,,,(1"): Import 1", a common parameter cp is then created.

2. KeyGeng,.,iver(cp): Import cp, a public and a private keys (pkg,.. skg,.) of
the receiver are then created.

3. PEKS(pkg,.,w): Import the receiver’s public key pkg,. and a keyword w, a
Searchable ciphertext S = PEKS(pkg,., w) is then generated by the sender.

4. Trapdoor(skg,., w*): Import the receiver’s private key skg,. and a keyword

w*, a Trapdoor query T, = Trapdoor(skg,., w*) is then generated by the receiver.
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5. Test(pkg,, S, T,+): Import the receiver’s public key pkg,., a Searchable
encryption S = PEKS(pkg,.,w) and a Trapdoor query T, « = Trapdoor (skg,., w*).

Then, the server will test whether w = w*. If so, output “yes” and “no” otherwise.

3.4 Secure Channel Free Public Key Encryption with Multiple
Keywords Search (SCF-MPEKS)

PEKS scheme has its limitations. It not only requires a secure channel to deliver
Trapdoor query to the server, but also cannot search multiple keywords. So, Wang et al.
proposed SCF-MPEKS scheme (Wang et al., 2016) to solve these problems, which
contains six polynomial time algorithms as follows:

1. KeyGenp,,,,,(1"): Import 1" to obtain a common parameter cp.

2. KeyGeng,,,,,(cp): Import cp to obtain a public and private keys (pks,,, Skg,,)
of the server.

3. KeyGeng, . iver(cp): Import cp to obtain a public and a private keys
(Pkgees Skg,.) of the receiver.

4. SCF — MPEKS(pkg,,, pkgo.» W): Import the server’s public key pkg,, and
the receiver’s public key pkp,. in order to obtain a Searchable ciphertext
S = SCF — MPEKS(pks,,, pkg,.» W) of multi-keywords W = (w;, w,, ... ,wn).

5. Trapdoor(skg,.,w): Import the receiver’s private key skg,. in order to
produce a Trapdoor query T,, = Trapdoor(skg,., w) of a keyword w.

6. Test(skg,,,S,T,): Import the server’s private key skg,, a Searchable
encryption § = SCF — MPEKS(pks,,, pkg,..W) and a Trapdoor query

T,, = Trapdoor(skg,.w). Then, if W includes w, export “yes” and “no” otherwise.
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3.5 Security Verification Models

Goldwasser and Micali proposed the semantic security in the year of 1984. The
semantic security (Goldwasser and Micali, 1984) is the prototype for provable security.
That is an attacker cannot obtain any one bit plaintext even though he/she intercepts the
whole ciphertext. Therefore, semantic secure is used for versifying the security of PEKS
schemes.

Consider A is an adversary who may break the crypto-system. While, E is a

challenger who sets up the system and accepts the challenge from the adversary A.

3.5.1 Indistinguishable Choose Plaintext Attack (IND-CPA) Game
1. Setup: The challenger E establishes the PEKS system £ and the attacker A
obtains the public key of the system &.
2. Challenge: The attacker A sends a plaintext pair (M, M;) to the challenger
E. Then, E chooses b € {0,1} uniformly at random and also encrypts one of the
above plaintext. Finally, E sends the ciphertext C;, to A.

3. Guess: A guesses b* € {0,1} and wins IND-CPA Game, if b* = b.

For any Probabilistic Polynomial Time (PPT) adversary A against the IND-CPA

Game, its advantage Ad vél\/;D ~CPA(k) is negligible.

3.5.2 Indistinguishable Choose Ciphertext Attack (IND-CCA) Game

However, IND-CPA has its limitation. For instance, it is vulnerable to the
deterministic cryptography algorithms, such as RSA, Rabin, etc. On the contrary, IND-
CPA is able to resist passive attacks (i.e. Monitor) in the probabilistic cryptography
algorithms (i.e. ElGamal, etc.) but cannot prevent active attacks (i.e. Fault injection) in

these algorithms. Therefore, Naor and Yung came up with the concept of Chosen
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Ciphertext Attack (CCA) (Naor and Yung, 1990) in 1990. It allows the attacker A
querying Oracle many times before the Challenge step.

1. Setup: The challenger E establishes the PEKS system & and the attacker A
obtains the public key of the system &.

2. Training: The attacker A uploads the encrypted message C to E as many
times as possible. E decrypts the ciphertext C and then sends the corresponding
plaintext M back to A.

3. Challenge: The attacker A sends a plaintext pair (M, M;) to the challenger
E. Then, E chooses b € {0,1} uniformly at random and also encrypts one of the

above plaintext. Finally, E sends the ciphertext Cy, to A.

4. Guess: A guesses b* € {0,1} and wins IND-CCA Game, if b* = b.

For any Probabilistic Polynomial Time (PPT) adversary A against the IND-CCA

Game, its advantage Ad vg\D ~CCA(k) is negligible.

3.5.3 Indistinguishable Adaptive Choose Ciphertext Attack (IND-CCA2) Game
In 1991, Rackoff and Simon proposed the concept of Adaptive Choose
Ciphertext Attack (CCA2) (Rackoff and Simon, 1991), which enables the adversary A
to query Oracle many times after the Challenge step.
1. Setup: The challenger E builds the PEKS system & and the attacker A obtains
the public key of the system &.
2. Training: The attacker A sends the encrypted message C to E as many times

as possible. E decrypts the ciphertext C and then sends the corresponding plaintext

M back to A.
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3. Challenge: The attacker A sends a plaintext pair (M, M,) to the challenger
E. Then, E chooses b € {0,1} uniformly at random and also encrypts one of the
above plaintext. Finally, E sends the ciphertext Cy, to A.

4. Training: The attacker A sends the encrypted message C (C # C,) to E as
many times as possible. E decrypts the ciphertext C and then sends the

corresponding plaintext M back to A.

5. Guess: A guesses b* € {0,1} and wins IND-CCA2 Game, if b* = b.

For any Probabilistic Polynomial Time (PPT) adversary A against the IND-CCA2

Game, its advantage Ad véﬁD ~CCA2(k) is negligible.

3.6 The Procedure of PEKS Verification

Suppose system 2 is completely secure which has BDH and 1-BDHI assumptions
and system 1 is a designed PEKS system. Consider the Challenger establishes the
system 2 and the adversary E challenges the system 2. Meanwhile, the adversary E
could also be regarded as a challenger who establishes the system 1. Therefore, E is
able to accept the challenges from the adversary A and sends the responses back to A.
In order to break the system 2, E is able to train A and then applies A’s results to the
system 2. However, due to system 2 being a secure system, E cannot break the system 2
and consequently, A could not break the system 1. Thus, the designed PEKS system is

proved to be a secure system (Figure 11).
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FIGURE 11. THE PROCEDURE OF PEKS VERIFICATION
3.7 Fuzzy Logic

3.7.1 Fuzzy Rule Based Model
The fuzzy rule based model (Figure 12) is based on Mamdani Fuzzy Inference
System and consists four steps as follows:

1. Fuzzification of the input variables: The aim of this step is transforming crisp
inputs into fuzzy inputs by the membership functions. Although there are substantial
curves can be used in fuzzification process, Gaussian, triangular and trapezoidal
membership functions are the most widely used in it.

2. Rules evaluation: The fuzzified inputs are applied to the antecedents of the
fuzzy rules and then apply fuzzy logic operations (AND, OR, NOT) to these rule
antecedents.

3. Aggregation of the rule outputs: The membership functions of all rule
consequents previously clipped or scaled are combined into a single fuzzy set.

4. Defuizzification: Some defuzzification methods, such as Center of Gravity
(COG), Mean Max, etc., can be utilized to transformed fuzzy outputs into crisp

outputs.
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FIGURE 12. FUZZY RULE BASED MODEL

3.7.2 The Process of Mamdani-Type Fuzzy Inference System

The Mamdani-Type Fuzzy Inference System contains five stages (Wang et al.,
2015) in the following:

1. Fuzzify the input variables (crisp data)

2. Apply fuzzy operator

3. Apply implication method

4. Apply aggregation method

5. Defuzzification
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4. Trapdoor-indistinguishable Secure Channel Free
Public Key Encryption with Multi-keywords Search

4.1 Introduction

According to the section 1.4, it is known that many current Public Key Encryption
with Multiple Keywords Search (MPEKS) schemes suffer Off-line Keyword Guessing
Attack (OKGA). Therefore, this chapter gives a formal definition of MPEKS scheme,
which incorporates with Trapdoor Indistinguishability so that it has the ability to resist
OKGA. More specially, it firstly defines a new PEKS scheme namely “Trapdoor-
indistinguishable Secure Channel Free Public Key Encryption with Multi-keywords
Search (tSCF-MPEKS)” and the security verification models as well. After that, a
concrete construction of tSCF-MPEKS is proposed following by the correctness

analysis, security verification and efficiency and performance analysis.

4.2 The Outline of tSCF-MPEKS

In 2008, Back et al. defined PEKS scheme with multiple keywords search to
address multi-keywords search problem (Baek et al., 2008). However, a secure channel
between the receiver and the online third party is required to transmit the Trapdoor
request. There is no doubt that establishing a secure channel consumes huge human and
material resources, which seems impossible in reality. Later on, a Secure Channel Free
PEKS with Multiple Keywords Search approach (Wang et al., 2016) was introduced by
Wang et al. in 2016. Although the new method removes the secure channel, it might
suffer OKGA, if the server’s or receiver’s private key is compromised and released to
the public networks. The PhD thesis defines a new PEKS scheme (Figure 13) called

“Trapdoor-indistinguishable Secure Channel Free Public Key Encryption with Multi-
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keywords Search (tSCF-MPEKS) ” and it incorporates with Trapdoor indistinguishability
to deal with both Single and Multiple Keyword(s) Search issues and OKGA. The tSCF-
MPEKS contains six following algorithms:

1. KeyGenp,,,,,(1"): Import 1", a common parameter cp is then created.

2. KeyGeng,,,,,(cp): Import cp, a public and a private keys (pkg,,, skg,,) of the
server are then created.

3. KeyGeng,.,iver(cp): Import cp, a public and a private keys (pkg,.. skg,.) of
the receiver are then created.

4. SCF — MPEKS(pkg,,, pkg,.» W): Import the server’s public key pkg,, and
the receiver’s public key pkg,., a Searchable ciphertext S = SCF — MPEKS(pks,,,

Pkgees W) is then generated by the sender, where W = (wy, wy, ..., w,).

5. Trapdoor(pks,,, Skg,..w): Import the server’s public key pkg,,. and the
receiver’s private key skg,., a Trapdoor query T, = Trapdoor(pks,,, Skg,., w) is then
generated by the receiver.

6. Test(skg,,.S,T,): Import the server’s private key skg,., a Searchable
encryption S = SCF — MPEKS(pks,,, pkg,..W) and a Trapdoor query T, =
Trapdoor(pks,,, skg,., w). The server checks whether the W includes w. If so, export

13

yes”. Otherwise, export “no”.
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FIGURE 13. THE OUTLINE OF TSCF-MPEKS

4.3 The Security Models of tSCF-MPEKS

As discussed in (Baek et al.; Wang et al.), tSCF-MPEKS is IND-CPA and
Trapdoor-IND-CPA.

The definition of IND-CPA security means that the untrusted server may not
determine which Searchable ciphertext has which encrypted keyword, if the Trapdoor
query that contains the given keyword has not been obtained by the server (Gamel).
Besides, if the server’s private key has not been obtained by the untrusted receiver, he/
she could not estimate whether the SCF-MPEKS ciphertext and the Trapdoor request
contain the same keyword or not, even though all Trapdoors for any keyword are

intercepted (Game?2).
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The definition of Trapdoor-IND-CPA security means that an outside adversary
cannot observe any difference between Trapdoors for any two distinct keywords
(Game3).

Therefore, the SCF-MPEKSs IND-CPA security and Trapdoor-IND-CPA

security are formalized as follows: Suppose A is an adversary and E is a challenger.

Gamel: Let A suppose to be an untrusted server.

Stagel (Setup): KeyGenp,,,,,(1"), KeyGeng,,,,.(cp) and KeyGeng,..ier(CD)
are called by E in order to generate a common parameter cp, the key pairs (pkg,,., skg,,)
and (pkg,,, skg,.) of the server and the receiver. Then, E sends cp, pks,,, sk, and
Pkg,. t0 A.

Stage2 (Trapdoor queries): Adaptably, E is able to return any Trapdoor query
T,, for any keyword w to A.

Stage3 (Challenge simulation): A target keyword-vector pair
[(Wo = (wgys - .. ,wOn), W= w,... .,wln)] is sent from A to E. It is known that W,
and W, cannot be requested in Stage2 (Gamel). Once E obtains the pair, the
SCF — MPEKS algorithm will be called by E for creating a Searchable ciphertext
C = SCF — MPEKS(pkg,,, pkgoc» We), where £ € {0,1}. Finally, C will be sent back
from E to A.

Stage4 (Trapdoor queries): E can continue return any Trapdoor query 7,, for any

keyword w to A as in Stage2 (Gamel), only if w & W,,, W,.

StageS (Guess): A guesses £* € {0,1} and wins Gamel, if £* = £.
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Game2: Let A suppose to be an untrusted receiver.

Stagel (Setup): KeyGenp,,,,,(1"), KeyGen,,,..(cp) and KeyGeng,,.i,.,(CP)
are called by E in order to generate a common parameter cp, the key pairs (pkg,,., skg,,)
and (pkg,.. skg,.) of the server and the receiver. Then, E sends cp, pkg,., skg,. and
pks,, to A.

Stage2 (Challenge simulation): A target keyword-vector pair

[(Wo = (wgys - - ,won), W=, ,wln)] is sent from A to E. It is known that TWol'
and T, ,; are not able to be requested during 7est algorithm on which i = 1,...,s. Once E

obtains the pair, the SCF — MPEKS algorithm will be called by E for creating a
Searchable ciphertext C = SCF — MPEKS(pk,,, Pkgee» We), where & € {0,1}. Finally,

C will be sent back from E to A.

Stage3 (Guess): A guesses £* € {0,1} and wins Game2, if £* = €.

A’s advantage to win Gamel and Game?2 is listed below:

Advi s A = | PrIE = E1—-172] . (i=12)

So, the tSCF-MPEKS system is considered to be IND-CPA secure as long as the

IND—CPA C
Ad ViSCF—MPEKS. Ai(k) is trivial.

Game3: Let A suppose to be an outside attacker.

Stagel (Setup): KeyGenp,,,,,(1"), KeyGen,,,.(cp) and KeyGeng,,.i,.,(CP)
are called by E in order to generate a common parameter cp, the key pairs (pkg,,., skg,,)
and (pkg,., Skg,.) of the server and the receiver. Then, E sends cp, pkg,,, skg,. to A and

keeps skg,,, sk, from A.
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Stage2 (Trapdoor queries): Adaptably, E is able to return any Trapdoor query

T,, for any keyword w to A.

Stage3 (Challenge simulation): A target keyword pair (w,, w,) is sent from A to
E. It is known that w, and w, cannot be requested in Stage2 (Game3). Once E obtains
the keyword pair, the Trapdoor algorithm will be called by E for creating a Trapdoor
query T\, = Trapdoor(pks,,, Skgee, We), where & € {0,1}. Finally, T}, will be sent back
from E to A.

Stage4 (Trapdoor queries): E can continue return any Trapdoor query 7,, for any
keyword w to A as in Stage2 (Game3), only if w # wy, w,.

StageS (Guess): A guesses £* € {0,1} and wins Game3, if £* = £.

A’s advantage to win Game3 is listed below:

AV apins o) = 1PriEs = 1= 1721,

So, the tSCF-MPEKS system is considered to be Trapdoor-IND-CPA secure as

Trap—IND—CPA . f
long as the AdvtSCF_MPEKS’M(k) is trivial.

4.4 The Concrete Construction of tSCF-MPEKS

1. KeyGenp,,,,(k): Suppose G, is an additive cyclic group and G, is a
multiplicative cyclic group. Let P be a random generator of G; and a prime number
g >2F be the order of G,. A bilinear pairing is considered to be a map
e: G, xG, = Gy. Suppose H:{0,1}* - G, and H*:G, — {0,1} are two
particular hash functions. Therefore, a common parameter cp = {g, P, G|, Gy,

e, H, H*} can be achieved by the KeyGenp,,,,,(k) algorithm.
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2. KeyGeng,,,,. (cp): The server selects m € Zp uniformly at random and
subsequently calculates M = m P. In addition, the server also randomly selects K € G;.
So, pkg,, = (cp, M, K) and sk, = (cp, m) are the server’s public and private keys.

3. KeyGeng,.,iv.,(cp): The receiver selects n € Zp uniformly at random and
subsequently calculates N =nP. So, pkg,. = (cp,N) and skg,. = (cp,n) are the

receiver's public and private keys.

4. SCF — MPEKS(pks,,, pkgo.» W): The sender selects t € Zp, uniformly at
random and W = (w;,w,,...w,), and then calculates a Searchable ciphertext
C=X.Y.Y,,....Y,) =M H*(V)), H*(V,), ..., H*(V))), where V| =e(H(w,),
N),Vy,=eHWy),N) ..., V, = e(HW,),N).

5. Trapdoor(pk,,, Skg,..w*): The receiver selects t* € Zp uniformly at
random and subsequently calculates T, = (T}, T,), where T; = n Hw*) @ e(M, K )"
and T, = e(M, t*K).

6. Test(C,T,, skg,,.): For i€ {1,2,...,17} , the online server firstly computes

T=T,®T,ee(mK,N)=nHw?*). After that, the server tests whether

X
H*[e(T,—)] = Y, or not. If so, output “yes”; otherwise, output “no”.
m

4.5 The Correctness of tSCF-MPEKS

Suppose W and w* are keyword-vector and keyword respectively in
SCF — MPEKS and Trapdoor algorithms. This PEKS approach is considered to be

corrected as long as W includes w*. The correctness verification is listed below.
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Note that  stands for Multiplication and @ stands for Exclusive Or.
According to Bilinear pairing, note also that e(M,K)=e(K,M) and
e(M,K) ™" = e(t*M,nK) = e(nM, t*K).

Therefore, fori € {1,2,...,11},

Firstly,
T=T,&T,se(mKk,N)
=nHW*) @ e(M,K) " @ e(M,t*K) e e(mK,nP)
=nHW*) @ e(M,K)" " @ e(M,t*K ) o e(K,mP)"
=nHW*) @ e(M,K) """ ®e(M,K)" oe(M,K)"
=nHW*) @ e(M,K)"™" @ e(M, K)"*"
= nH(Ww*)

Secondly,
X tM
H*[e(T,—)] = H*[e(nH(W*), —)]
m m

= H*[e(nH(W*),tP)]
= H*[e(H(W*), N)']
=Y.

1

Therefore, the algorithm is completely correct.

4.6 The Security Analysis of tSCF-MPEKS

The tSCF-MPEKS approach possesses the characters of Ciphertext
Indistinguishability and Trapdoor Indistinguishability against Chosen Plaintext Attack
(CPA) whose security relies on BDH and 1-BDHI assumptions (Boneh and Boyen,

2004).
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The proposed approach above could be regarded as IND-CPA secure in Gamel
under the random oracle model, if the BDH assumption (Boneh and Boyen, 2004) is

completely difficult.

Gamel: Let A suppose to be an untrusted server.

Consider that the challenger E is able to achieve the input (g, P, G, Gy, e,
aP,P,yP) of BDH assumption (Boneh and Boyen, 2004). E sets up the computation
of a BDH key e(P, P)*7 of aP, BP and yP using A’s IND-CPA as a goal. Apart from
that, A queries at most 4 and A* times hash function requests.

Stagel (Setup)

E chooses N = aP in the beginning. Then, E chooses m € Z, uniformly at
random and also computes M = m P. In addition, E randomly selects K € G,. Finally,
the following parameters are returned by E, which are the common parameter
(g, P, Gy, Gr, e, H, H*), the server’s public/private keys (cp, M,K) and (cp, m), and
the receiver’s public key (cp, N). Besides, two specific hash functions H and H* are
selected by E in the following:

- A is able to request a keyword w; to H function at any time. After that, E
traverses a tuple (w;, y;, v;, €;) from H _ List that is initially empty. If the tuple exists, E
will reply H(w;) = p; to A. Otherwise, the challenger E executes the operations below:

i. The challenger E randomly selects a coin & and then computes
Prle;=0] = ;,IT
ii. The challenger E randomly chooses v; € Zp. If ¢; = 0, y; = P + v;P will be

computed by E. Similarly, u; = v, P will be computed by E once ¢; = 1.

iii. A receives y; from E. Meanwhile, E adds (w;, y;,v;, ;) into H_List.
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- A is able to request V; to H* function at any time. Later on, E traverses a tuple
(V.,Y;) from H*_List. If the tuple exists, E will return ¥; to A. Otherwise, E
randomly selects ¥; € {0,1}" and replies ¥; to A. Finally, E adds (V,,Y;) into
H*_List.

Stage2 (Trapdoor queries)

If A queries a Trapdoor request with a specific keyword w;, E will do the
operations below:

- The challenger E recalls the above algorithms in order to simulate H function for
generating a tuple (w;, u;, v;, €;). If ¢; = 0, E will output “Suspension” and also terminate
the system. Otherwise, he/she executes the following step.

- The challenger E randomly chooses * € Z, and sequently calculates
T,=uN®eM,K)' ™ =v.aP ®@e(M,K) " =au ® eM,K)" ™ =aHW,) ®
e(M,K) " **and T, = e(M, t*K). So, T, = (T}, T»).

Stage3 (Challenge simulation)

The adversary A sends a keyword-vector pair [Wy= (Wy;,....,Wp,),
W, = Wy, ....,wy,)] to E. Once E achieves the pair, he/she will conduct the following
steps:

- The challenger E chooses i € {1,2,...,17} uniformly at random.

- The challenger E recalls the above algorithms in order to simulate H function for
obtaining two tuples (W, ugi, g, €5;) and (Wi, ufs, v, ). If gf; and & are equal to 1,
E will output “Suspension” and also terminate the system. Otherwise, E executes the
following step.

i. The challenger E recalls the above algorithms again to simulate H function at

2(n — 1) times so that E is able to create two tuples’ vectors {(Wgi, s vips €55 - - - »

41



Wiim1s H3i— 1> Vaim 1 €6i=1)s Wi MG 1> Vi 1> EGi1)s - - +» (Wékmﬂffn’ Vka 56’?7)} and
(Wi uifis vl ) Wi Mo Vi €150 Wiy B Vi €655 - - -
(w;kn,,u;"n, vi"n, 8;",7)}. If 66’; = eﬁ. =0 for all j =0,...i—1,i+1,...,n, E will export
“Suspension” and consequently terminate the system. Otherwise, E executes the steps
below:

— The challenger E randomly selects 6 € {0,1}.

— The challenger E randomly selects Y; € {0,1}" for generating a target

SCF — MPEKS encryption C*= (X%, Yl*,Y;‘,...,Y*)=(}/M,H*[B1],

H*[B,], ..., H*[B,]).

So,

C* = (X*,Y¥#,... Y% Y%

i+l

L YE) = (/ML H¥[e(H(ws ), NY1, ... H¥[e(H(w;_),
NY1, H*[e(HWg,41)s N)'1, . ..., H¥[e(H(wg, ), N Y1)

Note that,

B, =e(H(ws),NY = e(fP +vsP,aP) = e(pP,aP) »e(sP,aP) = e(P,P)""

ee(yP,aP)"si

Note also that e(v(sl_P, aP) = e(y(sl_P, N)Y = e(H(ng,), N)

Stage4 (Trapdoor queries)

E can continue return any Trapdoor query T, for any keyword w; to A as in

Stage2 (Gamel), only if w; & W, W,.
StageS (Guess)

A outputs 6* € {0,1} as the guess. Then, E chooses d from H* function and

dgx
returns the guessed BDH key

l/§>_|< °
e(yP,aP) °i
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Analysis of Gamel

Stagel-5 describes the procedure and operations of the challenger E. It remains to
show that BDH assumption (Boneh and Boyen, 2004) is satisfied in Gamel. To do so,
the first thing is to analyze that the challenger E does not stop during the simulation.
Therefore, three events are formalized below:

Eventl: The challenger E does not stop during Stage2 (Trapdoor queries) and

Stage4 (Trapdoor queries).
Event2: The challenger E does not stop during Stage3 (Challenge simulation).
Event3: The adversary A is not able to request either H*(e(H(W{), N)’) or

H*(e(Hwf;), N)).

1
Claim 1: Pr[Eventl] > —
e

Proof: Consider that A cannot request the same keyword twice in Stage2 and
Stage4. So, % is the probability causing E for suspension. From the previous
definition, A queries at most & (h > 0) Trapdoor requests so that the probability that the
system which does not be terminated by E in all Trapdoor queries is at least

1 h 1
I-—7"2<

im 2: 1y e (L y2-)
Claim 2: Pr(Event2] > (h+1 ) (h+1)
Proof: If ¢, = ¢, = 1, the system will be terminated by E during Stage3. So,
1-( - th)z is the probability that E does not suspend it. In addition, if
86‘} = eﬁ‘j =0 for all j =0,...,i — 1,i + 1,...,7, the system will be terminated by E.

Overall, the probability that the system which does not be terminated by E during

i — L 20-Dgp (1 =12 L e (_y20-1)
Stage3 is at least (1 thl) {1-Q h+1)}2(h+1) (h+1) .
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Claim 3: Pr[Event3] > 2&

Proof: As discussed in (Baek et al., 2008), let Hybrid, (r € {1,2,...,;1}) be an
event that the adversary A can correctly guess the keyword of the left part of a “hybrid”
SCF — MPEKS encryption formed with r, coordinates from wy followed by (7 — r)
coordinates from w;_g.

So, Pr[Event3] = 22_;721(Pr[Hybrid,] — Pr[Hybrid,._,]) = 2(Pr[Hybrid,]—

Pr[Hybrid,]) = 2¢.

Overall, due to A queries either H*(e(H(wg), N)") or H*(e(H(w{), N)") being

at least 2£, the probability that A querying H*(e(H (W), N)) is at least £. Therefore,

the success probability £* achieved by E is (%)2(’7‘1) . , which is negligible.

e(h+ Dh*

The proposed scheme above could be regarded as IND-CPA secure in Game2
under the random oracle model, if the 1-BDHI assumption (Boneh and Boyen, 2004) is

completely difficult.

Game2: Let A suppose to be an untrusted receiver.

Consider that the challenger E is able to achieve the input (g, P, G,, Gy, e, aP) of
1-BDHI assumption (Boneh and Boyen, 2004). E sets up the computation of a 1-BDHI
key e(P, P )é of a P using A’s IND-CPA as a goal. Apart from that, A queries at most &
and h* times hash function requests.

Stagel (Setup)

E selects M = aP and K € G, in the beginning. Then, E randomly chooses
n € Zp and also computes N = n P. After that, the following parameters are returned by

E, which are the common parameter (g, P, G,, Gy, e, H, H*), the server’s public key
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(cp,M,K), and the receiver’s public/private keys (cp, N) and (cp,n). Besides, two
specific hash functions H and H* are selected by E in the following:

— A is able to request a keyword w; to H function at any time. Later on, E
traverses a tuple (w;, y;,v;) from H_List. If the tuple exists, E will return y4; to A.
Otherwise, E randomly chooses v; € Zp and computes y; = v, P. After that, E returns y;
to A.

— A is able to request V; to H* function at any time. Later on, E traverses a tuple
(V, Y;) from H*_ List. If the tuple exists, E will return ¥, to A. Otherwise, E randomly
selects Y¥; € {0,1}" and replies Y; to the adversary A. Finally, E adds (V,,Y;) into
H*_List.

Stage2 (Challenge simulation)

_ 1 ES %k %k £ ES ES ES %k
A sends a keyword-vector pair [(WOi’ P Vo 801.), (Wh., His v € l.)] to E, where

Wi = Wo1s Wops - - - » Wo,) and Wi = (W, wyp,...,wy,) . Once the challenger E
achieves the pair, he/she will do the following steps:

— The challenger E randomly selects ¥; € {0,1}" and 6 € {0,1}.

— The challenger E recalls the SCF — MPEKS algorithm for generating
the Searchable ciphertext C* = (X*, Y{, Y5, ..., Y,’f) = (ywaP,H*[B,], H*[B,]
sy H*[B,]).

So,

C* = (X*, Y{, Y5, ..., Y)) = (waP, H*(e(H(ws), N)*), H¥*(e(H(w;,), N V),
- H¥(e(H(wg, ), N)))

It is known that B; = e(H(ws:), N V) = e(v;,P,nP)¥ = e(P, P)V"i".
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Stage3 (Guess)

The adversary A exports 6* € {0,1} as the guess. Later on, E returns the guessed

1-BDHI key v =

a-yn’

Analysis of Game?2

Stagel-3 describes the procedure and operations of the challenger E. It remains to
show that 1-BDHI assumption (Boneh and Boyen, 2004) is satisfied in Game2. To do
so, the first thing is to analyze that the challenger E does not stop during the simulation.
Therefore, two events are formalized below:

Event4: The challenger E does not stop during Stage2 (Challenge simulation).

Event5: The adversary A does not request either H*(e(H(wg), N)¥) or

H*(e(H(w}), N)¥).

Claim 4: Pr[Event4] =1
Proof: There is no limitation to illustrate that the system will be terminated by the

challenger E during Stage2. Thus, it is clear that Pr[Event4] = 1.

Claim 5: Pr[—~Event5] > 2&

Proof: If Event5 happens, it will show that the bit j € {0,1} pointing out
whether the Searchable encryption contains wy,; or w,; separates of A’s view. Hence, the
probability that the adversary A’s exporting j* which satisfies j = j* is at most %

By the concept of Bayes’s rule,

Prlj =j*] = Prlj = j*|Event5|Pr[Event5] + Pr|j = j*| Event5]|Pr[-Event5]

< Pr[j =j*|Event5]Pr[EvenS] + Pr[—Event5] = % e Pr[Event5] + Pr[—Event5] =

11
s+t Pr[—Event5].
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By definition, it should be known that |Pr[j = j¥] —%l > ¢&. And then,

£ < Prlj =j*] -+ <+ « Pr[=Event5]. Thus, Pr[~Event5] > 2¢.

0| =

Overall, due to A requests either H*(e(H(w{;), N)¥) or H*(e(H(wj:), N )?) being
at least 2&, the probability that the adversary Arequesting H*(e(H (wif), N)¥) is at least
£. However, according to the previous definition that A requests at most #* hash

function queries, % is the probability that the challenger E chooses the correct solution.

£

L which is negligible.

Overall, the success probability &* achieved by E is

The proposed scheme above could be regarded as Trapdoor-IND-CPA secure in
Game3 under the random oracle model, if the BDH assumption (Boneh and Boyen,

2004) is completely difficult.

Game3: Let A suppose to be an untrusted outside attacker.

Consider that the challenger E is able to achieve the input (g, P, G, Gy, e,
aP,P,yP) of BDH assumption (Boneh and Boyen, 2004). E sets up the computation
of a BDH key e(P, P)*" of aP, fP and yP using A’s IND-CPA as a goal. Apart from
that, A queries at most # and /#* times hash function requests.

Stagel (Setup)

E selects M = aP, K = P and N = yP in the beginning. Then, the following
parameters are returned by E, which are the common parameter (g, P, G,, Gre, H, H*),
the server’s public key (cp, M, K), and the receiver’s public key (cp, N). Apart from

that, two specific hash functions H and H* are randomly selected by E.
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Stage2 (Trapdoor queries)

If A queries a Trapdoor request with a specific keyword w;, E will randomly pick
up t* € Zp and subsequently compute 7}, = yH(w,) @ e(SP,aP)" " and T, = e(t*BP
,aP).So, T, = (T,,T,). After that, E sends T,, back to the adversary A

Stage3 (Challenge simulation)

A uploads a keyword pair (wg, wi) to E. Once the challenger E receives the
keyword pair, he/she will do the following steps:

— The challenger E randomly selects 6 € {0,1}.

— The challenger E recalls the Trapdoor algorithm for generating
T,= yHws)® e(BP,aP) ™" = yH(ws)® e(P,P)’"ee(P,P)”"™ and
T, = e(t*pP,aP).

Stage4 (Trapdoor queries)

E can continue return any Trapdoor query T, for any keyword w; to A as in

Stage2 (Game3), only if w; # wy, wy.
StageS (Guess)
A outputs 6* € {0,1} as the guess. If 6 =6*, E outputs “yes” and “no”

otherwise.

Analysis of Game3

According to A is an untrusted outside adversary, he/she is not able to observe any
difference between two Trapdoor queries even if these queries contain the same
keyword. This is because E randomly picks up t* € Z, and r* changes in every
calculation so that 7) = n H(w;) ® e(M, K Y*+" changes in every calculation. Consider

two Trapdoor queries contain the same keyword, but the calculation results are different
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mainly because of the value t*. Hence, the core portion of Trapdoor-IND-CPA secure
in the proposed scheme is the confidentiality of e(M, K )" *".

Consider that if A has e(M, K )’*+”, he/she could estimate whether two Trapdoor
queries have the same keyword or not. More specially, A computes one extra XOR as
follows: Ty = nH(w,) ® e(M,K)" ™ @ e(M, K )" = nH(w,). So, A is able to know
that T, = nH(wy) and T,, = nH(w) are equal, only if wy = w;.

By Stage3 in Game3, it shows that e(M, K )!"*" = e(P, P)*" « (P, P)*", which
meets BDH assumption (Boneh and Boyen, 2004). Therefore, A is not able to computes

e(M, K )™ so that he/she cannot calculate T; = n H(w;) @ e(M, K )" *" either.

4.7 The Efficiency and Performance of tSCF-MPEKS

This part describes the security comparison between the proposed approach
(tSCF-MPEKS) and another two PEKS approaches [MPEKS (Baek et al., 2008) and
SCF-MPEKS (Wang et al., 2016)]. Besides, the performance and efficiency of these

three PEKS schemes are also presented in the following.

TABLE 3. A COMPARISON OF THE SECURITY ASSUMPTION AND PROPERTIES

Scheme CTInd TrapInd SC OKGA

MPEKS Satisfied Not satisfied Required Vulnerable to OKGA
SCF-MPEKS Satisfied Not satisfied Not required Vulnerable to OKGA
Proposed scheme Satisfied Satisfied Not required Not vulnerable to OKGA

CT Ind, Trap Ind, SC and OKGA are the abbreviation of Ciphertext
Indistinguishability, Trapdoor Indistinguishability, Secure Channel and Off-line
Keyword Guessing Attack respectively.

The proposed approach does not rely on the secure channel to transmit Trapdoor.
In addition, it has the characters of CT Ind and Trap Ind so that it prevents OKGA. To

49



conclude, comparing with MPEKS and SCF-MPEKS methods, the proposed approach
has better efficiency and performance.

The proposed approach is programmed by applying type A pairing in JPBC
Library (Angelo and Vincenzo, 2011) and the platform details are presented in Table 4.

TABLE 4. THE SIMULATION PLATFORM FOR tSCF-MPEKS

oS macOS Sierra 10.12.5
CPU 2.5 GHz Intel Core i7
Memory 16 GB 1600 MHz DDR3
Hard disk 512GB

Programming language JAVA

The performance and efficiency of proposed approach is also presented by the
theoretical analysis and 1000 times computer simulations. So, Table 5 illustrates the
comparison of computation efficiency between MPEKS, SCF-MPEKS and proposed

schemes and the time cost of proposed approach is listed in Table 6.

TABLE 5. A COMPARISON OF THE COMPUTATION EFFICIENCY

Scheme PEKS Trapdoor Test

MPEKS 2E+2H+P E+H H+ P
SCF-MPEKS 2E+2H+P E+H E+H+P

Proposed Scheme 2FE+2H+ P 3E+ H+2P 2E+2P+ H

According to Table 5, the symbols E, H and P are the abbreviation of a modular
exponentiation, a collision resistant hash function and a bilinear pairing respectively.
Due to MPEKS and SCF-MPEKS suffering OKGA, the proposed approach has better

performance than its counterparts.
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TABLE 6. PERFORMANCE BASED ON 1000 TIMES COMPUTER SIMULATION (n=3)

tSCF-MPEKS KeyGen_Ser KeyGen_Rec SCF-MPEKS Trapdoor Test
Average time 0.017s 0.012s 0.088s 0.045s 0.019s

4.8 The Key Code of tSCF-MPEKS

This part shows the key codes of the proposed scheme from parameters
initialisation, Server’s and Receiver’s key pairs generations, Searchable ciphertext
(SCF-MPEKS) generation, Trapdoor request and Test algorithm.

The proposed approach is programmed by applying type A pairing in JPBC
Library (Angelo and Vincenzo, 2011). Besides, the pairing parameters initialization is

described in Figure 14.

int rBits
int gBits

160;
512;

//JPBC Type A pairing generator.. Initialize the pairing parameters generator.
PairingParametersGenerator pg = new TypeACurveGenerator(rBits, qgBits);

//Then, generate the parameters by invoking the generate method.
PairingParameters params = pg.generate();

//Creating file for storing the params

try{
FileWriter fw = new FileWriter("paramsl.txt");
String paramsStr = params.toString(Q);
fw.write(paramsStr);
fw.flushQ;
fw.close(Q);

} catch(IO0Exception e){
e.printStackTrace();

}

//Implementing pairing

Pairing pairing = PairingFactory.getPairing("paramsl.txt");
//Use PBC wrapper
PairingFactory.getInstance().setUsePBCWhenPossible(true);

FIGURE 14. THE PARAMETERS INITTALIZATION IN TSCF-MPEKS
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The server’s key pair generation and receiver’s key pair generation are described

in Figure 15 and Figure 16.

//KeyGen-Server
//sks = a; pks =(A,B)
long KeyGen_server_start = System.currentTimeMillis();
Element a = pairing.getZr().newRandomElement(); //sks
Element A = P.duplicate();
A.mulZnCa); //A
PairingPreProcessing pA = pairing.getPairingPreProcessingFromElement(A);
Element B = pairing.getG1l().newRandomElement();//B
PairingPreProcessing pB = pairing.getPairingPreProcessingFromElement(B);
long KeyGen_server_end = System.currentTimeMillis();
System.out.println("SCF-MPEKS KeyGen_server[" + j +"]: " + (KeyGen_server_end-KeyGen_server_start));
Sum_KeyGen_Server = (int) (Sum_KeyGen_Server + (KeyGen_server_end-KeyGen_server_start));

FIGURE 15. SERVER’S KEY PAIR GENERATION IN TSCF-MPEKS

//KeyGen-Receiver
//skr. = c; pkr =C
long KeyGen_receiver_start = System.currentTimeMillis();
Element ¢ = pairing.getZr().newRandomElement(); //skr
Element C = P.duplicate();
C.mulZn(c); //C
PairingPreProcessing pC = pairing.getPairingPreProcessingFromElement(C);
long KeyGen_receiver_end = System.currentTimeMillis();
System.out.println("SCF-MPEKS KeyGen_receiver[" + j +"]: " + (KeyGen_receiver_end-KeyGen_receiver_start));
Sum_KeyGen_receiver = (int) (Sum_KeyGen_receiver + (KeyGen_receiver_end-KeyGen_receiver_start));

FIGURE 16. RECEIVER’S KEY PAIR GENERATION IN TSCF-MPEKS

The following figure (Figure 17) describes the Searchable ciphertext (SCF-

MPEKS) generation. In order to simplify the code, let the number of keywords be three.
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//SCF-MPEKS
//S = (M,N1,N2, ... ,Nn)=CtA,H*[e(H(W1),OOAt],H*[e(H(W2),OAt], . .. ,H*[e(H(wn), OOAt])
long SCF_MPEKS_start = System.currentTimeMillis();
Element t_MPEKS = pairing.getZr().newRandomElement(); //t
Element M = A.duplicate();
M.mulZn(t_MPEKS); //M
//H(w1)
byte[] b1_MPEKS = new byte[10];
String wl_MPEKS = "Barclays";
b1_MPEKS = wl_MPEKS.getBytes();
Element H_wl_MPEKS = pairing.getG1l().newElement().setFromHash(b1_MPEKS, @,b1_MPEKS.length); //H(wl)=H_wl
//H(wW2)
byte[] b2_MPEKS = new byte[10];
String w2_MPEKS = "Finance";
b2_MPEKS = w2_MPEKS.getBytes();
Element H_w2_MPEKS = pairing.getGl().newElement().setFromHash(b2_MPEKS, @, b2_MPEKS.length); //H(W2)=H_w2
//H(w3)
byte[] b3_MPEKS = new byte[10];
String w3_MPEKS = "2017";
b3_MPEKS = w3_MPEKS.getBytes();
Element H_w3_MPEKS = pairing.getGl().newElement().setFromHash(b3_MPEKS, @, b3_MPEKS.length);//H(w3)=H_w3

//D1l=e(H(W1),C)At;D2=e(H(w2),C)At;D3=e(H(W3),0)At,

//D1,D2,D3

Element D1_MPEKS = pC.pairing(H_w1_MPEKS).powZn(t_MPEKS);

Element D2_MPEKS = pC.pairing(H_w2_MPEKS).powZn(t_MPEKS);

Element D3_MPEKS = pC.pairing(H_w3_MPEKS).powZn(t_MPEKS);
//System.out.println("D1_MPEKS: " + D1_MPEKS);
//System.out.println("D2_MPEKS: " + D2_MPEKS);
//System.out.println("D3_MPEKS: " + D3_MPEKS);

//N1,N2,N3

//Element D1_MPEKS1 = D1_MPEKS.duplicate();

//Element D2_MPEKS1 = D2_MPEKS.duplicate();

//Element D3_MPEKS1 = D3_MPEKS.duplicate();

byte[] N1_MPEKS = D1_MPEKS.toBytes(); //N1

byte[] N2_MPEKS = D2_MPEKS.toBytes(); //N2

byte[] N3_MPEKS = D3_MPEKS.toBytes(); //N3

long SCF_MPEKS_end = System.currentTimeMillis();

System.out.println("SCF-MPEKS[" + j +"]: " + (SCF_MPEKS_end-SCF_MPEKS_start));

Sum_SCF_MPEKS = (int) (Sum_SCF_MPEKS + (SCF_MPEKS_end-SCF_MPEKS_start));

FIGURE 17. SEARCHABLE CIPHERTEST GENERATION IN TSCF-MPEKS

Figure 18 illustrates the Trapdoor request generation by using server’s public key

pkg,,, receiver’s private key skg,. and a keyword w*.
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long Trapdoor_start = System.currentTimeMillis();

Element t_Trapdoor = pairing.getZr().newRandomElement(); //t*
Element tB_Trapdoor = B.duplicate();
tB_Trapdoor.mulZn(t_Trapdoor); //t*B

Element T2 = pA.pairing(tB_Trapdoor); //T2

//H(W*)

byte[] bl_Trapdoor = new byte[10];

String wl_Trapdoor = "2017";

bl_Trapdoor = wl_Trapdoor.getBytes();

Element H_wl_Trapdoor = pairing.getG1().newElement().setFromHash(bl_Trapdoor, @, bl_Trapdoor.length); //H(wW*)=H_w*

//e(A,BYACt*+c)

Element tc = c.duplicate(Q);

tc.add(t_Trapdoor); //t*+c

Element Tl_right = pA.pairing(B).powZn(tc); //e(A,B)A(t*+c)
//System.out.println("Tl_right " + Tl_right);

//cHw*)

Element cHwl = H_wl_Trapdoor.duplicate();

cHwl.mulZn(c); //cH(wl*)

Element chhwl = cHwl.duplicate(Q);

//Tl=cH(w*) XOR e(A,B)A(t*+c) //Element cHw_Trapdoor = cHw.duplicate();
//Element T1l_right_Trapdoor = T1l_right.duplicate(Q); //T1_right_Trapdoor=e(A,B)A(t*+c)
byte[] ttl = cHwl.toBytes();
byte[] tt2 = Tl_right.toBytes();
int temp = 0,
if(ttl.length <= tt2.length){
temp = tt2.length;
} else {
temp = ttl.length;
}
int[] array = new int[temp]; //Tl=cH(w*) XOR e(A,B)A(t*+c) = ------ array
for(int i = 0; i < temp; i++){
int x = (int)ttl[i] A (int)tt2[i];
array[i] = x;

FIGURE 18. TRAPDOOR REQUEST GENERATION IN TSCF-MPEKS

The final figure (Figure 19) shows Test algorithm, which describes the keywords

comparison between the Searchable ciphertext and the Trapdoor request.
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//Test
//The server first calculates Twl = T1 XOR T2*e(aB,()
long Test_start = System.currentTimeMillis();
Element Twi_right = T2.duplicate();
//T = e(aB,C)
Element T = pC.pairing(B).mulZn(a);
Twi_right.mul(T); //T2*e(aB,C)
//System.out.println("T2*e(aB,C): " + Twi_right);
//Twl = T1 XOR T2*e(aB,C)
//X0R
byte[] tt5 = Twi_right.toBytes();
byte[] tt6 = Twi_right.toBytes();
int temp2 = 0;
if(tt5.length <= array.length){
temp2 = array.length;
} else {
temp2 = tt5.length;
}
int[] array2 = new int[temp2]; // T1 = T1 XOR T2*e(aB,C) = cH(w*) ----array2=cH(w*)
//System.out.println("array2.length:" + array2.length);
for(int 1 = @; 1 < temp2; i++){
int x1 = (int)tt5[i] A array[i];
array2[i] = x1;
//System.out.printCarray2[i]);

//System.out.println();
byte[] cHwl_testl = ttl;

//System.out.println("cHwl_test.length: " + cHwl_testl.length);
for(int 1 = @; 1 < temp2; i++)

{
if(cHwl_test1[i]!=array2[i]){
System.out.println("Wrong!...exit!");
System. exit(0);
}
}

//System.out.println(Q);
System.out.println("0K!"); //It means Tl=cH(w*)="Barclays"

//Tl=cH(w*)="Barclays"
//Then, the server tests H*[e(Twl,M/a)]=N1
//H*[e(T1,M/a)]=N1

Element Twl_test = chhwl.duplicate();

Element P_testl = P.duplicate();

//Element a_testl = a.duplicate();

Element outl = pairing.pairing(Twl_test, P_testl.mulZn(t_MPEKS));
//System.out.println("outl: " + outl);

byte[] outl_b = outl.toBytes();

//If true, H*[e(T1,M/a)]=N1

if(Arrays.equals(outl_b,N2_MPEKS) || Arrays.equalsCoutl_b,N1_MPEKS) || Arrays.equalsCoutl_b,N3_MPEKS)){
//System.out.println(Arrays.equals(outl_b,N2_MPEKS));
System.out.println("true");
} else {
System.out.println("false");
}

FIGURE 19. TEST ALGORITHM IN TSCF-MPEKS
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5. Robust Secure Channel Free Public Key Encryption
with Multi-keywords Search

5.1 Introduction

According to the section 1.4, it is known that almost all current Public Key
Encryption with Multiple Keywords Search (MPEKS) schemes suffers Inside Keyword
Guessing Attack (IKGA). Therefore, this chapter gives a formal definition of MPEKS
scheme, which incorporates with Trapdoor Indistinguishability and User Authentication
technique so that it has the ability to resist both IKGA and OKGA. More specially, it
firstly defines a new PEKS scheme namely “Robust Secure Channel Free Public Key
Encryption with Multi-keywords Search (rSCF-MPEKS)” and the security verification
models. In addition, a concrete construction of »SCF-MPEKS is proposed following by

the correctness analysis, security verification and efficiency and performance analysis.

5.2 The Outline of r SCF-MPEKS

Huang and Li pointed out that all current PEKS schemes suffer IKGA in 2018 and
then proposed a PEKS scheme, namely “Public Key Authenticated Encryption with
Keyword Search (PAEKS)”, to resist IKGA (Huang and Li, 2018). Although PAEKS is
able to address IKGA, it aims for solving Single Keyword Search only instead of
Multiple Keywords Search and therefore, it may not be applied to the general public
network. However, this PhD thesis defines a new PEKS scheme (Figure 20) called
“Robust Secure Channel Free Public Key Encryption with Multi-keywords Search
(rSCF-MPEKS)” which not only deals with both IKGA and OKGA but also solves both
Single and Multiple Keyword(s) Search issues. The proposed PEKS scheme contains

six PPT algorithms as follows:
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1. KeyGenp,,,,,(1"): Import 1", a common parameter cp is then created.

2. KeyGeng,, 4.,(cp): Import cp, a public and a private keys (pks,,,, skg,,,) of the
sender are then created.

3. KeyGeng,.,.iv.,(cp): Import cp, a public and a private keys (pkg,.. skg,.) of
the receiver are then created.

4. SCF — MPEKS(pkg,,, skg,,, W): Import the receiver’s public key pkg,. and
the sender’s private key skg,,, a Searchable ciphertext S = SCF — MPEKS(pkg,,.

Skgen» W) is then generated by the sender, where W = (wy, wy, ..., w,).

5. Trapdoor(pks,,, Skg,..w): Import the sender’s public key pkg,, and the
receiver’s private key skg,., a Trapdoor query T, = Trapdoor(pkg,,, Skg,.. W) is then
created by the receiver.

6. Test(pkg,,, Pkg.e» S, T,,): Import the sender’s public key pkg,,, the receiver’s
public key pkg,., a Searchable ciphertext S = SCF — MPEKS(pkg,,, Skg,,» W) and a
Trapdoor query 7,, = Trapdoor(pks,,, skg,.., w*). The server then estimates whether

the W includes w. If so, output “yes” and “no”, otherwise.

e
2. KeyGen(Sender)
. Test ‘?%j\;

—4.SCF-MPEKS -5. Trapdooy—E
Sender Receiver

FIGURE 20. THE OUTLINE OF RSCF-MPEKS
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5.3 The Security Models of rSCF-MPEKS

As discussed in tSCF-MPEKS (Ma and Kazemian, 2018) and PAEKS (Huang and
Li, 2018), the proposed scheme is Indistinguishability under Chosen Plaintext
Attack (IND-CPA) and Trapdoor-IND-CPA. The IND-CPA (Game4) and Trapdoor-
IND-CPA (Game5) for rSCF-MPEKS are formalized below. Suppose A is an adversary

and E is a challenger.

Game4: Ciphertext Indistinguishability

Stagel (Setup): KeyGenp,,,(1") , KeyGeng,,,;.,(cp) and
KeyGeng,,.iv.-(cp) are called by E in order to generate a common parameter cp, the
key pairs (pkg,,, Skg,,) and (pkg,., Skg,.) of the sender and the receiver. Then, E sends
cp, pkg,, and pkg,. to A while keeps skg,, and sk, from A.

Stage2 (Queries): Adaptably, E is able to return any Trapdoor query O, and

Ciphertext query O, for any keyword w to A.

Stage3 (Challenge simulation): A target keyword-vector pair

[(Wo = Wors -+ s wo,)s Wy = (wyy, ..., wy,)] is sent from A to E. It is known that W,

and W, cannot be requested in Stage2 (Game4). Once the challenger E achieves the
pair, the SCF — MPEKS algorithm will be called by the challenger E for generating a

Searchable ciphertext S = SCF — MPEK S(skg,,, pkge. We) , where & € {0,1} .

Finally, S will be sent back to A.

Stage4 (Queries): E can continue return any Trapdoor query O; and Ciphertext
query O, many times for any keyword w to A as in Stage2 (Gamed), only if
W # W,, W,.

Stage5 (Guess): A guesses £* € {0,1} and wins Gamed, if £ = £.
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A’s advantage to win Game4 is listed as follows:

AdviE Sipeks.a ) = | Prig* = &1 - 1/2].

Hence, the »SCF-MPEKS system is considered to be IND-CPA secure as long as

the Ad vrlévcl?;_ﬁf;ﬁE XS, A4(k) is negligible.

Game35: Trapdoor Indistinguishability

Stagel (Setup): KeyGenp,,,(1") , KeyGeng,, .,(cp) and
KeyGeng,,.,i,.-(cp) are called by E in order to generate a common parameter cp, the
key pairs (pkg,,, Skg,,) and (pkg,., Skg,.) of the sender and the receiver. Then, E sends
cp, pkg,, and pkg,. to A while keeps skg,, and skg,. from A.

Stage2 (Queries): Adaptably, E is able to return any Trapdoor query O; and

Ciphertext query O for any keyword w to A.

Stage3 (Challenge simulation): A target keyword pair (w,, w;) is sent from A to
E. It is known that w;, and w; cannot be requested in Stage2 (GameS5). Once E obtains
the keyword pair, the Trapdoor algorithm will be called by the challenger E in order
to generate a Trapdoor query T,, = Trapdoor(skg,., pPksen, W), where & € {0,1}.
Finally, T, will be sent back to A.

Stage4 (Queries): E can continue return any Trapdoor query O; and Ciphertext

query O many times for any keyword w to A as in Stage2 (Game5), only if
W F Wy, Wy.

Stage5 (Guess): A guesses £* € {0,1} and wins Game3, if £* = £.
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A’s advantage to win Game?3 is listed as follows:

AdviE Speks.a () = | Prig* = £1-1/2].

Therefore, the »SCF-MPEKS system is considered to be Trapdoor-IND-CPA

IND—-CPA

secure as long as the AdvrSCF_MPEK&A5

(k) is negligible.

5.4 The Concrete Construction of rSCF-MPEKS

1. KeyGenp,,,,(k): Suppose G, is an additive cyclic group and G; is a
multiplicative cyclic group. Let P be a random generator of G; and a prime number
g > 2% be the order of G,. A bilinear pairing is considered to be a map
e : G; X G; — Gy. Suppose H : {0,1}* — G, is a particular hash function. Therefore,
a common parameter cp ={g,P,G,,Gr,e,H} can be achieved by the
KeyGenp,,,, (k) algorithm.

2. KeyGeng,, .,(cp): The sender selects m € Zp uniformly at random and then
calculates M = mP. So, the pkg,, =M and skg,, = m are the server’s public and

private keys.

3. KeyGeng,piver(cp): The receiver selects n € Zp uniformly at random and
then calculates N =nP. So, pkg,. = N and skg,. = n are the receiver’s public and

private keys.
4. SCF — MPEKS(pkg,,, skg,,, W): The sender selects t € Z, uniformly at

random and W = (w;, w,, ..., w,?) . Then, he/she calculates a Searchable ciphertext
C= (X’ Yl’YZ""’Y) = [t @kaec’ e(SkSen. H(kaen’kaec’ Wl)’kaec.t)’

e(SkSen * H(kaen’ kaeC’ WZ)’ kaec * [)’ T e(SkSen * H(kaen’ kaec’ Wn), kaec ¢ [)]
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5. Trapdoor(pkg,,, skg,..w) : The receiver computes T, = e(skg,.*

H(kaen’ kaec’ W)’ kaen)'

6. Test(pk,,, Pkg,.»C,T,): For i € {1,2,...,77} , the online server firstly

computes t = X @ pkg,, and then checks whether T, = Y; or not.

5.5 The Correctness of rSCF-MPEKS

Suppose W and w* are keyword-vector and keyword in SCFF — MPEKS and
Trapdoor algorithms. The rSCF-MPEKS approach is considered to be corrected as
long as W includes w*. The correctness verification is in the following:

Note that  stands for Multiplication and @ stands for Exclusive Or.

The server initially computes X @ pkg,. =t @ pkg,. ® pkg,. = t. And then, it
will check whether T?, = Y or not.

Fori € {1,2,...,17},

T}, = e(skpee * H(PKsens Phgees W*)s Phsen)'
= e(n « H(pkg,,, Pkgoes w*), mP)'
= e(m  H(pky,,, Pkgoe» w¥),nP)
= e(sksen * H(Pksgys Phigees W), Phige * 1)
=¥,

Therefore, the algorithm is completely correct.

5.6 The Security Analysis of rSCF-MPEKS

The rSCF-MPEKS approach possesses the characters of Ciphertext
Indistinguishability and Trapdoor Indistinguishability against Chosen Plaintext Attack

(CPA) whose security relies on the BDH assumption (Boneh and Boyen, 2004).
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The proposed approach above is Ciphertext Indistinguishability in Game4 under
the random oracle model, if the BDH assumption (Boneh and Boyen, 2004) is

completely difficult.

Game4: Ciphertext Indistinguishability of rSCF-MPEKS

Consider that the challenger E is able to achieve the input (g, P, G, Gy, e,
aP,pP,yP) of BDH assumption (Boneh and Boyen, 2004). E sets up the computation
of a BDH key e(P, P)*" of a P, fP and yP using A’s IND-CPA as a goal.

Stagel (Setup)

E randomly selects a, f € Zp and subsequently returns a P and P as the public
keys (pkg,,,» Pkg,.) of the sender and the receiver. After that, E generates the common
parameter cp = (g, P, G|, Gr, e, H) and transmits (cp, pKg,,,, Pkg,.) to A.

Stage2 (Queries):

For simplicity, three assumptions are proposed in the following:

1. A requests at most Ry, Ry, R~ to the Hash function query Oy, the Trapdoor
query Qr and the Ciphertext query Q- respectively.

2. A does not repeat any query.

3. A is not able to request a query (pkg,,, w) to Qp nor (pkg,., w) to Q. before

requesting (pks,,,, Pkgee» W) t0 Op.
The queries are simulated by E below.
For Hash function query Q.

When A issues a query for a tuple (pkg,,,, kg, W;). To respond,

1
h+1'

i. E randomly selects a coin ¢; and then computes Pr[e; = 0] =
ii. E randomly chooses v; € Zp. If ; = 0, y; = BP + v;P will be computed by E.

Similarly, u; = v;P will be computed by E once ¢, = 1.
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iii. The adversary A obtains y; from the challenger E. In addition, E uploads
[(Pkg,,s PhRees Wi)s Hjs Uy, €] into H _ List, which is initially empty.

For Trapdoor query Qy:

If A queries a Trapdoor request with a specific keyword w, E will calculate
T, = e(V; * Pkpees PRsen) = (Bl PKsen) = €(Skgoe © H(PKgpps PRgecs W), PKsep), Where
T, is a correct Trapdoor under the sender’s public key and the receiver’s private key.
After that, E returns 7, to A.

For Ciphertext query O

If A queries a Ciphertext request with a specific keyword w, E will randomly
selects t € Zp and calculates Y,, = e(v; ® pkg,,, Pkroc 1) = e(ap;, kg, o 1) =
e(skg,, » H(pkg,,> Pkgoc» W), Pk, * 1), where Y,, is a correct Ciphertext under the
sender’s private key and the receiver’s public key. After that, E returns Y, to A.

Stage3 (Challenge simulation)

A sends a keyword-vector pair [Wy = (wyy, .. .. ,Won), Wi=Ww,...., wln)] to
E. According to Stage2 (Queries), it should be known that (SP,w{) and (BP, wi)

cannot be required by Q7 and similarly, (a P, W§) and (a P, W§*) cannot be required by
Qc. Then, E returns a Searchable ciphertext C as follows:
- The challenger E chooses i € {1,2,...,11} uniformly at random.
- The challenger E recalls the above algorithms in order to obtain two tuples
(Wi, 1 U €5) and (Wi, i, v, €8). If €5, = €); = 1, E will output “Suspension” and
also terminate the system. Otherwise, the challenger E does the following step:
- E recalls the above algorithms in order to simulate H function at 2(y — 1)
times for obtaining two tuples”’ vectors
(O M 0 €80 -+ O Mo Ui € Ot Mo W e

(Wf)kq’ﬂgnv I/{)"n, ggn)} and  {Wi, pufy v €0, - (W s Vs €651)s
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W M1 Ui s €8540 - - - ,(w{’j?,,ufj?, l/ikn, eikn)} . If 86’;. = ei*} =0 for all
Jj=0,.,0—1,i+1,....n, E will export “Suspension” and consequently terminate the
system. Otherwise, the challenger E executes the operations below:

— The challenger E randomly picks up 6 € {0,1}.

— The challenger E randomly picks up ¥; € {0,1}" for generating a target
SCF — MPEKS encryption C* = (X*,Y¥, Y¥,..., Y,;*‘). So, E selects t =vy.
Then, E calculates C* =(X*,Yf,...,Yi”‘_l,Ylﬁ_l,...,Y,;“)= ly & pP,
€(SKsep ® H(PKsops PRRecs Wi)s PRRec © V) oo €(SKgey « H(PKgeps PRRees Wit 1),
Phgec * 7)> €(Skge, © H(PKgops Dhoes Wi 1)s Phee * V)5 - - -

e (ke  H(PKgens PRRecs Wi)s PhRee * V)]

Note that

Y5 = e(skgep ® H(PKsens Phrecr W3 PRgec * 1) = e(@H(PKgep PRgecs W5,
PP ey)=e(av,P,pP ¢y) = e(;P, P)?Pr,

Stage4 (Queries):

E can continue return any queries for any keyword w to A as in

Stage2 (Gamed), only if A is not able to request [(pkg,,, W), (Pkge,. wi)] to Op and

[(kaec’ W(;k)’ (kaec’ Wl*)] to QC'

StageS (Guess)
A outputs 6* € {0,1} as the guess. If 6* =6, E outputs “yes” and “no”

otherwise.
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Analysis of Game4:

Stagel-5 describes the procedure and operations of the challenger E. It remains to
show that BDH assumption (Boneh and Boyen, 2004) is satisfied in Game4. To do so,
the first thing is to analyze that the challenger E does not stop during the simulation.
Therefore, two events are formalized below:

Event6: The challenger E does not stop during Stage2 (Queries) and Stage4

(Queries).

Event7: The challenger E does not stop during Stage3 (Challenge simulation).

Claim 6: Pr[Event6] > (1 — ﬁ)RTJfRC

Proof: Consider that A is not able to request the same keyword twice in Q; and
Qc. So, ﬁ is the probability causing E for suspension. From the previous definition,
A requests at most R; Trapdoor queries and R Ciphertext queries so that the system
which does not be terminated by E in all queries is at least (1 — ﬁ)RT"'RC.

Claim 7: Pr[Event7] > (hl 2k (hLH)Z(n—l)

Proof: If ¢y =¢, =1, the system will be terminated by E during Stage3
(Challenge simulation). So, the 1 — (1 — ﬁ)z is the probability that E does not
suspend. Apart from that, if 86‘} = ei“j =0 for allj =0,...,i — 1,i + 1,...,n, the system

will be terminated by E again. Overall, the probability that the challenger E who does

not terminate the system during Stage3 is at least (1 — Fll)z(”_l){l —-(1- hi . )2}

1 . M \2@-1)
Z(h+1) (h+1) ’

Let Event be an event that E does not terminate in the whole game.

Therefore, it is known that Pr[Event] = Pr[Event6]e Pr[EventT] =
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(1- FII)RT“'RC . (thr . )e (%)2('7_1). Pr[Event] will obtain the maximum value, if

RT +Rc—
R +Rc

1
So, Pr[Event] = % o ( ! )e( y2@=D " which is around equal to

R +Rc

1

“RrTRO) and therefore non-negligible.

Overall, the probability that the bit 6 correctly guessing by A is listed below:

Pr[6 =6]=Pr[d =8 A Pr[Event]] + Pr[6 =8 A Pr[Event]] = Pr[6 =4 |

Pr[Event]]Pr[Event] + Pr[8 =& | Pr[Event]||Pr[Event] = % e (1 — Pr[Event])+

1 — 1  v—
(ec + 3) e Pr[Event] = > tece Pr(Event].
If €. is non-negligible, so is |Pr[d =6]— % |
Therefore, rfSCF-MPEKS scheme based on BDH assumption (Boneh and Boyen,

2004) satisfies Ciphertext Indistinguishability.

The proposed scheme above is Trapdoor Indistinguishability in Game5 under the
random oracle model, if the BDH assumption (Boneh and Boyen, 2004) is completely

difficult.

GameS: Trapdoor Indistinguishability of rSCF-MPEKS
Consider that the challenger E is able to achieve the input (g, P, G, G, e,
aP,pP,yP) of BDH assumption (Boneh and Boyen, 2004). E sets up the computation

of a BDH key e(P, P)*" of aP, fP and yP using A’s Trapdoor-IND-CPA as a goal.
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Stagel (Setup)
E randomly selects a, f € Zp and subsequently returns a P and P as the public

keys (pks,,» Pkg,.) of the sender and the receiver. After that, E generates the common
parameter cp = (g, P, G|, Gy, e, H) and transmits (cp, pks,,,. Pkg,.) to A.

Stage2 (Queries)

1. A requests at most Ry, Ry, R~ to the Hash function query Qy, the Trapdoor
query Q7 and the Ciphertext query O respectively.

2. A does not repeat any query.

3. A is not able to request a query (pkg,,, w) to Qp nor (pkg,.,w) to Q. before
requesting (pky,,,» Pkroc W) to Op.

The queries are simulated by E in the following.

For Trapdoor query QO and Ciphertext query O, E’s responses are the same as in
the proof of Ciphertext Indistinguishability of »SCF-MPEKS scheme.

For Hash function query Qy.

When A issues a query for a tuple (pks,,,, pkg,.» W;). To respond,

i. E randomly selects a coin ¢; and then computes Pr[g; = 0] = thr—l

ii. E randomly chooses v; € Zp. If ; = 0, u; = yP + v;P will be computed by E.
Similarly, y; = v, P will be computed by E once & = 1.

iii. A achieves y; from E. In addition, E uploads [(pks,,,, Pkg.c» W;). i Vs €;] into
H_ List, which is initially empty.

Stage3 (Challenge simulation)

A uploads the keyword pair (W, wi¥) to E. According to Stage2 (Queries), it

should be known that (P, w§) and (SP,w{) cannot be required by Qr and similarly,
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(aP,W§) and (aP, W§) cannot be required by Q. Then, E returns a challenge
Trapdoor T, as follows:
-If gy = €, = 1, E will output “Suspension” and also terminate the system.
Otherwise, E calculates the Trapdoor in the following:
- Ty=Zee(aP,pP)i. Let Z be an element in G;. Therefore, T5=
e(P, P)Pv+i) = e(p., (aff)P) once Z = e(P, P)*".
Stage4 (Queries)
E can continue return any queries for any keyword w to A as in

Stage2 (Game5), only if A is not able to request [(pKg,,, W), (Pkgen w)] to Qr and

[(kaec’ W(>)k)’ (kaec’ W;k)] to QC'
StageS (Guess)

A outputs 0* € {0,1} as the guess. If 6* =6, E outputs “yes” and “no”

otherwise.

Analysis of Game5

Stagel-5 describes the procedure and operations of the challenger E. It remains to
show that BDH assumption (Boneh and Boyen, 2004) is satisfied in Game$5. To do so,
the first thing is to analyze that the challenger E does not stop during the simulation.
Therefore, two events are formalized below:

Event8: The challenger E does not stop during Stage2 (Queries) and Stage4

(Queries).

Event9: The challenger E does not stop during Stage3 (Challenge simulation).
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Claim 8: Pr[Event8] > (1 — hlﬁ)RTJFRC

The proof of Claim 8 is same as the proof of Claim 6, so it is omitted here.

Claim 9: Pr[Event9] > 1 — (1 — th)Z

Proof: If ¢y =¢, =1, the system will be terminated by E during Stage3
(Challenge simulation). So, the probability that the system does not be terminated by E
. . 1 2
in Stage3is 1 — (1 — m) )

Let Event’ be an event that E does not terminate in the whole game. Therefore, it

is known that

Pr[Event'] = Pr[Event8] s Pr[Event9] = (1 — FII)RT“?C G I

h+1
, . . . 1 Rt +Rc
Pr[Event'] will reach the maximum value if — =1 — /[ ———.
h+1 Rr+Rc+2

Rr+Rc  \(Rp+Rp)2 2
PrlEvent’] = (g KTHRO2 e —————
SO’ [ Vent] (RT+Rc+2) .RT+Rc+2’

which is around equal to and therefore non-negligible.

(R +Re)e

Overall, the probability that the bit & correctly guessing by A is listed below:

Pr(8 =68]=Pr[6 =6APr[Event']] + Pr[6 =8 A Pr[Event]] = Pr[6 =6 |

Pr[Event']|Pr[Event'] + Pr[6 =6 | Pr[Event]|Pr[Event] = % (1 —Pr[Event])+
(er + %) e Pr[Event] = % +ep e Pr[Event’].
If €, is non-negligible, so is |Pr[6 =6]— % |

Therefore, rSCF-MPEKS scheme based on BDH assumption (Boneh and Boyen,

2004) satisfies Trapdoor Indistinguishability.
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5.7 The Efficiency and Performance of rSCF-MPEKS

This part describes the security comparison between the proposed PEKS scheme
(rSCF-MPEKS) and the other several approaches [PEKS (Boneh et al., 2004); SCF-
PEKS (Beak et al., 2008); dPEKS (Rhee et al., 2010); PAEKS (Huang and Li, 2018);
MPEKS (Beak et al., 2008); SCF-MPEKS (Wang et al., 2016); tSCF-MPEKS (Ma and
Hassan, 2018)]. Besides, the performance and efficiency of these PEKS approaches are
presented in the following part. Table 7 below shows the functionalities in different

PEKS mechanisms.

TABLE 7. A COMPARISON OF THE FUNCTIONALITIES

Scheme CT Ind TrapInd MS IKGA
PEKS Satisfied Not satisfied No  Suffered
SCF-PEKS Satisfied Not satisfied No  Suffered
dPEKS Satisfied Satisfied No Suffered
PAEKS Satisfied Satisfied No Not suffered
MPEKS Satisfied Not satisfied Yes Suffered
SCF-MPEKS Satisfied Not satisfied Yes Suffered
tSCF-MPEKS Satisfied Satisfied Yes Suffered
Proposed Scheme Satisfied Satisfied Yes Not suffered

CT Ind, Trap Ind, MS and IKGA are the abbreviation of Ciphertext
Indistinguishability, Trapdoor Indistinguishability, Multi-keywords Search and Inside
Keyword Guessing Attack respectively. As seen from Table 7, the proposed scheme is
much secure compared with the others. More specially, all of them except the proposed
scheme and PAEKS are vulnerable to IKGA. Although PAEKS scheme prevents IKGA,
it only aims for solving Single Keyword Search problem instead of supporting Multiple
Keywords Search so that it may not be applied to the general public. To conclude, the

proposed scheme is more secure and has better performance than its counterparts.
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Table 8 below provides a comparison of computation efficiency between the

proposed approach (»SCF-MPEKS) and the others.

TABLE 8. A COMPARISON OF THE COMPUTATION EFFICIENCY

Scheme PEKS Trapdoor Test
PEKS 2E+2H+P FE+H H+P
SCF-PEKS 3E+2H+2P E+H E+H+P
dPEKS 2E+2H+P 3E+2H 2E+2H 4+ P
PAEKS 3E+H E+H+P 2P

MPEKS 2E+2H+P FE+H H+P
SCF-MPEKS 2E+2H+P E+H E+H+P

tSCF-MPEKS 2E+2H+P 3E+HA4+2P 2E+2P+H
Proposed Scheme 2F + H + P EFE+H+P E

According to Table 8, the symbols E, H and P are the abbreviation of a modular
exponentiation, a collision resistant hash function and a bilinear pairing respectively.
The PAEKS and proposed schemes which resist IKGA have the similar efficiency in
PEKS algorithm. But the proposed scheme has better computation efficiency in Test
algorithm than PAEKS scheme mainly because it only executes one XOR operation and
one modular exponentiation in Test stage.

Table 9 shows the communication efficiency between the proposed scheme and

its counterparts.

TABLE 9. A COMPARISON OF THE COMMUNICATION EFFICIENCY

Scheme IPKI ICI [Tl
PEKS |G1| IG1I+n |G1|
SCF-PEKS 201G IGHn Gl
dPEKS 221Gl 1G1l+n 21G ]
PAEKS IG1l 2I1Gy] Gl
MPEKS IG1l 1G1l+n Gl
SCF-MPEKS IG1l  1G1l+n Gl

tSCF-MPEKS 201Gl 1G1l4+n IG11+21G 7l
Proposed Scheme |Gl |IGplHZpl |Gl
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According to Table 9, the symbols of |G, |,|Gy|and |Zp| devote the length of
element in group G,, G and Z,. Besides, n denotes the length of security parameters. It
is clear that the proposed approach has better communication efficiency than some of its
counterparts. For instance, comparing with dPEKS and tSCF-MPEKS schemes, the
proposed scheme is efficient in |PK | and |T,,|.

Table 10 below illustrates the simulation platform of »SCF-MPEKS scheme. Note
that the proposed scheme is programmed by JAVA and JPBC Library (Angelo and

Vincenzo, 2011).

TABLE 10. THE SIMULATION PLATFORM FOR rSCF-MPEKS

oS macOS Sierra 10.12.5
CPU 2.5 GHz Intel Core i7
Memory 16 GB 1600 MHz DDR3
Hard disk 512GB

Programming language JAVA

Figure 21 below compares KeyGeng, KeyGeng, PEKS, Trapdoor and Test
generation algorithms between the tSCF-MPEKS and the proposed approaches by 1000
times computer simulation. Every 100 times computer simulation is called one round.
In KeyGeng generation algorithm, the proposed approach is slightly efficient than the
tSCF-MPEKS system. In KeyGeng generation algorithm, these two schemes are

similar. However, the proposed scheme witnesses a high efficiency in PEKS,

Trapdoor and Test generation algorithms comparing with the tSCF-MPEKS scheme.
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Comparison of KeyGen(S) generation algorithms Comparison of KeyGen(R) generation algorithms
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(a) Comparison of KeyGen(S) generation algorithms (b) Comparison of KeyGen(R) generation algorithms

Comparison of PEKS generation algorithms Comparison of Trapdoor generation algorithms
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(c) Comparison of PEKS generation algorithms (d) Comparison of Trapdoor generation algorithms

Comparison of Test algorithms
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(e) Comparison of Test generation algorithms

FIGURE 21. A COMPARISON BETWEEN TSCF-MPEKS AND RSCF-MPEKS

5.8 The Key Code of rSCF-MPEKS

This part shows the key codes of the proposed scheme from parameters
initialisation, Sender’s and Receiver’s key pairs generations, Searchable ciphertext
(PEKS) generation, Trapdoor request and Test algorithm.

The proposed approach is programmed by JAVA using type A pairing in JPBC
Library (Angelo and Vincenzo, 2011) and the pairing parameters initialization is

described in Figure 22.
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int rBits
int gBits

160;
512;

//JPBC Type A pairing generator.. Initialize the pairing parameters generator.
PairingParametersGenerator pg = new TypeACurveGenerator(rBits, gBits);

//Then, generate the parameters by invoking the generate method.
PairingParameters params = pg.generate();

try{
FileWriter fw = new FileWriter("paramsl.txt");
String paramsStr = params.toString(Q);
fw.write(paramsStr);
fw.flushQ;
fw.close(Q);

} catch(I0Exception e){
e.printStackTrace(Q);

}

//Implementing pairing

Pairing pairing = PairingFactory.getPairing("paramsl.txt");
//Use PBC wrapper
PairingFactory.getInstance().setUsePBCWhenPossible(true);

FIGURE 22. THE PARAMETERS INITTALIZATION IN RSCF-MPEKS

The sender’s key pair generation and receiver’s key pair generation are described

in Figure 23 and Figure 24.

//KeyGen-Sender

Element P1 = P.duplicate();

Element A = P1.mulZn(Ca); //A

PairingPreProcessing pA = pairing.getPairingPreProcessingFromElement(A);

long KeyGen_sender_end = System.currentTimeMillis();

System.out.println("SCF-MPEKS KeyGen_sender[" + j +"]: " + (KeyGen_sender_end-KeyGen_sender_start));
sum_KeyGen_sender = (int) (sum_KeyGen_sender + (KeyGen_sender_end-KeyGen_sender_start));

FIGURE 23. SENDER’S KEY PAIR GENERATION IN RSCF-MPEKS

//KeyGen-Receiver

Element P2 = P.duplicate();

Element B = P2.mulZn(b); //C

PairingPreProcessing pB = pairing.getPairingPreProcessingFromElement(B);

long KeyGen_receiver_end = System.currentTimeMillis();

System.out.println("SCF-MPEKS KeyGen_receiver[" + j +"]: + (KeyGen_receiver_end-KeyGen_receiver_start));
sum_KeyGen_receiver = (int) (sum_KeyGen_receiver + (KeyGen_receiver_end-KeyGen_receiver_start));

FIGURE 24. RECEIVER’S KEY PAIR GENERATION IN RSCF-MPEKS
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The following Figure 25 describes the Searchable ciphertext (SCF-MPEKS)

generation. In order to simplify the code, let the number of keywords be three.

//SCF-MPEKS
//S = (M,N1,N2,... ,Nn)=Ct,e(sk_sen*H(wl),(pk_Rec)At),e(sk_sen*H(w2),(pk_Rec)At),...,e(sk_sen*H(wn), (pk_Rec)At))
//let n=3, wl=Barclays, w2=Finance, w3=2017

long SCF_MPEKS_start = System.currentTimeMillis();

Element t_MPEKS = pairing.getZr().newRandomElement(); //t

Element tt_MPEKS = t_MPEKS.duplicate();

Element B_MPEKS = B.duplicate();

Element M = B_MPEKS.mulZn(tt_MPEKS); //M=(pk_Rec)At

//H(w1)

byte[] b1_MPEKS = new byte[10];

String wl_MPEKS = "Barclays";

b1_MPEKS = wl_MPEKS.getBytes();

Element H_wl_MPEKS = P.duplicate();

H_w1_MPEKS.setFromHash(b1_MPEKS, @, b1_MPEKS.length); //H(W1)=H_wl

//H(wW2)

byte[] b2_MPEKS = new byte[10];

String w2_MPEKS = "Finance";

b2_MPEKS = w2_MPEKS.getBytes();

Element H_w2_MPEKS = P.duplicate();

H_w2_MPEKS.setFromHash(b2 _MPEKS, @, b2_MPEKS.length); //H(W2)=H_w2

//H(W3)

byte[] b3_MPEKS = new byte[10];

String w3_MPEKS = "2017";

b3_MPEKS = w3_MPEKS.getBytes();

Element H_w3_MPEKS = P.duplicate();;

H_w3_MPEKS.setFromHash(b3_MPEKS, @, b3_MPEKS.length); //H(W3)=H_w3

//D1=e(sk_sen*H(w1), (pk_rec)At);D2=e(sk_sen*H(w2),(pk_rec)At);D3=e(sk_sen*H(w3), (pk_rec)At)

//D01,D2
Element
Element
Element
Element
Element
Element
Element
Element
Element

Element
Element
Element

//N1,N2,

,D3

t1_MPEKS = t_MPEKS.duplicate();
t2_MPEKS = t_MPEKS.duplicate();
t3_MPEKS = t_MPEKS.duplicate();
= a.duplicate();
= a.duplicate();

al
a2
a3
B1
B2
B3

D1

D2_|

D3_
N3

B
B

MPEKS
MPEKS
MPEKS

Element D1_MPEKS1
Element D2_MPEKS1
Element D3_MPEKS1
byte[] N1_MPEKS =
byte[] N2_MPEKS =
byte[] N3_MPEKS =
long SCF_MPEKS_end = System.currentTimeMillis();
System.out.println("SCF-MPEKS[" + j +"]: " + (SCF_MPEKS_end-SCF_MPEKS_start));
sum_SCF_MPEKS = (int) (sum_SCF_MPEKS + (SCF_MPEKS_end-SCF_MPEKS_start));

a.duplicate();
B.duplicate();
.duplicate();
.duplicate();

= pairing.pairing(H_wl_MPEKS.mulZn(al),Bl.mulZn(t1_MPEKS));
= pairing.pairing(H_w2_MPEKS.mulZn(a2),B2.mulZn(t2_MPEKS));
= pairing.pairing(H_w3_MPEKS.mulZn(a3),B3.mulZn(t3_MPEKS));

= D1_MPEKS.duplicate();
= D2_MPEKS.duplicate();
= D3_MPEKS.duplicate();
D1_MPEKS1.toBytes(); //N1
D2_MPEKS1.toBytes(); //N2
D3_MPEKS1.toBytes(); //N3

FIGURE 25. SEARCHABLE CIPHERTEXT (SCF-MPEKS) GENERATION IN RSCF-MPEKS

Figure 26 illustrates the Trapdoor request generation by using sender’s public key

pkg,,, receiver’s private key skg,. and a keyword w.
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long Trapdoor_start = System.currentTimeMillis();

//H(w*)
byte[] bl_Trapdoor = new byte[10];
String wl_Trapdoor = "Barclays";

bl_Trapdoor = wl_Trapdoor.getBytes();

Element H_wl_Trapdoor = P.duplicate(Q);

H_wl_Trapdoor.setFromHash(bl_Trapdoor, @, bl_Trapdoor.length); //H(W*)=H_w*
Element bl = b.duplicate();

Element Al = A.duplicate();

Element T = pairing.pairing(H_wl_Trapdoor.mulZn(bl),A);

long Trapdoor_end = System.currentTimeMillis();
System.out.println("Trapdoor[" + j +"]: " + (Trapdoor_end-Trapdoor_start));
sum_Trapdoor = (int) (sum_Trapdoor + (Trapdoor_end-Trapdoor_start));

FIGURE 26. TRAPDOOR REQUEST GENERATION IN RSCF-MPEKS

The final figure (Figure 27) is Test algorithm, which describes the keywords

comparison between the Searchable ciphertext and the Trapdoor request.

//Test

//TAt=Ni

long Test_start = System.currentTimeMillis();
Element T1 = T.duplicateQ);

Element tt = t_MPEKS.duplicate();

Element Tw = T1l.powZn(tt);

byte[] Tw_byte = Tw.toBytes();

if(Arrays.equals(Tw_byte,N1_MPEKS) || Arrays.equals(Tw_byte,N2_MPEKS) || Arrays.equals(Tw_byte,N3_MPEKS)) {
//System.out.println(Arrays.equalsCout2_b,N1_MPEKS));
System.out.println("yes");

} else {
System.out.println("false");

}

long Test_end = System.currentTimeMillis();

System.out.println("Test[" + j +"]: " + (Test_end-Test_start));

sum_Test = (int) (sum_Test + (Test_end-Test_start));

System.out.println(Q);
System.out.println(Q);

FIGURE 27. TEST ALGORITHM IN RSCF-MPEKS
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6. Public Key Encryption with Multi-keywords Search
using Mamdani System

6.1 Introduction

According to the section 1.4, it is known that almost all current PEKS and
MPEKS schemes cannot deal with imprecise keywords, such as “latest”, “newest”, etc.
Therefore, this chapter gives a formal definition of MPEKS scheme, which incorporates
with Mamdani Fuzzy Inference System to solve Fuzzy Keyword Search problem.
Besides, the proposed scheme is able to resist Off-line Keyword Guessing Attack
(OKGA). More specially, this chapter firstly defines a new PEKS approach namely
“Public Key Encryption with Multi-keywords Search using Mamdani System (m-
PEMKS)” and the security verification models. Then, a concrete construction of m-
PEMKS 1is proposed following by the correctness analysis, security verification and

efficiency and performance analysis.

6.2 The Outline of m-PEMKS

Consider a situation: a bank manager would like to search the “latest” financial
report. But, what is the “latest”? A week ago? A month ago? A year ago? Therefore,
almost all current PEKS systems are not able to solve imprecise keyword search. This
thesis provides a way that incorporates with Fuzzy Logic method into Searchable
Cryptography to solve Fuzzy Keyword Search issue, called “Public Key Encryption
with Multi-keywords Search using Mamdani System (m-PEMKS)". The m-PEMKS
contains eight polynomial time algorithms as follows:

1. KeyGenp,,ym—_pexs(1™): Import 17, a common parameter cp is then created.

2. KeyGenp,,um_rsa(k): Import k, a global parameter gp is then created.
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3. KeyGeng,,_ppgs(cp) : Import cp, a public and a private PEKS keys
(PKger—pEKS> SKser—pEKs) Of the server are then created.

4. KeyGeng,,_psa(k) : Import gp, a public and private RSA keys
(Pkg,r—_psa> Skgor—rsa) Of the server are then created.

5. KeyGeng,._pgxs(cp) : Import cp, a public and private PEKS keys
(Pkroc—pEKS> SKrec—pEKs) OF the receiver are then created.

6. Encryption(pks,,_pexs> Pkrec—pexss PKser—rsa» W) © Import the server’s
PEKS public key pkg,,_pgxs, the receiver’s PEKS public key pkg,._prks, the server’s
RSA public key pkg,,_gsa and a keyword-vector W= (W,,,,_1; W,,,_2) =
[(Wy, Wy, ..., w,_1);w,]. An encryption is subsequently produced in the following:

E = (E1,E2) = SCF = MPEKS(pkg,,_pEks> PRrec—peks> Wpari-1) | | RSA(pkg,,_gsas

Wpart—z)'
7. Request(pkg,,_prkss Skree—peks> PKser—rsa» W*): Import the server’s PEKS
public key pkg,,_prks, the receiver’s PEKS private key skg,._pgxs. the server’s RSA

public key pkg, gss and a keyword-vector W*=(W* W* )=

(Wi, Wi, .o, w™ )swi]. A request is subsequently created in the following:

R = (R1,R2) = Trapdoor(pks.,_pks» Skrec—pexs: W) | |RSA(Pk,,_gsas

part—1

W ).

part=2
8. Test(E,R, skg,,_yprrs> Skser—gsa): The algorithm contains two steps, which

are called Searchable Match and Fuzzy Match.

- For Searchable Match, input the server’s PEKS private key sks,,_ppxs, the

Searchable ciphertext E1 = SCF — MPEKS(pks,,_pgkss Pkrec—peks> Wpari—1) and
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the Trapdoor query Rl =Trapdoor(pks.._pexs> SKrec—pexss W ). 1f

part—1

W cw

aric1 S Wpari—15 mark it as the Fuzzy Match input. Then, the server repeats

Searchable Match until traversing all the encrypted messages stored in its database.

- If the server has the marked input(s), it will run Fuzzy Match search. Otherwise,
the system will be terminated by the server.

- For Fuzzy Match, input the server’s RSA private key skg,._pgs, the RSA

encryption E2=RSA(pks,_gsas Wyar—2) and the RSA request

R2 = RSA(pkg,,_gsas W;an_z). Then, the server firstly decrypts E2 and R2 to

obtain W,,,, , and me_z. Let W, and me_z be the condition and the

conclusion of the rules in Mamdani system. After running Mamdani system, the

server sends a response to the receiver.

6.3 The Security Models of m-PEMKS

The security of m-PEMKS system relies on two parts. The first one is IND-CPA
and Trapdoor-IND-CPA applying in Exact keywords search. Another one is the
difficulty of factoring large integers, which is used in Fuzzy keyword search.

Due to the properties of Mamdani system, the input for Mamdani system must be
plaintext. However, it is no meaningful to verify the security on the Fuzzy Keyword
Search part. More specially, suppose the fuzzy keyword is “highest”. Even though the
cracker knows that the fuzzy keyword is “highest”, he/she could not know more details
(such as “highest building”, “highest person”, “highest temperature”, etc.).

This part only focuses on the security of Exact Keywords Search in m-PEMKS

system and the proposed security models are listed below:
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As discussed in (Baek et al., 2008; Wang et al., 2016; Ma and Kazemian, 2018),
m-PEMKS is IND-CPA and Trapdoor-IND-CPA.

The definition of IND-CPA security means that the untrusted server may not
determine which Searchable ciphertext has which encrypted keyword, if the Trapdoor
query that contains the given keyword has not been obtained by the server (Game6).
Besides, if the server’s private key has not been obtained by the untrusted receiver, he/
she could not estimate whether the SCF-MPEKS ciphertext (E1) and the Trapdoor
request (R1) contain the same keyword or not, even though all Trapdoors for any
keyword are intercepted (Game?7).

The definition of Trapdoor-IND-CPA security means that an outside adversary
cannot observe any difference between Trapdoors for any two distinct keywords
(Games8).

Therefore, the IND-CPA and Trapdoor-IND-CPA for m-PEMKS are formalized

as follows: Suppose A is an adversary and E is a challenger.

Game6: Let A suppose to be an untrusted server.

Stagel (Setup): KeyGenp,,,,—pexs(1") , KeyGens,,_pprs(cp) and
KeyGeng,._ppks(cp) are called by E in order to generate a common parameter cp, the
key pairs (pkg,,_pgxs> Sksor—pers) and (Pkg,.—peks> SKrec—pexs) Of the server and the
receiver. Then, E sends cp, pkg,,_prxs, Sksor—pexs and PKpo._pprs t0 A.

Stage2 (Trapdoor queries): Adaptively, E is able to return any Trapdoor query
T%", for any keyword-vector W* = (w*,...., w¥).

1

Stage3 (Challenge simulation): A target keyword-vector pair

[(Wo = Wops---es won), Wi=W,...ns wln)] is sent from A to E. It is known that W,
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and W, cannot be requested in Stage2 (Game6). Once E obtains the keyword-vector

pair, the SCF — MPEKS algorithm will be called by E for generating a Searchable

ciphertext C = SCF — MPEKS(pks,,_pgks> Pkgec—peks: We) » where &€ {0,1} .
Finally, C will be sent back to A.

Stage4 (Trapdoor queries): E can continue return any Trapdoor query T;’;, for
any keyword-vector W* to A as in Stage2 (Game6), only if W* # W, Wi

Stage5 (Guess): A guesses £* € {0,1} and wins Game6, if £* = €.

Game?7: Let A suppose to be an untrusted receiver.

Stagel (Setup): KeyGenp,,m_pexs(l”) . KeyGeng,._ppgs(cp) and
KeyGeng,._ppks(cp) are called by E in order to generate a common parameter cp, the
key pairs (pkg,,_prxss Skser—pexs) and (Pkpoe_pekss SKree—peks) Of the server and the
receiver. Then, E sends cp, pkp,._ppxs> Skgee—pexs a0d PKg,,_ppis 10 A.

Stage2 (Challenge simulation): A target keyword-vector pair

[Wo = Wor, - .. woy), Wy = (wyy, ..., wy,)] is sent from A to E. It is known that T,
and TW” are not able to be requested during Test algorithm, on which i = 1,...,1. Once

the challenger E obtains the pair, the SCF — MPEKS algorithm will be called by E for

generating a Searchable ciphertext C = SCF — MPEKS(pks,,_pgks> PRrec—pEks» We)s

where £ € {0,1}. Finally, C will be sent back to A.

Stage3 (Guess): A guesses £* € {0,1} and wins Game7, if £* = €.
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A’s advantage to win Game6 and Game?7 is listed below:

AdvINDoCPA (k) = | Prl&* = E]1 - 1/2]. (i =6])

]

So, the m-PEMKS model is considered to be IND-CPA secure as long as

Adv, Vs a (k) s trivial.

GameS8: Let A suppose to be an outside attacker.
Stagel (Setup): KeyGenp,,m_pexs(l") . KeyGeng,._ppgs(cp) and

KeyGeng,._ppks(cp) are called by E in order to generate a common parameter cp, the

key pairs (pkg,,_prxss Skser—pexs) and (Pkp.._pexss SKrec—pexs) Of the server and the
receiver. Then, E sends cp, pkg,._prxs> Pkrec—pExs t0 A and keeps sKg,,_ppxs »
Skgoe—pExs from A.

Stage2 (Trapdoor queries): Adaptively, E is able to return any Trapdoor query
T;kv for any keyword-vector W* = (w¥*,....,w’*) to A.

Stage3 (Challenge simulation): A target keyword-vector pair
[W(’)l< = (Wg‘l, e, wakl), W;*‘ = (w;kl, el ,wl*l)] is sent from A to E. It is known that W(;*‘
and W cannot be requested in Stage2 (Game8). Once E obtains the keyword-vector
pair, the Trapdoor algorithm will be called by the challenger E for generating a

Trapdoor query Ty, = Trapdoor(pks,._prxs: Skree—pekss Wg;k), where £ € {0,1} .

Finally, T}, will be sent back to A.
Stage4 (Trapdoor queries): E can continue return any Trapdoor query T;’;, for
any keyword-vector W* to A as in Stage2 (Game8), only if W* # W¥*, Wi

Stage5 (Guess): A guesses £* € {0,1} and wins Game$, if £* = €.
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A’s advantage to win Game$ is listed below:

Adv TS ) = | Prigs = £] - 172].

Therefore, the m-PEMKS model is considered to be Trapdoor-IND-CPA secure

as long as AdyTrap~IND-CPA

m—PEMKS,Ag (k) 1s trivial.

6.4 The Fuzzy Inference System of m-PEMKS

Almost all current PEKS schemes will report errors, if the keyword for searching
is blur. On the contrary, m-PEMKS scheme incorporates with the fuzzy logic technique
to solve fuzzy keyword search problem. To simplicity, let’s take an example about
searching “latest” financial reports. So, Figure 28 illustrates the fuzzy inference system

structure of this example that is used in m-PEMKS scheme.

Inference system

Inputs

Tl nad Rule 1:
Fuzzification F the date is newest, THEN the encrypted| Defuzzification

ile is necessary.

Outputs

Assess value

i Rule 2:
T idal and
I:|,> ragﬁ;:;j;n |:]|> F the date is either new or old, THEN the :> Center of Gravity I:'>

membership functions| encrypted  file ~may necessary or| (COG)
...... unnecessary.

F the date is oldest, THEN the encrypted file| Assess value
s unnecessary.

Assess value

FIGURE 28. THE STRUCTURE OF FUZZY INFERENCE SYSTEM

Note that the fuzzy system in m-PEMKS scheme is implemented by JAVA using
jFuzzyLogic (Cingolani et al., 2012) package. From Figure 28, it can be seen that the
inputs and outputs for the fuzzy system are the crisp values and the membership
functions for both fuzzification and defuzzification are defined for every linguistic term
using TERM statement that is followed by a function definition. Functions are defined
as piece-wise linear functions using a series of points (A, By), (A}, By)....,(4,,,B,,).
According to Section 6.2, the bank manger would like to search the “latest” financial
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statements so that the fuzzification could apply trapezoidal and triangular membership
functions, for instance, TERM Date := {(1,0),(4,1),(6,1),(9,0)} defines the
trapezoidal membership function. Apart from that, the defuzzification method applies
Center of Gravity (COG) and each rule used in this fuzzy inference system is defined by
“IF condition THEN conclusion”. More details can be found in Figure 38.

Also note that the PhD thesis is mainly on cryptography area and the design of
fuzzy inference system (such as why defuzzification method uses COG? Why use
trapezoidal membership functions? etc.) is not the key point. The purpose of m-PEMKS
scheme is to show that the searchable cryptography (PEKS) could connect and apply

with fuzzy logic to solve the fuzzy keyword search.

6.5 The Concrete Construction of m-PEMKS

1. KeyGenp,,qm—pexs(1"): Suppose G, is an additive cyclic group and Gy is a
multiplicative cyclic group. Let P be a random generator of G; and a prime number
g >2% be the order of G;. A bilinear pairing is considered to be a map
e: G, xG, = Gy. Suppose H:{0,1}* - G, and H*:G, — {0,1}" are two
particular hash functions. Therefore, a common parameter cp = {g, P, G, G, e,
H, H*} can be achieved by the KeyGenp,,,,,—prxs(1") algorithm.

2. KeyGenp,, m_rsa(k): Randomly select prime numbers P, V where P # V.
Then, calculate Z =P X Vand p(Z) = (P - 1) x (V-1).

3. KeyGeng,,_ppgs(cp): The server selects m € Zp uniformly at random and
then calculates M = mP. In addition, the server also randomly selects K € G,. So,
Pkser—peks = (PKser—pekst> PKser—pEks2) = (¢p, M, N) and skg,,_ppgs = (cp,m) are
the server’s public and private PEKS keys.
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4. KeyGeng,,_psa(k) : The server randomly selects f € Z;, where
gcd(p(2), f)=1,1 < f < ¢(Z). Next, the server calculates [ by [ = f~{(mod$(Z)).
Pkg,,_rsa = (f, Z) and skg,,_rsa = (I, Z) are the server’s public and private RSA keys.

5. KeyGeng,._pprs(cp): The receiver selects n € Zp uniformly at random and
then calculates N = nP. So, pkg,._ppxs = (cp, N) and skg,._pggs = (cp,n) are the
receiver’s public and private PEKS keys.

6. Encryption(pkg,,_pgxss PKrec—pEkss PKser—rsa» W) : The sender randomly
picksupt € Zp, W =W, 4115 Wyyp0) = [(W, Wy, ...,w,_1); w,] and then calculates
an encryption E = (E,E) =[X,Y,Y,,...Y,_)); Y] =[tM,H*(V)), H*(V,),
s HE (V,)); (wn)fmod Z], where Vi =e(Hw)),N) , V,=e(H(w,),N),
sV =eHw,_),N).

7. Request(pks,,_pgrs> SKrec—pEks: Pkser—rsas W*) : The receiver randomly

k k — E S . k — k %k k)
selects t* € Zp,W* = (me_l, me_z) =[(w W W 1), w,] and then calculates

R = (Rla R2) = [(Qa Tla Tza s ey T'l—l)’ 7;] = [(E(M, t*K)’ I’LH(WI*) @ e(Ms K)t*+na
nHW) @ e(M,K)"™",...,n Hw* ) @ e(M, K)"™*); (w¥)/ mod Z].
8. Test(E, R, skq,,_ypexss Skser—rsa) © For i € {1,2,...,77} and j € {1,2,...1},

where j < 1.
i. For Searchable Match:
Firstly, the server computes

Tw] =T, ®Qee(mK,N) = nH(w;k),
Tw2=TZEBQ-e(mK,N)an(w;‘),...,

ij=Y}GBQ-e(mK,N)an(w;"),...,
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T, =T.,@ Qee(mK,N) = nH(wl*_l).
X .
Then, the server tests whether H >‘<[e(TWI_, —)] =Y, or not. If “yes”, mark it as the
I m

Fuzzy Match input. Next, the server repeats Searchable Match until traversing all the
encrypted messages stored in its database.

ii. If the server obtains the marked input(s), it will run Fuzzy Match search.
Otherwise, the system will be terminated by the server.

iii. For Fuzzy Match (More details are in section 6.4): the server firstly decrypts

w, and wj* as {[(wn)fmod Z)lmod Z} and {[(wl*)fmod Z1'mod Z} respectively. Let

w,, and w;* be the condition and the conclusion of the rules in Mamdani Fuzzy Inference

System. After running Mamdani Fuzzy Inference System, the server replies to the
receiver in the following.

Without loss of generality, suppose “w,” stands for a set of DATE while “w;” is

the keyword “latest” . Therefore, three rules can be defined as follows:
Rulel: IF DATE is oldest, THEN the encrypted file is unnecessary.
Rule2: IF DATE is newest, THEN the encrypted file is necessary.
Rule3: IF DATE is either new or old, THEN the encrypted file may necessary or

may unnecessary.
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Senders Server

Test RSA Decryption Mamdani System

Rule 1:
E1ll E2 ! E1?= Ri1 F the date is newest, THEN the|

encrypted file is necessary.

Rule 2:

b WE2
ecryp { ) :> Input: Dat F the date is either new or old,
E1llE2 E1 =7 R1 ,l: Decrypt{RZ} nput: Date [THEN the encrypted file may

y Or unnecessary.

Output:
encrypted file

Rule 3:
F the date is oldest, THEN the
y.

E1ll E2 I E1=?R1 ncrypted file is ur

:

Receiver

R1 11 R2 < J

i

FIGURE 29. THE STRUCTURE OF M-PEMKS

6.6 The Correctness of m-PEMKS
1. For Searchable Match:
Fori € {1,2,...,17 — 1} and j € {1,2,....t — 1}, the correctness of the proposed

approach is easily verified as follows:

Note that  stands for Multiplication and @ stands for Exclusive Or.

According to Bilinear pairing, note also that e(M,K)=e(K,M) and
e(M,K)"™" = e(r*M,nK) = e(nM, 1*K).

Therefore, firstly,

ij =T, ®Qee(mK,N) = nH(wj*)
= nH(W¥) D eM, K" @®eM,t*K)ee(mK,N)

=nHWw!) @ e(M, KY @ e(M,t*K) o e(M,nK)
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— I’lH(VVJ*) @ e(M,K)’*+” @ e(M,K)t*+n

= nH(wJ?")

X tM
Secondly, H*[e(T,,,—)] = H*[e(n H(w¥), —)]
T m I m

ntP

= H*[e(n HWY), )]

t
n
= H*[e(H(w?), N ]
=¥,

ii. For Fuzzy Match:

This algorithm is still correct due to the properties of Mamdani system.

6.7 The Security Analysis of m-PEMKS

The m-PEMKS approach possesses the characters of Ciphertext
Indistinguishability and Trapdoor Indistinguishability against Chosen Plaintext Attack
(CPA) whose security relies on BDH and 1-BDHI assumptions (Boneh and Boyen,
2004).

The proposed approach above could be regarded as IND-CPA secure in Game6
under the random oracle model, if the BDH assumption (Boneh and Boyen, 2004) is

completely difficult.

Game6: Let A suppose to be an untrusted server.

Consider that the challenger E is able to achieve the input (g, P, G, Gy, e,
aP,pP,yP) of BDH assumption (Boneh and Boyen, 2004). E sets up the computation
of a BDH key e(P, P)*" of aP, P and yP using A’s IND-CPA as a goal. Apart from

that, A requests at most 4 and ~* times hash function requests.
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Stagel (Setup)

E chooses N = aP in the beginning. Then, E chooses m € Z, uniformly at
random and also computes M = m P. In addition, E randomly selects K € G;. Finally,
the following parameters are returned by E, which are the common parameter
(g, P, Gy, Gy, e, H, H*), the server’s public/private PEKS key pair (cp, M,K) and
(cp,m), and the receiver’s public PEKS key (¢p, N ). Apart from that, two particular
hash functions H and H* are selected by E in the following:

- A is able to request a keyword w; to H function at any time. After that, E
traverses a tuple (w;, y;, v;, €;) from H _List that is initially empty. If the tuple exists, E
will return H(w;) = p; to A. Otherwise, the challenger E executes the details below:

i. The challenger E randomly selects a coin & and then computes
Prle;=0] = ﬁ

ii. The challenge E randomly chooses v; € Zp. If ¢, = 0, p; = P + v;P will be
computed by E. Similarly, 4, = v, P will be computed by E once ¢; = 1.

iil. A receives y,; from E. Meanwhile, E adds (w;, y;, v;, €;) into H_List.

- A is able to request V; to H* function at any time. Later on, E traverses a tuple
(V,, Y;) from H* _List. If the tuple exists, E will return ¥; to A. Otherwise, E randomly
selects ¥; € {0,1}" and replies Y; to A. Finally, E adds (V;, Y;) into H*_List.

Stage2 (Trapdoor queries)

If A queries a Trapdoor request with a specific keyword-vector W; = (w, w,
,...w,), E will do the operations below:

- The challenger E recalls the above algorithms in order to simulate H function for
generating a tuple (w;, y;,v;,¢€;). If &, =0, E will output “Suspension” and also
terminate the system. Otherwise, the challenger E executes the following steps.

- E randomly chooses 1* € Zp and calculates Z = e(M, t*K).
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- E then computes T, =y N@®eWM,K) "+ =v,aP @ e(M,K)"**
=xu @ eM,K) " =aHw,) ®eM,K) **, T,=aHWw, @eM, K)
oo T =aHW,) ®e(M,K) % So, Ty, = (Q,T,, Ty, ..., T).

Stage3 (Challenge simulation)

The challenger A sends a keyword-vector pair [W, = (wy,,...., won),
Wy =y, ....,w;,)] to E. Once the challenger E obtains the keyword-vector pair, he/

she will do the following steps:

- E chooses i € {1,2,...,17} uniformly at random.

- E recalls the above algorithms in order to simulate H function for obtaining two
tuples (Wi, uis, 1, €8) and (Wi, uif, v, €5). If g and € are equal to 1, E will output
“Suspension” and also terminate the system. Otherwise, the challenger E does the
following operations:

i. E recalls above algorithms again in order to simulate H function at 2(n — 1)
times for searching two tuples’ vectors {(Wd,ud,vd, ) ---»
(WGi—1 Hi15 Vi1 €0i—1)s (Whi 1> G 15 Wit €071) 5 - - WG MGy Lo €0,)) and
{Ovi, iy, v €89 - Wi i Vit €10 Wi i1 Vi €175 - - -0
(wj’j?,yi‘j?, 1/{“,7, 8{",7)}. If £ = ei‘} =0 forallj=0,..i—1,i + 1,...,n, the challenger E
will export “Suspension” and terminate the system. Otherwise, the challenger E does
the following operations:

— The challenger E randomly picks up 6 € {0,1}.

— The challenger E randomly picks up ¥; € {0,1}" and then generates a target

SCF — MPEKS ciphertext C* = (X*, Y, YX, ..., Y)) = (yM, H*[B,], H*[B,], . . .,

H*[B,)).
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So,

C* = (X%, YF,..., Y5, YE

i+1> -

Y = (yM, H*[e(H(ws ), N)'], ...,
H*[e(H(ws,_), N1, H¥[e(HWs4)s N)'1 ..., H*[e(H(wg, ), N)).

Note that

B; = e(H(wéi),N)V =e(pP + V(S,P’ aP) =e(fP,aP) e(val,P,aP)y =

e(P, P)*P" o e(yP, aP)si.

Note also that e(yﬁiP, aP) = e(véiP, N) = e(H(wéi), N)

Stage4 (Trapdoor queries)

E can continue return any Trapdoor query T;"V for any keyword-vector W* to A as
in Stage2 (Game®6), only if W* # W5, WF.

StageS (Guess)

A outputs 6* € {0,1}as the guess. Then, E chooses s from H* function and

Sox
i
replies the guessed BDH key ————.
e(yP,aP) g

Analysis of Game6

Stagel-5 describes the procedure and operations of the challenger E. It remains to
show that BDH assumption (Boneh and Boyen, 2004) is satisfied in Game6. To do so,
the first thing is to analyze that the challenger E does not stop during the simulation.
Therefore, three events are formalized below:

Event10: The challenger E does not stop during Stage2 (Trapdoor queries) and

Stage4 (Trapdoor queries).

Eventl1: The challenger E does not stop during Stage3 (Challenge simulation).
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Event12: The adversary A is not able to request eitherH*(e(H(w{), N)") or

H*(e(HW;), N)").

1
Claim 10: Pr[Event10] > —
e

Proof: Consider that A cannot request the same keyword twice in Stage2 and
Stage4. So, —— is the probability causing E for suspension. From the previous
definition, A queries at most 4 Trapdoor requests and the keyword-vector in Trapdoor
has 1 elements so that the probability that the system which does not be terminated by E

in all Trapdoor queries is at least [(1 — h%)h]’ > %

Claim 11: Pr[Eventl1] > ( )e

h+1 h+1

Proof: If ¢, =¢; =1, the system will be terminated by E during Stage3
(Challenge simulation). So, the 1 — (1 — ﬁ)z is the probability that E does not
suspend. In addition, if &5 = e* =0forallj =0,...,i — 1,i + 1,...,n, the system will be

terminated by E. Overall, the probability that the system which does not be terminated

by E during Stage3 is at least(l ——)2(’7 D1 - ——)2} > (h+1)

(— )Z(n )

h+1

Claim 12: Pr[Eventl12] > 2¢&

Proof: As discussed in (Baek et al., 2008), let Hybrid, for r € {1,2,...,11} be an
event that the adversary A can correctly guess the keyword of the left part of a “hybrid”
SCF — MPEKS encryption formed with r, coordinates from wy followed by (7 —r)
coordinates from wi_g. So, Pr(Eventl2] = 22’7 _(Pr[Hybrid,.] — Pr[Hybrid,_,])

=2(Pr[Hybrid,] — Pr[Hybrid,]) = 2¢.
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Overall, due to A queries either H*(e(H(wg), N )") or H*(e(H(wi), N )') being

at least 2&, the probability that A querying H*(e(H (wj’f), N)7) is at least £. Therefore,

¢

m, which is

the success probability £* achieved by E is (%)2(’7_1)-

negligible.

The proposed scheme above could be regarded as IND-CPA secure in Game7
under the random oracle model, if the 1-BDHI assumption (Boneh and Boyen, 2004) is

completely difficult.

Game?7: Let A suppose to be an untrusted receiver.

Consider that E is able to achieve the input (g, P, G|, Gy,e,aP) of 1-BDHI
assumption (Boneh and Boyen, 2004). E sets up the computation of a 1-BDHI key
e(P, P)é of a P using A’s IND-CPA as a goal. Apart from that, A requests at most A
and h* times hash function requests.

Stagel (Setup)

E selects M = aP and K € G; in the beginning. Then, E randomly chooses
n € Zp and also computes N = n P. After that, the following parameters are returned by
E, which are the common parameter (g, P, G,, Gy, e, H, H*), the server’s public PEKS
key (cp, M, K), and the receiver’s public/private PEKS key pair (cp, N) and (cp, n).
Apart from that, two specific hash functions H and H* are selected by E in the
following:

— A is able to request a keyword w; to H function at any time. Later on, E
traverses a tuple (w;, y;,v;) from H_List. If the tuple exists, E will return y; to A.
Otherwise, E randomly chooses v; € Zp and computes u; = v;P. After that, E responds

U;to A.
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— A is able to request V; to H* function at any time. Later on, E traverses a tuple
(V, Y;) from H*_List. If the tuple exists, E will return ¥, to A. Otherwise,E randomly
selects ¥; € {0,1}" and replies Y, to A. Finally, E adds (V,, Y;) into H*_List.

Stage2 (Challenge simulation)

A wuploads a keyword-vector pair [(WE, F&, fi, 0%),(WiE, FE, £, 608)] to E,
where Wi = (wy, wops - - - Wy,,) and Wi = (w1, wyy, ..., wy,). Once the challenger E
obtains the pair, he/she will do the following steps:

— The challenger E randomly picks up ¥; € {0,1}" and 6 € {0,1}.

— The challenger E recalls the SCF — MPEKS algorithm for generating the
Searchable ciphertext C* = (X*, Y, Y5¥,...,Y") = (waP, H*[B,], H¥[B,], ...,
H*[B,]).

So,

C* = (X*’ Yik, Yika ey Y*) = (l//apa H*(e(H(w51)7 N)W)’ H*(e(H(Waz), N)W)9
o HHe(H(w;). N ).
It is known that B; = e(H(ws:), N )¥) = e(v;,P,nP)¥ = e(P, P)¥"".

Stage3 (Guess)

The adversary A exports 6* € {0,1} as the guess. Then, E returns the guessed 1-

BDHI key y =

a-yn’
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Analysis of Game7

Stagel-3 describes the procedure and operations of the challenger E. It remains to
show that 1-BDHI assumption (Boneh and Boyen, 2004) is satisfied in Game?7. To do
so, the first thing is to analyze that the challenger E does not stop during the simulation.
Therefore, two events are formalized below:

Event13: The challenger E does not stop during Stage2 (Challenge simulation).

Eventl4: The adversary A is not able to request either H*(e(H(wg), N)¥) or

H*(e (H(wﬁ.), N)¥).

Claim 13: Pr[Event13] =1
Proof: There is no limitation to illustrate that the system will be terminated by the

challenger E during Stage2. Thus, it is clear that Pr[Event13] = 1.

Claim 14: Pr[—~Eventl4] > 2¢&

Proof: If Event14 happens, it will show that the bit j € {0,1} pointing out
whether the Searchable encryption contains wy,; or w,; separates of A’s view. Hence, the
probability that the adversary A’s exporting j* which satisfies j = j* is at most %

By the concept of Bayes’s rule,

Pr(j =j*]=Prl[j =j*|Eventl4]Pr[Event14] + Pr[j = j*| Event14]
Pr[—-Eventl4] < Pr[j =j*|Eventl4)Pr|[Evenl4] + Pr[~Eventl4] =

>« Pr[Event14] + Pr[~Event14] = - +  « Pr[=Event14].

1
2

By definition, it should be known that |Pr[j=j*]—%| > & . Then,

&S Prlj =Jj*] —% < — e Pr[—Eventl4]. Thus, Pr[-Eventl4] > 2¢&.

1
2
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Overall, due to A requests either H*(e(H(w{;), N)¥) or H*(e(H(wj:), N )?) being
at least 2&, the probability that A requests H*(e(H (wﬁ), N)) is at least £. However,

according to the previous definition that A requests at most 4* hash function queries, h—l*

is the probability that the challenger E chooses the correct solution. Overall, the success

probability £* achieved by E is h—i, which is negligible.

The proposed scheme above could be regarded as Trapdoor-IND-CPA secure in
Game8 under the random oracle model, if the BDH assumption (Boneh and Boyen,

2004) is completely difficult.

Game8: Let A suppose to be an untrusted outside attacker.

Consider that the challenger E is able to achieve the input (g, P, G, Gy, e,
aP,pP,yP) of BDH assumption (Boneh and Boyen, 2004). E sets up the computation
of a BDH key e(P, P)*" of aP, fP and yP using A’s IND-CPA as a goal. Apart from
that, A requests at most 4 and 4* hash function queries.

Stagel (Setup)

E selects M = aP, K = P and N = yP in the beginning. Then, the following
parameters are returned by E, which are the common parameter (g, P, G,, Gy, e,
H, H*), the server’s public PEKS key (c¢p, M, K ), and the receiver’s public PEKS key

(cp, N). In addition, two specific hash functions H and H* are randomly selected by E.

Stage2 (Trapdoor queries)

If A queries a Trapdoor request with a specific keyword-vector
W, =W, w,,...w,), E will randomly choose * € Z, and subsequently calculate

Q =e(@*pP,aP). After that, E also computes 7},7,,...,T,

, in the following:

96



T, = yH(w,) @ e(pP, aP) 7, T, = yH(w,) @ e(pP, aP)!’™7, .., T =yHw, &
e(BP,aP) *".So, Ty, = (Q, T}, Ty, ..., T). After that, E returns Ty, to A.

Stage3 (Challenge simulation)

A uploads a keyword-vector pair (W, ud, v, e8) and (W, ufi, v, €f) to E,
where Wi = (Wg1, Wop, - . . » Wp,) and Wi = (wyy, wy,, ..., wy,). Once E obtains the pair,
he/she will do the following steps:

— The challenger E randomly chooses 0* € {0,1}.

—The challenger E recalls the Trapdoor algorithm for searching the Challenge
Trapdoor T3, = (Q*, T§, T%, ..., TF) = (e(t*pP,aP),B,, B,, ..., B).

So,

Ty = yH(ws;) ® e(BP,aP)™" = yH(ws:) @ e(P, PY" « (P, P)*"",
T, = yH(ws;) @ e(BP,aP)™7 = yH(wsy) @ e(P, P)" e e(P, P, ..
T, = yH(wsy) @ e(fP,aP)"™" = yH(ws;) @ e(P, P’ « (P, P)""".

Stage4 (Trapdoor queries)

E can continue return any Trapdoor query 77", for any keyword-vector W* to A as
in Stage2 (GameS), only if W* # W, WF.

StageS (Guess)
A exports 0% € {0,1} as the guess. If 6 =6*, E outputs “yes” and “no”

otherwise.
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Analysis of Game8

According to A is an untrusted outside attacker, he/she is not able to observe any
difference between two Trapdoor queries even if these two queries contain the same
keyword. This is because E selects t* € Z, uniformly at random and #* changes in
every calculation so that 7, =nH(w,) ® e(M, K )*+" changes in every calculation.
Consider two Trapdoor queries contain the same keyword, but the calculation results are
different mainly because of the value #*. Hence, the core part of Trapdoor-IND-CPA
secure in the proposed scheme is the confidentiality of e(M, K )" *".

Consider that if A has e(M, K)""*", he/she could estimate whether two Trapdoor
queries have the same keyword or not. More specially, A computes one extra XOR as
follows: T, = nH(w,) @ e(M,K)" " @ e(M, K )" = nH(w,). So, A is able to know

that T, = nH(wy;) and T,. = nH(w;) are equal, only if wy = w,.

By Stage3 in Game8, it shows that e(M, K )“*" = e(P, P)*7 « e(P, P)*"*, which
meets BDH assumption. Therefore, A is not able to computes e(M, K )" so that he/

she cannot calculate 7, = n H(w;) @ e(M, K )" +" either.

6.8 The Efficiency and Performance of m-PEMKS

This scheme is implemented by JAVA requiring two libraries: JPBC (Angelo and
Vincenzo, 2011) and jFuzzyLogic (Cingolani et al., 2012). The flow chart is described
in Figure 30. More specially, sender, receiver and server are implemented by JAVA
socket programming. The specific keywords are encrypted by PEKS (JPBC) while the
fuzzy keyword is encrypted by RSA (java.security). All encrypted messages are kept in
server’s file system and the file indexes are stored in Mysql database. Mamdani Fuzzy

Inference system is implemented by JAVA Fuzzy Control Language (jFuzzyLogic).
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Table 11 below illustrates the simulation platform of m-PEMKS scheme. Note
that the proposed scheme is programmed by JAVA and JPBC Library (Angelo and

Vincenzo, 2011) .

TABLE 11. THE SIMULATION PLATFORM FOR m-PEMKS

OS macOS Sierra 10.12.5
CPU 2.5 GHz Intel Core i7
Memory 16 GB 1600 MHz DDR3
Hard disk 512GB

Programming language JAVA

6.9 The Key Code of m-PEMKS

The m-PEMKS scheme is programmed by JAVA using JPBC Library (Angelo and
Vincenzo, 2011). The pairing parameters are generated by Type A curve. Figure 31

shows all java files used in this proposed scheme.
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v =) MPEKS_Receiver
v ;B src
v i Receiver
» 1J| Request.java
P =, JRE System Library [JavaSE-1.8]
P =, Referenced Libraries
> (= lib
v =) MPEKS_Sender
v B src
v i Sender
» J] Encryption.java
P =, JRE System Library [JavaSE-1.8]
P =, Referenced Libraries
b= lib
v [ MPEKS_Server
v ;B src
v i GlobalParam
» .J| GlobalParameter.java
» )| GlobalParameter2.java
v i Server
» )| FileProcessor.java
» [J] Hash.java
» [J] MPEKS_ServerKey.java
» |J] Receiver_PK.java
> 1J] RSA java
» 1] Test.java
P =, JRE System Library [JavaSE-1.8]
P =, Referenced Libraries
&= lib
= Document.fcl

FIGURE 31. JAVA FILES FOR M-PEMKS

6.9.1 For senders’ site

Many senders (employees) wish to send the emails appending with keywords to
the receiver (manager). The emails and keywords should be encrypted before sending to
the third party. With out loss generality, let the sender’s number be three and the
keyword’s number be three. So, the computer simulation can be found as follows: three

senders encrypt the same keywords (“barclays”, “finance”, a number stands for the date)
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to the online third party as shown in Figure 32, Figure 33 and Figure 34 respectively.
Note that due to the property of Ciphertext Indistinguishability (CI), the encryption

results are different even though the keywords are same.

Sender

P: 4261079776914233084587037365422764717799426491516934485224980510089946042291185925593582162574593358786756179136364809619179
A: 4442573719723214781977946652880488832062418970283038547547627694738593964062052635792693390696368552763066587930730129767662¢
B: 4486326370341269017794197024543406795186418507356403074189237878681153484717657929556070084643844758275642333291529531631090-
RSA_pks: [48, -127, -97, 48, 13, 6, 9, 42, -122, 72, -122, -9, 13, 1, 1, 1, 5, o, 3, -127, -115, o, 48, -127, -119, 2, -127, -1
C: 2519000616426030605775162712594471954083930194321776225083695888015479195530670280709795156065784355366569286226118918558868
Please find a file which you want to send:

SendFile.txt

The file is exist in the file system.

Please enter three keywords and enter # in the end!

Barclays Finance 2 #

M: [19, 20, -7, 37, 73, -68, 91, 72, 99, -94, -3, -12, 64, 66, 87, -48, 41, -105, 19, 118, 121, -20, 50, 102, -17, -119, -37, 2
N1: [32, -85, -51, 92, -83, 124, -59, 7, 74, 39, -114, -69, 63, -22, 112, 1e3, -83, 120, 68, -100, 50, 32, 126, 58, -107, -66,
N2: [15, -60, -25, -58, 104, -53, -41, 121, -70, 19, o, -102, -90, 63, 84, 71, 23, -91, 40, 51, 127, -67, 80, -102, -91, -1, -3
N1 length: 128

N2 length: 128

2

keyword3 length: 1

The file is 27 bytes.
The server responses: Upload the file succeed!

FIGURE 32. ENCRYPTION RESULT OF SENDERI IN M-PEMKS

Sender

P: 4261079776914233084587037365422764717799426491516934485224980510089946042291185925593582162574593358786756179136364809619179
A: 4442573719723214781977946652880488832062418970283038547547627694738593964062052635792693390696368552763066587930730129767662"
B: 4486326370341269017794197024543406795186418507356403074189237878681153484717657929556070084643844758275642333291529531631090:
RSA_pks: [48, -127, -97, 48, 13, 6, 9, 42, -122, 72, -122, -9, 13, 1, 1, 1, 5, o, 3, -127, -115, o, 48, -127, -119, 2, -127, -1
C: 2519000616426030605775162712594471954083930194321776225083695888015479195530670280709795156065784355366569286226118918558868
Please find a file which you want to send:

SendFile.txt

The file is exist in the file system.

Please enter three keywords and enter # in the end!

Barclays Finance 5 #

M: [83, 11, 119, 77, -75, -8, -48, -112, -43, 33, -26, -93, -68, 31, -53, 4, 74, 94, 35, -59, 124, -50, 65, 23, 32, 90, -38, 31
N1: [35, 75, -126, -123, 2, 42, 28, -5, 55, -1@8, -37, -40, 13, 3, 82, -126, 11, -121, -84, -18, -4, -77, -125, -3, 95, 119, -4
N2: [51, 45, 102, 88, -25, -18, -40, -126, 62, -5, -95, -125, 75, 110, -80, 124, -119, 13, 32, 116, 62, 24, 61, 115, 6, -111, -:
N1 length: 128

N2 length: 128

5

keyword3 length: 1

The file is 27 bytes.
The server responses: Upload the file succeed!

FIGURE 33. ENCRYPTION RESULT OF SENDER2 IN M-PEMKS
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Sender

P: 4261079776914233084587037365422764717799426491516934485224980510089946042291185925593582162574593358786756179136364809619179
A: 4442573719723214781977946652880488832062418970283038547547627694738593964062052635792693390696368552763066587930730129767662'
B: 4486326370341269017794197024543406795186418507356403074189237878681153484717657929556070084643844758275642333291529531631090
RSA_pks: [48, -127, -97, 48, 13, 6, 9, 42, -122, 72, -122, -9, 13, 1, 1, 1, 5, o, 3, -127, -115, o, 48, -127, -119, 2, -127, -1
C: 2519000616426030605775162712594471954083930194321776225083695888015479195530670280709795156065784355366569286226118918558868
Please find a file which you want to send:

SendFile.txt

The file is exist in the file system.

Please enter three keywords and enter # in the end!

Barclays Finance 10 #

M: [71, 76, 25, 124, -105, -103, 116, 46, 55, -75, 111, 24, -14, -44, -83, 13, 41, 60, 112, -77, 76, -18, 3, 70, -96, -12, 120,

N1:
N2:

[16, -20, -86, 23, 124, -124, 55, -18, -105, -48, -23, -86, 90, 56, 117, -9, 5, -89, 17, -51, 103, -29, 91, -103, 60, -8, 1!
[18, 99, 51, -124, -9, 16, 52, 14, 108, -76, 65, 113, -82, 37, -77, 6, 21, 50, -24, 117, -32, -77, 49, -30, -128, -19, 87,

N1 length: 128
N2 length: 128

10

keyword3 length: 2

The file is 27 bytes.
The server responses: Upload the file succeed!

FIGURE 34. ENCRYPTION RESULT OF SENDER3 IN M-PEMKS

6.9.2 For receiver’s site

Later on, if the receiver (manager) wishes to obtain the “latest” emails, he/she
should send a Trapdoor request to the third party. The keywords in Trapdoor request
should be encrypted by Trapdoor and RSA algorithms (See in Figure 35). For instance,
if the manager wishes to obtain “Barclays Bank latest financial statements”, he/she will

only send the Trapdoor request with three keywords (“barclays”, “finance”, “latest”).

Receiver

P: 4261079776914233084587037365422764717799426491516934485224980510089946042291185925593582162574593358786756179136364809619179
A: 4442573719723214781977946652880488832062418970283038547547627694738593964062052635792693390696368552763066587930730129767662
B: 4486326370341269017794197024543406795186418507356403074189237878681153484717657929556070084643844758275642333291529531631090
RSA_pks: [48, -127, -97, 48, 13, 6, 9, 42, -122, 72, -122, -9, 13, 1, 1, 1, 5, o, 3, -127, -115, o, 48, -127, -119, 2, -127, -1
C: 2519000616426030605775162712594471954083930194321776225083695888015479195530670280709795156065784355366569286226118918558868
Please enter three keywords (the third keyword is fuzzy) and enter # in the end!

Barclays Finance latest #

Z: {x=3216782103936812887228992628170539439628709677688416284614606846721017943134124034133746904025777935317326936901761957192
ch(wl): 37160020735669592311728578615977704775205167942995092627260384123990351212562327325079905444090282641709921082799361696
ch(wl*): [7e, -13, 112, -1e7, 77, -6, 91, -70, -95, -28, 50, 30, -108, 1, 90, 101, 89, -54, 97, 102, -114, -93, -32, 100, -36,
Z: [61, 107, 77, -85, 99, -126, 85, -127, 55, -8, -96, 101, 20, 105, 73, 127, -127, -113, -39, -113, -16, -61, 94, 44, -30, -12
T1: [17, -53, -117, 1ee, -109, 7, 20, -52, 43, -3, -1@9, -70, -2, 27, 61, 9, -88, -120, -25, -9, 90, -22, -101, -70, -119, 89,
T2: 122, -65, 24, 102, 116, 27, 94, 30, -110, 65, 2, 19, -73, -17, -121, 45, 85, -102, 67, -80., -95, 42, -74, 107, 77, -99, 55

FIGURE 35. REQUEST RESULT OF RECEIVER IN M-PEMKS
6.9.3 For server’s site
After receiving Searchable ciphertext and Trapdoor request, the server will call
Test algorithm to estimate whether they have the same keywords or not. However, due
to the server storing millions of encrypted documents, if the receiver wishes to obtains a
specific file, it will impossible for the server to decrypt all of the encrypted documents

and then compare the keywords both in Searchable ciphertext and Trapdoor request
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before making a response. In this scheme, the server does not execute decryption
operation but only compares the hash values of the results (ciphertext) between PEKS
ciphertext and Trapdoor (Figure 36). If matched, the server will run Fuzzy Match
algorithm and then reply to the receiver.

The server starts at 9996 port...

The server accepts the connection...

Fri Jul 19 16:04:17 BST 2019 WARN: Establishing SSL connection without server's identity verification is not recommended. Accor
P: 4261079776914233084587037365422764717799426491516934485224980510089946042291185925593582162574593358786756179136364809619179
A: 4442573719723214781977946652880488832062418970283038547547627694738593964062052635792693390696368552763066587930730129767662
B: 4486326370341269017794197024543406795186418507356403074189237878681153484717657929556070084643844758275642333291529531631090
RSA_pks: [48, -127, -97, 48, 13, 6, 9, 42, -122, 72, -122, -9, 13, 1, 1, 1, 5, @, 3, -127, -115, @, 48, -127, -119, 2, -127, -1
pkr_C: 251900061642603060577516271259447195408393019432177622508369588801547919553067028070979515606578435536656928622611891855
C_length: 128

The server accepts the connection...

Fri Jul 19 16:04:19 BST 2019 WARN: Establishing SSL connection without server's identity verification is not recommended. Accor
P: 4261079776914233084587037365422764717799426491516934485224980510089946042291185925593582162574593358786756179136364809619179
A: 4442573719723214781977946652880488832062418970283038547547627694738593964062052635792693390696368552763066587930730129767662
B: 4486326370341269017794197024543406795186418507356403074189237878681153484717657929556070084643844758275642333291529531631090
RSA_pks: [48, -127, -97, 48, 13, 6, 9, 42, -122, 72, -122, -9, 13, 1, 1, 1, 5, @, 3, -127, -115, o, 48, -127, -119, 2, -127, -1

The file's hash name is 5597d20ddbc9985dd8001fdb8878e@f7a41cdac87a5911ad4311f8756a71d7b0

M: [19, 20, -7, 37, 73, -68, 91, 72, 99, -94, -3, -12, 64, 66, 87, -48, 41, -105, 19, 118, 121, -20, Se, 102, -17, -119, -37, 2
t: [57, -119, -80, -3, 70, -16, -45, -62, 98, -34, -46, -78, 80, -36, 108, 61, -88, 74, 62, -12]

N1: [32, -85, -51, 92, -83, 124, -59, 7, 74, 39, -114, -69, 63, -22, 112, 103, -83, 120, 68, -100, 50, 32, 126, 58, -107, -66,
N2: [15, -6@0, -25, -58, 104, -53, -41, 121, -70, 19, 0, -102, -90, 63, 84, 71, 23, -91, 40, 51, 127, -67, 80, -102, -91, -1, -3
The third fuzzy keyword is: M@)QOLAMIWO79<*EMOU?OPL_OO(L7C: QQAPO7W QO] OrOREO =990 00000V V0OIHVR) VOO

Ofch’ 300OhP; WOV YNO (=9 ,"OOn! OvOSOO

The server receives 27 bytes file from sender.

The file index (file name and keywords) are stored in mysql successfully.

The server accepts the connection...

Fri Jul 19 16:05:57 BST 2019 WARN: Establishing SSL connection without server's identity verification is not recommended. Accor
P: 4261079776914233084587037365422764717799426491516934485224980510089946042291185925593582162574593358786756179136364809619179
A: 4442573719723214781977946652880488832062418970283038547547627694738593964062052635792693390696368552763066587930730129767662
B: 4486326370341269017794197024543406795186418507356403074189237878681153484717657929556070084643844758275642333291529531631090
RSA_pks: [48, -127, -97, 48, 13, 6, 9, 42, -122, 72, -122, -9, 13, 1, 1, 1, 5, @, 3, -127, -115, O, 48, -127, -119, 2, -127, -1
The file's hash name is 5597d20ddbc9985dd8001fdb8878e@f7a41cdac87a5911ad4311f8756a71d7b@

M: [83, 11, 119, 77, -75, -8, -48, -112, -43, 33, -26, -93, -68, 31, -53, 4, 74, 94, 35, -59, 124, -50, 65, 23, 32, 90, -38, 31
t: [104, 29, 15, 36, 115, 48, -7, 40, -9, 21, 52, 69, -92, -2, 4, -94, -96, 96, 11, 5]

N1: [35, 75, -126, -123, 2, 42, 28, -5, 55, -1@8, -37, -4@, 13, 3, 82, -126, 11, -121, -84, -18, -4, -77, -125, -3, 95, 119, -4
N2: [S51, 45, 102, 88, -25, -18, -40, -126, 62, -5, -95, -125, 75, 110, -80, 124, -119, 13, 32, 116, 62, 24, 61, 115, 6, -111, -
The third fuzzy keyword is: f@'©@9éné

2Q0OvOB(O 9BaO?ONPI8OOAOLGF kO

V9581 9U0191 9=UF P[OLWEPQOOOVOP> 09 ; (IONOT OO

The server receives 27 bytes file from sender.
The file index (file name and keywords) are stored in mysql successfully.

The server accepts the connection...

Fri Jul 19 16:07:02 BST 2019 WARN: Establishing SSL connection without server's identity verification is not recommended. Accor:
P: 4261079776914233084587037365422764717799426491516934485224980510089946042291185925593582162574593358786756179136364809619179
A: 4442573719723214781977946652880488832062418970283038547547627694738593964062052635792693390696368552763066587930730129767662'
B: 4486326370341269017794197024543406795186418507356403074189237878681153484717657929556070084643844758275642333291529531631090
RSA_pks: [48, -127, -97, 48, 13, 6, 9, 42, -122, 72, -122, -9, 13, 1, 1, 1, 5, o, 3, -127, -115, O, 48, -127, -119, 2, -127, -1

The file's hash name is 5597d20ddbc9985dd8001fdb8878edf7a41cdac87a5911ad4311f8756a71d7b0

M: [71, 76, 25, 124, -105, -103, 116, 46, 55, -75, 111, 24, -14, -44, -83, 13, 41, 60, 112, -77, 76, -18, 3, 70, -96, -12, 120,
t: [77, -123, -90, -40, -31, -79, 64, -59, -118, -125, 83, -122, 3, 57, -29, 93, -45, 46, -22, 72]

N1: [16, -20, -86, 23, 124, -124, 55, -18, -105, -48, -23, -86, 90, 56, 117, -9, 5, -89, 17, -51, 103, -29, 91, -103, 60, -8, 1
N2: [18, 99, 51, -124, -96, 16, 52, 14, 108, -76, 65, 113, -82, 37, -77, 6, 21, 50, -24, 117, -32, -77, 49, -30, -128, -19, 87,
The third fuzzy keyword is: RO@7ROOV0VVVOO*VOPOOOchOOf7OVOIHOONO" 9999 €©7559.1Xb0! 9! nOIOVO TRO' _

Q79OW3O* OnEABhOUZOO

The server receives 27 bytes file from sender.

The file index (file name and keywords) are stored in mysql successfully.

z: (61, 107, 77, -85, 99, -126, 85, -127, 55, -8, -96, 101, 20, 105, 73, 127, -127, -113, -39, -113, -16, -61, 94, 44, -30, -12
Ti: [17, -53, -117, 100, -109, 7, 20, -52, 43, -3, -109, -70, -2, 27, 61, 9, -88, -120, -25, -9, 90, -22, -101, -70, -119, 89,
T2: [122, -65, 24, 102, 116, 27, 94, 30, -110, 65, 2, 19, -73, -17, -121, 45, 85, -102, 67, -80, -95, 42, -74, 107, 77, -99, S5
The third fuzzy keyword is:

AQAMOYD[B @dw

fOOenpOOIOT' 00O

300000v0OIKYLTOUOOTKOWe 99101 0’ 0907 | 0b>0k00hO- {000

FIGURE 36. PEKS CIPHERTEXT AND TRAPDOOR REQUEST COMPARISON IN M-PEMKS
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In addition, the online third party keeps the encrypted messages in its file system

and stores the file indexes in the Mysql database (See in Figure 37)

SCHEMAS

Q
> Demo
» & file
» FileDemo
» & FileStorage
v 5] MPEKS_FL

v 7 Tables

v EE File

» [#] Columns

» 27 Inde;
» BB Fore

» [ Triggers

[ Views

7 Stored Procedures
@ Functions

o |l mH ¥ FA 8B (@) | | Limit to 1000 rows ™

ResultGrid 1 4% Filter Rows: Q

141
142
143
144
145
146
147
148

Xes
ign Keys

[ N<N<J
w N o=

Action Output <

eeaeb9054e8e1d55cab853b9t18c68bbe. ..
eeae69054e8e1d55cab853b9f18c68bbe. ..
eeae69054e8e1d55cab853b9f18c68bbe. ..
eeae69054e8e1d55cab853b9f18c68bbe. ..
eeae69054e8e1d55cab853b9f18c68bbe...
5597d20ddbc9985dd8001fdb8878e0f7a...
5597d20ddbc9985dd8001fdb8878e017a. ..
5597d20ddbc9985dd8001fdb8878e0f7a. ..

File 1

Time Action

15:06:52 SELECT * FROM MPEKS_FL.File LIMIT 0, 1000
15:16:20 SELECT * FROM MPEKS_FL.File LIMIT 0, 1000
16:28:45 SELECT * FROM MPEKS_FL.File LIMIT 0, 1000

< Q1=
Edit: g4 & B | Export/import: B 5

idFile  fileName keyword1 keyword2 keyword3

Response

66 row(s) returned
72 row(s) returned
75 row(s) returned

Duration / Fetch Time
0.00051 sec / 0.0000...
0.00030 sec / 0.000...
0.00029 sec / 0.000...

FIGURE 37. THE FILE INDEXES STORING IN MYSQL DATABASE OF M-PEMKS SYSTEM

Mamdani Fuzzy Inference System is the key tool in Fuzzy Match, which could be

regarded as a router to filter irrelative documents. The example of Mamdani Fuzzy

Inference System using Fuzzy Control Language (FCL) which calculates the assessed

value by DATE is implemented by jFuzzyLogic. Figure 38 points out that the

trapezoidal and triangular membership functions are applied for fuzzification in m-

PEMKS system while the defuzzification is defined by triangular membership function

only and the Center of Gravity (COG) is selected as defuzzification method.

Meanwhile, Figure 39 illustrates the corresponding JAVA code to execute FCL code. In

addition, Figure 40 describes the membership functions of Inputs and Outputs for this

example.
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FUNCTION_BLOCK Document

VAR_INPUT // Define input variables
DATE : REAL;
END_VAR

VAR_OUTPUT // Define output variable
assess : REAL;
END_VAR

FUZZIFY DATE // Fuzzify input variable 'DATE': {'old', 'acceptable', 'new' }
TERM old := (@, 1) (4, 0) ;
TERM acceptable := (1, @) (4,1) (6,1) (9,0);
TERM new := (6, @) (9, 1);

END_FUZZIFY

DEFUZZIFY assess // Defzzzify output variable 'access' : {'oldest', 'average', 'latest' }
TERM oldest := (0,0) (5,1) (10,0);
TERM average := (10,0) (15,1) (20,0);
TERM latest := (20,0) (25,1) (30,0);
METHOD : COG; // Use 'Center Of Gravity' defuzzification method

DEFAULT := 0; // Default value is @ (if no rule activates defuzzifier)
END_DEFUZZIFY

RULEBLOCK Nol

AND : MIN; // Use 'min' for 'and' (also implicit use 'max' for 'or' to fulfill DeMorgan's Law)
ACT : MIN; // Use 'min' activation method
ACCU : MAX; // Use 'max' accumulation method

RULE 1 : IF DATE IS old THEN assess IS oldest;

RULE 2 : IF DATE IS acceptable THEN assess IS average;

RULE 3 : IF DATE IS new THEN assess IS latest;
END_RULEBLOCK

END_FUNCTION_BLOCK

FIGURE 38. FCL CODE IN M-PEMKS

String fileName = "Document.fcl";
FIS fis = FIS.load(fileName, true); // Load from 'FCL'
// file
if (fis == null) { // Error while loading?
System.err.println("Can't load file: ""
return;

+ fileName + "'");

}

// Show ruleset

FunctionBlock functionBlock = fis.getFunctionBlock(null);
JFuzzyChart.get().chart(functionBlock);

// Set inputs

functionBlock.setVariable("DATE", Integer.parseInt(new String(decrypted, @, decrypted.length)));
// Evaluate

functionBlock.evaluate();

// Show output variable's chart

Variable assess = functionBlock.getVariable("assess");
JFuzzyChart.get().chart(assess, assess.getDefuzzifier(), true);

// Print ruleSet

System.out.println(functionBlock);

System.out.println("ASSESS:" + functionBlock.getVariable("assess").getValue());

FIGURE 39. JAVA API TO EXECUTE FCL CODE IN M-PEMKS
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FIGURE 40. MEMBERSHIP FUNCTIONS OF INPUTS AND OUTPUTS FOR M-PEMKS SYSTEM

It is apparent that the proposed scheme applies the Single Input Single Output
(SISO) Mamdani Fuzzy Inference System. The reason is due to the properties of
Artificial Intelligence and Cryptography. Artificial Intelligence explores and analyzes
the data for discovering the relationships between the different data sets. On the
contrary, the purpose of cryptography is hiding information as much as possible. In
addition, the input value of Mamdani system is plaintext. Therefore, if m-PEMKS
applies Two or More Input Single Out (T/MISO) Mamdani Fuzzy Inference System,
sufficient information will be exposed to the general public network so that crackers
may break the ciphertext to some extent. However, SISO Mamdani system has less
accuracy than T/MISO Mamdani system. In order to reverse low accuracy problem, the
proposed system will firstly execute Searchable Match and then execute Fuzzy Match.
More specially, the server will select the encrypted emails containing “barclays” and
“finance” keywords by Exact Match. Then, the server will decrypt the keyword of
“DATE” (in PEKS ciphertext) and the keyword “latest” (in Trapdoor). Note that
“DATE” and “latest” are the condition and the conclusion of the rules in Mamdani
System respectively. Finally, the server will execute Fuzzy Match to distill the most
related documents via the assessed values by SISO Mamdani Fuzzy Inference System

and reply to the receiver in the end.
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In Figure 41, it is obvious that Mamdani system will calculate an assessed value

for each input. More specifically, the third keyword of senderl is “2” and the assessed

value is 9.26. According to Figure 38, the value “2” contains two portions, which partly

belongs to “old” and “acceptable”. However, the value “2” takes more percentage in

“old” part than “acceptable” part. Therefore, the trapezium of “old” in Figure 39 is

bigger than the trapezium of “acceptable”. Similarly, the third keyword of sender2 is

“5” and the assessed value is 15.00, which belongs to “acceptable” part. In terms of the

sender3, the third keyword is “10” and the assessed value is 25.00, which fully belongs

to “new” part.
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FIGURE 41. THE ASSESSED VALUES OF THREE DIFFERENT DATE INPUT IN M-PEMKS
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6.10 The Comparison between Three Proposed Schemes

Table 12 provides the comparison of security and functionality between three

proposed MPEKS schemes.

TABLE 12. A COMPARISON BETWEEN THREE PROPOSED SCHEMES

Scheme Secure Channel . C_iphe_rt o ility " ?apg:::himy P Usgr " Off-line KGA Inside KGA Fuzzéelzec):‘wmd
tSCF-MPEKS No Yes Yes No Yes No No
rSCF-MPEKS No Yes Yes Yes Yes Yes No
m-PEMKS No Yes Yes No Yes No Yes

It can be seen that all of these three proposed schemes do not rely on a secure
channel to transmit the trapdoor queries. Apart from that, all of these three proposed
schemes satisfy the properties of Ciphertext Indistinguishability and Trapdoor
Indistinguishability so that they have an ability to resist Off-line Keyword Guessing
Attack. However, rSCF-MPEKS scheme incorporates with User Authentication
technique and therefore, it could prevent Inside Keyword Guessing Attack. Last but not
least, m-PEMKS scheme applies Fuzzy Logic technique, which is able to solve the
fuzzy and imprecise keyword search, such as “latest”, etc.

To conclude, these three proposed schemes are much secure and strengthen and

have powerful functionalities comparing with theirs counterparts.
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7. Conclusion

Public Key Encryption with Keyword Search (PEKS) is one of the most powerful
crypto-systems to solve Single Keyword Search problem. Compared with the
traditional Public Key Infrastructure (PKI), PEKS based on Identity Based Encryption
(IBE) is independent of an online trusted third party (such as Certificate Authority) to
authorize the public key.

Although PEKS carries out a lot of merits, it should not be overlooked that PEKS
has its weaknesses. Firstly, the original PEKS schemes require secure channels between
the sever and the receiver to transmit Trapdoor queries. However, building secure
channel consumes huge human and material resources and seems impossible in some
cases. Secondly, many PEKS schemes are able to solve Single Keyword Search problem
but do not support Multiple Keywords Search and therefore, these PEKS approaches
may not be applied to the general public networks. Last but not least, due to the online
third party and/or the receiver in PEKS system may honest but curious, he/she may
release the private key to the public networks so that the PEKS schemes could suffer
Off-line Keyword Guessing Attack (OKGA). Although the later PEKS systems
incorporate with Trapdoor indistinguishability to resist OKGA, their security still need
to improve. For instance, almost all current PEKS schemes are vulnerable to Inside
Keyword Guessing Attack (IKGA), etc.

This PhD thesis concentrates on proposing three secure and efficient PEKS
schemes to solve both Single and Multiple Keyword(s) Search problems, and also resist
OKGA and/or IKGA.

Many current Public Key Encryption with Multiple Keywords Search (MPEKS)

schemes suffers OKGA. Therefore, the thesis firstly defines a MPEKS scheme
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incorporating with Trapdoor indistinguishability to resist OKGA, which is called
“Trapdoor-indistinguishable Secure Channel Free Public Key Encryption with Multi-
keywords Search (tSCF-MPEKS) ”. More specially, the proposed scheme is proved to be
semantic secure under the Random Oracles Models with BDH and 1-BDHI assumptions
so that it is able to resist OKGA. Besides, it has the ability to address both Single and
Multiple Keyword(s) Search problems. Comparing with its counterparts, the efficiency
and performance of tSCF-MPEKS scheme are affordable by the mathematical
calculation and the computer simulation.

Secondly, IKGA in MPEKS schemes is still an intractable problem up to now. The
research then defines the strengthen and powerful MPEKS scheme called “Robust
Secure Channel Free Public Key Encryption with Multi-keywords Search (rSCF-
MPEKS)” to prevent IKGA. More specially, the »SCF-MPEKS system has the
characters of Ciphertext Indistinguishability and Trapdoor Indistinguishability and also
incorporates with User Authentication technique so that it is not only able to resist
OKGA but also prevents IKGA. In addition, rSCF-MPEKS scheme has the ability to
solve both Single and Multiple Keyword(s) Search problems. Comparing with some
typical MPEKS schemes (such as MPEKS and SCF-MPEKS, etc.), the rSCF-MPEKS
approach is much more secure and also has high efficiency and better performance as
well.

Last but not least, almost all current PEKS and MPEKS schemes cannot deal with
imprecise keywords, such as “latest”, “newest”, etc. For instance, if the keyword is
fuzzy (i.e. “latest, biggest”), these current PEKS/MPEKS schemes will be terminated
and report errors. Therefore, the research formalizes the third MPEKS statement,
namely “Public Key Encryption with Multi-keywords Search using Mamdani System

(m-PEMKS)”, to address Fuzzy Keyword Search problem. More specially, the proposed
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MPEKS scheme applies Mamdani Fuzzy Inference System (Fuzzy Logic) in Artificial
Intelligence to solve Fuzzy Keyword Search problem. The m-PEMKS scheme is
verified to be semantic secure under the Random Oracles Models with BDH and 1-
BDHI assumptions and therefore, it is also able to resists OKGA.

Furthermore, the performance and efficiency of the proposed schemes are
analyzed by the theoretical analysis based on mathematical calculations and the
practical analysis based on programming with JAVA, JPBC Library and jFuzzylogic
Library. For practical analysis, the proposed approaches are called by 1000 times
computer simulations and every 100 times computer simulations is considered to be
one round. To conclude, these proposed schemes consume less computing time and
resources and have better performance and functionalities comparing with theirs

counterparts.
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